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Section 1: Supervisory Information 

FRB: Consumer Compliance Outlook Issue 3 (October 29, 2021) 

Link 

https://consumercomplianceoutlook.org/ 

Text 

The latest issue of Consumer Compliance Outlook is now available on the Outlook website. 
This issue includes an article titled “Mortgage Servicers’ Duties Under Regulation X (RESPA) to 
Respond to Notices of Error and Requests for Information.” 

Note: the material in the Consumer Compliance Outlook is the intellectual property of the 12 
Federal Reserve Banks and cannot be copied without permission. 

Other topics, which may be of interest, include: 

• Overview of Federal Consumer Privacy and Security Laws for Financial Services 

What You Need to Do 

The mortgage servicer text is germane to all mortgage services, regardless of size. If you have any 
questions regarding these topics, review this information and pass it on to any parties within the 
bank who might need this information. Review the other topics as necessary. 

OCC: Fall 2021 Semiannual Risk Perspective (December 6, 2021) 

Link 

https://www.occ.gov/publications-and-resources/publications/semiannual-risk-
perspective/files/pub-semiannual-risk-perspective-fall-2021.pdf 

Text 

The Office of the Comptroller of the Currency (OCC) reported the key issues facing the federal 
banking system and the effects of the COVID-19 pandemic on the federal banking industry in its 
Semiannual Risk Perspective for Fall 2021. 

Banks are weathering the COVID-19 crisis with resilience and satisfactory credit quality and 

https://consumercomplianceoutlook.org/
https://www.occ.gov/publications-and-resources/publications/semiannual-risk-perspective/files/pub-semiannual-risk-perspective-fall-2021.pdf
https://www.occ.gov/publications-and-resources/publications/semiannual-risk-perspective/files/pub-semiannual-risk-perspective-fall-2021.pdf
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strong earnings, but weak loan demand and low net interest margins (NIM) continue to weigh on 
performance. The OCC highlighted operational, credit, compliance, and strategic risks, among the 
key risk themes in the report. 

Highlights from the report include: 

 Operational risk is elevated as banks respond to an evolving and increasingly complex 
operating environment and cyber risks. 

 Credit risk is moderate as widespread government programs and appropriate risk 
management limited the potential credit impact, though some areas warrant continued 
attention. 

 Compliance risk is heightened, driven by regulatory changes and policy initiatives that 
continue to challenge risk management. 

 Strategic actions taken by banks to offset earnings impacts of low yields and NIM 
compression remain a risk. 

The report also highlights an OCC initiative to act on the risk that climate change presents to 
the federal banking system. 

The report covers risks facing national banks, and federal savings associations based on data 
as of June 30, 2021. The report presents information in five main areas: the operating 
environment, bank performance, special topic on community banks, trends in key risks, and 
supervisory actions. It focuses on issues that pose threats to those financial institutions regulated 
by the OCC and is intended as a resource to the industry, examiners, and the public. 

Excerpts on compliance risk are provided below: 

Compliance Risk is Heightened, Driven by Regulatory Changes and Policy Initiatives  
that continue to Challenge Bank Risk Management 

Compliance risk is heightened as banks adjust to regulatory changes and initiate efforts to 
serve customers in the final stages of assistance programs and initiatives related to the COVID-
19 pandemic. Like their initial implementation, the conclusion of these programs creates 
increased compliance responsibilities, high transaction volumes, and new fraud types at a time 
when banks continue to respond to a changing operating environment. Banks should continue to 
monitor and manage changes and associated risks; to ensure that new processes incorporated into 
their compliance risk management programs are effective and address changes in laws and 
regulations; to manage operational challenges; and to ensure compliance obligations are fulfilled 
while functioning with staff working remotely. Banks are encouraged to review interagency, OCC, 
Financial Crimes Enforcement Network (FinCEN), and Consumer Financial Protection Bureau 
(CFPB) issuances and guidance. 

Banks continue to face challenges to implementing proactive compliance risk management 
programs and will need to remain agile to quickly adapt. Specific areas of challenge continue to 
include responsibilities associated with underwriting and opening new accounts, monitoring 
customer activity, processing transactions, making loan modifications, servicing loans, 
communicating with customers, complying with consumer protection laws, and treating 
customers fairly. Additional challenges also include meeting Bank Secrecy Act (BSA) and Office 
of Foreign Assets Control (OFAC) compliance obligations, as well as adapting to regulatory and 
policy actions by the CFPB. 
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Bank Secrecy Act 

Criminals continue to formulate and adapt scams and money-laundering techniques to the 
new financial environment created by the COVID-19 pandemic. Through these scams, criminals 
deceive people into moving illicit money on the criminals’ behalf through funds transfers, physical 
movement of cash, multiple personal accounts used supposedly at the behest of a customer’s 
“employer,” peer-to-peer payment platforms, and various other methods. Banks should remain 
vigilant in identifying potentially illicit activity and monitoring for fraud methods that have 
emerged or evolved during the COVID-19 pandemic. Examples of fraud include account 
compromise, phishing, and the use of malware; malicious websites and downloads; domain name 
system hijacking or spoofing; and fraudulent mobile applications. Medical-related frauds (COVID-
19 cures, tests, vaccines, and services), impostor scams, and elder abuse also increased during the 
pandemic. Criminals and terrorists may exploit the public’s goodwill by establishing fake charities 
to accept donations that appear to be intended to help others suffering from the pandemic. 
Criminal rings have also been targeting economic impact payments related to the pandemic, 
including CARES Act and unemployment insurance payments. Some states have been severely 
affected by fraudulent unemployment claims using fake or stolen personal and financial 
information. 

Banks can monitor information provided by law enforcement agencies and international anti-
money laundering (AML) standard-setting organizations regarding how criminals adapt scams 
and money laundering techniques to exploit vulnerabilities created by the pandemic. The FinCEN 
website includes a COVID-19 update section that describes common red flags and provides 
guidance on COVID-19-related fraud schemes. 

Timely communication from banks to examiners should focus on potential BSA/AML or 
sanctions compliance issues, including potential delays in meeting regulatory requirements. 
Banks should track and manage any deferred actions and other departures from standard 
processes or procedures and adjust as necessary upon return to in-office work. The OCC will 
consider the impact of COVID-19-related measures on BSA compliance in determining any new 
supervisory response, if needed. 

Consistent with the requirements of section 6101(b)(2)(C) of the AML Act of 2020, FinCEN 
issued the “Anti-Money Laundering and Countering the Financing of Terrorism National 
Priorities” (National Priorities) on June 30, 2021. The federal banking agencies, FinCEN, and 
state bank and credit union regulators issued an Interagency Statement on the Issuance of the 
National Priorities that clarified that the issuance of the National Priorities does not result in an 
immediate change in BSA/AML regulatory requirements; that banks are not required to 
incorporate the National Priorities into their risk-based BSA compliance programs until the 
effective date of a final rule by FinCEN addressing the National Priorities; and that the agencies 
will not examine for the incorporation of the National Priorities until the effective date of final 
revised regulations. 

Consumer Compliance 

Effective change management and compliance risk management are important processes to 
identify, measure, monitor, and control the changing and emerging risks related to consumer 
products and services. Support programs for these products and services include assistance 
programs, loan modifications and forbearance accommodations, handling of customer complaints, 
and communications with customers on pandemic-related policy initiatives, recent regulatory and 
policy actions by the CFPB, and the associated regulatory uncertainty. 
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Pandemic-related changes in availability of bank staff may continue to affect the actions banks 
must take to comply with CARES Act provisions and other regulatory requirements. Bank post-
implementation monitoring and testing are critical to determine that products are being delivered, 
and processes or systems are working, as intended. In the continuing COVID-19 pandemic 
environment, a bank may determine that it should update its compliance testing or audit plan to 
account for waves of new requirements and processes and allow for earlier detection and correction 
of issues. In addition, banks’ strategies for processing consumer requests and applications may 
vary with implementation, increasing the importance of monitoring for potential disparate 
treatment and disparate impact on a prohibited basis. 

Monitoring complaints is an important component of an effective compliance risk management 
program, especially as the pandemic continues to spur multiple changes to bank processes and 
requirements that may directly or indirectly affect customers. Customer feedback and complaints 
can serve as an early warning indicator of a potential problem. 

Community Reinvestment Act / Fair Lending 

In September 2021, the OCC issued a proposal to rescind and replace the regulation 
implementing the Community Reinvestment Act (CRA) rule published on June 5, 2020 (June 2020 
rule). Until a new rule is finalized, banks should refer to OCC Bulletin 2020-99, “Community 
Reinvestment Act: Key Provisions of the June 2020 CRA Rule and Frequently Asked Questions,” 
regarding implementation of the June 2020 rule. Banks also should implement effective change 
management and compliance risk management processes and stay informed of emerging risks 
that may be associated with potential changes in the CRA rule. In addition, numerous government 
agencies, including the OCC, are scrutinizing issues of appraisal bias and implications for all types 
of property valuations, including automated valuation models. This governmentwide effort has 
the potential for significant future fair lending-related action. 

What You Need to Do 

Banks regulated by the OCC should review this information. All other banks may wish to consider 
the subjects presented. 

CFPB: Fall 2021 Supervisory Highlights (December 8, 2021) 

Link 

https://www.consumerfinance.gov/about-us/newsroom/cfpb-report-highlights-supervisory-
findings-of-wide-ranging-violations-of-law-in-2021/ 

Text 

The Consumer Financial Protection Bureau (CFPB) issued a Supervisory Highlights report, 
which shines a light on legal violations identified by the CFPB’s examinations in the first half of 
2021. The report also highlights prior CFPB supervisory findings that led to public enforcement 

https://www.consumerfinance.gov/about-us/newsroom/cfpb-report-highlights-supervisory-findings-of-wide-ranging-violations-of-law-in-2021/
https://www.consumerfinance.gov/about-us/newsroom/cfpb-report-highlights-supervisory-findings-of-wide-ranging-violations-of-law-in-2021/
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actions in the first half of 2021. 

CFPB examiners often find problems during supervisory examinations that are resolved 
without an enforcement action. The violations described in this report have occurred in areas such 
as auto loan servicing, consumer reporting, debt collection, deposits, fair lending, mortgage 
origination and servicing, private student loan origination, payday lending, and student loan 
servicing. 

Mortgage servicers charged improper fees to borrowers enrolled in CARES Act 
forbearance 

This past year, the CFPB prioritized mortgage servicing supervision due to the increase in 
borrowers applying for and receiving mortgage forbearance due to the COVID-19 pandemic. While 
the CARES Act prohibits mortgage servicers from imposing fees on consumers receiving CARES 
Act forbearance, CFPB examiners found that mortgage servicers still charged borrowers late fees 
and default-related fees. These illegal fees exacerbated the economic hardships experienced by 
struggling homeowners in 2021. Examiners observed that mortgage servicers failed to refund 
some of the fees until almost a year later. 

In August 2021, the CFPB published a report detailing 16 large mortgage servicers’ response 
to the COVID-19 pandemic. The supervisory data showed that some servicers struggled to assist 
distressed homeowners. The CFPB is actively working to support an inclusive and equitable 
economic recovery, which means ensuring all mortgage servicers meet their homeowner protection 
obligations under applicable consumer protection laws. Recently, the CFPB issued a joint 
statement with the Board of Governors of the Federal Reserve System, the Federal Deposit 
Insurance Corporation, the National Credit Union Administration, the Office of the Comptroller 
of the Currency, and state financial regulators to clearly define their respective supervisory and 
enforcement authorities to protect homeowners and address any compliance failures. 

Examiners found fair lending violations 

CFPB examiners identified several violations of the Equal Credit Opportunity Act (ECOA) by 
mortgage lenders. The examination team found that mortgage lenders discriminated against 
African American and female borrowers in the granting of pricing exceptions, compared to non-
Hispanic white and male borrowers. 

Specifically, examiners found lenders lacked oversight and control over how mortgage loan 
officers granted pricing exceptions to customers. Examiners identified lenders with statistically 
significant disparities for incidences of pricing exceptions for African American and female 
applications compared to similar non-Hispanic white and male borrowers. 

CFPB examiners also found that lenders improperly considered small business applicants’ 
religion in their credit decisions. For religious institutions applying for small business loans, some 
lenders improperly utilized a questionnaire that contained explicit inquiries about an applicant’s 
religion. 

In addition to pricing and religious discrimination, the CFPB is committed to rooting out all 
forms of lending discrimination, including redlining. The Bureau’s recent complaint against 
Trustmark National Bank, along with Director Chopra’s remarks about the complaint, 
demonstrate the CFPB will pursue and address both high- and low-tech forms of fair lending 
violations. 

https://www.consumerfinance.gov/about-us/newsroom/cfpb-report-mortgage-servicers-pandemic-response-varies-significantly/
https://www.consumerfinance.gov/about-us/newsroom/cfpb-takes-action-to-prevent-avoidable-foreclosures/
https://www.consumerfinance.gov/about-us/newsroom/cfpb-takes-action-to-prevent-avoidable-foreclosures/
https://www.consumerfinance.gov/enforcement/actions/trustmark-national-bank/
https://www.consumerfinance.gov/about-us/newsroom/remarks-of-director-rohit-chopra-at-a-joint-doj-cfpb-and-occ-press-conference-on-the-trustmark-national-bank-enforcement-action/
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Payday lenders improperly debited consumer bank accounts 

CFPB examiners found that lenders improperly debited or attempted to debit consumers’ bank 
accounts. In some instances where consumers called to authorize a loan payment by debit card, 
lenders’ systems erroneously indicated the transactions did not process, resulting in the improper 
debiting of additional, identical amounts or unauthorized attempts. Consumers had no reason to 
anticipate debits or attempted debits and could not prevent them from occurring. These practices 
significantly harmed consumers by depriving them of access to their funds and creating the risk 
of nonsufficient fund fees or overdraft fees levied by their banks. 

These violations demonstrate the ongoing risk that irresponsible payday lending practices 
pose to American consumers. The CFPB will continue to exercise and enforce its authority in the 
payday lending market to protect vulnerable consumers and their economic dignity. 

Remittance providers failed to investigate notice of errors in timely fashion 

CFPB examiners found consumers were deprived of their rights by remittance providers who 
received notices of errors alleging that remitted funds had not been made available to designated 
recipients by disclosed dates of availability. Providers then failed to investigate whether 
deductions imposed by some foreign banks constituted a fee that the institutions were required to 
refund to the sender as part of the error resolution process. 

Today’s report aims to share information that all industry participants can use to ensure their 
operations remain in compliance with federal consumer financial law. In all cases where CFPB 
examiners find problems, they alert the company to their concerns, and, in many instances, 
outline recommended remedial measures. When appropriate, the Bureau opens investigations for 
potential enforcement actions. 

What You Need to Do 

All CFPB findings concern very large institutions. Review the information, and determine if any 
of this information would be useful to provide training or the resources for your bank. 

CFPB: Fall 2021 Rulemaking Agenda (December 13, 2021) 

Link 

https://www.consumerfinance.gov/about-us/blog/fall-2021-rulemaking-agenda/ 

The CFPB published the Fall 2021 Rulemaking Agenda (Agenda) that lists the regulatory 
matters the CFPB plans to pursue during the period from November 1, 2021 to October 31, 2022, 
as described further below. 

The Agenda reflects the continuation of significant rulemakings that furthers consumer 
financial protection and helps to advance the country’s economic recovery from the financial crisis 
related to the COVID-19 pandemic. The CFPB also continues to prioritize work that promotes 
racial and economic equity and supports underserved and marginalized communities by, among 

https://www.consumerfinance.gov/about-us/blog/fall-2021-rulemaking-agenda/
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other things, facilitating access to fair and affordable credit. Newly confirmed Director, Rohit 
Chopra, began his term on October 12, 2021, after submission of this Agenda. Director Chopra’s 
regulatory priorities will be more fully reflected in the Spring 2022 Agenda. 

Several regulatory activities are planned through the fall of 2022; key among these are the 
following: 

Small Business Lending Data Collection 

Section 1071 of the Dodd-Frank Act requires financial institutions to collect, report, and make 
public certain information concerning credit applications made by women-owned, minority-owned, 
and small businesses. Congress enacted section 1071 for the purpose of facilitating enforcement 
of fair lending laws and enabling communities, governmental entities, and creditors to identify 
business and community development needs and opportunities for women-owned, minority-
owned, and small businesses. We have been working on this important and complex rulemaking 
for a number of years, through research, policy development, and public engagement. In 
particular, we have solicited comments and information from small businesses and small business 
lenders (some which are themselves small businesses), including minority- and women-owned 
small businesses. On October 8, we published a proposed rule in the Federal Register which, if 
finalized as proposed, would require financial institutions to report information about small 
business credit applications, including information related to the credit applied for, demographic 
and other information about the small business credit applicant, and key elements of the price of 
the credit offered. We are accepting public comments on the proposed rule through January 6, 
2022, when we will begin to review and consider those comments as we move to develop a final 
rule. 

Availability of Electronic Consumer Financial Account Data 

We are also working on a rule required by section 1033 of the Dodd-Frank Act to address the 
availability of consumer financial account data in electronic form, which has helped consumers 
understand their finances and make better-informed financial decisions. Research has shown that 
the ability of consumers to permit access to third parties of certain consumer financial account 
data may improve lenders’ ability to determine that a consumer is credit-worthy, and may also 
expand the consumer’s access to credit by expanding their choices with respect to lenders and 
potentially allowing lenders to provide credit at more affordable prices than if they relied on 
traditional credit scoring alone. Consumers’ access to their own financial information is 
particularly important at a time when financial institutions are increasingly using “alternative 
data,” such as checking-account transaction data, in making credit decisions. We support 
innovation and believe that appropriate implementation of section 1033 can lead to competitive, 
consumer-friendly markets, while recognizing the importance of ensuring the safety and security 
of consumer account data. We have taken a number of steps to gather information and 
perspectives from the public, financial institutions, consumer advocacy groups, and others 
concerning current practices with respect to financial data access and data sharing and to learn 
more about this complex and rapidly changing market. Most recently, in November 2020, we 
published an Advance Notice of Proposed Rulemaking (ANPRM) concerning the implementation 
of section 1033. The comment period closed in February 2021. We are reviewing and considering 
comments received in response to the ANPRM, as well as monitoring the market as we assess 
potential next steps, including whether a Small Business Review Panel is required pursuant to 
the Regulatory Flexibility Act. 

https://www.consumerfinance.gov/rules-policy/notice-opportunities-comment/open-notices/small-business-lending-data-collection-under-equal-credit-opportunity-act-regulation-b/
https://www.regulations.gov/commenton/CFPB-2021-0015-0002
https://www.consumerfinance.gov/rules-policy/notice-opportunities-comment/archive-closed/dodd-frank-act-section-1033-consumer-access-to-financial-records/
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Property Assessed Clean Energy (PACE) Financing 

We are also continuing our work to implement section 307 of the Economic Growth, Regulatory 
Relief, and Consumer Protection Act of 2018, which mandates that we issue regulations relating 
to “Property Assessed Clean Energy” (PACE) financing. PACE financing is a tool for consumers 
to finance certain improvements to residential real property. PACE financing has characteristics 
of both home equity lending and real property taxes. Like home equity loans, PACE obligations 
arise through a voluntary contract and are secured by real property. But, under State law, they 
are billed and repaid as special property tax assessments and typically secured by a lien with 
equal priority to real property taxes. In March 2019, we released an ANPRM to solicit information 
in order to develop a proposed rule and are continuing to engage with stakeholders and collect 
information for the rulemaking, including by collecting quantitative data on the effect of PACE 
on consumers’ financial outcomes. 

Standards for Automated Valuation Models (AVMs) 

We are participating with the Board of Governors of the Federal Reserve System, the Office of 
the Comptroller of the Currency, the Federal Deposit Insurance Corporation, the National Credit 
Union Administration, and the Federal Housing Finance Agency to develop regulations to 
implement the amendments made by the Dodd-Frank Act to the Financial Institutions Reform, 
Recovery, and Enforcement Act of 1989 concerning automated valuation models (AVMs). The 
amendments require rules for quality control standards for AVMs. These quality control 
standards are designed to ensure a high level of confidence in the estimates produced by the 
valuation models, protect against the manipulation of data, seek to avoid conflicts of interest, 
require random sample testing and reviews, and account for any other such factor that the 
Agencies determine to be appropriate. 

Facilitating Transition Away from LIBOR Index 

Earlier this week, we issued a final rule to address the anticipated expiration of the LIBOR 
index, which the UK Financial Conduct Authority has stated that it cannot guarantee publication 
of beyond June 2023. This rulemaking is important for the millions of consumers who have 
adjustable-rate mortgages, credit cards, student loans, reverse mortgages, home equity lines of 
credit, or other loans that are tied to the LIBOR index. Our work is designed to lessen the financial 
impact to consumers and facilitate creditor compliance by providing examples of replacement 
indices that meet Regulation Z requirements. We issued the proposed rule in June 2020. 

Reviewing Existing Regulations and Market Monitoring 

Section 1022(d) of the Dodd-Frank Act requires us to conduct an assessment of each significant 
rule or order we have adopted under Federal consumer financial law and publish a report of each 
assessment no later than five years after the effective date of the subject matter or order. We 
decided to conduct an assessment of a rule implementing the Home Mortgage Disclosure Act 
(HMDA), most of which became effective in January 2018, and recently issued a Request for 
Information seeking comment from the public to ensure the Bureau can use the data collected 
under this rule to most effectively meet its goals. Section 610 of the Regulatory Flexibility Act 
(RFA) also requires us to consider the effect on small entities of certain rules we promulgate. In 
August 2020, we began our RFA section 610 review of Regulation Z rules that implement the 
Credit Card Accountability Responsibility and Disclosure Act of 2009. Specifically, we reviewed 
an interim final rule and three final rules published by the Board from July 2009 to April 2011. 

https://www.consumerfinance.gov/rules-policy/rules-under-development/advance-notice-proposed-rulemaking-residential-property-assessed-clean-energy-financing/?_gl=1*cv51ze*_ga*OTM0MzEwNjcuMTYyNzkzMjc0Mg..*_ga_DBYJL30CHS*MTYzNTg4NDM1OS4xNy4xLjE2MzU4ODQ1MzEuMA..
https://www.consumerfinance.gov/rules-policy/final-rules/facilitating-libor-transition-regulation-z/
https://www.consumerfinance.gov/rules-policy/notice-opportunities-comment/archive-closed/amendments-facilitate-libor-transition-regulation-z/?_gl=1*hp78zf*_ga*MjU0MjcyMzgyLjE2MzQzMDU2MjQ.*_ga_DBYJL30CHS*MTYzNDY1MTU3OC42LjEuMTYzNDY1MjgwNy4w
https://www.federalregister.gov/documents/2021/11/22/2021-25330/request-for-information-regarding-the-hmda-rule-assessment
https://www.federalregister.gov/documents/2021/11/22/2021-25330/request-for-information-regarding-the-hmda-rule-assessment
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After considering the statutory review factors and public comments, we determined that the 
CARD Act rules should continue without change. 

Finally, as required by the Dodd-Frank Act, we are continuing to monitor markets for 
consumer financial products and services to identify risks to consumers and the proper functioning 
of such markets. 

What You Need to Do 

As this is a discussion what they intend to accomplish over the next year, no immediate action is 
required, and this information is for your use only. 

FDIC, FRB, OCC: Extension of Revised Statement Regarding Certain 
Investment Funds and Their Portfolio Investments for Purposes of 
Regulation O (December 17, 2021) 

Links 

FDIC: https://www.fdic.gov/news/financial-institution-letters/2021/fil21080.html 

FRB: https://www.federalreserve.gov/supervisionreg/srletters/SR2120.htm 

OCC: https://www.occ.gov/news-issuances/bulletins/2021/bulletin-2021-64.html 

Interagency Statement 

The Board of Governors of the Federal Reserve System (“Federal Reserve”), the Office of the 
Comptroller of the Currency (“OCC”), and the Federal Deposit Insurance Corporation (“FDIC”) 
(collectively, the “federal banking agencies”) are issuing this Statement to extend the Revised 
Statement Regarding Status of Certain Investment Funds and their Portfolio Investments for 
Purposes of Regulation O and Reporting Requirements under Part 363 of FDIC Regulations, which 
they issued on December 22, 2020, and is set to expire on January 1, 2022. This Statement extends 
the expiration of the no-action position previously provided. Pursuant to section 22(h) of the 
Federal Reserve Act, extensions of credit by banks to executive officers, directors, and principal 
shareholders (and related interests of such persons) (collectively, “insiders”) must comply with 
certain individual and aggregate lending limits, and large extensions of credit by banks to insiders 
must be approved in advance by a majority of their boards of directors in a vote in which interested 
directors may not participate. 

Certain banking firms have raised concerns about the application of Regulation O to 
companies that sponsor, manage, or advise investment funds and institutional accounts that 
invest in voting securities of banking firms (such investment vehicles, collectively “funds,” and, 
together with the company that sponsors, manages, or advises them, “fund complexes”). Over the 
past few years, fund complexes have acquired, or have approached acquiring, more than 10 
percent of a class of voting securities of a wide range of public companies, including banks and 
non-bank companies. Upon acquiring more than 10 percent of a class of voting securities of a 

https://www.fdic.gov/news/financial-institution-letters/2021/fil21080.html
https://www.federalreserve.gov/supervisionreg/srletters/SR2120.htm
https://www.occ.gov/news-issuances/bulletins/2021/bulletin-2021-64.html
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banking firm, a fund complex would be a “principal shareholder” of the bank for purposes of 
Regulation O (a “principal shareholder fund complex”). Likewise, under Regulation O, any 
company in which a principal shareholder fund complex owns more than 10 percent of a class of 
voting securities could, in some instances, be presumed to be a “related interest” of the fund 
complex (“fund complex-controlled portfolio company”). In that event, the principal shareholder 
fund complex and its controlled portfolio companies would be considered insiders of the bank 
under Regulation O. Accordingly, the bank’s lending to the principal shareholder fund complex 
and its fund-complex controlled portfolio companies would be subject to the strict lending limits 
and other restrictions and standards of Regulation O. 

Banks have indicated that the treatment of fund complex-controlled portfolio companies as 
“related interests” under Regulation O could require the sudden and disruptive unwinding of 
substantial pre-existing lending relationships and reduce credit availability to a wide swath of 
financial and non-financial companies. 

The Federal Reserve, in consultation with the OCC and the FDIC, continues to actively 
consider whether to amend Regulation O to address the treatment of extensions of credit to fund 
complex-controlled portfolio companies under Regulation O. In the interim, the federal banking 
agencies believe it is appropriate to articulate supervisory expectations with respect to the 
application of Regulation O in this specific context in order to provide banks flexibility to lend to 
certain fund complex-controlled portfolio companies, subject to the following eligibility criteria: 

(1) With regard to the fund complex: 

a. The fund complex does not directly or indirectly control: 

i. 15 percent or more of any class of voting securities of the bank; or 

ii. 20 percent or more of any class of voting securities of the bank if it has received 
applicable agency correspondence referencing at least such a percentage, if: 

1. No individual fund in the fund complex owns more than 10 percent of any class 
of voting securities of the bank. For this purpose, two or more funds that share the 
same or substantially the same investment objective and asset composition are treated 
as an individual fund; and 

2. Non-index funds in the fund complex do not collectively own more than 10 percent 
of any class of voting securities of the bank. 

b. The fund complex does not have or seek to have any representative serve as an officer, 
agent, or employee of the bank; and 

c. The fund complex does not exercise or attempt to exercise a controlling influence over 
the management or policies of the bank, including attempting to influence the dividend polices, 
loan, credit, or investment decisions or policies, pricing of services, personnel decisions, 
operations activities, or any other similar activities or decisions of the bank. 

(2) With regard to the bank, the bank does not knowingly make an extension of credit to a fund 
complex-controlled portfolio company, unless the terms of such extension of credit are on 
substantially the same terms as those prevailing for comparable transactions with unaffiliated 
third parties and do not involve more than normal risk of repayment or present other unfavorable 
features. 

The federal banking agencies would not take action against banks or principal shareholder 
fund complexes with respect to extensions of credit by the banks to fund complex-controlled 



Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 12 

portfolio companies that otherwise would violate Regulation O, provided the fund complexes and 
banks satisfy the foregoing criteria. The no-action position provided herein covers extensions of 
credit to fund complex-controlled portfolio companies only, and does not extend to any extension 
of credit to principal shareholder fund complexes. 

This Statement supersedes previous statements issued by the federal banking agencies that 
established a no-action position for banks and principal shareholder fund complexes concerning 
extensions of credit by banks to fund complex-controlled portfolio companies that otherwise would 
have violated Regulation O. Unless amended, extended, or superseded in writing, this Statement 
will cease to be effective on the sooner of January 1, 2023, or the effective date of a final Federal 
Reserve rule having a revision to Regulation O that addresses the treatment of extensions of credit 
by a bank to fund complex-controlled portfolio companies that are insiders of the bank. 

Principal shareholder fund complexes and banks that satisfy the eligibility criteria of this 
Statement and rely on it for purposes of Regulation O continue to be subject to all other applicable 
laws and regulations not addressed in this Statement. This Statement does not insulate a 
principal shareholder fund complex or bank from actions the federal banking agencies may take 
with respect to any other violations of law or regulation or from safety and soundness criticisms 
related to loans made or actions taken pursuant to this Statement. 

The federal banking agencies remind fund complexes that federal securities laws require the 
public disclosure of beneficial ownership stakes under various conditions. These disclosure 
obligations may change based on several factors, including whether the investing fund complex is 
acquiring the securities with the purpose or effect of “changing or influencing the control of the 
issuer.” Fund complexes should consult the rules and guidance of the Securities and Exchange 
Commission (“SEC”) to determine their disclosure obligations given the facts and circumstances 
around whether an investor or group would be viewed as acquiring or holding the securities with 
the purpose or effect of changing or influencing the control of an issuer under the SEC’s rules. 

What You Need to Do: 

This statement only applies to banks where a portion of the stock is owned by a mutual fund or 
some similar entity, and that entity owns more than 10% of the bank stock. This is a “no action” 
document, which means this will have no impact on your current operations regarding Regulation 
O. However, Regulation O may change in the future to address this situation. 
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Section 2: COVID-19 Pandemic 

Note: This section is a continuation of Pandemic Preparedness that 
appeared in last quarter’s Regulatory Update. These articles cover 
October 1, 2021, through December 31, 2021. 

Agencies: Statement on Supervisory and Enforcement Practices 
Regarding the Mortgage Servicing Rules in Response to the 
Continuing COVID-19 Pandemic and CARES Act (November 10, 2021) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_mortgage-servicing-rules_joint-
statement_2021-11.pdf 

Text 

The Board of Governors of the Federal Reserve (FRB), the Consumer Financial Protection 
Bureau (CFPB), the Federal Deposit Insurance Corporation (FDIC), the National Credit Union 
Administration (NCUA), the Office of the Comptroller of the Currency (OCC), and the state 
financial regulators (collectively, agencies) are issuing this joint statement to communicate to 
mortgage servicers the agencies’ supervisory and enforcement approach as risks associated with 
the Coronavirus Disease (COVID-19) pandemic continue to change. 

On April 3, 2020, the agencies issued the “Joint Statement on Supervisory and Enforcement 
Practices Regarding the Mortgage Servicing Rules in Response to the COVID-19 Emergency and 
the CARES Act” (April 2020 Joint Statement) to clarify the application of the Regulation X 
mortgage servicing rules and explain the agencies’ approach to supervision and enforcement of 
the rules in response to the COVID-19 pandemic. In the April 2020 Joint Statement, the agencies 
announced that until further notice, they would not take supervisory or enforcement action 
against mortgage servicers for failing to meet certain timing requirements under the mortgage 
servicing rules as long as the servicers made good faith efforts to provide those required notices 
or disclosures and took the related actions within a reasonable period of time. 

More than 18 months have passed since issuance of the April 2020 Joint Statement. While the 
COVID-19 pandemic continues to affect consumers and mortgage servicers, the agencies believe 
the temporary flexibility described in the April 2020 Joint Statement is no longer necessary 
because servicers have had sufficient time to adjust their operations by, among other things, 
taking steps to work with consumers affected by the COVID-19 pandemic and developing more 
robust business continuity and remote work capabilities. Accordingly, the temporary supervisory 
and enforcement flexibility announced in the April 2020 Joint Statement no longer applies and the 

https://files.consumerfinance.gov/f/documents/cfpb_mortgage-servicing-rules_joint-statement_2021-11.pdf
https://files.consumerfinance.gov/f/documents/cfpb_mortgage-servicing-rules_joint-statement_2021-11.pdf
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agencies will apply their respective supervisory and enforcement authorities, where appropriate, to 
address any noncompliance or violations of the Regulation X mortgage servicing rules that occur 
after the date of issuance of this statement. 

The agencies recognize the ongoing challenges faced by mortgage servicers and their efforts to 
assist customers and members affected by the ongoing COVID-19 pandemic. The agencies 
continue to encourage mortgage servicers to engage in these efforts. The agencies will consider, 
when appropriate, the specific impact of servicers’ challenges that arise due to the COVID-19 
pandemic and take those issues in account when considering any supervisory and enforcement 
actions. As part of their considerations, the agencies will factor in the time it takes to make 
operational adjustments in connection with this joint statement. 

What You Need to Do 

This document decreases the flexibility regarding mortgage loan servicing that was offered at the 
beginning of the pandemic. Most banks have moved past these difficulties, and so this is for your 
information. 

CFPB: Report “Mortgage Servicing Effort in Response to the COVID-
19 Pandemic” (November 10, 2021) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_mortgage-servicing-efforts-response-
coivd-19-pandemic_white-paper_2021-11.pdf 

Text 

The CFPB released a report summarizing its work to help struggling homeowners and avert 
another foreclosure crisis. This work includes: 

 Conducting prioritized assessments, or targeted supervisory reviews, designed to obtain 
real-time information from mortgage services due to the elevated risk of consumer harm 
because of the pandemic. 

 Reminding servicers that “unprepared is unacceptable,” and that servicers need to dedicate 
enough resources and staff to ensure they can communicate clearly with homeowners, 
effectively assist borrowers, and reduce avoidable foreclosures during the surge in 
forbearance exits this fall. 

 Implementing temporary procedural safeguards to help ensure that borrowers have time 
before foreclosure to explore their options, including loan modifications and selling their 
homes. 

 Analyzing consumer complaint data about mortgage servicing and mortgage forbearances. 

 Conducting additional, targeted review of high-risk complaints related to COVID-19 

https://files.consumerfinance.gov/f/documents/cfpb_mortgage-servicing-efforts-response-coivd-19-pandemic_white-paper_2021-11.pdf
https://files.consumerfinance.gov/f/documents/cfpb_mortgage-servicing-efforts-response-coivd-19-pandemic_white-paper_2021-11.pdf
https://www.consumerfinance.gov/about-us/newsroom/cfpb-compliance-bulletin-warns-mortgage-servicers-unprepared-is-unacceptable/
https://www.consumerfinance.gov/about-us/newsroom/cfpb-issues-rules-to-facilitate-smooth-transition-as-federal-foreclosure-protections-expire/
https://www.consumerfinance.gov/about-us/newsroom/cfpb-issues-reports-detailing-mortgage-borrowers-continuing-covid-19-challenges/
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forbearance. 

 Analyzing and publishing mortgage servicers’ COVID-19 pandemic response. 

 Conducting original research documenting that Black and Hispanic communities, and low-
income communities across racial and ethnic groups are at increased risk of another 
foreclosure crisis due to the disproportionate concentration of mortgage forbearances and 
delinquencies in those communities; 

 Creating an online housing hub website at www.consumerfinance.gov/housing, in 
partnership with other federal agencies, to connect homeowners, renters and landlords 
with information about CARES Act assistance and protections. 

 Creating and distributing homeowner outreach materials, in English and other languages, 
that servicers and housing counselors can use to help homeowners affected by the COVID-
19 pandemic. 

The CFPB will continue to monitor closely the performance of mortgage servicers to prevent 
avoidable foreclosures to the maximum extent possible and will not hesitate to take supervisory 
or enforcement action if warranted. 

What You Need to Do: 

This information is for your review. No specific actions are required. 

CFPB, DOJ: Notification Letter to Mortgage Servicers on Military 
Homeowner Protections (December 20, 2021) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_military-homeowner-protections_doj-
servicer-letter_2021-12.pdf 

Background 

The Consumer Financial Protection Bureau (CFPB) and U.S. Department of Justice (DOJ) 
issued two joint letters today regarding important legal housing protections for military families. 
One letter was sent to landlords and other housing providers regarding protections for military 
tenants. A second letter was sent to mortgage servicers regarding military borrowers who have 
already exited or will be exiting COVID-19 mortgage forbearance programs in the coming weeks 
and months. 

The letter to landlords and other housing providers reminds property owners of the important 
housing protections for military tenants, some of whom may have had to relocate or make other 
changes to their housing arrangements in response to the crisis. While military families enjoy the 
same legal protections and privileges afforded to all other homeowners and tenants, they also have 
additional housing protections under the Servicemembers Civil Relief Act (SCRA), which is 

https://www.consumerfinance.gov/about-us/newsroom/cfpb-report-mortgage-servicers-pandemic-response-varies-significantly/
https://www.consumerfinance.gov/about-us/newsroom/cfpb-issues-reports-detailing-mortgage-borrowers-continuing-covid-19-challenges/
http://www.consumerfinance.gov/housing
https://files.consumerfinance.gov/f/documents/cfpb_military-homeowner-protections_doj-servicer-letter_2021-12.pdf
https://files.consumerfinance.gov/f/documents/cfpb_military-homeowner-protections_doj-servicer-letter_2021-12.pdf
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enforceable by the DOJ and servicemembers themselves. 

The letter to mortgage servicers comes in response to complaints from military families and 
veterans on a range of potential mortgage servicing violations, including inaccurate credit 
reporting, misleading communications to borrowers, and required lump sum payments for 
reinstating their mortgage loans. These complaints are being reviewed for compliance by the 
CFPB with the Coronavirus Aid, Relief, and Economic Security (CARES) Act and other applicable 
requirements. 

During the COVID-19 pandemic, roughly 7.6 million homeowners entered forbearance. While 
the majority have resumed their regular mortgage payments, approximately 1.25 million 
borrowers – many of whom are military borrowers – remain in forbearance programs that will 
expire at the end of the year. Ensuring that mortgage servicers comply with their legal obligations 
is crucial, especially since a decade ago some large financial institutions illegally seized the homes 
of military families, sending their lives into a tailspin. These violations were a result of 
breakdowns in the mortgage servicing industry that were severe and widespread. The result was 
numerous settlements with regulators, including a $186 million settlement between DOJ and 
some of the country’s largest mortgage servicers. 

Servicemembers have several legal protections under the SCRA that are designed to enable 
them to devote their entire energy to the national defense. These include, for example, a 
prohibition on foreclosing on certain servicemembers’ mortgages without court orders, the ability 
for military families to terminate residential leases early, and without penalty, upon receipt of 
military orders, and a prohibition on evicting military families from their homes without court 
orders. In addition, under the CARES Act and Regulation X, servicemembers and veterans have 
the same protections available to all mortgage borrowers. These include, for example, streamlined 
COVID hardship forbearance options, requirements that mortgages receiving a COVID-19 
hardship forbearance be reported as “current” to credit reporting agencies if the loan was current 
before entering forbearance under the CARES Act, and requirements in the Bureau’s Regulations 
X and Z for treatment of delinquent borrowers and borrowers who have applied for loss mitigation. 

The CFPB and DOJ are calling on mortgage servicers and landlords to ensure that military 
homeowners and tenants are safeguarded during the pandemic and benefit equally from the 
Nation’s economic recovery. 

Notification Letter to Landlords and Housing Providers 

Omitted. 

Notification Letter to Mortgage Servicers 

In the coming months, thousands of servicemember and veteran homeowners will be exiting 
COVID-19 hardship mortgage forbearances. For many, that will mean engaging their mortgage 
servicers in the loss mitigation process. As such, it is critical that you ensure that servicemember 
and veteran mortgage borrowers’ rights under federal law are diligently protected during the loss 
mitigation process, and that any issues identified are addressed expeditiously. 

In particular, we are concerned about complaints we have received from consumers – 
especially servicemembers and veterans – who believe they entered into COVID-19 hardship 
forbearance in accordance with the Coronavirus Aid, Relief, and Economic Security (CARES) Act, 
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yet suffered negative impacts due to problems they encountered with how their loan account was 
handled by their mortgage servicer. 

Military consumers describe a range of issues, including: 

• Mortgages in a COVID-19 hardship forbearance reported as delinquent to Consumer 
Reporting Agencies (CRAs), even though they were current when the borrowers entered 
forbearance; 

• Incorrect or confusing communications about COVID-19 hardship forbearances; and, 
• Required lump sum payments for reinstatement. 

Such actions, if true, may be in violation of the legal protections under the CARES Act or 
contrary to administrative guidance issued by federal housing agencies. The CFPB is currently 
reviewing these complaints to determine if further investigation is warranted. 

We also want to take this opportunity to remind you that while servicemember and veteran 
homeowners possess all of the rights, entitlements, and privileges afforded to all other 
homeowners – such as the legal protections established under the CARES Act and the CFPB’s 
Regulation X – many of them also possess additional homeowner protections provided to them by 
the Servicemembers Civil Relief Act (SCRA). 

Mortgage Protections 

On March 27, 2020, the CARES Act was signed into law. The CARES Act establishes the right 
to a forbearance for up to 180 days, and an extension for an additional 180 days, for homeowners 
with federally backed mortgages. Government-Sponsored Enterprises (GSEs) and federal 
agencies allow for an extended forbearance period of up to 18 months. Mortgages receiving a 
COVID-19 hardship forbearance must be reported as “current” to CRAs if the loan was current 
before entering forbearance under the CARES Act. 

Even if a borrower enters forbearance in a delinquent status but manages to bring their 
account “current” during forbearance, the mortgage must then be reported as “current” to the 
CRAs. Furthermore, borrowers in a federally backed loan generally cannot be required to repay 
their forbearance amount in a lump sum payment if they indicate that they cannot afford to do so 
when exiting forbearance, according to guidance issued by the GSEs and federal housing agencies. 

On June 28, 2021, the CFPB issued a final rule amending certain provisions in Regulation X 
(the “final rule”) to establish temporary protections for borrowers experiencing financial hardships 
due to the COVID-19 pandemic emergency. 

The final rule took effect on August 31, 2021. The final rule, among other things, establishes 
temporary procedural safeguards that are in effect until December 31, 2021 to help ensure that 
borrowers have a meaningful opportunity to be reviewed for loss mitigation before the servicer 
can make the first notice or filing required for foreclosure on certain mortgages. 

The final rule also establishes additional temporary early intervention obligations to ensure 
that servicers are communicating critical information to borrowers about their options, 
temporarily permits servicers to offer certain COVID-19-related loan modification options based 
on the evaluation of an incomplete application, and clarifies when servicers are required to resume 
reasonable diligence efforts for borrowers exiting certain COVID-19 related hardship 
forbearances. In addition to these new temporary amendments, servicers must also continue to 
comply with the requirements in the Bureau’s Regulations X and Z for treatment of delinquent 
borrowers and borrowers who have applied for loss mitigation. 
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Foreclosure Protections 

The SCRA, enforced by the Department of Justice (DOJ), covers all active-duty 
servicemembers, reservists on active-duty, members of the National Guard who are under certain 
orders to respond to a national emergency or are serving under Title 10 orders and, in some 
situations, the dependents of such servicemembers. Some states have enacted state laws that 
provide similar protections for their National Guard who are not covered by the federal SCRA. 

Mortgage servicers must comply with the SCRA regardless of whether their state law provides 
for judicial or non-judicial foreclosures. Under Section 3953, during a period of military service, 
and for one year after a period of military service (the “tail coverage” period), a creditor must 
obtain a court order prior to foreclosing on a mortgage. The mortgage at issue must have been 
taken out by a servicemember prior to entering military service in order for this protection to be 
applicable. This is a strict liability provision of the SCRA, and a person who knowingly violates 
this provision may be fined and/or imprisoned for up to one year. 

Section 3931 of the SCRA applies to foreclosures obtained in court where the servicemember 
does not make an appearance (also referred to as “default judgements”). In such cases, the plaintiff 
creditor must file an affidavit with the court stating: (1) that the defendant is in military service; 
(2) that the defendant is not in military service; or (3) that the creditor is unable to determine 
whether or not the defendant is in military service after making a good faith effort to determine 
the defendant’s military service status. 

If it appears that a defendant in such an action is in military service, a court may not enter a 
judgment until after it appoints an attorney to represent the interests of that defendant 
servicemember. The court must stay a civil court proceeding for at least 90 days if that appointed 
attorney has been unable to contact the defendant servicemember, or if there may be a defense to 
the action that requires that the defendant be present. 

Additional Resources 

• Verification of Military Service – https://scra.dmdc.osd.mil/ (where mortgage servicers can 
verify a borrower’s military status by completing a search online using the Department of 
Defense’s Manpower Data Center (DMDC) database) 

• DOJ’s Servicemembers and Veterans Initiative – www.servicemembers.gov 
• CFPB’s Office of Servicemember Affairs – www.consumerfinance.gov/servicemembers 

Summary 

The CARES Act, Regulation X, Regulation Z, and the SCRA provide important legal 
protections for our military families and veterans who do so much for our country. The CFPB and 
DOJ appreciate your assistance in educating your employees about these protections to ensure 
our Nation’s heroes are safeguarded. 

What You Need to Do 

If you have any military personnel in forbearance due to COVID, a complete review of this 
document is required. If you have no military personnel in forbearance, this document is for your 
information only. 

https://scra.dmdc.osd.mil/
http://www.servicemembers.gov/
http://www.consumerfinance.gov/servicemembers
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Section 1: Fair Credit Reporting Act 

CFPB: Report – Disputes on Consumer Credit Reports (November 2, 
2021) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_disputes-on-consumer-credit-
reports_report_2021-11.pdf 

Text 

The Consumer Financial Protection Bureau (CFPB) released research finding that consumers 
in majority Black and Hispanic neighborhoods, as well as younger consumers and those with low 
credit scores, are far more likely to have disputes appear on their credit reports. The new research 
is a part of a series of reports focusing on trends in the consumer financial marketplace, and uses 
data on auto loan, student loan, and credit card accounts opened between 2012 and 2019. 

The report shows that majority Black and Hispanic neighborhoods continue to face significant 
challenges with credit records. In nearly every credit category reviewed (auto loans, student loans, 
credit cards, and retail cards), consumers residing in majority Black areas were more than twice 
as likely to have disputes appear on their credit reports compared to consumers residing in 
majority white areas. For auto loans, consumers in majority Black areas were more than three 
times as likely to have disputes appear on their credit reports (0.8% of accounts with disputes in 
majority white census tracts compared to 2.8% of accounts in majority Black census tracts). 

Under the Fair Credit Reporting Act, people have a right to file a dispute with credit reporting 
companies to correct inaccuracies on their reports. The Fair Credit Reporting Act requires 
consumer reporting companies to process and investigate the disputes in a timely manner, and 
correct any inaccuracies uncovered by the investigation. According to today’s report, these kinds 
of disputes are common. 

When credit reporting is sloppy or rife with errors, this can limit fair and equitable access to 
individuals and families nationwide. The CFPB is committed to further researching the root 
causes of credit information disputes, as well as investigating the reasons for the demographic 
disparities found in the report. In October, the CFPB, along with the Federal Trade Commission 
and the North Carolina Department of Justice, filed an amicus brief in a case regarding a 
technology company seeking to use Section 230 of the Communications Decency Act to gain 
immunity from inaccurate, misleading, and false consumer reporting. 

To read the full report, use the link provided above. 

  

https://files.consumerfinance.gov/f/documents/cfpb_disputes-on-consumer-credit-reports_report_2021-11.pdf
https://files.consumerfinance.gov/f/documents/cfpb_disputes-on-consumer-credit-reports_report_2021-11.pdf
https://www.consumerfinance.gov/compliance/amicus/briefs/henderson-v-the-source-for-public-data-et-al/
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What You Need to Do 

Banks need to assure that all reports to credit bureaus are accurate. If that is true, probably no 
additional action is required regarding this issue. 

CFPB: Advisory Opinion on Name-Only Matching (November 4, 2021) 

Link 

https://www.consumerfinance.gov/rules-policy/final-rules/fair-credit-reporting-name-only-
matching-procedures/ 

Text 

The Consumer Financial Protection Bureau (CFPB) issued this Advisory Opinion to highlight 
that a consumer reporting agency that uses inadequate matching procedures to match information 
to consumers, including name-only matching (i.e., matching information to the particular 
consumer who is the subject of a consumer report based solely on whether the consumer’s first 
and last names are identical or similar to the names associated with the information), in preparing 
consumer reports is not using reasonable procedures to assure maximum possible accuracy under 
section 607(b) of the Fair Credit Reporting Act. 

This advisory opinion is effective November 10, 2021. 

Note: The advisory opinion, in its entirety, is available using the link provided above. 

What You Need to Do 

Since most, if not all, attendees are not consumer reporting agencies, as defined in FCRA, this 
material is provided for informational purposes. 

 

https://www.consumerfinance.gov/rules-policy/final-rules/fair-credit-reporting-name-only-matching-procedures/
https://www.consumerfinance.gov/rules-policy/final-rules/fair-credit-reporting-name-only-matching-procedures/
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Section 2: TILA-RESPA 

CFPB: Final Rule – Annual Threshold Adjustments (Credit Cards, 
HOEPA, and Qualified Mortgages) (October 26, 2021) 

Link 

https://www.consumerfinance.gov/policy-compliance/rulemaking/final-rules/truth-lending-
regulation-z-annual-threshold-adjustments-card-act-hoepa/. 

Text 

The Consumer Financial Protection Bureau (CFPB) issued this final rule amending the official 
interpretations for Regulation Z, which implements the Truth in Lending Act (TILA). The CFPB 
is required to calculate annually the dollar amounts for several provisions in Regulation Z; this 
final rule reviews the dollar amounts for provisions implementing TILA and amendments to TILA, 
including under the Credit Card Accountability Responsibility and Disclosure Act of 2009 (CARD 
Act), the Home Ownership and Equity Protection Act of 1994 (HOEPA), and the Dodd-Frank Wall 
Street Reform and Consumer Protection Act (Dodd-Frank Act). The CFPB is adjusting these 
amounts, where appropriate, based on the annual percentage change reflected in the Consumer 
Price Index (CPI) in effect on June 1, 2021. 

This final rule is effective January 1, 2022. 

CARD Act Change - Minimum Interest Charge (Open End Credit) 

The threshold that triggers requirements to disclose minimum interest charges will remain 
unchanged at $1.00 in 2022. 

CARD Act Change - Penalty Fees Safe Harbor (Open End Credit) 

The adjusted dollar amount for the safe harbor for a first violation penalty will increase 
to $30 in 2022 and the adjusted dollar amount for the safe harbor for a subsequent violation 
penalty fee will increase to $41 in 2022. 

Dodd-Frank Act ATR and QM Annual Threshold Adjustments 

For HOEPA loans, the adjusted total loan amount threshold for high-cost mortgages in 
2022 will be $22,969. The adjusted points and fees dollar trigger for high-cost mortgages 
in 2022 will be $1,148. 

https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flnks.gd%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDAsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMTEwMjYuNDc4OTcxMzEiLCJ1cmwiOiJodHRwczovL3d3dy5jb25zdW1lcmZpbmFuY2UuZ292L3BvbGljeS1jb21wbGlhbmNlL3J1bGVtYWtpbmcvZmluYWwtcnVsZXMvdHJ1dGgtbGVuZGluZy1yZWd1bGF0aW9uLXotYW5udWFsLXRocmVzaG9sZC1hZGp1c3RtZW50cy1jYXJkLWFjdC1ob2VwYS8ifQ.L1R5lBuIC-h7XTC9oOUPRI1_VHNZSZCx2NxI60B-GK8%2Fs%2F709805429%2Fbr%2F114625409482-l&data=04%7C01%7Cdneiss%40younginc.com%7Ca4bbfe5fade04dea876908d99880acaa%7C6dc119d899df493494d1e48f315d5b00%7C1%7C1%7C637708500757629435%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=FYwEB6OB8N1GR1YO8LDcJ61hGL7o6PBvqxLVzrhy0O8%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flnks.gd%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDAsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMTEwMjYuNDc4OTcxMzEiLCJ1cmwiOiJodHRwczovL3d3dy5jb25zdW1lcmZpbmFuY2UuZ292L3BvbGljeS1jb21wbGlhbmNlL3J1bGVtYWtpbmcvZmluYWwtcnVsZXMvdHJ1dGgtbGVuZGluZy1yZWd1bGF0aW9uLXotYW5udWFsLXRocmVzaG9sZC1hZGp1c3RtZW50cy1jYXJkLWFjdC1ob2VwYS8ifQ.L1R5lBuIC-h7XTC9oOUPRI1_VHNZSZCx2NxI60B-GK8%2Fs%2F709805429%2Fbr%2F114625409482-l&data=04%7C01%7Cdneiss%40younginc.com%7Ca4bbfe5fade04dea876908d99880acaa%7C6dc119d899df493494d1e48f315d5b00%7C1%7C1%7C637708500757629435%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=FYwEB6OB8N1GR1YO8LDcJ61hGL7o6PBvqxLVzrhy0O8%3D&reserved=0
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For the general rule to determine consumers’ ability to repay mortgage loans, the maximum 
thresholds for total points and fees for qualified mortgages in 2022 will be 3 percent of the total 
loan amount for a loan greater than or equal to $114,847; $3,445 for a loan amount greater than 
or equal to $68,908 but less than $114,847; 5 percent of the total loan amount for a loan greater 
than or equal to $22,969 but less than $68,908; $1,148 for a loan amount greater than or equal to 
$14,356 but less than $22,969; and 8 percent of the total loan amount for a loan amount less than 
$14,356. 

The chart below shows the history of the changes; the acronym TLA means Total Loan 
Amount. The adjustments are effective January 1, 2022. 

 

2014 Loan 
Amount 

2014 
Maximum 
Points and 

Fees 

2020 Loan 
Amount 

2020 
Maximum 
Points and 

Fees 

2021 Loan 
Amount 

2021 
Maximum 
Points and 

Fees 

2022 Loan 
Amount 

2022 
Maximum 
Points and 

Fees 

$100,000 and 
higher 3% of TLA 

$109,898 and 
higher 3% of TLA 

$110,260 and 
higher 3% of TLA 

$114,847 and 
higher 3% of TLA 

$60,000 to 
$99,999.99 $3,000 

$65,939 to 
$109,897.99 $3,297 

$66,156 to 
$110,259.99 $3,308 

$68,908 to 
$114,846.99 $3,445 

$20,000  to 
$59,999.99 5% of TLA 

$21,980 to 
$65,938.99 5% of TLA 

$22,052 to 
$66,155.99 5% of TLA 

$22,969 to 
$68,907.99 5% of TLA 

$12,500 to 
$19,999.99 $1,000 

$13,737 to 
$21,979.99 $1,099 

$13,783 to 
$22,051.99 $1,103 

$14,356 to 
$22,968.99 $1,148 

Under $12,500 8% of TLA Under $13,737 8% of TLA Under $13,783 8% of TLA Under $14,356 8% of TLA 

 

HOEPA Annual Threshold Adjustments 

The adjustments are effective January 1, 2022; the acronym TLA means Total Loan Amount. 

2014 Loan 
Amount 

2014 
Maximum 
Points and 

Fees 

2020 Loan 
Amount 

2020 
Maximum 
Points and 

Fees 

2021 Loan 
Amount 

2021 
Maximum 
Points and 

Fees 

2022 Loan 
Amount 

2022 
Maximum 
Points and 

Fees 

$20,000 and 
higher 5% of TLA $21,980 and 

higher 5% of TLA $22,052 and 
higher 5% of TLA $22,969 and 

higher 5% of TLA 

Under $20,000 

8% of TLA 
or $1,000, 

whichever is 
lower 

Under $21,980 

8% of TLA or 
$1,099, 

whichever is 
lower 

Under $22,052 

8% of TLA or 
$1,103, 

whichever is 
lower 

Under $22,969 

8% of TLA or 
$1,148, 

whichever is 
lower 

 

What You Need to Do 

Banks need to make all necessary changes for 2022. This may include policies, software, training 
materials, and any other location that this information is pertinent and resides within the banks 
procedures. 
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FFIEC: TILA Revised Interagency Examination Procedures (FRB: 
October 25, 2021; OCC: October 28, 2021) 

Links 

FRB: https://www.federalreserve.gov/supervisionreg/caletters/caltr2114.htm 

OCC: https://www.occ.gov/news-issuances/bulletins/2021/bulletin-2021-51.html 

Text 

The Task Force on Consumer Compliance of the Federal Financial Institutions Examination 
Council (FFIEC) has adopted revised interagency examination procedures for the Truth in 
Lending Act (TILA), implemented by Regulation Z. The revised interagency procedures reflect 
amendments to Regulation Z published in the Federal Register through May 30, 2021. 

Highlights 

The FFIEC members developed these procedures to promote consistency in the examination 
process and communication of supervisory expectations and to reflect the following changes to 
Regulation Z: 

 The new general qualified mortgage (QM) definition. 

 A new category of QMs called seasoned QMs. 

 An extension of the sunset date for the temporary government-sponsored enterprise QM. 

 A delay in the mandatory compliance date for the new general QM definition until October 
1, 2022. 

Background 

On December 29, 2020, the CFPB finalized a new definition for general QMs (December rule). 
The new general QM definition replaces the existing 43 percent debt-to-income ratio limit with 
new price-based thresholds. Specifically, a loan of $110,260 or more is a QM if its annual 
percentage rate is less than 2.25 percent above the average prime offer rate; different thresholds 
apply to small loan amounts, loans for manufactured housing, and subordinate lien transactions. 
The December rule also removed appendix Q of 12 CFR 1026. The December rule with a new 
general QM definition became effective March 1, 2021. The mandatory compliance date for the 
new general QM is October 1, 2022, after a subsequent rulemaking. After the effective date of the 
December rule, but before the mandatory compliance date, QMs can be made under the former 
general QM definition (i.e., the 43 percent debt-to-income ratio limit and appendix Q) or the new 
general QM. 

Also, on December 29, 2020, the CFPB finalized a rule that created a new seasoned QM 
category. A loan would be a seasoned QM if it 

https://www.federalreserve.gov/supervisionreg/caletters/caltr2114.htm
https://www.occ.gov/news-issuances/bulletins/2021/bulletin-2021-51.html
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• is a first-lien, fixed-rate covered transaction that has met certain performance 
requirements over a seasoning of at least 36 months. 

• is held in portfolio by the originating creditor or first purchaser until the end of the 
seasoning period. 

• complies with general restrictions on product features and points and fees. 
• meets certain underwriting requirements. 

Seasoned QMs could first be originated beginning on March 1, 2021. 

On October 26, 2020, the CFPB finalized an extension of the temporary government-sponsored 
enterprise (GSE) QM, which was set to expire in January 2021. The temporary GSE QM will 
expire upon the earlier of the GSEs’ exit from conservatorship or the mandatory compliance date 
for the general QM loan definition.7 As noted, the mandatory compliance date for the general QM 
definition was extended to October 1, 2022; therefore, the temporary GSE QM will sunset on that 
date unless a GSE exits from conservatorship before then. 

What You Need to Do 

If your bank has elected to use the new standards for qualified mortgages, you may wish to review 
these new procedures. If you have elected to wait until the October 1, 2022 implementation date, 
these procedures will have no impact until that time. 

CFPB, FRB: Final Rule – Truth in Lending (Regulation Z) Threshold 
Adjustments (November 30, 2021) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_2022-reg-z-threshold-adjustment_fr-
notice_2021-12.pdf 

Summary 

The FRB and the CFPB have published final rules amending the official interpretations and 
commentary for the agencies’ regulations that implement the Truth in Lending Act (TILA). The 
Dodd-Frank Wall Street Reform and Consumer Protection Act (Dodd-Frank Act) amended TILA 
by requiring that the dollar threshold for exempt consumer credit transactions be adjusted 
annually by the annual percentage increase in the Consumer Price Index for Urban Wage Earners 
and Clerical Workers (CPI-W). If there is no annual percentage increase in the CPI-W, the FRB 
and the CFPB will not adjust this exemption threshold from the prior year. However, in years 
following a year in which the exemption threshold was not adjusted, the threshold is calculated 
by applying the annual percentage change in the CPI-W to the dollar amount that would have 
resulted, after rounding, if the decreases and any subsequent increases in the CPI-W had been 
taken into account. Based on the annual percentage increase in the CPI-W as of June 1, 2021, the 
exemption threshold will increase from $58,300 to $61,000, effective January 1, 2022. 

https://files.consumerfinance.gov/f/documents/cfpb_2022-reg-z-threshold-adjustment_fr-notice_2021-12.pdf
https://files.consumerfinance.gov/f/documents/cfpb_2022-reg-z-threshold-adjustment_fr-notice_2021-12.pdf
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Changes to Regulatory Commentary 

Section 1026.3—Exempt Transactions 

* * * * * 

3(b) Credit Over Applicable Threshold Amount 

1. Threshold amount. For purposes of §1026.3(b), the threshold amount in effect during a 
particular period is the amount stated in comment 3(b)-3 below for that period. The threshold 
amount is adjusted effective January 1 of each year by any annual percentage increase in the 
Consumer Price Index for Urban Wage Earners and Clerical Workers (CPI-W) that was in effect 
on the preceding June 1. Comment 3(b)-3 will be amended to provide the threshold amount for 
the upcoming year after the annual percentage change in the CPI-W that was in effect on June 
1 becomes available. Any increase in the threshold amount will be rounded to the nearest $100 
increment. For example, if the annual percentage increase in the CPI-W would result in a $950 
increase in the threshold amount, the threshold amount will be increased by $1,000. However, 
if the annual percentage increase in the CPI-W would result in a $949 increase in the threshold 
amount, the threshold amount will be increased by $900. 

2. No increase in the CPI-W. If the CPI-W in effect on June 1 does not increase from the CPI-W 
in effect on June 1 of the previous year, the threshold amount effective the following January 1 
through December 31 will not change from the previous year. When this occurs, for the years 
that follow, the threshold is calculated based on the annual percentage change in the CPI-W 
applied to the dollar amount that would have resulted, after rounding, if decreases and any 
subsequent increases in the CPI-W had been taken into account. 

i. Net increases. If the resulting amount calculated, after rounding, is greater than the current 
threshold, then the threshold effective January 1 the following year will increase 
accordingly. 

ii. Net decreases. If the resulting amount calculated, after rounding, is equal to or less than 
the current threshold, then the threshold effective January 1 the following year will not 
change, but future increases will be calculated based on the amount that would have 
resulted. 

3. Threshold. For purposes of §1026.3(b), the threshold amount in effect during a particular period 
is the amount stated below for that period. 

i. Prior to July 21, 2011, the threshold amount is $25,000. 

***** 

xii. From January 1, 2021 through December 31, 2021, the threshold amount is $58,300. 

xiii. From January 1, 2022 through December 31, 2022, the threshold amount is $61,000. 

4. Open-end credit. 

i. Qualifying for exemption. An open-end account is exempt under §1026.3(b) (unless secured 
by real property, or by personal property used or expected to be used as the consumer's 
principal dwelling) if either of the following conditions is met: 

A. The creditor makes an initial extension of credit at or after account opening that exceeds 
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the threshold amount in effect at the time the initial extension is made. If a creditor 
makes an initial extension of credit after account opening that does not exceed the 
threshold amount in effect at the time the extension is made, the creditor must have 
satisfied all of the applicable requirements of this part from the date the account was 
opened (or earlier, if applicable), including but not limited to the requirements of §1026.6 
(account-opening disclosures), §1026.7 (periodic statements), §1026.52 (limitations on 
fees), and §1026.55 (limitations on increasing annual percentage rates, fees, and 
charges). For example: 

1. Assume that the threshold amount in effect on January 1 is $50,000. On February 1, 
an account is opened but the creditor does not make an initial extension of credit at 
that time. On July 1, the creditor makes an initial extension of credit of $60,000. In 
this circumstance, no requirements of this part apply to the account. 

2. Assume that the threshold amount in effect on January 1 is $50,000. On February 1, 
an account is opened but the creditor does not make an initial extension of credit at 
that time. On July 1, the creditor makes an initial extension of credit of $50,000 or 
less. In this circumstance, the account is not exempt and the creditor must have 
satisfied all of the applicable requirements of this part from the date the account was 
opened (or earlier, if applicable). 

B. The creditor makes a firm written commitment at account opening to extend a total 
amount of credit in excess of the threshold amount in effect at the time the account is 
opened with no requirement of additional credit information for any advances on the 
account (except as permitted from time to time with respect to open-end accounts 
pursuant to §1026.2(a)(20)). 

ii. Subsequent changes generally. Subsequent changes to an open-end account or the 
threshold amount may result in the account no longer qualifying for the exemption in 
§1026.3(b). In these circumstances, the creditor must begin to comply with all of the 
applicable requirements of this part within a reasonable period of time after the account 
ceases to be exempt. Once an account ceases to be exempt, the requirements of this part apply 
to any balances on the account. The creditor, however, is not required to comply with the 
requirements of this part with respect to the period of time during which the account was 
exempt. For example, if an open-end credit account ceases to be exempt, the creditor must 
within a reasonable period of time provide the disclosures required by §1026.6 reflecting the 
current terms of the account and begin to provide periodic statements consistent with 
§1026.7. However, the creditor is not required to disclose fees or charges imposed while the 
account was exempt. Furthermore, if the creditor provided disclosures consistent with the 
requirements of this part while the account was exempt, it is not required to provide 
disclosures required by §1026.6 reflecting the current terms of the account. See also comment 
3(b)-6. 

iii. Subsequent changes when exemption is based on initial extension of credit. If a 
creditor makes an initial extension of credit that exceeds the threshold amount in effect at 
that time, the open-end account remains exempt under §1026.3(b) regardless of a subsequent 
increase in the threshold amount, including an increase pursuant to §1026.3(b)(1)(ii) as a 
result of an increase in the CPI-W. Furthermore, in these circumstances, the account 
remains exempt even if there are no further extensions of credit, subsequent extensions of 
credit do not exceed the threshold amount, the account balance is subsequently reduced 
below the threshold amount (such as through repayment of the extension), or the credit limit 
for the account is subsequently reduced below the threshold amount. However, if the initial 
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extension of credit on an account does not exceed the threshold amount in effect at the time 
of the extension, the account is not exempt under §1026.3(b) even if a subsequent extension 
exceeds the threshold amount or if the account balance later exceeds the threshold amount 
(for example, due to the subsequent accrual of interest). 

iv. Subsequent changes when exemption is based on firm commitment. 

A. General. If a creditor makes a firm written commitment at account opening to extend a 
total amount of credit that exceeds the threshold amount in effect at that time, the open-
end account remains exempt under §1026.3(b) regardless of a subsequent increase in the 
threshold amount pursuant to §1026.3(b)(1)(ii) as a result of an increase in the CPI-W. 
However, see comment 3(b)-8 with respect to the increase in the threshold amount from 
$25,000 to $50,000. If an open-end account is exempt under §1026.3(b) based on a firm 
commitment to extend credit, the account remains exempt even if the amount of credit 
actually extended does not exceed the threshold amount. In contrast, if the firm 
commitment does not exceed the threshold amount at account opening, the account is 
not exempt under §1026.3(b) even if the account balance later exceeds the threshold 
amount. In addition, if a creditor reduces a firm commitment, the account ceases to be 
exempt unless the reduced firm commitment exceeds the threshold amount in effect at 
the time of the reduction. For example: 

1. Assume that, at account opening in year one, the threshold amount in effect is $50,000 
and the account is exempt under §1026.3(b) based on the creditor's firm commitment 
to extend $55,000 in credit. If during year one the creditor reduces its firm 
commitment to $53,000, the account remains exempt under §1026.3(b). However, if 
during year one the creditor reduces its firm commitment to $40,000, the account is 
no longer exempt under §1026.3(b). 

2. Assume that, at account opening in year one, the threshold amount in effect is $50,000 
and the account is exempt under §1026.3(b) based on the creditor's firm commitment 
to extend $55,000 in credit. If the threshold amount is $56,000 on January 1 of year 
six as a result of increases in the CPI-W, the account remains exempt. However, if 
the creditor reduces its firm commitment to $54,000 on July 1 of year six, the account 
ceases to be exempt under §1026.3(b). 

B. Initial extension of credit. If an open-end account qualifies for a §1026.3(b) exemption 
at account opening based on a firm commitment, that account may also subsequently 
qualify for a §1026.3(b) exemption based on an initial extension of credit. However, that 
initial extension must be a single advance in excess of the threshold amount in effect at 
the time the extension is made. In addition, the account must continue to qualify for an 
exemption based on the firm commitment until the initial extension of credit is made. 
For example: 

1. Assume that, at account opening in year one, the threshold amount in effect is $50,000 
and the account is exempt under §1026.3(b) based on the creditor's firm commitment 
to extend $55,000 in credit. The account is not used for an extension of credit during 
year one. On January 1 of year two, the threshold amount is increased to $51,000 
pursuant to §1026.3(b)(1)(ii) as a result of an increase in the CPI-W. On July 1 of 
year two, the consumer uses the account for an initial extension of $52,000. As a 
result of this extension of credit, the account remains exempt under §1026.3(b) even 
if, after July 1 of year two, the creditor reduces the firm commitment to $51,000 or 
less. 
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2. Same facts as in paragraph 4.iv.B.1 of this section except that the consumer uses the 
account for an initial extension of $30,000 on July 1 of year two and for an extension 
of $22,000 on July 15 of year two. In these circumstances, the account is not exempt 
under §1026.3(b) based on the $30,000 initial extension of credit because that 
extension did not exceed the applicable threshold amount ($51,000), although the 
account remains exempt based on the firm commitment to extend $55,000 in credit. 

3. Same facts as in paragraph 4.iv.B.1 of this section except that, on April 1 of year two, 
the creditor reduces the firm commitment to $50,000, which is below the $51,000 
threshold then in effect. Because the account ceases to qualify for a §1026.3(b) 
exemption on April 1 of year two, the account does not qualify for a §1026.3(b) 
exemption based on a $52,000 initial extension of credit on July 1 of year two. 

5. Closed-end credit. 

i. Qualifying for exemption. A closed-end loan is exempt under §1026.3(b) (unless the 
extension of credit is secured by real property, or by personal property used or expected to be 
used as the consumer's principal dwelling; or is a private education loan as defined in 
§1026.46(b)(5)), if either of the following conditions is met: 

A. The creditor makes an extension of credit at consummation that exceeds the threshold 
amount in effect at the time of consummation. In these circumstances, the loan remains 
exempt under §1026.3(b) even if the amount owed is subsequently reduced below the 
threshold amount (such as through repayment of the loan). 

B. The creditor makes a commitment at consummation to extend a total amount of credit in 
excess of the threshold amount in effect at the time of consummation. In these 
circumstances, the loan remains exempt under §1026.3(b) even if the total amount of 
credit extended does not exceed the threshold amount. 

ii. Subsequent changes. If a creditor makes a closed-end extension of credit or commitment 
to extend closed-end credit that exceeds the threshold amount in effect at the time of 
consummation, the closed-end loan remains exempt under §1026.3(b) regardless of a 
subsequent increase in the threshold amount. However, a closed-end loan is not exempt 
under §1026.3(b) merely because it is used to satisfy and replace an existing exempt loan, 
unless the new extension of credit is itself exempt under the applicable threshold amount. 
For example, assume a closed-end loan that qualified for a §1026.3(b) exemption at 
consummation in year one is refinanced in year ten and that the new loan amount is less 
than the threshold amount in effect in year ten. In these circumstances, the creditor must 
comply with all of the applicable requirements of this part with respect to the year ten 
transaction if the original loan is satisfied and replaced by the new loan, which is not exempt 
under §1026.3(b). See also comment 3(b)-6. 

6. Addition of a security interest in real property or a dwelling after account opening or 
consummation. 

i. Open-end credit. For open-end accounts, if after account opening a security interest is taken 
in real property, or in personal property used or expected to be used as the consumer's 
principal dwelling, a previously exempt account ceases to be exempt under §1026.3(b) and 
the creditor must begin to comply with all of the applicable requirements of this part within 
a reasonable period of time. See comment 3(b)-4.ii. If a security interest is taken in the 
consumer's principal dwelling, the creditor must also give the consumer the right to rescind 
the security interest consistent with §1026.15. 
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ii. Closed-end credit. For closed-end loans, if after consummation a security interest is taken 
in real property, or in personal property used or expected to be used as the consumer's 
principal dwelling, an exempt loan remains exempt under §1026.3(b). However, the addition 
of a security interest in the consumer's principal dwelling is a transaction for purposes of 
§1026.23, and the creditor must give the consumer the right to rescind the security interest 
consistent with that section. See §1026.23(a)(1) and its commentary. In contrast, if a closed-
end loan that is exempt under §1026.3(b) is satisfied and replaced by a loan that is secured 
by real property, or by personal property used or expected to be used as the consumer's 
principal dwelling, the new loan is not exempt under §1026.3(b), and the creditor must 
comply with all of the applicable requirements of this part. See comment 3(b)-5. 

7. Application to extensions secured by mobile homes. Because a mobile home can be a 
dwelling under §1026.2(a)(19), the exemption in §1026.3(b) does not apply to a credit extension 
secured by a mobile home that is used or expected to be used as the principal dwelling of the 
consumer. See comment 3(b)-6. 

8. Transition rule for open-end accounts exempt prior to July 21, 2011. Section 1026.3(b)(2) 
applies only to open-end accounts opened prior to July 21, 2011. Section 1026.3(b)(2) does not 
apply if a security interest is taken by the creditor in real property, or in personal property used 
or expected to be used as the consumer's principal dwelling. If, on July 20, 2011, an open-end 
account is exempt under §1026.3(b) based on a firm commitment to extend credit in excess of 
$25,000, the account remains exempt under §1026.3(b)(2) until December 31, 2011 (unless the 
firm commitment is reduced to $25,000 or less). If the firm commitment is increased on or before 
December 31, 2011 to an amount in excess of $50,000, the account remains exempt under 
§1026.3(b)(1) regardless of subsequent increases in the threshold amount as a result of increases 
in the CPI-W. If the firm commitment is not increased on or before December 31, 2011 to an 
amount in excess of $50,000, the account ceases to be exempt under §1026.3(b) based on a firm 
commitment to extend credit. For example: 

i. Assume that, on July 20, 2011, the account is exempt under §1026.3(b) based on the creditor's 
firm commitment to extend $30,000 in credit. On November 1, 2011, the creditor increases 
the firm commitment on the account to $55,000. In these circumstances, the account remains 
exempt under §1026.3(b)(1) regardless of subsequent increases in the threshold amount as 
a result of increases in the CPI-W. 

ii. Same facts as paragraph 8.i of this section except, on November 1, 2011, the creditor increases 
the firm commitment on the account to $40,000. In these circumstances, the account ceases 
to be exempt under §1026.3(b)(2) after December 31, 2011, and the creditor must begin to 
comply with the applicable requirements of this part. 

* * * * * 

What You Need to Do 

The dollar limits have changed for 2022. Update all policies, procedures, and software to conform 
with the new limits. 
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CFPB, FRB: Final Rule – Consumer Leasing (Regulation M) Annual 
Threshold Adjustments (November 30, 2021) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_2022-reg-m-threshold-adjustment_fr-
notice_2021-12.pdf 

Summary 

The FRB and the CFPB have finalized amendments to the official interpretations and 
commentary for the agencies' regulations that implement the Consumer Leasing Act (CLA). The 
Dodd-Frank Wall Street Reform and Consumer Protection Act (Dodd-Frank Act) amended the 
CLA by requiring that the dollar threshold for exempt consumer leases be adjusted annually by 
the annual percentage increase in the Consumer Price Index for Urban Wage Earners and Clerical 
Workers (CPI-W). If there is no annual percentage increase in the CPI-W, the FRB and the CFPB 
will not adjust this exemption threshold from the prior year. However, in years following a year 
in which the exemption threshold was not adjusted, the threshold is calculated by applying the 
annual percentage change in the CPI-W to the dollar amount that would have resulted, after 
rounding, if the decreases and any subsequent increases in the CPI-W had been taken into 
account. Based on the annual percentage increase in the CPI-W as of June 1, 2021, the exemption 
threshold will increase from $58,300 to $61,000, effective Jan. 1, 2022. 

DATES: This final rule is effective January 1, 2022 

Note: As few attendees will be impacted by this change, no further discussion is included in 
this manual. Refer to the link above for more information. 

What You Need to Do 

Most attendees are not affected by this change. Those that are; need to update policies, procedures, 
and software to accommodate the change. 

CFPB, FRB, OCC: Final Rule – Appraisals for Higher-Priced 
Mortgage Loans Exemption Threshold (November 30, 2021) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_2022-hmpl-threshold-adjustment_fr-
notice_2021-12.pdf 

https://files.consumerfinance.gov/f/documents/cfpb_2022-reg-m-threshold-adjustment_fr-notice_2021-12.pdf
https://files.consumerfinance.gov/f/documents/cfpb_2022-reg-m-threshold-adjustment_fr-notice_2021-12.pdf
https://files.consumerfinance.gov/f/documents/cfpb_2022-hmpl-threshold-adjustment_fr-notice_2021-12.pdf
https://files.consumerfinance.gov/f/documents/cfpb_2022-hmpl-threshold-adjustment_fr-notice_2021-12.pdf
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Summary 

The OCC, the FRB, and the CFPB have finalized amendments to the official interpretations 
for their regulations that implement section 129H of the Truth in Lending Act (TILA). Section 
129H of TILA establishes special appraisal requirements for “higher-risk mortgages,” termed 
“higher-priced mortgage loans” or “HPMLs” in the agencies' regulations. Final rules implementing 
these requirements were effective Jan. 18, 2014. The rules exempted, among other loan types, 
transactions of $25,000 or less, and required that this loan amount be adjusted annually based on 
any annual percentage increase in the Consumer Price Index for Urban Wage Earners and 
Clerical Workers (CPI-W). If there is no annual percentage increase in the CPI-W, the OCC, the 
FRB, and the CFPB will not adjust this exemption threshold from the prior year. However, in 
years following a year in which the exemption threshold was not adjusted, the threshold is 
calculated by applying the annual percentage increase in the CPI-W to the dollar amount that 
would have resulted, after rounding, if the decreases and any subsequent increases in the CPI-W 
had been taken into account. Based on the CPI-W in effect as of June 1, 2021, the exemption 
threshold will increase from $27,200 to $28,500, effective Jan. 1, 2022. 

DATES: This final rule is effective January 1, 2022. 

Changes to Regulatory Commentary 

Supplement I to Part 1026 - Official Interpretations 

* * * * * 

Section 1026.35—Requirements for Higher-Priced Mortgage Loans 

* * * * * 

Paragraph 35(c)(2)(ii) 

1. Threshold amount. For purposes of § 1026.35(c)(2)(ii), the threshold amount in effect during a 
particular period is the amount stated in comment 35(c)(2)(ii)-3 for that period. The threshold 
amount is adjusted effective January 1 of each year by any annual percentage increase in the 
Consumer Price Index for Urban Wage Earners and Clerical Workers (CPI-W) that was in effect 
on the preceding June 1. Comment 35(c)(2)(ii)-3 will be amended to provide the threshold 
amount for the upcoming year after the annual percentage change in the CPI-W that was in 
effect on June 1 becomes available. Any increase in the threshold amount will be rounded to the 
nearest $100 increment. For example, if the annual percentage increase in the CPI-W would 
result in a $950 increase in the threshold amount, the threshold amount will be increased by 
$1,000. However, if the annual percentage increase in the CPI-W would result in a $949 increase 
in the threshold amount, the threshold amount will be increased by $900. 

2. No increase in the CPI-W. If the CPI-W in effect on June 1 does not increase from the CPI-W 
in effect on June 1 of the previous year, the threshold amount effective the following January 1 
through December 31 will not change from the previous year. When this occurs, for the years 
that follow, the threshold is calculated based on the annual percentage change in the CPI-W 
applied to the dollar amount that would have resulted, after rounding, if decreases and any 
subsequent increases in the CPI-W had been taken into account. 

i. Net increases. If the resulting amount calculated, after rounding, is greater than the current 
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threshold, then the threshold effective January 1 the following year will increase 
accordingly. 

ii. Net decreases. If the resulting amount calculated, after rounding, is equal to or less than 
the current threshold, then the threshold effective January 1 the following year will not 
change, but future increases will be calculated based on the amount that would have 
resulted. 

3. Threshold. For purposes of §1026.35(c)(2)(ii), the threshold amount in effect during a particular 
period is the amount stated below for that period. 

i. From January 18, 2014, through December 31, 2014, the threshold amount is $25,000. 

***** 

viii. From January 1, 2021, through December 31, 2021, the threshold amount is $27,200. 

ix. From January 1, 2022, through December 31, 2022, the threshold amount is $28,500. 

4. Qualifying for exemption - in general. A transaction is exempt under §1026.35(c)(2)(ii) if the 
creditor makes an extension of credit at consummation that is equal to or below the threshold 
amount in effect at the time of consummation. 

5. Qualifying for exemption - subsequent changes. A transaction does not meet the condition 
for an exemption under § 1026.35(c)(2)(ii) merely because it is used to satisfy and replace an 
existing exempt loan, unless the amount of the new extension of credit is equal to or less than 
the applicable threshold amount. For example, assume a closed-end loan that qualified for a § 
1026.35(c)(2)(ii) exemption at consummation in year one is refinanced in year ten and that the 
new loan amount is greater than the threshold amount in effect in year ten. In these 
circumstances, the creditor must comply with all of the applicable requirements of § 1026.35(c) 
with respect to the year ten transaction if the original loan is satisfied and replaced by the new 
loan, unless another exemption from the requirements of § 1026.35(c) applies. See § 
1026.35(c)(2) and (c)(4)(vii). 

* * * * * 

What You Need to Do: 

As these are changes for 2022, you must update your policies, procedures, and software to 
accommodate these new changes. 

FDIC: Technical Assistance Videos on the Mortgage Servicing Rules 
(December 17, 2021 

Link 

https://www.fdic.gov/news/financial-institution-letters/2021/fil21079.html 

https://www.fdic.gov/news/financial-institution-letters/2021/fil21079.html


Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 34 

Text 

The FDIC has updated the technical assistance videos on the mortgage servicing rules. The 
information in the five videos is intended as a high-level overview to help FDIC-supervised 
institutions understand and comply with the mortgage servicing rules. 

Highlights: 

• The FDIC is releasing its update of the five technical assistance videos on the mortgage 
servicing rules. These videos incorporate the 2016 Mortgage Servicing Rule and the 2016 
Fair Debt Collection and Practices Act Interpretive Rule and have been updated to match 
the FDIC’s modernized video style. The video series focuses on the small servicer as defined 
in Regulation Z; however, video 3 provides an overview of some of the requirements for 
financial institutions that lose their small servicer status. The videos range in duration 
from around 8 to 27 minutes. 

• Video 1 provides an overview of mortgage servicing and describes how to determine 
whether a servicer meets the definition of a small servicer under Regulation Z. (10:12) 

• Video 2 describes key provisions for which small servicers do not have an exception. These 
are the provisions with which all servicers, small and large, must comply. (27:23) 

• Video 3 provides an overview of some of the requirements that apply to large servicers and 
from which small servicers are exempt. This video is useful for large servicers. (12:08) 

• Video 4 describes successors in interest, including the definition of successor in interest 
and a general overview of what to be aware of when working with successors in interest. 
(8:00) 

• Video 5 provides information and examples related to developing a compliance 
management system that considers the mortgage servicing rules. (11:41) 

What You Need to Do: 

All banks, regardless of regulator, may find these videos useful for training purposes. Videos one 
and two will be very useful, and you are encouraged to review video four in detail as successor in 
interest continues to be under-utilized within the industry. 

CFPB: Final Rule – Adjustment to Asset-Size Exemption Threshold for 
HPML Escrow Accounts (December 23, 2021) 

Link 

https://www.federalregister.gov/documents/2021/12/23/2021-27900/truth-in-lending-act-
regulation-z-adjustment-to-asset-size-exemption-threshold 

https://youtu.be/4ZOPuHLROi8
https://youtu.be/5_GjMqswq1U
https://youtu.be/-SaHGE9HD_w
https://youtu.be/cy11X798x7A
https://youtu.be/-XVE3OPJN7A
https://www.federalregister.gov/documents/2021/12/23/2021-27900/truth-in-lending-act-regulation-z-adjustment-to-asset-size-exemption-threshold
https://www.federalregister.gov/documents/2021/12/23/2021-27900/truth-in-lending-act-regulation-z-adjustment-to-asset-size-exemption-threshold
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Summary 

The Bureau of Consumer Financial Protection (Bureau) amended the official commentary that 
interprets the requirements of the Bureau's Regulation Z (Truth in Lending) to reflect changes in 
the asset-size thresholds for certain creditors to qualify for an exemption to the requirement to 
establish an escrow account for a higher-priced mortgage loan. These changes reflect updates to 
the exemption from TILA's escrow requirement of creditors that, together with affiliates that 
regularly extended covered transactions secured by first liens, had total assets of less than $2 
billion (adjusted annually for inflation) and the exemption the Bureau added, by implementing 
section 108 of the Economic Growth, Regulatory Relief, and Consumer Protection Act 
(EGRRCPA), for certain insured depository institutions and insured credit unions with assets of 
$10 billion or less (adjusted annually for inflation). These amendments are based on the annual 
percentage change in the average of the Consumer Price Index for Urban Wage Earners and 
Clerical Workers (CPI-W). Based on the 4.7 percent increase in the average of the CPI-W for the 
12-month period ending in November 2021, the exemption threshold for creditors and their 
affiliates that regularly extended covered transactions secured by first liens is adjusted to $2.336 
billion from $2.230 billion. The exemption threshold for certain insured depository institutions 
and insured credit unions with assets of $10 billion or less (adjusted annually for inflation) is 
adjusted to $10.473 billion from $10 billion. 

This rule is effective on January 1, 2022. 

Background 

Section 129D of the Truth in Lending Act (TILA) contains a general requirement that an 
escrow account be established by a creditor to pay for property taxes and insurance premiums for 
certain first-lien higher-priced mortgage loan transactions. TILA section 129D also generally 
permits an exemption from the higher-priced mortgage loan escrow requirement for a creditor 
that meets certain requirements, including any asset-size threshold the Bureau may establish. 

During the 12-month period ending in November 2021, the average of the CPI-W increased by 
4.7 percent. As a result, the exemption threshold is increased to $2.336 billion for 2022. Thus, if 
the creditor's assets together with the assets of its affiliates that regularly extended first-lien 
covered transactions during calendar year 2021 are less than $2.336 billion on December 31, 2021, 
and it meets the other requirements of § 1026.35(b)(2)(iii), the creditor will be exempt from the 
escrow-accounts requirement for higher-priced mortgage loans in 2022 and will also be exempt 
from the escrow-accounts requirement for higher-priced mortgage loans for purposes of any loan 
consummated in 2023 with applications received before April 1, 2023. The adjustment to the 
escrows asset-size exemption threshold will also increase the threshold for small-creditor portfolio 
and balloon-payment qualified mortgages under Regulation Z. The requirements for small-
creditor portfolio qualified mortgages at § 1026.43(e)(5)(i)(D) reference the asset threshold in 
§ 1026.35(b)(2)(iii)(C). Likewise, the requirements for balloon-payment qualified mortgages at 
§ 1026.43(f)(1)(vi) reference the asset threshold in § 1026.35(b)(2)(iii)(C). Under 
§ 1026.32(d)(1)(ii)(C), balloon-payment qualified mortgages that satisfy all applicable criteria in 
§ 1026.43(f)(1)(i) through (vi) and (f)(2), including being made by creditors that have (together with 
certain affiliates) total assets below the threshold in § 1026.35(b)(2)(iii)(C), are also excepted from 
the prohibition on balloon payments for high-cost mortgages. 

In the 2018 Economic Growth, Regulatory Relief, and Consumer Protection Act (EGRRCPA), 
Congress directed the Bureau to issue regulations to add a new exemption from TILA's escrow 
requirement that exempts transactions by certain insured depository institutions and insured 
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credit unions. In 2021, the Bureau issued a final rule implementing this exemption in 
§ 1026.35(b)(2)(vi) (2021 Escrows Rule). The final rule exempted from the Regulation Z HPML 
escrow requirement any loan made by an insured depository institution or insured credit union 
and secured by a first lien on the principal dwelling of a consumer if: (1) The institution has assets 
of $10 billion or less; (2) the institution and its affiliates originated 1,000 or fewer loans secured 
by a first lien on a principal dwelling during the preceding calendar year; and (3) certain of the 
existing HPML escrow exemption criteria are met. In the 2021 Escrows Rule, the Bureau 
established such an asset-size threshold of $10 billion or less in § 1026.35(b)(2)(vi)(A), which will 
adjust automatically each year, based on the year-to-year change in the average of the CPI-W, not 
seasonally adjusted, for each 12-month period ending in November, with rounding to the nearest 
million dollars. Unlike the asset threshold in § 1026.35(b)(2)(iii) and the other thresholds in 
§ 1026.35(b)(2)(vi), affiliates are not considered in calculating compliance with this threshold. For 
calendar year 2021, the asset threshold was $10 billion. 

During the 12-month period ending in November 2021, the average of the CPI-W increased by 
4.7 percent. As a result, the exemption threshold is increased to $10.473 billion for 2022. Thus, a 
creditor that is an insured depository institution or insured credit union that during calendar year 
2021 had assets of $10.473 billion or less on December 31, 2021, satisfies this criterion for purposes 
of any loan consummated in 2022 and for purposes of any loan secured by a first lien on a principal 
dwelling of a consumer consummated in 2023 for which the application was received before April 
1, 2023. 

Regulatory Commentary Changes 

Section 1026.35 - Requirements for Higher-Priced Mortgage Loans 

***** 

35(b)(2) Exemptions. 

***** 

Paragraph 35(b)(2)(iii). 

1. Requirements for exemption. Under § 1026.35(b)(2)(iii), except as provided in 
§ 1026.35(b)(2)(v), a creditor need not establish an escrow account for taxes and insurance for 
a higher-priced mortgage loan, provided the following four conditions are satisfied when the 
higher-priced mortgage loan is consummated: 

i. During the preceding calendar year, or during either of the two preceding calendar years if 
the application for the loan was received before April 1 of the current calendar year, a 
creditor extended a first-lien covered transaction, as defined in § 1026.43(b)(1), secured by 
a property located in an area that is either “rural” or “underserved,” as set forth in 
§ 1026.35(b)(2)(iv). 

A. In general, whether the rural-or-underserved test is satisfied depends on the creditor's 
activity during the preceding calendar year. However, if the application for the loan in 
question was received before April 1 of the current calendar year, the creditor may instead 
meet the rural-or-underserved test based on its activity during the next-to-last calendar 
year. This provides creditors with a grace period if their activity meets the rural-or-
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underserved test (in § 1026.35(b)(2)(iii)(A)) in one calendar year but fails to meet it in the 
next calendar year. 

B. A creditor meets the rural-or-underserved test for any higher-priced mortgage loan 
consummated during a calendar year if it extended a first-lien covered transaction in the 
preceding calendar year secured by a property located in a rural-or-underserved area. If 
the creditor does not meet the rural-or-underserved test in the preceding calendar year, 
the creditor meets this condition for a higher-priced mortgage loan consummated during 
the current calendar year only if the application for the loan was received before April 1 
of the current calendar year and the creditor extended a first-lien covered transaction 
during the next-to-last calendar year that is secured by a property located in a rural or 
underserved area. The following examples are illustrative: 

1. Assume that a creditor extended during 2016 a first-lien covered transaction that is 
secured by a property located in a rural or underserved area. Because the creditor 
extended a first-lien covered transaction during 2016 that is secured by a property 
located in a rural or underserved area, the creditor can meet this condition for exemption 
for any higher-priced mortgage loan consummated during 2017. 

2. Assume that a creditor did not extend during 2016 a first-lien covered transaction secured 
by a property that is located in a rural or underserved area. Assume further that the 
same creditor extended during 2015 a first-lien covered transaction that is located in a 
rural or underserved area. Assume further that the creditor consummates a higher-
priced mortgage loan in 2017 for which the application was received in November 2017. 
Because the creditor did not extend during 2016 a first-lien covered transaction secured 
by a property that is located in a rural or underserved area, and the application was 
received on or after April 1, 2017, the creditor does not meet this condition for exemption. 
However, assume instead that the creditor consummates a higher-priced mortgage loan 
in 2017 based on an application received in February 2017. The creditor meets this 
condition for exemption for this loan because the application was received before April 
1, 2017, and the creditor extended during 2015 a first-lien covered transaction that is 
located in a rural or underserved area. 

ii. The creditor and its affiliates together extended no more than 2,000 covered transactions, as 
defined in § 1026.43(b)(1), secured by first liens, that were sold, assigned, or otherwise 
transferred by the creditor or its affiliates to another person, or that were subject at the time 
of consummation to a commitment to be acquired by another person, during the preceding 
calendar year or during either of the two preceding calendar years if the application for the 
loan was received before April 1 of the current calendar year. For purposes of 
§ 1026.35(b)(2)(iii)(B), a transfer of a first-lien covered transaction to “another person” 
includes a transfer by a creditor to its affiliate. 

A. In general, whether this condition is satisfied depends on the creditor's activity during 
the preceding calendar year. However, if the application for the loan in question is 
received before April 1 of the current calendar year, the creditor may instead meet this 
condition based on activity during the next-to-last calendar year. This provides creditors 
with a grace period if their activity falls at or below the threshold in one calendar year 
but exceeds it in the next calendar year. 

B. For example, assume that in 2015 a creditor and its affiliates together extended 1,500 
loans that were sold, assigned, or otherwise transferred by the creditor or its affiliates to 
another person, or that were subject at the time of consummation to a commitment to be 
acquired by another person, and 2,500 such loans in 2016. Because the 2016 transaction 
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activity exceeds the threshold but the 2015 transaction activity does not, the creditor 
satisfies this condition for exemption for a higher-priced mortgage loan consummated 
during 2017 if the creditor received the application for the loan before April 1, 2017, but 
does not satisfy this condition for a higher-priced mortgage loan consummated during 
2017 if the application for the loan was received on or after April 1, 2017. 

C. For purposes of § 1026.35(b)(2)(iii)(B), extensions of first-lien covered transactions, 
during the applicable time period, by all of a creditor's affiliates, as “affiliate” is defined 
in § 1026.32(b)(5), are counted toward the threshold in this section. “Affiliate” is defined 
in § 1026.32(b)(5) as “any company that controls, is controlled by, or is under common 
control with another company, as set forth in the Bank Holding Company Act of 1956 
(12 U.S.C. 1841 et seq. ).” Under the Bank Holding Company Act, a company has control 
over a bank or another company if it directly or indirectly or acting through one or more 
persons owns, controls, or has power to vote 25 per centum or more of any class of voting 
securities of the bank or company; it controls in any manner the election of a majority of 
the directors or trustees of the bank or company; or the Federal Reserve Board 
determines, after notice and opportunity for hearing, that the company directly or 
indirectly exercises a controlling influence over the management or policies of the bank 
or company. 12 U.S.C. 1841(a)(2). 

iii. As of the end of the preceding calendar year, or as of the end of either of the two preceding 
calendar years if the application for the loan was received before April 1 of the current 
calendar year, the creditor and its affiliates that regularly extended covered transactions 
secured by first liens, together, had total assets that are less than the applicable annual 
asset threshold. 

A. For purposes of § 1026.35(b)(2)(iii)(C), in addition to the creditor's assets, only the assets 
of a creditor's “affiliate” (as defined by § 1026.32(b)(5)) that regularly extended covered 
transactions (as defined by § 1026.43(b)(1)) secured by first liens, are counted toward the 
applicable annual asset threshold. See comment 35(b)(2)(iii)-1.ii.C for discussion of 
definition of “affiliate.” 

B. Only the assets of a creditor's affiliate that regularly extended first-lien covered 
transactions during the applicable period are included in calculating the creditor's 
assets. The meaning of “regularly extended” is based on the number of times a person 
extends consumer credit for purposes of the definition of “creditor” in § 1026.2(a)(17). 
Because covered transactions are “transactions secured by a dwelling,” consistent with 
§ 1026.2(a)(17)(v), an affiliate regularly extended covered transactions if it extended 
more than five covered transactions in a calendar year. Also consistent with 
§ 1026.2(a)(17)(v), because a covered transaction may be a high-cost mortgage subject to 
§ 1026.32, an affiliate regularly extends covered transactions if, in any 12-month period, 
it extends more than one covered transaction that is subject to the requirements of 
§ 1026.32 or one or more such transactions through a mortgage broker. Thus, if a 
creditor's affiliate regularly extended first-lien covered transactions during the 
preceding calendar year, the creditor's assets as of the end of the preceding calendar 
year, for purposes of the asset limit, take into account the assets of that affiliate. If the 
creditor, together with its affiliates that regularly extended first-lien covered 
transactions, exceeded the asset limit in the preceding calendar year—to be eligible to 
operate as a small creditor for transactions with applications received before April 1 of 
the current calendar year—the assets of the creditor's affiliates that regularly extended 
covered transactions in the year before the preceding calendar year are included in 
calculating the creditor's assets. 

https://www.govinfo.gov/link/uscode/12/1841?type=usc&year=mostrecent&link-type=html
https://www.govinfo.gov/link/uscode/12/1841?type=usc&year=mostrecent&link-type=html
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C. If multiple creditors share ownership of a company that regularly extended first-lien 
covered transactions, the assets of the company count toward the asset limit for a co-
owner creditor if the company is an “affiliate,” as defined in § 1026.32(b)(5), of the co-
owner creditor. Assuming the company is not an affiliate of the co-owner creditor by 
virtue of any other aspect of the definition (such as by the company and co-owner creditor 
being under common control), the company's assets are included toward the asset limit 
of the co-owner creditor only if the company is controlled by the co-owner creditor, “as 
set forth in the Bank Holding Company Act.” If the co-owner creditor and the company 
are affiliates (by virtue of any aspect of the definition), the co-owner creditor counts all 
of the company's assets toward the asset limit, regardless of the co-owner creditor's 
ownership share. Further, because the co-owner and the company are mutual affiliates 
the company also would count all of the co-owner's assets towards its own asset 
limit. See comment 35(b)(2)(iii)-1.ii.C for discussion of the definition of “affiliate.” 

D. A creditor satisfies the criterion in § 1026.35(b)(2)(iii)(C) for purposes of any higher-
priced mortgage loan consummated during 2016, for example, if the creditor (together 
with its affiliates that regularly extended first-lien covered transactions) had total assets 
of less than the applicable asset threshold on December 31, 2015. A creditor that 
(together with its affiliates that regularly extended first-lien covered transactions) did 
not meet the applicable asset threshold on December 31, 2015, satisfies this criterion for 
a higher-priced mortgage loan consummated during 2016 if the application for the loan 
was received before April 1, 2016, and the creditor (together with its affiliates that 
regularly extended first-lien covered transactions) had total assets of less than the 
applicable asset threshold on December 31, 2014. 

E. Under § 1026.35(b)(2)(iii)(C), the $2,000,000,000 asset threshold adjusts automatically 
each year based on the year-to-year change in the average of the Consumer Price Index 
for Urban Wage Earners and Clerical Workers, not seasonally adjusted, for each 12-
month period ending in November, with rounding to the nearest million dollars. The 
Bureau will publish notice of the asset threshold each year by amending this comment. 
For calendar year 2022, the asset threshold is $2,336,000,000. A creditor that together 
with the assets of its affiliates that regularly extended first-lien covered transactions 
during calendar year 2021 has total assets of less than $2,336,000,000 on December 31, 
2021, satisfies this criterion for purposes of any loan consummated in 2022 and for 
purposes of any loan consummated in 2023 for which the application was received before 
April 1, 2023. For historical purposes: 

1. For calendar year 2013, the asset threshold was $2,000,000,000. Creditors that had 
total assets of less than $2,000,000,000 on December 31, 2012, satisfied this criterion 
for purposes of the exemption during 2013. 

***** 

8. For calendar year 2020, the asset threshold was $2,202,000,000. A creditor that 
together with the assets of its affiliates that regularly extended first-lien covered 
transactions during calendar year 2019 had total assets of less than $2,202,000,000 
on December 31, 2019, satisfied this criterion for purposes of any loan consummated 
in 2020 and for purposes of any loan consummated in 2021 for which the application 
was received before April 1, 2021. 

9. For calendar year 2021, the asset threshold was $2,230,000,000. A creditor that 
together with the assets of its affiliates that regularly extended first-lien covered 
transactions during calendar year 2020 had total assets of less than $2,230,000,000 
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on December 31, 2020, satisfied this criterion for purposes of any loan consummated 
in 2021 and for purposes of any loan consummated in 2022 for which the application 
was received before April 1, 2022iv. The creditor and its affiliates do not maintain 
an escrow account for any mortgage transaction being serviced by the creditor or its 
affiliate at the time the transaction is consummated, except as provided in 
§ 1026.35(b)(2)(iii)(D)( 1 ) and ( 2 ). Thus, the exemption applies, provided the other 
conditions of § 1026.35(b)(2)(iii) (or, if applicable, the conditions for the exemption 
in § 1026.35(b)(2)(vi)) are satisfied, even if the creditor previously maintained escrow 
accounts for mortgage loans, provided it no longer maintains any such accounts 
except as provided in § 1026.35(b)(2)(iii)(D)( 1 ) and ( 2 ). Once a creditor or its 
affiliate begins escrowing for loans currently serviced other than those addressed in 
§ 1026.35(b)(2)(iii)(D)( 1 ) and ( 2 ), however, the creditor and its affiliate become 
ineligible for the exemption in § 1026.35(b)(2)(iii) and (vi) on higher-priced mortgage 
loans they make while such escrowing continues. Thus, as long as a creditor (or its 
affiliate) services and maintains escrow accounts for any mortgage loans, other than 
as provided in § 1026.35(b)(2)(iii)(D)( 1 ) and ( 2 ), the creditor will not be eligible for 
the exemption for any higher-priced mortgage loan it may make. For purposes of 
§ 1026.35(b)(2)(iii) and (vi), a creditor or its affiliate “maintains” an escrow account 
only if it services a mortgage loan for which an escrow account has been established 
at least through the due date of the second periodic payment under the terms of the 
legal obligation. 

***** 

Paragraph 35(b)(2)(vi)(A). 

1. The asset threshold in § 1026.35(b)(2)(vi)(A) will adjust automatically each year, based on the 
year-to-year change in the average of the Consumer Price Index for Urban Wage Earners and 
Clerical Workers, not seasonally adjusted, for each 12-month period ending in November, with 
rounding to the nearest million dollars. Unlike the asset threshold in § 1026.35(b)(2)(iii) and 
the other thresholds in § 1026.35(b)(2)(vi), affiliates are not considered in calculating 
compliance with this threshold. The Bureau will publish notice of the asset threshold each year 
by amending this comment. For calendar year 2022, the asset threshold is $10,473,000,000. A 
creditor that is an insured depository institution or insured credit union that during calendar 
year 2021 had assets of $10,473,000,000 or less on December 31, 2021, satisfies this criterion 
for purposes of any loan consummated in 2022 and for purposes of any loan secured by a first 
lien on a principal dwelling of a consumer consummated in 2023 for which the application was 
received before April 1, 2023. For historical purposes: 

1. For calendar year 2021, the asset threshold was $10,000,000,000. Creditors that had 
total assets of 10,000,000,000 or less on December 31, 2020, satisfied this criterion 
for purposes of any loan consummated in 2021 and for purposes of any loan secured 
by a first lien on a principal dwelling of a consumer consummated in 2022 for which 
the application was received before April 1, 2022. 

***** 
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What You Need to Do: 

For banks underneath the minimums set forth above, no new action is required. For larger 
institutions, appropriate changes need to be made to policies, procedures, and software to 
accommodate the new limits. 
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Section 3: Home Mortgage Disclosure Act 

CFPB: 2022 HMDA Filing Instructions Guide Update (October 20, 
2021) 

Link 

2022-hmda-fig.pdf 

Text 

The CFPB released an update to the Filing Instructions Guide (FIG) for data collected in 2022. 
The FIG is a technical resource to help financial institutions file HMDA data collected in 2022 
and reported in 2023. 

The updates are as follows (in bold): 

• Edit V720-2 will be updated from “If Co-Applicant or Co-Borrower, Name and 
Version of Credit Scoring Model is 1, 2, 3, 4, 5, 6, or 11, Credit Score of Co-
Applicant or Co-Borrower should be greater than 279.” to “If Co-Applicant or Co-
Borrower, Name and Version of Credit Scoring Model is 1, 2, 3, 4, 5, 6, or 11, 
Credit Score of Co-Applicant or Co-Borrower should be 280 or above.” for 
consistency with edit V720-1. 

• Edit V721-2 will be updated from "If Age of Co-Applicant is not 8888, indicating 
Not Applicable, it must be the co-applicant or co-borrower’s age and cannot be 
1111." to "If Age of Co-Applicant is not 8888, indicating Not Applicable, or 9999, 
indicating No Co-Applicant, it must be the co-applicant or co-borrower’s age 
and cannot be 1111." 

• The affected data field column for edit Q657 will be updated from “Any data field 
with a numeric data field type that is not eligible for an exemption code” to "Any 
data field that accepts a numeric data field type that is not eligible for an 
exemption code." 

Financial institutions are encouraged to direct any questions to HMDAHelp@cfpb.gov. 

What You Need to Do 

These are merely edits, which will come into play as you complete your 2022 LAR. No immediate 
action is required, but HMDA banks need to be aware of these changes. Personnel with primary 
responsibility for the Loan Application Register should be informed of these changes. 

  

https://s3.amazonaws.com/cfpb-hmda-public/prod/help/2022-hmda-fig.pdf
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flnks.gd%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDAsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMTEwMjAuNDc2MjQxNjEiLCJ1cmwiOiJodHRwczovL3MzLmFtYXpvbmF3cy5jb20vY2ZwYi1obWRhLXB1YmxpYy9wcm9kL2hlbHAvMjAyMi1obWRhLWZpZy5wZGYifQ.yfn1n7pbekW_33ePLX8AslPOIHa6cPtbmGZRn9WS2NI%2Fs%2F709805429%2Fbr%2F114300862457-l&data=04%7C01%7Cdneiss%40younginc.com%7Cee3d6f1d75474b3ad63e08d993d9f617%7C6dc119d899df493494d1e48f315d5b00%7C1%7C1%7C637703386627176067%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=3jzGNhAuB5jyaZO0Kmce%2FPTcfxv4wqBkLqq8bI4KuK8%3D&reserved=0
mailto:HMDAHelp@cfpb.gov
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CFPB: Home Mortgage Disclosure Act FAQs (November 10, 2021) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_hmda_frequently-asked-questions-
v6_2021-11.pdf 

The Consumer Financial Protection Bureau (CFPB) released updated frequently asked 
questions on institutional and transactional coverage. 

 

QUESTION 1: 

What are the loan volume thresholds for determining institutional and transactional coverage? 

Answer (Updated 11/10/2021): 

As of January 1, 2022, the loan-volume thresholds are 100 closed-end mortgage loans in each 
of the two preceding calendar years and 200 open-end lines of credit in each of the two preceding 
calendar years. The Bureau issued a final rule in April 2020 that set the closed-end mortgage loan 
threshold at 100 in each of the two preceding calendar years, effective July 1, 2020, and set the 
open-end line of credit threshold at 200 in each of the two preceding calendar years, effective 
January 1, 2022, upon the expiration of the temporary threshold of 500 open-end lines of credit. 

For loan-volume thresholds in effect prior to January 1, 2022, see the HMDA institutional and 
transactional coverage charts. 

 

QUESTION 2: 

My institution originated 400 closed-end mortgage loans and 199 open-end lines of credit in 
calendar year 2020 and 600 closed-end mortgage loans and 499 open-end lines of credit in calendar 
year 2021. My institution has met all other Regulation C institutional coverage criteria. Is my 
institution required to collect and report HMDA data for calendar year 2022 on closed-end 
mortgage loans and open-end lines of credit? 

Answer (Updated 11/10/2021): 

Your institution will be required to collect and report data about its closed-end mortgage loans 
for calendar year 2022 because it originated at least 100 closed-end mortgage loans in each of the 
two preceding calendar years (2020 and 2021). 

Your institution will not be required to collect and report data about its open-end lines of credit 
for calendar year 2022 because it did not originate at least 200 open-end lines of credit in each of 
the two preceding calendar years (2020 and 2021). 

For more information, see the HMDA institutional coverage chart effective January 1, 2022. 

  

https://files.consumerfinance.gov/f/documents/cfpb_hmda_frequently-asked-questions-v6_2021-11.pdf
https://files.consumerfinance.gov/f/documents/cfpb_hmda_frequently-asked-questions-v6_2021-11.pdf
https://www.consumerfinance.gov/documents/9642/cfpb_hmda_frequently-asked-questions-v6_2021-11.pdf
https://www.consumerfinance.gov/documents/9642/cfpb_hmda_frequently-asked-questions-v6_2021-11.pdf
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QUESTION 3: 

My institution originated 100 closed-end mortgage loans and 200 open-end lines of credit in 
calendar year 2020 and 190 closed-end mortgage loans and 250 open-end lines of credit in calendar 
year 2021. My institution has met all the other Regulation C institutional coverage criteria. Is my 
institution required to collect and report HMDA data for calendar year 2022 on closed-end 
mortgage loans and open-end lines of credit? 

Answer (Updated 11/10/2021): 

Yes, your institution will be required to collect and report data about its closed-end mortgage 
loans and open-end lines of credit for calendar year 2022 because it originated at least 100 closed-
end mortgage loans in each of the two preceding calendar years (2020 and 2021) and it originated 
at least 200 open-end lines of credit in each of the two preceding calendar years (2020 and 2021). 

For more information, see the HMDA institutional coverage chart effective January 1, 2022. 

 

QUESTION 4: 

My financial institution met the loan-volume threshold for closed-end mortgage loans and all 
other Regulation C institutional coverage criteria, but it did not meet the loan-volume threshold 
for open-end lines of credit. Can my financial institution collect and report data about its open-
end lines of credit even though it did not meet the loan-volume threshold for open-end lines of 
credit? 

Answer (Updated 11/10/2021): 

Yes. A financial institution that meets the loan-volume threshold for closed-end mortgage 
loans and all other Regulation C institutional coverage criteria may voluntarily opt to report 
applications, originations, and purchases of its open-end lines of credit even though it did not meet 
the open-end line of credit threshold. It is thus not required to report data on its open-end lines of 
credit transactions. However, a financial institution that voluntarily opts to report such data must 
report all the applications, originations, and purchases of its open-end lines of credit that would 
be covered transactions if it had met the open-end line of credit threshold. 

For more information, see the HMDA Small Entity Compliance Guide section 4.1.2, 12 CFR § 
1003.3(c)(12), and comment 3(c)(12)-2 to Regulation C. 

 

QUESTION 5: 

My financial institution originated less than 500 closed-end mortgage loans and less than 500 
open-end lines of credit. I heard that my financial institution was exempt from collecting and 
reporting data. 

Answer (Updated 11/10/2021): 

Effective July 1, 2020, if your financial institution originated at least 100 closed-end mortgage 
loans in each of the two preceding calendar years and met all other Regulation C institutional 
coverage criteria, your financial institution will be required to collect and report data about its 
closed-end mortgage loans. Similarly, effective January 1, 2022, if your financial institution 
originated at least 200 open-end lines of credit in each of the two preceding calendar years and 
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met all other Regulation C institutional coverage criteria, your financial institution will be 
required to collect and report data about its open-end lines of credit. 

However, if your financial institution is an insured depository institution or insured credit 
union that originated less than 500 closed-end mortgage loans in each of the two preceding 
calendar years and/or 500 open-end lines of credit in each of the two preceding calendar years, 
your financial institution may be eligible for partial exemptions. 

For more information about partial exemptions, see Partial Exemption FAQs below. For more 
information about institutional coverage, see the HMDA institutional coverage charts. 

What You Need to Do: 

For banks subject to this regulation, these are merely updates to previous questions reflecting the 
2022 limits. Banks subject to the regulation should review this material to assure that they are 
in full compliance with the regulation. 

CFPB: Request for Public Comment (November 16, 2021) 

Links 

https://www.consumerfinance.gov/about-us/newsroom/cfpb-seeks-input-on-detecting-
discrimination-in-mortgage-lending/ 

https://www.govinfo.gov/content/pkg/FR-2021-11-22/pdf/2021-25330.pdf 

Text 

The Consumer Financial Protection Bureau (CFPB) issued a Request for Information (RFI) to 
seek input on rules implementing the Home Mortgage Disclosure Act (HMDA). The CFPB plans 
to review recent changes to the rule and evaluate their effectiveness. This evaluation will 
strengthen the CFPB’s ability to maintain a fair, competitive, and non-discriminatory mortgage 
market. 

The CFPB is seeking comment from the public to ensure the data collected under the HMDA 
Rule is used to most effectively meet the rule’s goals. 

The CFPB is seeking comments on its plans to assess the effectiveness of the HMDA Rule. 
Specifically, the CFPB will focus on: 

 Institutional coverage and transactional coverage; 

 Data points; 

 Benefits of the new data and disclosure requirements; and 

 Operational and compliance costs. 

https://www.consumerfinance.gov/about-us/newsroom/cfpb-seeks-input-on-detecting-discrimination-in-mortgage-lending/
https://www.consumerfinance.gov/about-us/newsroom/cfpb-seeks-input-on-detecting-discrimination-in-mortgage-lending/
https://www.govinfo.gov/content/pkg/FR-2021-11-22/pdf/2021-25330.pdf
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Comments must be received on or before January 21, 2022. 

What You Need to Do 

Once again, they appear to be reconsidering this regulation. At this point, this is simply for your 
information 

OCC: Revised Interagency Examination Procedures (December 17, 
2021) 

Link 

https://www.occ.gov/news-issuances/bulletins/2021/bulletin-2021-63.html 

Text 

The Office of the Comptroller of the Currency (OCC) issued the revised interagency Home 
Mortgage Disclosure Act (HMDA) examination procedures for determining compliance with 
HMDA and its implementing regulations. 

This bulletin rescinds 

 OCC Bulletin 2010-8, "Compliance Policy: Revised Home Mortgage Disclosure Act 
Examination Procedures." 

 OCC Bulletin 2019-19, "Home Mortgage Disclosure Act: Revised Interagency Examination 
Procedures." 

The interagency procedures update the April 19, 2019, FFIEC interagency examination 
procedures for the Home Mortgage Disclosure Act. 

Highlights 

The revised procedures address changes to the effective dates for banks that meet or exceed 
either the closed-end mortgage loans or the open-end lines of credit loan-volume threshold in each 
of the two preceding calendar years: 

 Effective July 1, 2020, a bank, savings association, or credit union that originated at least 
100 closed-end mortgage loans in each of the two preceding calendar years, or originated 
at least 500 open-end lines of credit in each of the two preceding calendar years meets or 
exceeds the loan-volume threshold. 

 Effective January 1, 2022, when the temporary threshold of 500 open-end lines of credit 
expires, a bank, savings association, or credit union that originated at least 100 closed-end 
mortgage loans in each of the two preceding calendar years, or originated at least 200 open-
end lines of credit in each of the two preceding calendar years meets or exceeds the loan-
volume threshold. 

https://www.occ.gov/news-issuances/bulletins/2021/bulletin-2021-63.html
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The revised procedures also address changes to a partial exemption to apply to an application 
or covered loan (including a purchased covered loan). An eligible bank must meet the applicable 
loan-volume threshold: 

 A partial exemption applies to an eligible bank’s applications for, originations of, and 
purchases of closed-end mortgage loans if the bank originated fewer than 500 closed-end 
mortgage loans in each of the two preceding calendar years. When a bank determines 
whether it meets the loan-volume thresholds for a partial exemption, the bank does not 
count transactions excluded by 12 CFR 1003.3(c)(1) through (10) and (13). 

 A partial exemption applies to an eligible bank’s applications for, originations of, and 
purchases of open-end lines of credit if the bank originated fewer than 500 open-end lines 
of credit in each of the two preceding calendar years. 

What You Need to Do: 

This change only affects OCC banks. It is merely an update to the examination procedures to 
comply with changes in the regulation. No direct action is required beyond assuring that your 
systems are in place to match the regulation. 

FRB: Revised Examination Procedures (December 17, 2021) 

Link 

https://www.federalreserve.gov/supervisionreg/caletters/caltr2117.htm 

Text 

The Federal Reserve has revised Home Mortgage Disclosure Act (HMDA) examination 
procedures. These procedures are for use in connection with HMDA data collected since January 
1, 2018 pursuant to the Consumer Financial Protection Bureau's (Bureau) October 15, 2015 and 
August 24, 2017 amendments to Regulation C, which implements HMDA, and the Economic 
Growth, Regulatory Relief, and Consumer Protection Act's (EGRRCPA) May 24, 2018 
amendments to HMDA. The examination procedures include: 

• Narrative, Examination Objectives, and Examination Procedures sections that were 
recently developed by the Task Force on Consumer Compliance of the Federal Financial 
Institutions Examination Council (FFIEC). 

• Review of Compliance Management System, Examination Conclusions and Wrap-Up, and 
Examination Checklist sections that were separately developed in consultation with the 
Federal Deposit Insurance Corporation (FDIC), and the Office of the Comptroller of the 
Currency (OCC). 

• FFIEC HMDA Examiner Transaction Testing Guidelines. Including sampling, verification, 
and resubmission procedures that were transmitted with CA 17-2, key data fields 
information that was transmitted with CA 18-9,4 and Federal Reserve HMDA sampling 

https://www.federalreserve.gov/supervisionreg/caletters/caltr2117.htm
https://www.federalreserve.gov/supervisionreg/caletters/caltr2117.htm#footnote4
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and omissions transaction testing procedures. 

HMDA and Regulation C require certain depository institutions and for-profit non-depository 
institutions to collect, record, and report data about originations and purchases of mortgage loans 
as well as mortgage loan applications that do not result in originations. Section 1094 of the Dodd-
Frank Wall Street Reform and Consumer Protection Act (Dodd-Frank Act) transferred 
rulemaking authority for HMDA to the Bureau on July 2011; amended HMDA to require 
collection, recording, and reporting of new data points; and authorized the Bureau to require 
additional information from covered institutions. 

The Bureau's October 2015 and August 2017 final rules modified: (1) the types of institutions 
that are subject to Regulation C; (2) the types of transactions that are subject to Regulation C; (3) 
the types of data that institutions are required to collect, record, and report pursuant to 
Regulation C; and (4) the corresponding processes for reporting and disclosing HMDA data. 

On April 16, 2020, the Bureau issued a 2020 HMDA Rule to adjust the thresholds for reporting 
data about closed-end mortgage loans, effective July 1, 2020, and the thresholds for reporting data 
about open-end lines of credit, effective January 1, 2022. 

This rule establishes 

• the closed-end mortgage loan threshold at 100 loans originated in each of the two preceding 
calendar years, with an effective date of July 1, 2020; and 

• the open-end line of credit threshold at 200 loans originated in each of the two preceding 
calendar years. This new 200-loan threshold will become effective on January 1, 2022 (i.e., 
data collection would occur in 2022 with reporting in 2023). 

The 2020 HMDA Rule also provides that institutions covered by HMDA under the 25 closed-
end mortgage loan threshold as of January 1, 2020, but will now be exempt under the new 100-
loan threshold, can choose to voluntarily report their HMDA data on closed-end mortgage loans 
that was collected in 2020. 

For HMDA data collected prior to January 1, 2018, Reserve Banks will continue to examine 
financial institutions pursuant to the interagency HMDA examination procedures transmitted 
with CA 09-10 and the HMDA sampling and resubmission procedures transmitted with CA 04-4. 
Additionally, pursuant to the Bureau's amendments to Regulation C, from January 1, 2017 
through December 31, 2017 banks, credit unions, and savings associations were not subject to 
Regulation C if they did not originate 25 home purchase loans, including refinancings of home 
purchase loans, in each of the two preceding calendar years. 

What You Need to Do: 

This is the Federal Reserve Board’s update to the examination procedures for this regulation. 
Those who are subject to review by the Federal Reserve Board that are subject to the regulation 
should review the procedures prior to your next examination, so that you are prepared for how the 
Federal Reserve board will look at your data. 
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CFPB: Final Rule – Asset-Size Exemption Threshold Adjustment 
(December 23, 2021) 

Link 

https://www.federalregister.gov/documents/2021/12/23/2021-27899/home-mortgage-
disclosure-regulation-c-adjustment-to-asset-size-exemption-threshold 

Text 

The Bureau of Consumer Financial Protection (CFPB) issued a final rule amending the official 
commentary that interprets the requirements of the Bureau's Regulation C (Home Mortgage 
Disclosure) to reflect the asset-size exemption threshold for banks, savings associations, and credit 
unions based on the annual percentage change in the average of the Consumer Price Index for 
Urban Wage Earners and Clerical Workers (CPI-W). 

Summary 

The Bureau of Consumer Financial Protection (Bureau) is amending the official commentary 
that interprets the requirements of the Bureau's Regulation C (Home Mortgage Disclosure) to 
reflect the asset-size exemption threshold for banks, savings associations, and credit unions based 
on the annual percentage change in the average of the Consumer Price Index for Urban Wage 
Earners and Clerical Workers (CPI-W). Based on the 4.7 percent increase in the average of the 
CPI-W for the 12-month period ending in November 2021, the exemption threshold is adjusted to 
$50 million from $48 million. Therefore, banks, savings associations, and credit unions with assets 
of $50 million or less as of December 31, 2021, are exempt from collecting data in 2022. 

This rule is effective on January 1, 2022. 

Regulatory Commentary 

Section 1003.2—Definitions 

***** 

2(G) FINANCIAL INSTITUTION 

1. Preceding calendar year and preceding December 31. The definition of financial 
institution refers both to the preceding calendar year and the preceding December 31. These 
terms refer to the calendar year and the December 31 preceding the current calendar year. For 
example, in 2021, the preceding calendar year is 2020, and the preceding December 31 is 
December 31, 2020. Accordingly, in 2021, Financial Institution A satisfies the asset-size 
threshold described in § 1003.2(g)(1)(i) if its assets exceeded the threshold specified in comment 
2(g)-2 on December 31, 2020. Likewise, in 2021, Financial Institution A does not meet the loan-
volume test described in § 1003.2(g)(1)(v)(A) if it originated fewer than 100 closed-end mortgage 
loans during either 2019 or 2020. 

2. Adjustment of exemption threshold for banks, savings associations, and credit 

https://www.federalregister.gov/documents/2021/12/23/2021-27899/home-mortgage-disclosure-regulation-c-adjustment-to-asset-size-exemption-threshold
https://www.federalregister.gov/documents/2021/12/23/2021-27899/home-mortgage-disclosure-regulation-c-adjustment-to-asset-size-exemption-threshold
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unions. For data collection in 2022, the asset-size exemption threshold is $50 million. Banks, 
savings associations, and credit unions with assets at or below $50 million as of December 31, 
2021, are exempt from collecting data for 2022. 

3. Merger or acquisition - coverage of surviving or newly formed institution. After a merger 
or acquisition, the surviving or newly formed institution is a financial institution under 
§ 1003.2(g) if it, considering the combined assets, location, and lending activity of the surviving 
or newly formed institution and the merged or acquired institutions or acquired branches, 
satisfies the criteria included in § 1003.2(g). For example, A and B merge. The surviving or 
newly formed institution meets the loan threshold described in § 1003.2(g)(1)(v)(B) if the 
surviving or newly formed institution, A, and B originated a combined total of at least 200 open-
end lines of credit in each of the two preceding calendar years. Likewise, the surviving or newly 
formed institution meets the asset-size threshold in § 1003.2(g)(1)(i) if its assets and the 
combined assets of A and B on December 31 of the preceding calendar year exceeded the 
threshold described in § 1003.2(g)(1)(i). Comment 2(g)-4 discusses a financial institution's 
responsibilities during the calendar year of a merger. 

4. Merger or acquisition - coverage for calendar year of merger or acquisition. The 
scenarios described below illustrate a financial institution's responsibilities for the calendar 
year of a merger or acquisition. For purposes of these illustrations, a “covered institution” means 
a financial institution, as defined in § 1003.2(g), that is not exempt from reporting under 
§ 1003.3(a), and “an institution that is not covered” means either an institution that is not a 
financial institution, as defined in § 1003.2(g), or an institution that is exempt from reporting 
under § 1003.3(a). 

i. Two institutions that are not covered merge. The surviving or newly formed institution meets 
all of the requirements necessary to be a covered institution. No data collection is required 
for the calendar year of the merger (even though the merger creates an institution that meets 
all of the requirements necessary to be a covered institution). When a branch office of an 
institution that is not covered is acquired by another institution that is not covered, and the 
acquisition results in a covered institution, no data collection is required for the calendar 
year of the acquisition. 

ii. A covered institution and an institution that is not covered merge. The covered institution is 
the surviving institution, or a new covered institution is formed. For the calendar year of 
the merger, data collection is required for covered loans and applications handled in the 
offices of the merged institution that was previously covered and is optional for covered loans 
and applications handled in offices of the merged institution that was previously not 
covered. When a covered institution acquires a branch office of an institution that is not 
covered, data collection is optional for covered loans and applications handled by the 
acquired branch office for the calendar year of the acquisition. 

iii. A covered institution and an institution that is not covered merge. The institution that is 
not covered is the surviving institution, or a new institution that is not covered is formed. 
For the calendar year of the merger, data collection is required for covered loans and 
applications handled in offices of the previously covered institution that took place prior to 
the merger. After the merger date, data collection is optional for covered loans and 
applications handled in the offices of the institution that was previously covered. When an 
institution remains not covered after acquiring a branch office of a covered institution, data 
collection is required for transactions of the acquired branch office that take place prior to 
the acquisition. Data collection by the acquired branch office is optional for transactions 
taking place in the remainder of the calendar year after the acquisition. 
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iv. Two covered institutions merge. The surviving or newly formed institution is a covered 
institution. Data collection is required for the entire calendar year of the merger. The 
surviving or newly formed institution files either a consolidated submission or separate 
submissions for that calendar year. When a covered institution acquires a branch office of a 
covered institution, data collection is required for the entire calendar year of the merger. 
Data for the acquired branch office may be submitted by either institution. 

5. Originations. Whether an institution is a financial institution depends in part on whether the 
institution originated at least 100 closed-end mortgage loans in each of the two preceding 
calendar years or at least 200 open-end lines of credit in each of the two preceding calendar 
years. Comments 4(a)-2 through -4 discuss whether activities with respect to a particular closed-
end mortgage loan or open-end line of credit constitute an origination for purposes of 
§ 1003.2(g). 

6. Branches of foreign banks - treated as banks. A Federal branch or a State-licensed or 
insured branch of a foreign bank that meets the definition of a “bank” under section 3(a)(1) of 
the Federal Deposit Insurance Act (12 U.S.C. 1813(a)) is a bank for the purposes of § 1003.2(g). 

7. Branches and offices of foreign banks and other entities - treated as nondepository 
financial institutions. A Federal agency, State-licensed agency, State-licensed uninsured 
branch of a foreign bank, commercial lending company owned or controlled by a foreign bank, 
or entity operating under section 25 or 25A of the Federal Reserve Act, 12 U.S.C. 601 and 611 
(Edge Act and agreement corporations) may not meet the definition of “bank” under the Federal 
Deposit Insurance Act and may thereby fail to satisfy the definition of a depository financial 
institution under § 1003.2(g)(1). An entity is nonetheless a financial institution if it meets the 
definition of nondepository financial institution under § 1003.2(g)(2). 

***** 

What You Need to Do: 

The minimum asset size for HMDA has been increased to $50 million. Unless you are somewhere 
around that dollar amount in assets, this will have no impact on your institution, and no changes 
are required. 

 

https://www.govinfo.gov/link/uscode/12/1813?type=usc&year=mostrecent&link-type=html
https://www.govinfo.gov/link/uscode/12/601?type=usc&year=mostrecent&link-type=html
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Section 1: Electronic Fund Transfers Act 

CFPB: Updated FAQs (December 13, 2021) 

Link 

https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-
resources/electronic-fund-transfers/electronic-fund-transfers-faqs/ 

Text 

The CFPB has updated certain (not all) Electronic Fund Transfers Frequently Asked 
Questions (FAQs) to add FAQs to address questions received by the CFPB. 

Coverage: Transactions 

 

1. What transactions are covered by the Electronic Fund Transfer Act and 
Regulation E? 

The Electronic Fund Transfer Act (EFTA) and Regulation E apply to an electronic fund 
transfer that authorizes a financial institution to debit or credit a consumer's account. 12 CFR 
1005.3(a). 

The term account means a demand deposit (checking), savings, or other consumer asset 
account (other than an occasional or incidental credit balance in a credit plan) held directly or 
indirectly by a financial institution and established primarily for personal, family, or household 
purposes. 12 CFR 1005.2(b)(1). It includes a prepaid account, as defined by Regulation E. 12 CFR 
1005.2(b)(3). 

The term “electronic fund transfer” or “EFT” means any transfer of funds that is initiated 
through an electronic terminal, telephone, computer, or magnetic tape for the purpose of ordering, 
instructing, or authorizing a financial institution to debit or credit a consumer's account. 12 CFR 
1005.3(b)(1). Accordingly, Regulation E applies to any person-to-person (P2P) or mobile payment 
transactions that meet the definition of EFT, including debit card, ACH, prepaid account, and 
other electronic transfers to or from a consumer account. 12 CFR 1005.3(b)(1)(v); Comment 3(b)(1)-
1.ii. 

Updated December 13, 2021 

  

https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/
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2. Can person-to-person or “P2P” payments be EFTs under Regulation E? 

Yes. 

Person-to-person or “P2P” payments allow a consumer to send money to another person 
without needing to write a check, swipe a physical card, or exchange cash. Depending on the 
payment provider, a P2P payment can be initiated from a consumer’s online bank account portal, 
prepaid account portal, or mobile application. 

Any P2P payment that meets the definition of EFT is covered by EFTA and Regulation E. See 
Electronic Fund Transfers Coverage: Transactions Question 1 for more information about the 
definition of an EFT. See Electronic Fund Transfers Coverage: Financial Institutions Question 2 
for more information about EFTA and Regulation E’s coverage of P2P payment providers. 

Updated December 13, 2021 

 

3. Is a P2P payment that uses the consumer’s debit card to transfer funds considered 
an EFT? 

Yes. As discussed in Electronic Fund Transfers Coverage: Transactions Question 1, Regulation 
E applies to an EFT that authorizes a financial institution to debit or credit a consumer's account. 
12 CFR 1005.3(a). The term EFT includes debit card transactions. 12 CFR 1005.3(b)(1)(v). 

Updated December 13, 2021 

 

4. Is a credit-push P2P payment that transfers funds out of a consumer’s deposit, 
prepaid, or mobile account considered an EFT? 

Yes. As discussed in Electronic Fund Transfers Coverage: Transactions Question 1, Regulation 
E applies to any EFT that authorizes a financial institution to debit or credit a consumer's account. 
12 CFR 1005.3(a). The term EFT means any transfer of funds that is initiated through an 
electronic terminal, telephone, computer, or magnetic tape for the purpose of ordering, instructing, 
or authorizing a financial institution to debit or credit a consumer's account. 12 CFR 1005.3(b)(1). 
A credit-push P2P payment is considered a transfer initiated through an electronic terminal, 
telephone, or computer for the purpose of ordering, instructing, or authorizing a financial 
institution to debit a consumer's account, and accordingly is an EFT. 

A credit-push P2P transfer is considered an EFT even if the payment was initiated by a third 
party that fraudulently obtained access to consumer’s account, such as by using login credentials 
stolen in a data breach or obtained through fraudulent inducement. In these cases, the credit-
push P2P transfer would be considered an unauthorized EFT. See Electronic Fund Transfers 
Error Resolution: Unauthorized EFTs Question 1 for more information on the definition of an 
unauthorized EFT. 

Updated December 13, 2021 

  

https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#transactions-1
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#financial-institutions-2
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#transactions-1
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#unauthorized-eft-1
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#unauthorized-eft-1
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5. Is a P2P debit card “pass-through” payment considered an EFT? 

Yes. 

Generally, a “pass-through” payment transfers funds from the consumer’s account held by an 
external financial institution to another person’s account held by an external financial institution. 
A “pass-through” payment is initiated through a financial institution that does not hold a 
consumer’s account, for example, a non-bank P2P provider. As discussed in Electronic Fund 
Transfers Coverage: Transactions Question 1, Regulation E applies to any EFT that authorizes a 
financial institution to debit or credit a consumer's account. 12 CFR 1005.3(a). As discussed in 
Electronic Fund Transfers Coverage: Transactions Question 3, the term EFT includes debit card 
transactions, and therefore debit card “pass through” payments are EFTs. 12 CFR 1005.3(b)(1)(v). 
See Electronic Fund Transfers Coverage: Financial Institutions Questions 3 and 4 for more 
information on the error resolution obligations of the financial institutions involved in a debit card 
pass-through payment. 

Updated December 13, 2021 

 

Coverage: Financial Institutions 

 

1. What is a financial institution under EFTA and Regulation E? 

Regulation E section 1005.2(i) defines financial institution under EFTA and Regulation E to 
include banks, savings associations, credit unions, and: 

 any other person that directly or indirectly holds an account belonging to a consumer, or 

 any other person that issues an access device and agrees with a consumer to provide 
electronic fund transfer (EFT) services. 

12 CFR 1005.2(i). 

Financial institutions include providers of P2P payment and bill payment services, if they 
directly or indirectly hold an account belonging to a consumer, or if they issue an access device 
and agree with a consumer to provide EFT services. The term financial institution does not include 
those excluded from coverage under section 1029 of the Dodd Frank Act. 12 CFR 1005.2(i). 

Any entity that is considered a financial institution under Regulation E has error resolution 
obligations in the event that a consumer notifies the financial institution of an error, with limited 
exceptions. 12 CFR 1005.11. See Electronic Fund Transfers Error Resolution Question 2 for more 
information about these error resolution obligations. 

In narrow circumstances, a financial institution can also be considered a “service provider” 
under Regulation E. A financial institution who provides EFT services to a consumer but does not 
hold the consumer’s account is a service provider under Regulation E if the financial institution: 
(1) issues an access device that the consumer can use to access the account and (2) no agreement 
exists between the access device-issuing financial institution and the account-holding financial 
institution. 12 CFR 1005.14(a). The automated clearing house (ACH) rules alone do not generally 
constitute an agreement for purposes of whether a financial institution meets the definition of 
“service provider” under Regulation E. However, an ACH agreement combined with another 

https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#transactions-1
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#transactions-1
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#transactions-3
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#financial-institutions-3
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#financial-institutions-4
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#error-resolution-2
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agreement to process payment transfers – such as an ACH agreement under which members 
specifically agree to honor each other's debit cards – is an “agreement,” and thus section 1005.14 
does not apply. Comment 14(a)-2. 

Updated December 13, 2021 

 

2. Can non-bank P2P payment providers be considered financial institutions under 
Regulation E? 

Any P2P payment provider that meets the definition of a financial institution, as discussed in 
Electronic Fund Transfers Coverage: Financial Institutions Question 1, is a financial institution 
under Regulation E. Thus, if a P2P payment provider directly or indirectly holds an account 
belonging to a consumer, they are considered a financial institution under Regulation E. 12 CFR 
1005.2(i). An example of an account that a non-bank P2P payment provider may directly or 
indirectly hold is a prepaid or mobile account whose primary function is to conduct P2P transfers. 
12 CFR 1005.2(b)(3); Comment 2(b)(3)(i)-10. Additionally, as discussed in Electronic Fund 
Transfers Coverage: Financial Institutions Question 1, non-account-holding providers of P2P 
payment or bill payment services are considered covered financial institutions under Regulation 
E if the provider issues an access device and agrees with a consumer to provide EFT services. 12 
CFR 1005.2(i). For example, a P2P provider may enter into an agreement with a consumer for a 
mobile wallet that the consumer can use to initiate debit card transactions from their external 
bank account to another person’s external bank account. 

Any entity defined as a financial institution under Regulation E has error resolution 
obligations in the event that a consumer notifies the financial institution of an error, with limited 
exceptions. 12 CFR 1005.11. See Electronic Fund Transfers Error Resolution Question 2 for more 
information about these error resolution obligations. 

Updated December 13, 2021 

 

3. If a non-bank P2P payment provider initiates a debit card “pass-through” 
payment from the consumer’s account held by a depository institution to a different 
person’s account at another institution, is the non-bank P2P payment provider 
considered a financial institution under Regulation E? 

Generally, yes. 

As discussed in Electronic Fund Transfers Coverage: Financial Institutions Question 1, an 
entity that issues an access device and agrees with a consumer to provide EFT services, is 
considered a financial institution under Regulation E. As discussed in Electronic Fund Transfers 
Coverage: Transactions Questions 1 and 5 a debit card “pass-through” payment is considered an 
EFT under Regulation E. Thus, if an entity, including a non-bank P2P payment provider, enters 
into an agreement with a consumer to provide EFT services and issues an access device, and 
initiates a debit card “pass-through” payment, then that entity would be covered as a financial 
institution under Regulation E. Any entity defined as a financial institution under Regulation E 
has error resolution obligations in the event that a consumer notifies the financial institution of 
an error. 12 CFR 1005.11. See Electronic Fund Transfers Error Resolution Question 2 for more 
information about these error resolution obligations. 

Updated December 13, 2021  

https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#financial-institutions-1
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#financial-institutions-1
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#financial-institutions-1
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#error-resolution-2
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#financial-institutions-1
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#transactions-1
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#transactions-1
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#transactions-5
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#error-resolution-2
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4. If a consumer uses a non-bank P2P payment provider to initiate a debit card 
“pass-through” payment from the consumer’s account held by a depository institution, 
is the depository institution considered a financial institution under Regulation E, 
even though the transfer was initiated through the non-bank P2P payment provider? 

Yes. As discussed in Electronic Fund Transfers Coverage: Financial Institutions Question 1, 
the definition of financial institution includes a bank, savings association, credit union, or any 
other person that directly or indirectly holds an account belonging to a consumer, or that issues 
an access device and agrees with a consumer to provide EFT services. 12 CFR 1005.2(i). Here, 
because the depository institution holds the consumer’s deposit account, it is considered a 
financial institution under Regulation E with full error resolution obligations. 12 CFR 1005.11. 
See Electronic Fund Transfers Error Resolution Question 2 for more information about these error 
resolution obligations. 

Electronic Fund Transfers Coverage: Financial Institutions Question 1 discusses a narrow 
circumstance where a non-account-holding financial institution is considered a “service provider” 
and any account-holding financial institution has more limited error resolution responsibilities; 
however that provision does not apply when there is an agreement between the non-account-
holding financial institution (the non-bank P2P payment provider) and the account-holding 
financial institution (the consumer’s depository institution). 12 CFR 1005.14(a). An ACH 
agreement combined with another agreement to process payment transfers – such as an ACH 
agreement under which members specifically agree to honor each other's debit cards – is an 
“agreement,” and thus this section does not apply. Comment 14(a)-2. Thus, where, as here, an 
EFT is initiated through a non-bank P2P payment provider using a consumer’s debit card 
information, the P2P provider and the account-holding financial institution are parties to an 
agreement to honor each other’s debit cards – the debit card network rules – and the service 
provider provision in 12 CFR 1005.14, discussed in Electronic Fund Transfers Coverage: Financial 
Institutions Question 1, does not apply. Accordingly, the account-holding financial institution has 
full error resolution responsibilities. 

Updated December 13, 2021 

 

Error Resolution 

 

1. What is an error for purposes of EFTA and Regulation E? 

An error under EFTA and Regulation E includes any of the following: 

 An unauthorized EFT. 

 An incorrect EFT to or from the consumer’s account. 

 The omission from a periodic statement of an EFT to or from the consumer’s account that 
should have been included. 

 A computational or bookkeeping error made by the financial institution relating to an EFT. 

 The consumer’s receipt of an incorrect amount of money from an electronic terminal. 

 An EFT not identified in accordance with the requirements of 12 CFR 1005.9 or 1005.10(a). 

https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#financial-institutions-1
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#error-resolution-2
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#financial-institutions-1
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#financial-institutions-1
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#financial-institutions-1
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 A consumer’s request for any documentation required by 12 CFR 1005.9 or 1005.10(a) or 
for additional information or clarification concerning an EFT (12 CFR 1005.11(a)(1)). 

The term “error” does not include: 

 A routine inquiry about the consumer's account balance; 

 A request for information for tax or other recordkeeping purposes; or 

 A request for duplicate copies of documentation. 

Comment 11(a)-6. 

Updated December 13, 2021 

 

2. What are a financial institution’s error resolution obligations under Regulation 
E? 

In general, Regulation E requires that after a financial institution receives oral or written 
notice of an error from a consumer, the financial institution must do all of the following: 

 Promptly investigate the oral or written allegation of error. 

 Complete its investigation within the time limits specified in Regulation E. 

 Report the results of its investigation within three business days after completing its 
investigation. 

 Correct the error within one business day after determining that an error has occurred. 

12 CFR 1005.11(c)(1). 

The investigation must be reasonable, including a reasonable review of relevant information 
within the financial institution’s own records. 2019-BCFP-0001. The Bureau found that a financial 
institution did not conduct a reasonable investigation when it summarily denied error disputes if 
consumers had prior transactions with the same merchant, and the financial institution did not 
consider other relevant information such as the consumer’s assertion that the EFT was 
unauthorized or for an incorrect amount. 2019-BCFP-0001. If the error is an unauthorized EFT, 
certain consumer liability limits apply. 12 CFR 1005.6. 

Updated December 13, 2021 

***** 

 

Error Resolution: Unauthorized EFTs 

 

1. What is an unauthorized EFT? 

An unauthorized EFT is an EFT from a consumer’s account initiated by a person other than 
the consumer without actual authority to initiate the transfer and from which the consumer 
receives no benefit. 12 CFR 1005.2(m). Unauthorized EFTs include transfers initiated by a person 

https://www.consumerfinance.gov/enforcement/actions/usaa-federal-savings-bank/
https://www.consumerfinance.gov/enforcement/actions/usaa-federal-savings-bank/
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who obtained a consumer’s access device through fraud or robbery and consumer transfers at an 
ATM that were induced by force. Comments 2(m)-3 and 4. 

The term unauthorized EFT does not include an EFT initiated through any of the following 
means: 

(1) By a person who was furnished the access device to the consumer's account by the 
consumer, unless the consumer has notified the financial institution that transfers by that person 
are no longer authorized. 12 CFR 1005.2(m)(1). This exclusion does not apply to transfers initiated 
by a person who obtained a consumer’s access device through fraud or robbery. Comment 2(m)-3; 

(2) With fraudulent intent by the consumer or any person acting in concert with the consumer. 
12 CFR 1005.2(m)(2); or 

(3) By the financial institution or its employee, 12 CFR 1005.2(m)(3). 

Updated December 13, 2021 

***** 

 

3. Is an EFT from a consumer’s account initiated by a fraudster through a non-bank 
P2P payment provider considered an unauthorized EFT? 

Yes. Because the EFT was initiated by a person other than the consumer without actual 
authority to initiate the transfer – i.e., the fraudster – and the consumer received no benefit from 
the transfer, the EFT is an unauthorized EFT. 12 CFR 1005.2(m). This is true even if the consumer 
does not have a relationship with, or does not recognize, the non-bank P2P payment provider. 

Updated December 13, 2021 

 

4. Does an EFT initiated by a fraudster using stolen credentials meet the Regulation 
E definition of an unauthorized EFT? 

Yes. As discussed in Electronic Fund Transfers Error Resolution: Unauthorized EFT Question 
1, Regulation E defines an unauthorized EFT as a transfer from a consumer’s account initiated 
by a person other than the consumer without actual authority to initiate the transfer and from 
which the consumer receives no benefit. 12 CFR 1005.2(m). When a consumer’s account access 
information is obtained from a third party through fraudulent means such as computer hacking, 
and a hacker uses that information to make an EFT from the consumer’s account, the transfer is 
an unauthorized EFT under Regulation E. 

For example, the Bureau is aware of the following situations involving unauthorized EFTs: 

 A consumer shares their account access information in order to enter into a transaction 
with a third party, such as a merchant, lender, or employer offering direct deposit, and a 
fraudster obtains the consumer’s account access information by hacking into the computer 
system of the third party. The fraudster then uses a bank-provided P2P payment 
application to initiate a credit push payment out of the consumer’s deposit account. 

 A consumer shares their debit card information with a P2P payment provider in order to 
use a mobile wallet. A fraudster then hacks into the consumer’s phone and uses the mobile 
wallet to initiate a debit card transfer out of the consumer’s deposit or prepaid account. 

https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#unauthorized-eft-1
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#unauthorized-eft-1
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 A thief steals a consumer’s physical wallet and initiates a payment using the consumer’s 
stolen debit card. 

See Electronic Fund Transfers Error Resolution: Unauthorized EFTs Question 5 for more 
examples of unauthorized EFTs. 

All of the financial institutions in these examples, including any non-bank P2P payment 
provider or deposit account holding financial institution, must comply with the error resolution 
requirements discussed in Electronic Fund Transfers Error Resolution Question 2, as well as the 
liability protections for unauthorized transfers in 12 CFR 1005.6. 

Updated December 13, 2021 

***** 

 

10. Do private network rules, such as provisions that a transfer is final and 
irrevocable, impact whether a P2P credit-push transfer meets the Regulation E 
definition of unauthorized EFT? 

No. Although private network rules and other commercial agreements may provide for 
interbank finality and irrevocability, they do not reduce consumer protections against liability for 
unauthorized EFTs afforded by the Electronic Fund Transfer Act. See 15 USC 1693g(e). Moreover, 
no agreement between a consumer and any other person may waive any right provided by the 
EFTA. See 15 USC 1693l. Accordingly, any financial institution in this transaction must comply 
with the error resolution requirements discussed in Electronic Fund Transfers Error Resolution 
Question 2, as well as the liability protections for unauthorized transfers. 

Updated December 13, 2021 

 

11. A fraudster initiates an EFT through a non-bank P2P payment provider that the 
consumer does not have a relationship with from the consumer’s account with a 
depository institution. Is the depository institution considered a financial institution 
with full error resolution obligations under Regulation E? 

Yes. As discussed in Electronic Fund Transfers Coverage: Financial Institutions Question 1, 
the definition of financial institution includes a bank, savings association, credit union, or any 
other person that directly or indirectly holds an account belonging to a consumer, or that issues 
an access device and agrees with a consumer to provide EFT services. 12 CFR 1005.2(i). Here, the 
account-holding financial institution holds the consumer’s account, and is thus considered a 
financial institution under Regulation E. Any entity defined as a financial institution under 
Regulation E has error resolution obligations in the event that a consumer notifies the financial 
institution of an error, with limited exceptions. 12 CFR 1005.11. As discussed in Electronic Fund 
Transfers Error Resolution: Unauthorized Transfers Question 4, since the transaction is an 
unauthorized EFT, the depository institution must comply with any applicable liability 
protections for unauthorized transfers in 12 CFR 1005.6. 

Updated December 13, 2021 

  

https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#unauthorized-eft-5
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#error-resolution-2
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#error-resolution-2
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#error-resolution-2
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#financial-institutions-1
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/#unauthorized-eft-4
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What You Need to Do: 

These changes may impact exactly how the bank deals with unauthorized transactions. All 
questions need to be reviewed, and shared with the appropriate individuals within the bank that 
need this information, and/or are involved in decision making regarding these issues. 
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Section 2: Overdraft Programs 

CFPB: Research Shows Banks’ Deep Dependence on Overdraft Fees 
(December 1, 2021) 

Link 

https://www.consumerfinance.gov/about-us/newsroom/cfpb-research-shows-banks-deep-
dependence-on-overdraft-fees/ 

Text  

Banks continue to rely heavily on overdraft and non-sufficient funds (NSF) revenue, which 
reached an estimated $15.47 billion in 2019, according to research released by the Consumer 
Financial Protection Bureau (CFPB). Three banks—JPMorgan Chase, Wells Fargo, and Bank of 
America—brought in 44% of the total reported that year by banks with assets over $1 billion. The 
CFPB also found that while small institutions with overdraft programs charged lower fees on 
average, consumer outcomes were similar to those found at larger banks. The research also notes 
that, despite a drop in fees collected, many of the fee harvesting practices persisted during the 
COVID-19 pandemic. 

Previous CFPB research has shown that overdraft presents serious risks to consumers, with 
under 9% of consumer accounts paying 10 or more overdrafts per year, accounting for close to 80% 
of all overdraft revenue. On November 30, 2021, the Federal Deposit Insurance Corporation 
released data (https://www.fdic.gov/news/press-releases/2021/pr21098.html) revealing that 
insured banks earned $69.5 billion in the third quarter of 2021, up 36% from the prior year. Banks 
are on pace to surpass their pre-pandemic profitability. 

The first data point, Overdraft/NSF Fee Reliance Since 2015 – Evidence from Bank Call 
Reports, shows that banks’ revenues from overdraft and NSF fees have been stable, especially 
before the COVID-19 pandemic. From the beginning of reporting in 2015, aggregate overdraft and 
NSF fee revenues reported in Call Reports for banks with assets over $1 billion saw a small but 
steady annual increase of around 1.7% per year to $11.97 billion in 2019. Complementing the Call 
Report data with data on small institutions, CFPB researchers estimate that the overall market 
revenue from overdraft and NSF fees was $15.47 billion in 2019. These overdraft and NSF fees 
made up close to two-thirds of reported fee revenue, emphasizing banks’ heavy reliance on such 
fees. Reliance on such fees varied considerably among institutions in the Call Reports, but was 
generally stable over time for any given institution. While aggregate overdraft and NSF fee 
revenues declined by 26.2% in 2020, increased checking account balances resulting from federal 
stimulus payments likely contributed to this decline. 

The second data point, Checking Account Overdraft at Financial Institutions Served by Core 
Processors (see next Regulatory Update entry), provides the most detailed and wide-ranging 
quantitative data the Bureau or others have collected on overdraft policies, practices, and 
outcomes at small financial institutions. The data point looks at institution-level data from several 

https://www.consumerfinance.gov/about-us/newsroom/cfpb-research-shows-banks-deep-dependence-on-overdraft-fees/
https://www.consumerfinance.gov/about-us/newsroom/cfpb-research-shows-banks-deep-dependence-on-overdraft-fees/
https://www.fdic.gov/news/press-releases/2021/pr21098.html
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core processors on the way credit unions and smaller banks set up their overdraft programs, and 
reviews data on consumer overdraft use and fee revenue for a 12-month time period 
predominantly covering 2014. CFPB researchers report that 92.9% of smaller banks and 60.9% of 
credit unions had an overdraft program, making such programs less common at these institutions 
than among large banks. The smaller institutions were also less likely to offer the option to opt in 
to debit card overdraft, with two thirds of institutions with overdraft offering this option. And, 
while overdraft and NSF fees were 13 to 19% lower at small banks and credit unions than at large 
banks, credit unions and small banks with an overdraft program earned $42.33 and $40.37 in 
annual overdraft revenue per account, respectively, which was just 6% and 11% less than large 
banks, respectively. 

The CFPB will be enhancing its supervisory and enforcement scrutiny of banks that are 
heavily dependent on overdraft fees. In recent years, the CFPB ordered TD Bank to pay $122 
million in penalties and customer restitution, and ordered TCF Bank to pay $30 million in 
penalties and restitution. 

What You Need to Do: 

At the present time, this is for information purposes only, and requires no action. Compliance 
personnel may wish to share this information with senior management. 

CFPB: Data Point – Checking Account Overdraft at Financial 
Institutions Served by Core Processors (December 1, 2021) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_overdraft-core-processors_report_2021-
12.pdf 

Text 

This Data Point describes overdraft practices and outcomes at several thousand credit unions 
and banks in 2014 using data provided by core processors. While the data underlying the report 
are from a few years ago and may not always reflect current practices and outcomes, to our 
knowledge, these are the most detailed and wide-ranging quantitative data the CFPB or others 
have collected on overdraft practices at small institutions. “Core processors” are financial 
institutions who offer deposit, payment, and data processing services to financial institutions. In 
2015, the CFPB collected anonymous institution-level information from several core processors 
about overdraft program configurations, fee revenue, and consumer overdraft use across credit 
unions and banks of various asset sizes for a 12-month time period predominantly covering 2014. 
The data obtained informed us about overdraft at 3,904 FIs maintaining 30 million consumer 
checking accounts. 

Attendees that wish to do so may review the complete text at the web site above. 

https://www.consumerfinance.gov/about-us/newsroom/cfpb-announces-settlement-td-bank-illegal-overdraft-practices/
https://www.consumerfinance.gov/about-us/newsroom/cfpb-announces-settlement-td-bank-illegal-overdraft-practices/
https://www.consumerfinance.gov/about-us/newsroom/bureau-consumer-financial-protection-settles-tcf-national-bank/
https://files.consumerfinance.gov/f/documents/cfpb_overdraft-core-processors_report_2021-12.pdf
https://files.consumerfinance.gov/f/documents/cfpb_overdraft-core-processors_report_2021-12.pdf
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What You Need to Do: 

Should you have any interest in reviewing this information, use the link provided. No direct action 
is required at this time. 

OCC: Acting Comptroller Discusses Reforming Overdraft Programs 
(December 8, 2021) 

Link 

https://www.occ.gov/news-issuances/news-releases/2021/nr-occ-2021-129.html 

Text 

Acting Comptroller of the Currency Michael J. Hsu today discussed reforming bank overdraft 
programs to improve individuals’ financial health in remarks before the Consumer Federation of 
America’s 34th Annual Financial Services Conference. 

The Problem 

Today I am going to talk about bank overdraft practices, but I want to start by anchoring my 
remarks in what matters most: trust. 

Banking rests on trust. During the pandemic, banks of all sizes maintained operations and 
stepped up to help their communities by working with impacted borrowers and facilitating 
government assistance programs like the Paycheck Protection Program (PPP). Actions like these 
gave customers the sense that banks had their backs. 

When banking contributes to income and wealth inequality, however, that trust erodes. As we 
all know, it is expensive to be poor. And a significant part of that expense comes from the products 
and services offered by banks themselves. As the Brookings Institution has noted recently, “The 
existing system is regressive (reverse Robin Hood), creating structural barriers and elevating 
costs to those on the lower end of the income spectrum, while simultaneously showering benefits 
to those on the upper end.” 

How can this regressive system be eliminated? Financial inclusion and banking access are 
necessary, but not sufficient. The details matter. Banking deposit account services need to be 
structured so that they improve customers’ financial capabilities and are priced to be low to no 
cost. While this is often the case for upper-income bank clients, it is too often not true for lower 
income customers. 

Traditional bank overdraft programs are a significant part of this problem. Last week, the 
Consumer Financial Protection Bureau (CFPB) issued a report analyzing overdraft and non-
sufficient fund (NSF) fees. In 2019, banks earned $15.5 billion on such fees. By definition, these 
fees are being paid by those bank customers who are the most financially vulnerable, i.e., those 
with low deposit balances. 

Of course, the easiest way to eliminate overdraft fees would be to eliminate overdrafts. Some 

https://www.occ.gov/news-issuances/news-releases/2021/nr-occ-2021-129.html
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banks, like Ally, are doing this, and many banks offer basic accounts, such as Bank On accounts, 
which do not allow overdrafts and as such make it impossible for customers to incur overdraft 
fees. While this prevents harm, it can also limit financial capacity. For those living paycheck to 
paycheck, the flexibility offered by low- to no-cost overdrafts can empower them to pay their bills 
on time, avoid high-cost alternatives, and improve their credit profile. Therefore, our goal should 
be to improve people’s financial health—i.e., their ability to spend, save, and borrow so that they 
are empowered rather than hindered. 

Reforming banks’ overdraft programs holds the promise of achieving this goal. OCC staff 
recently concluded a review and have identified attributes of responsible and fair overdraft 
programs, including building on the recent pioneering reform efforts at banks like PNC and 
Capital One. Before discussing the contours of such reforms, though, I think it helps to put 
overdrafts into historical context. 

Historical context 

Overdraft programs were created in the 1990s after banks began offering free checking. 
Notably, overdrafts were intended as a consumer convenience for infrequent and limited use to 
cover checking account shortfalls. Both banks and banking regulators discouraged consumers 
from relying on overdraft protections as recurring short-term credit. A hefty fee for the overdraft 
service was intended to serve as a deterrent to routine use. 

Over time, however, routine and recurring use of overdraft programs became the norm rather 
than the exception. Some customers began to view overdrafts as a form of short-term liquidity. 
One survey found that 32 percent of those using overdrafts saw the service as a way to borrow 
when short on cash. Recurring use by a relatively small set of financially vulnerable account 
holders also emerged as an issue. A 2017 CFPB study found that nine percent of account holders 
using overdrafts had used it more than 10 times per year, accounting for 91 percent of all overdraft 
fees paid. Nearly 20 percent of those frequent overdraft users identified in the CFPB study did 
not have a credit score, suggesting that at least some of the recurring usage may have been driven 
by consumers’ challenges in obtaining traditional forms of credit. In addition, a 2016 Pew 
Charitable Trust survey found that the consumers who most frequently paid overdraft fees tended 
to have lower incomes than the U.S. population as a whole. 

From a bank earnings perspective, the overdraft and NSF fee income proved attractive. In the 
late 1990s and early 2000s, as interest rates fell, many banks turned to fee-based, non-interest-
income-generating activities to make up for declining profit margins on lending. Overdraft and 
NSF fees filled the gap. Over time, many banks raised NSF fees, while simultaneously developing 
what came to be known as “overdraft protection programs.” As the programs proliferated from 
1998 to 2008, the average overdraft fee rose by more than one-third from $21.52 to $28.95. By 
2015, when more detailed data became widely available, overdraft and NSF fees had grown to 
comprise the majority of account fee income for banks, more than double aggregate maintenance 
and ATM fees, resulting in what the CFPB calls “overdraft reliance.” 

The increased usage of overdrafts coincided with increases in consumer complaints filed with 
the OCC and other regulators. Consumers and consumer organizations, including the Consumer 
Federation of America, called for reforms and, in some cases, filed lawsuits. Key concerns centered 
on unclear disclosure of terms and conditions, automatic enrollment, and deceptive marketing. 

Regulators responded. In 2005, the financial regulatory agencies issued joint guidance 
regarding responsible disclosure for, and administration of, overdraft protection programs. The 
guidance focused on safety and soundness considerations, legal risks, and best practices for 
marketing overdraft protection. 
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The guidance also highlighted prudent risk management practices, including establishing 
customer eligibility standards and overdraft limit criteria and monitoring accounts for excessive 
usage, including potentially suspending the service if necessary. To address legal risks, the 
guidance highlighted that overdraft programs need to fully comply with applicable Federal laws 
and regulations, including Section 5 of the Federal Trade Commission Act prohibitions on unfair 
or deceptive practices. In 2009, under rulemaking authority for the Electronic Funds Transfer 
Act, the Federal Reserve Board strengthened consumer protections under Regulation E by 
requiring financial institutions to obtain a customer’s one-time “opt-in” as affirmative consent 
before charging overdraft fees on debit card or ATM transactions. 

While collectively these efforts sought to limit consumer overdraft use and the most harmful 
overdraft practices, overdraft use has continued to grow in recent years. 

Since 2009, there have been numerous class action lawsuits settled and enforcement actions 
taken over banks’ administration of overdraft programs. The Consumer Federation of America 
and other consumer groups have worked tirelessly to highlight abusive practices and advocate 
reforms. And legislation to restrict overdraft fees has been proposed and considered by Congress. 
Notwithstanding these efforts, until recently, progress on reforming banks’ overdraft programs 
was slow, with overdraft and NSF fees in aggregate remaining quite stable from 2015 until the 
pandemic. 

The Opportunity 

Today, overdraft programs are changing and the outlook for meaningful reform is promising. 
I believe this is due to several factors. 

First, the disproportionate impact of the pandemic on vulnerable communities, coupled with 
the social protests following the murder of George Floyd, highlighted the unsustainability of gross 
and persistent inequality. A desire to help and be part of the solution emerged across a wide swath 
of communities, businesses, and organizations. 

Second, competition from fintechs increased with the accelerated digitization of banking due 
to the pandemic and the ubiquity of smart phones. The proliferation of nonbank options to make 
and receive payments, borrow money, and park cash has changed the supply and demand 
dynamics for banks and their depositors. 

Third, renewed public attention on overdrafts this year reinvigorated the issue, putting it back 
on the front burner for banks and for regulators. A Brookings report on the safety and soundness 
risks of excessive reliance on overdraft revenues and congressional questioning of large bank 
CEOs and agency heads, including me, put overdraft practices back in the public spotlight. 

Fourth, several banks decided, on their own, to reform their overdraft programs to make them 
more pro-consumer. For instance, earlier this year, PNC launched its “Low Cash Mode” product, 
providing customers with real-time alerts, the ability to manage the timing of payments, and at 
least a 24-hour grace period to cure and get overdraft fees waived. Just last week, Capital One 
announced that it was eliminating all overdraft and NSF fees and will continue to provide 
overdraft protection for free. Other large banks have been rumored to be considering modifications 
to their overdraft programs as well. A race to the top for the most pro-consumer overdraft program 
could help make it less expensive to be poor and demonstrate to consumers that the banking 
system has their backs. 

Finally, with the recent release of two research papers on overdraft reliance by banks, the 
CFPB announced that it would be “taking action to restore meaningful competition to this 
market.” The OCC has been working with the CFPB on this issue and we will strive to coordinate 
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to ensure there are effective guardrails and backstops in case the momentum for overdraft reform 
stalls. As noted earlier, while prior regulatory efforts may have prevented harmful overdraft 
practices from proliferating further, they did not result in material and sustained improvements. 
New rules and the credible threat of enforcement actions for harmful practices should help ensure 
that at least some progress will made in the future, bank reform efforts notwithstanding. 

Financial Health and Overdrafts 

Policy discussions about financial inclusion and overdrafts have tended to center on: (A) 
reducing the unbanked population, and (B) eliminating overdraft fees. A natural solution for both 
is the Bank On account. Bank On’s National Account Standards set a baseline standard for safe, 
affordable, and appropriate accounts that meet the needs of low-income consumers, particularly 
those outside of the financial mainstream. All banks should offer Bank On accounts or the 
equivalent. 

With that said, it is helpful to remember that banking access is necessary but may not be 
sufficient to enable people to reach their financial potential. And limiting overdrafts may limit the 
financial capacity for those who need it most. 

As such, policymakers, advocates, and banks should also consider using financial health as an 
additional yardstick by which to assess banking access, products, and services. While there are 
many different measures of consumer financial health, they generally address the ability of 
individuals and families to meet their day-to-day obligations and needs, absorb and recover from 
financial shocks, and pursue long-term savings goals. Responsible and fair financial products can 
empower consumers, putting them in control of their finances and making them more resilient 
when faced with the unexpected. 

Through a financial health lens, traditional overdraft programs are, at best, a mixed bag. With 
their high cost and ease of accidental use, combined with the opacity of real-time balances and 
posting order impacts, these traditional programs take away consumer control and put financial 
resilience at risk. 

The OCC staff’s review of overdrafts has identified several features of bank overdraft programs 
that could be modified or recalibrated to support financial health. These include banks 

• requiring consumer opt-in to the overdraft program. 
• providing a grace period before charging an overdraft fee. 
• allowing negative balances without triggering an overdraft fee. 
• offering consumers balance-related alerts. 
• providing consumers with access to real-time balance information. 
• linking a consumer’s checking account to another account for overdraft protection. 
• collecting overdraft or NSF fees from a consumer’s next deposit only after other items 

have been posted or cleared. 
• not charging separate and multiple overdraft fees for multiple items in a single day and 

not charging additional fees when an item is re-presented. 

Recent overdraft reform efforts from banks like Capital One and PNC align with these reforms. 
Promoting consumer financial health through responsible and fair products can be good business. 
The practices associated with these products are often consistent with sound risk management, 
and designing and offering these products can help financial providers better serve their existing 
customers and acquire new ones. 
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Conclusion 

I look forward to more OCC-supervised banks adopting overdraft practices that promote 
consumer financial health and greater income and wealth equality. To this end, the OCC will 
share the principles we believe will help banks implement responsible overdraft programs that 
benefit financially vulnerable consumers. We will also continue to encourage banks to offer other 
innovative products that address growing consumer demand for small-dollar, short-term credit in 
responsible, safe, sound, and financially healthy ways. 

What You Need to Do: 

Attendees may wish to review this speech in detail to determine how it may impact them in the 
future. Note that this presentation was from the OCC. 
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Section 1: BSA / AML 

FinCEN: FATF Identifies Jurisdictions with AML/CFT/CPF 
Deficiencies (October 26, 2021) 

Link 

https://www.fincen.gov/news/news-releases/financial-action-task-force-identifies-
jurisdictions-anti-money-laundering-and-0 

Text 

The Financial Crimes Enforcement Network (FinCEN) is informing U.S. financial institutions 
that the Financial Action Task Force (FATF), an intergovernmental body that establishes 
international standards to combat money laundering, counter the financing of terrorism, and 
combat weapons of mass destruction proliferation financing (AML/CFT/CPF), has issued public 
statements updating its lists of jurisdictions with strategic AML/CFT/CPF deficiencies following 
its plenary meeting this month. U.S. financial institutions should consider the FATF’s stance 
toward these jurisdictions when reviewing their obligations and risk-based policies, procedures, 
and practices. 

On October 21, 2021, the FATF added Jordan, Mali, and Turkey to its list of the 
Jurisdictions under Increased Monitoring and removed Botswana and Mauritius. 

The FATF’s list of High-Risk Jurisdictions Subject to a Call for Action remains the 
same with Iran and the Democratic People’s Republic of Korea still subject to the 
FATF’s countermeasures. 

As part of the FATF’s listing and monitoring process to ensure compliance with its 
international standards, the FATF issued two statements: (1) Jurisdictions under Increased 
Monitoring, which publicly identifies jurisdictions with strategic deficiencies in their 
AML/CFT/CPF regimes that have committed to, or are actively working with, the FATF to address 
those deficiencies in accordance with an agreed upon timeline and; (2) High-Risk Jurisdictions 
Subject to a Call for Action, which publicly identifies jurisdictions with significant strategic 
deficiencies in their AML/CFT/CPF regimes and calls on all FATF members to apply enhanced 
due diligence, and, in the most serious cases, apply counter-measures to protect the international 
financial system from the money laundering, terrorist financing, and proliferation financing risks 
emanating from the identified countries. 

Jurisdictions Under Increased Monitoring 

With respect to the FATF-identified Jurisdictions under Increased Monitoring, U.S. covered 
financial institutions are reminded of their obligations to comply with the due diligence 
obligations for foreign financial institutions (FFI) under 31 CFR § 1010.610(a) in addition to their 
general obligations under 31 U.S.C. § 5318(h) and its implementing regulations. As required 

https://www.fincen.gov/news/news-releases/financial-action-task-force-identifies-jurisdictions-anti-money-laundering-and-0
https://www.fincen.gov/news/news-releases/financial-action-task-force-identifies-jurisdictions-anti-money-laundering-and-0
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/increased-monitoring-october-2021.html
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/increased-monitoring-october-2021.html
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/call-for-action-october-2021.html
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/call-for-action-october-2021.html
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under 31 CFR § 1010.610(a), covered financial institutions should ensure that their due diligence 
programs, which address correspondent accounts maintained for FFIs, include appropriate, 
specific, risk-based, and, where necessary, enhanced policies, procedures, and controls that are 
reasonably designed to detect and report known or suspected money laundering activity conducted 
through or involving any correspondent account established, maintained, administered, or 
managed in the United States. Furthermore, money services businesses (MSBs) have parallel 
requirements with respect to foreign agents or foreign counterparties, as described in FinCEN 
Interpretive Release 2004-1, which clarifies that the AML program regulation requires MSBs to 
establish adequate and appropriate policies, procedures, and controls commensurate with the risk 
of money laundering and the financing of terrorism posed by their relationship with foreign agents 
or foreign counterparties. Additional information on these parallel requirements (covering both 
domestic and foreign agents and foreign counterparts) may be found in FinCEN’s Guidance on 
Existing AML Program Rule Compliance Obligations for MSB Principals with Respect to Agent 
Monitoring. Such reasonable steps should not, however, put into question a financial institution’s 
ability to maintain or otherwise continue appropriate relationships with customers or other 
financial institutions, and should not be used as the basis to engage in wholesale or indiscriminate 
de-risking of any class of customers or financial institutions. Financial institutions should also 
refer to previous interagency guidance on providing services to foreign embassies, consulates, and 
missions. 

The United Nations (UN) adopted several resolutions implementing economic and financial 
sanctions. Member States are bound by the provisions of these UN Security Council Resolutions 
(UNSCRs), and certain provisions of these resolutions are especially relevant to financial 
institutions. Financial institutions should be familiar with the requirements and prohibitions 
contained in relevant UNSCRs. In addition to UN sanctions, the U.S. Government maintains a 
robust sanctions program. For a description of current Office of Foreign Assets Control (OFAC) 
sanctions programs, please consult OFAC’s Sanctions Programs and Country Information. 

High-Risk Jurisdictions Subject to a Call for Action 

With respect to the FATF-identified High-Risk Jurisdictions Subject to a Call for Action, 
specifically, counter-measures, financial institutions must comply with the extensive U.S. 
restrictions and prohibitions against opening or maintaining any correspondent accounts, directly 
or indirectly, for North Korean or Iranian financial institutions.  In the case of the Democratic 
People's Republic of Korea (DPRK) and Iran, existing U.S. sanctions and FinCEN regulations 
already prohibit any such correspondent account relationships. 

In the case of Iran, the Government of Iran and Iranian financial institutions remain persons 
whose property and interests in property are blocked under E.O. 13599 and section 560.211 of the 
Iranian Transactions and Sanctions Regulations (ITSR). U.S. financial institutions and other U.S. 
persons continue to be broadly prohibited under the ITSR from engaging in transactions or 
dealings with Iran, the Government of Iran, and Iranian financial institutions, including opening 
or maintaining correspondent accounts for Iranian financial institutions. These sanctions impose 
obligations on U.S. persons that go beyond the relevant FATF recommendations. In addition to 
OFAC-administered sanctions, on October 25, 2019, FinCEN found Iran to be a Jurisdiction of 
Primary Money Laundering Concern and issued a final rule, pursuant to Section 311 of the USA 
PATRIOT Act, imposing the fifth special measure available under Section 311. This rule prohibits 
U.S. financial institutions from opening or maintaining correspondent accounts for, or on behalf 
of, an Iranian financial institution, and the use of foreign financial institutions’ correspondent 
accounts at covered United States financial institutions to process transactions involving Iranian 
financial institutions (31 C.F.R. § 1010.661). 

https://www.fincen.gov/sites/default/files/federal_register_notice/31cfr12142004.pdf
https://www.fincen.gov/sites/default/files/federal_register_notice/31cfr12142004.pdf
https://www.fincen.gov/resources/statutes-regulations/guidance/guidance-existing-aml-program-rule-compliance-obligations
https://www.fincen.gov/resources/statutes-regulations/guidance/guidance-existing-aml-program-rule-compliance-obligations
https://www.fincen.gov/resources/statutes-regulations/guidance/guidance-existing-aml-program-rule-compliance-obligations
https://www.un.org/securitycouncil/sanctions/information
https://home.treasury.gov/policy-issues/financial-sanctions/sanctions-programs-and-country-information
https://www.fincen.gov/news/news-releases/imposition-fifth-special-measure-against-islamic-republic-iran-jurisdiction
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Countries Removed 

For jurisdictions removed from the FATF listing and monitoring process, U.S. financial 
institutions should take the FATF’s decisions and the reasons behind the delisting into 
consideration when assessing risk, consistent with financial institutions’ obligations under 31 
C.F.R. §§ 1010.610(a) and 31 C.F.R. §§ 1010.210. 

If a financial institution knows, suspects, or has reason to suspect that a transaction involves 
funds derived from illegal activity or that a customer has otherwise engaged in activities 
indicative of money laundering, terrorist financing, or other violation of federal law or regulation, 
the financial institution must file a Suspicious Activity Report. 

Questions or comments regarding the contents of this release should be addressed to the 
FinCEN Regulatory Support Section at frc@fincen.gov. 

What You Need to Do: 

It is unlikely that attendee banks will have any transactions with these particular countries. 
However, assure this information is provided to your BSA officer, and appropriate changes are 
made to policies, procedures, and processes. 

FinCEN: Geographic Targeting Order (October 29, 2021) 

Link 

https://www.fincen.gov/news/news-releases/fincen-renews-real-estate-geographic-targeting-
orders-12-metropolitan-areas 

Text 

The Financial Crimes Enforcement Network (FinCEN) announced the renewal of its 
Geographic Targeting Orders (GTOs) that require U.S. title insurance companies to identify the 
natural persons behind shell companies used in all-cash purchases of residential real estate. The 
purchase amount threshold remains $300,000 for each covered metropolitan area. 

The terms of this Order are effective beginning November 1, 2021, and ending on April 29, 
2022. GTOs continue to provide valuable data on the purchase of residential real estate by persons 
possibly involved in various illicit enterprises. Renewing the GTOs will further assist in tracking 
illicit funds and other criminal or illicit activity, as well as inform FinCEN’s future regulatory 
efforts in this sector. 

Covered Businesses are required to collect and report information about certain residential 
real estate transactions in the following jurisdictions: 

(1) the Texas counties of Bexar (San Antonio), Tarrant (Fort Worth), or Dallas; 

(2) the Florida counties of Miami-Dade, Broward, or Palm Beach; 

mailto:frc@fincen.gov
https://www.fincen.gov/news/news-releases/fincen-renews-real-estate-geographic-targeting-orders-12-metropolitan-areas
https://www.fincen.gov/news/news-releases/fincen-renews-real-estate-geographic-targeting-orders-12-metropolitan-areas
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(3) the Boroughs of Brooklyn, Queens, Bronx, Staten Island, or Manhattan in New York City, 
New York; 

(4) the California counties of San Diego, Los Angeles, San Francisco, San Mateo, or Santa 
Clara; 

(5) the City and County of Honolulu in Hawaii; 

(6) the Nevada county of Clark (Las Vegas); 

(7) the Washington county of King (Seattle); 

(8) the Massachusetts counties of Suffolk, or Middlesex (Boston); or 

(9) the Illinois county of Cook (Chicago). 

As a general matter, FinCEN expects a Covered Business to implement procedures reasonably 
designed to ensure compliance with the terms of the GTOs, including reasonable due diligence to 
determine whether it (or its subsidiaries or agents) is involved in a Covered Transaction and to 
collect and report the required information. In complying with the terms of the GTOs, a Covered 
Business may reasonably rely on information provided to it by third parties, including other 
parties involved in Covered Transactions. 

The GTO is available using this link: 

https://www.fincen.gov/sites/default/files/shared/REGTO1121_Generic%20Order.pdf 

To assist Covered Businesses in complying with the GTOs, FinCEN is publishing this list of 
frequently asked questions (FAQs) in response to inquiries FinCEN has received. These FAQs are 
applicable only to the GTOs and should not be construed to apply to any other FinCEN regulation 
or order. Terms used but not otherwise defined herein shall have the meaning set forth in the 
GTOs. For additional questions, please contact the FinCEN Resource Center at 
FRC@FinCEN.gov. 

The FAQs are available using this link: 

https://www.fincen.gov/sites/default/files/shared/REGTO1121_FAQ.pdf 

What You Need to Do: 

This targeting order only impacts title companies, and not banks. No action is required. 

FinCEN: Advisory on Ransomware and the Use of the Financial 
System to Facilitate Ransom Payments (November 8, 2021) 

Link 

https://www.fincen.gov/sites/default/files/2021-
11/FinCEN%20Ransomware%20Advisory_FINAL_508_.pdf 

https://www.fincen.gov/sites/default/files/shared/REGTO1121_Generic%20Order.pdf
mailto:FRC@FinCEN.gov
https://www.fincen.gov/sites/default/files/shared/REGTO1121_FAQ.pdf
https://www.fincen.gov/sites/default/files/2021-11/FinCEN%20Ransomware%20Advisory_FINAL_508_.pdf
https://www.fincen.gov/sites/default/files/2021-11/FinCEN%20Ransomware%20Advisory_FINAL_508_.pdf
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Introduction 

The Financial Crimes Enforcement Network (FinCEN) is updating and replacing its October 
1, 2020 Advisory on Ransomware and the Use of the Financial System to Facilitate Ransom 
Payments. This updated advisory is in response to the increase of ransomware attacks in recent 
months against critical U.S. infrastructure, such as the May 2021 ransomware attack that 
disrupted the operations of Colonial Pipeline, the largest pipeline system for refined oil products 
in the United States. This attack led to widespread gasoline shortages that affected tens of 
millions of Americans. Other recent targets include entities in the manufacturing, legal services, 
insurance, financial services, health care, energy, and food production sectors. 

FinCEN issued the original advisory to alert financial institutions to predominant trends, 
typologies, and potential indicators of ransomware and associated money laundering activities. 
The advisory provided information on: (1) the role of financial intermediaries in the processing of 
ransomware payments; (2) trends and typologies of ransomware and associated payments; (3) 
ransomware-related financial red flag indicators; and (4) reporting and sharing information 
related to ransomware attacks. This amended advisory reflects information released by FinCEN 
in its Financial Trend Analysis Report issued on October 15, 2021, and is part of the Department 
of the Treasury’s broader efforts to combat ransomware. In particular, this updated advisory 
identifies new trends and typologies of ransomware and associated payments, including the 
growing proliferation of anonymity-enhanced cryptocurrencies (AECs) and decentralized mixers. 

Additionally, in October 2020, the Department of Justice (DOJ) released “Cryptocurrency: An 
Enforcement Framework,” a publication produced by the Attorney General’s Cyber-Digital Task 
Force. The Framework provides a comprehensive overview of the emerging threats and 
enforcement challenges associated with the increasing prevalence and use of cryptocurrency; 
details the important relationships that the DOJ has built with regulatory and enforcement 
partners both within the U.S. government and around the world; and outlines the DOJ’s response 
strategies. Among other topics, the Framework discusses the use of cryptocurrency as a payment 
method by bad actors to facilitate ransom and blackmail. 

The information contained in this advisory is derived from FinCEN’s analysis of cyber and 
ransomware-related Bank Secrecy Act (BSA) data, open source reporting, and law enforcement 
partners. 

Ransomware is a form of malicious software (“malware”) designed to block access to a 
computer system or data, often by encrypting data or programs on information technology (IT) 
systems to extort ransom payments from victims in exchange for decrypting the information and 
restoring victims’ access to systems or data. In some cases, in addition to the encrypting 
information, the perpetrators threaten to publish sensitive files belonging to the victims, which 
can be individuals or business entities (including financial institutions). The consequences of a 
ransomware attack can be severe and far-reaching—with losses of sensitive, proprietary, and 
critical information and/or loss of business functionality. 

The Role of Financial Intermediaries in Facilitating Ransomware Payments 

Ransomware attacks are a growing concern for the financial sector because of the critical role 
financial institutions play in the collection of ransom payments. Processing ransomware payments 
is typically a multi-step process that involves at least one depository institution and one or more 
entities directly or indirectly facilitating victim payments, including money services businesses 
(MSB). Most ransomware schemes involve convertible virtual currency (CVC), the preferred 
payment method of ransomware perpetrators. Following the delivery of the ransom demand, a 
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ransomware victim will typically transmit funds via wire transfer, automated clearinghouse, or 
credit card payment to a CVC exchange to purchase the type and amount of CVC specified by the 
ransomware perpetrator. Next, the victim or an entity working on the victim’s behalf sends the 
CVC, often from a wallet hosted at the exchange, to the perpetrator’s designated account or CVC 
address. The perpetrator then launders the funds through various means — including mixers, 
tumblers, and chain hopping — to convert funds into other CVCs. These transactions may be 
structured into smaller “smurfing” transactions involving multiple people, and across many 
different CVC addresses, accounts, and exchanges, including peer-to-peer (P2P) and nested 
exchanges. Criminals prefer to launder their ransomware proceeds in jurisdictions with weak 
anti-money laundering and countering financing of terrorism (AML/CFT) controls. 

Cyber insurance companies (CICs) and digital forensic and incident response (DFIR) 
companies can also play a role in ransomware transactions. CICs issue policies designed to 
mitigate an entity’s losses from a variety of cyber incidents, such as data breaches, business 
interruption, and network damage. CICs may reimburse policyholders for particular remediation 
services including the use of DFIRs if needed. As part of incident remediation, affected entities 
may hire a DFIR company to negotiate with the cybercriminal, facilitate payment to the 
cybercriminal, and investigate the source of the cybersecurity breach. 

Figure 1. Movement of CVC in Ransomware Incidents 

Omitted 

Some DFIR companies and CICs, as well as some MSBs that offer CVCs, facilitate ransomware 
payments to cybercriminals, often by directly receiving customers’ fiat funds, exchanging them for 
CVC, and then transferring the CVC to criminal-controlled accounts. Depending on the particular 
facts and circumstances, this activity could constitute money transmission. Entities engaged in 
MSB activities (such as money transmission) are required to register as an MSB with FinCEN, 
and are subject to BSA obligations, including filing SARs. FinCEN will not hesitate to take action 
against entities and individuals engaged in money transmission or other MSB activities if they 
fail to register with FinCEN or comply with their other AML obligations. 

Persons involved in ransomware payments must also be aware of any Office of Foreign Assets 
Control (OFAC)-related obligations that may arise from that activity. On September 21, 2021, 
OFAC issued an updated advisory highlighting the sanctions risks associated with facilitating 
ransomware payments on behalf of victims targeted by malicious cyber-enabled activities. 
Additionally, in October 2021, OFAC issued sanctions compliance guidance for the virtual 
currency industry, which provides an overview of key items such as reporting instructions, 
consequences of non-compliance, and compliance best practices. 

Trends and Typologies of Ransomware and Associated Payments 

The severity and sophistication of ransomware attacks continue to rise across various sectors, 
particularly across governmental entities, and financial, educational, and healthcare institutions. 
Ransomware attacks on small municipalities and healthcare organizations have increased, likely 
due to the victims’ weaker cybersecurity controls, such as inadequate system backups and 
ineffective incident response capabilities. 

Cybercriminals using ransomware often resort to common tactics, such as wide-scale phishing 
and targeted spear-phishing campaigns that induce victims to download a malicious file or go to 
a malicious site, exploit remote desktop protocol endpoints and software vulnerabilities, or deploy 
“drive-by” malware attacks that host malicious code on legitimate websites. Proactive prevention 



Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 76 

through effective cyber hygiene, cybersecurity controls, and business continuity resiliency is often 
the best defense against ransomware. On July 15, 2021, the U.S. government announced new 
resources and initiatives to protect American businesses and communities from ransomware 
attacks. The DOJ and the Department of Homeland Security (DHS), together with federal 
partners, launched a new website to combat the threat of ransomware. StopRansomware.gov 
establishes a one-stop hub for ransomware resources for individuals, businesses, and other 
organizations. This new hub is a collaborative effort across the federal government and is the first 
joint website created to help private and public organizations mitigate their ransomware risk. 

Extortion Schemes: Cybercriminals are increasingly engaging in “double extortion schemes,” 
which involve removing sensitive data from the targeted networks and encrypting the system files 
and demanding ransom. The cybercriminals then threaten to publish or sell the stolen data if the 
victim does not pay the ransom. Other extortion schemes have also emerged whereby the 
cybercriminals use the system breach to target additional parties related to the initial victim, such 
as the victim’s business partners and customers, in an attempt to identify follow-on targets. These 
third parties may provide new leverage for the attacker to use against the victim. 

Use of Anonymity-Enhanced Cryptocurrencies (AECs): Cybercriminals usually require 
ransomware payments to be denominated in CVCs, most commonly in Bitcoin. However, they are 
also increasingly requiring or incentivizing victims to pay in AECs that reduce the transparency 
of CVC financial flows, through anonymizing features, such as mixing and cryptographic 
enhancements. Cybercriminals have even offered discounted rates to victims who pay their 
ransoms in AECs. One such AEC increasingly demanded by ransomware criminals is Monero. 

Unregistered CVC Mixing Services: In order to protect their illicit gains, cybercriminals 
often use mixers to obfuscate their illicit activities. Mixers aim to “break” the connection between 
the sender and the receiver of the CVC transaction by commingling CVC belonging to other mixer 
users and splitting the value into many small pieces that pass through a number of different 
intermediary accounts. The result is that cybercriminals trade CVC directly associated with any 
one particular crime for other CVC of equal value originating from alternative sources. Mixers 
include both anonymizing service providers, and anonymizing software providers. 

Cashing Out Through Foreign CVC Exchanges: In order to launder and cash out their 
illicit proceeds, cybercriminals often use CVC exchanges that have lax compliance controls or that 
operate in jurisdictions with little regulatory oversight. These exchanges often operate in high-
risk jurisdictions or in jurisdictions that do not maintain effective information sharing agreements 
with other countries. Cybercriminals and their affiliates may use these exchanges to facilitate 
conversion of the “dirty” CVC to their preferred legal tender or fiat currency to integrate back into 
the financial system. 

Ransomware Criminals Forming Partnerships and Sharing Resources: Many 
cybercriminals engage in profit sharing through ransomware-as-a-service (RaaS), a business 
model in which ransomware developers sell or otherwise deliver ransomware software to 
individuals or groups that have separately gained illicit access to the victim network. RaaS allows 
cybercriminals of varying skill levels to monetize their illicit access by infecting computer 
networks with ransomware. As part of the profit sharing arrangement, the RaaS developer often 
receives a percentage of any ransom paid by the victim. A recent example of this model is the 
DarkSide ransomware, which cybercriminals deployed against Colonial Pipeline in early 2021. 

Use of “Fileless” Ransomware: Fileless ransomware is a sophisticated tool that can be 
challenging to detect because the malicious code is written to a computer’s memory rather than 
into a file on a hard drive, which allows cybercriminals to circumvent off-the-shelf antivirus and 
malware defenses. 
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“Big Game Hunting” Schemes: Cybercriminals are increasingly engaging in selective 
targeting of larger enterprises to demand bigger payouts – commonly referred to as “big game 
hunting.” Cybercriminals may target organizations with weaker security controls and a higher 
propensity to pay the ransom due to the criticality of their services. 

Recent Examples of Ransomware Attacks 

In 2021, there have been some noteworthy ransomware attacks against critical U.S. 
infrastructure conducted by cybercriminal groups: 

• As noted above, in May 2021, a cybercriminal group perpetrated an attack that disrupted 
Colonial Pipeline causing widespread U.S. gasoline shortages. The FBI subsequently 
attributed the attack to a Russian-speaking group known as DarkSide. DarkSide 
developed ransomware for a criminal organization that then perpetrated the attack. This 
other criminal organization transferred a portion of the ransom proceeds to DarkSide as 
payment for the development of the ransomware. (As discussed earlier in this advisory, 
the development of ransomware as a service is known as RaaS.) The FBI successfully 
seized criminal proceeds from a bitcoin wallet that DarkSide ransomware actors used to 
collect a ransom payment from a victim. 

• Also in May 2021, a cybercriminal group conducted a ransomware attack of JBS Meat 
Packing Corporation, causing a shutdown to their entire production process. The FBI 
attributed this attack to Sodinokibi/REvil. 

• In July 2021, Sodinokibi/REvil attacked Kaseya, a U.S.-based critical infrastructure 
entity in the IT Sector and implementations of their remote monitoring and management 
tool, affecting hundreds of organizations—including multiple managed service providers 
and their customers. 

FinCEN’s review of BSA data has identified DarkSide and Sodinokibi/REvil as among the 
most costly ransomware variants in the first six months of 2021. During this timeframe, 458 
ransomware related transactions were reported with a total value of $590 million. 

Financial Red Flag Indicators of Ransomware and Associated Payments 

FinCEN has identified the following financial red flag indicators of ransomware-related illicit 
activity to assist financial institutions in detecting, preventing, and reporting suspicious 
transactions associated with ransomware attacks. As no single financial red flag indicator is 
indicative of illicit or suspicious activity, financial institutions should consider the relevant facts 
and circumstances of each transaction, in keeping with their risk-based approach to compliance. 

1. A financial institution or its customer detects IT enterprise activity that is connected to 
ransomware cyber indicators or known cyber threat actors. Malicious cyber activity may 
be evident in system log files, network traffic, or file information. 

 
2. When opening a new account or during other interactions with the financial institution, a 

customer provides information that a payment is in response to a ransomware incident. 
 
3. A customer’s CVC address, or an address with which a customer conducts transactions is 

connected to ransomware variants, payments, or related activity. These connections may 
appear in open sources or commercial or government analyses. 
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4. An irregular transaction occurs between an organization, especially an organization from 
a sector at high risk for targeting by ransomware (e.g., government, financial, educational, 
healthcare) and a DFIR or CIC, especially one known to facilitate ransomware payments. 

 
5. A DFIR or CIC customer receives funds from a counterparty and shortly after receipt of 

funds sends equivalent amounts to a CVC exchange. 
 
6. A customer shows limited knowledge of CVC during onboarding or via other interactions 

with the financial institution, yet inquires about or purchases CVC (particularly if in a 
large amount or rush requests), which may indicate the customer is a victim of 
ransomware. 

 
7. A customer that has no or limited history of CVC transactions sends a large CVC 

transaction, particularly when outside a company’s normal business practices. 
 
8. A customer that has not identified itself to the CVC exchanger, or registered with FinCEN 

as a money transmitter, appears to be using the liquidity provided by the exchange to 
execute large numbers of offsetting transactions between various CVCs, which may 
indicate that the customer is acting as an unregistered MSB. 

 
9. A customer uses a foreign-located CVC exchanger in a high-risk jurisdiction lacking, or 

known to have inadequate, AML/CFT regulations for CVC entities. 
 
10. A customer receives CVC from an external wallet, and immediately initiates multiple, 

rapid trades among multiple CVCs, especially AECs, with no apparent related purpose, 
followed by a transaction off the platform. This may be indicative of attempts to break the 
chain of custody on the respective blockchains or further obfuscate the transaction. 

 
11. A customer initiates a transfer of funds involving a mixing service. 
 
12. A customer uses an encrypted network (e.g., the onion router) or an unidentified web portal 

to communicate with the recipient of the CVC transaction. 

Reminder of Regulatory Obligations for U.S. Financial Institutions Regarding 
Suspicious Activity Reporting Involving Ransomware and USA PATRIOT ACT 

Section 314(b) Information Sharing Authority 

Suspicious Activity Reporting 

Financial institutions play an important role in protecting the U.S. financial system from 
ransomware threats through compliance with their BSA obligations. Financial institutions should 
determine if filing a SAR is required or appropriate when dealing with an incident of ransomware 
conducted by, at, or through the financial institution, including ransom payments made by 
financial institutions that are victims of ransomware. As a reminder, a financial institution is 
required to file a SAR if it knows, suspects, or has reason to suspect a transaction conducted or 
attempted by, at, or through the financial institution involves or aggregates to $5,000 (or, with 
one exception, $2,000 for MSBs) or more in funds or other assets and involves funds derived from 
illegal activity, or attempts to disguise funds derived from illegal activity; is designed to evade 
regulations promulgated under the BSA; lacks a business or apparent lawful purpose; or involves 
the use of the financial institution to facilitate criminal activity. Reportable activity can involve 
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transactions, including payments made by financial institutions, related to criminal activity like 
extortion and unauthorized electronic intrusions that damage, disable, or otherwise affect critical 
systems. SAR obligations apply to both attempted and successful transactions, including both 
attempted and successful initiated extortion transactions. 

Financial institutions are required to file complete and accurate reports that incorporate all 
relevant information available, including cyber-related information. When filing a SAR regarding 
suspicious transactions that involve cyber events (including ransomware), financial institutions 
should provide all pertinent available information on the event and associated with the suspicious 
activity, including cyber-related information and technical indicators, in the SAR form and 
narrative. When filing is not required, institutions may file a SAR voluntarily to aid law 
enforcement in protecting the financial sector. Valuable cyber indicators for law enforcement 
investigations for ransomware can include relevant email addresses, Internet Protocol (IP) 
addresses with their respective timestamps, login information with location and timestamps, CVC 
wallet addresses, mobile device information (such as device International Mobile Equipment 
Identity (IMEI) numbers), malware hashes, malicious domains, and descriptions and timing of 
suspicious electronic communications. 

When a financial institution files a SAR, it is required to maintain a copy of the SAR and the 
original or business record equivalent of any supporting documentation for a period of five years 
from the date of filing the SAR. Financial institutions must provide any requested SAR and all 
documentation supporting the filing of a SAR upon request by FinCEN or an appropriate law 
enforcement or supervisory agency. When requested to provide supporting documentation, 
financial institutions should take special care to verify that a requestor of information is, in fact, 
a representative of FinCEN or an appropriate law enforcement or supervisory agency. A financial 
institution should incorporate procedures for such verification into its BSA compliance or anti-
money laundering program. These procedures may include, for example, independent employment 
verification with the requestor’s field office or face-to-face review of the requestor’s credentials. 

Ransomware Payments Require Immediate Attention 

It is critical that financial institutions (including CVC exchanges) identify and immediately 
report any suspicious transactions associated with ransomware attacks. For purposes of meeting 
a financial institution’s SAR obligations, FinCEN and law enforcement consider suspicious 
transactions involving ransomware attacks to constitute “situations involving violations that 
require immediate attention.” Financial institutions wanting to report suspicious transactions 
related to recent or ongoing ransomware attacks should contact FinCEN’s Financial Institution 
Hotline at 1-866-556-3974. Financial institutions must subsequently file a SAR using FinCEN’s 
BSA E-filing System, providing as much of the relevant details around the activity as available at 
that time. Amended SARs should be filed to include additional information related to the same 
activity that is learned later; completely new activity should be filed in a new “initial” SAR filing. 

SAR Filing Instructions 

FinCEN requests that financial institutions reference this advisory by including the key term: 

“CYBER-FIN-2021-A004” 

In SAR field 2 (Filing Institution Note to FinCEN) and the narrative to indicate a 
connection between the suspicious activity being reported and ransomware-related 
activity. 

Financial institutions should also select SAR field 42 (Cyber event) as the associated 
suspicious activity type, as well as select SAR field 42z (Cyber event - Other) while 
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including “ransomware” as keywords in SAR field 42z, to indicate a connection between the 
suspicious activity being reported and possible ransomware activity. Additionally, financial 
institutions should include any relevant technical cyber indicators related to the 
ransomware activity and associated transactions within the available structured cyber event 
indicator SAR fields 44(a)-(j), (z). 

Information Sharing 

Information sharing among financial institutions is critical to identifying, reporting, and 
preventing evolving ransomware schemes. Financial institutions sharing information under the 
safe harbor authorized by section 314(b) of the USA PATRIOT Act are reminded that they may 
share information relating to transactions that the institution suspects may involve the proceeds 
of one or more specified unlawful activities (“SUAs”) and such an institution will still remain 
protected from civil liability under the section 314(b) safe harbor. The SUAs listed in 18 U.S.C. §§ 
1956 and 1957 include an array of fraudulent and other criminal activities, including extortion 
and computer fraud and abuse. FinCEN strongly encourages information sharing via section 
314(b) where financial institutions suspect that a transaction may involve terrorist financing or 
money laundering, including one or more SUAs. 

For Further Information 

Questions or comments regarding the contents of this advisory to the FinCEN Regulatory 
Support Section at frc@fincen.gov. 

What You Need to Do 

Generally, banks may not participate in the payment of ransom demands. This information should 
be shared with senior management and the Bank Secrecy Act Officer, and any other individuals 
who may be involved in wire transfers that include ransomware payments. 

FinCEN: Notice – Attention to Environmental Crimes and Related 
Financial Activity (November 18, 2021) 

Link 

https://www.fincen.gov/sites/default/files/2021-
11/FinCEN%20Environmental%20Crimes%20Notice%20508%20FINAL.pdf 

Text 

The Financial Crimes Enforcement Network (FinCEN) is issuing this Notice to call attention 
to an upward trend in environmental crimes and associated illicit financial activity. FinCEN is 
highlighting this trend because of: (1) its strong association with corruption and transnational 
criminal organizations, two of FinCEN’s national anti-money laundering and countering the 
financing of terrorism (AML/CFT) priorities; (2) a need to enhance reporting and analysis of 
related illicit financial flows; and (3) environmental crimes’ contribution to the climate crisis, 

mailto:frc@fincen.gov
https://www.fincen.gov/sites/default/files/2021-11/FinCEN%20Environmental%20Crimes%20Notice%20508%20FINAL.pdf
https://www.fincen.gov/sites/default/files/2021-11/FinCEN%20Environmental%20Crimes%20Notice%20508%20FINAL.pdf
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including threatening ecosystems, decreasing biodiversity, and increasing carbon dioxide in the 
atmosphere. This Notice provides financial institutions with specific suspicious activity report 
(SAR) filing instructions and highlights the likelihood of illicit financial activity related to several 
types of environmental crimes. 

Environmental Crimes 

Global environmental crimes are estimated by some international organizations to generate 
hundreds of billions in illicit proceeds annually and now rank as the third largest illicit activity 
in the world following the trafficking of drugs and counterfeit goods. The international police 
organization Interpol estimates that total proceeds from environmental crimes are growing at a 
rate of at least 5% per year. Furthermore, there is reporting that in conflict zones, environmental 
crimes, including illegal exploitation and theft of oil, provide an estimated 38% of illicit income to 
armed groups, more than any other illicit activity, including drug trafficking. 

Environmental crimes encompass illegal activity that harm human health, and harm nature 
and natural resources by damaging environmental quality, including increasing carbon dioxide 
levels in the atmosphere, driving biodiversity loss, and causing the overexploitation of natural 
resources. This category of crimes includes (i) wildlife trafficking, (ii) illegal logging, (iii) illegal 
fishing, (iv) illegal mining, and (v) waste and hazardous substances trafficking. These crimes are 
relatively low risk activities with high rewards because enforcement efforts are limited, demand 
for the products and services generated by these crimes is high, and criminal penalties are not as 
severe as for other illicit activities. Environmental crimes frequently involve transnational 
organized crime and corruption and are often associated with a variety of other crimes including 
money laundering, bribery, theft, forgery, tax evasion, fraud, human trafficking, and drug 
trafficking. See appendix for additional information on each type of illicit activity. 

Suspicious Activity Report Filing Instructions 

Financial institutions’ SAR fillings, in conjunction with effective implementation of their Bank 
Secrecy Act (BSA) compliance requirements, are crucial to identifying and stopping environmental 
crimes and related money laundering. 

• FinCEN requests that financial institutions reference only this notice in SAR field 2 
(Filing Institution Note to FinCEN) using keyword “FIN-2021-NTC4;” this 
keyword should also be referenced in the narrative portion of the SAR to indicate a 
connection between the suspicious activity being reported and the activities highlighted 
in this notice. 

• Financial institutions should also select SAR field 38(z) (Other Suspicious Activities - 
other) as the associated suspicious activity type to indicate a connection between the 
suspicious activity being reported and environmental crimes and use the most relevant 
keyword for suspicious activity such as “wildlife trafficking,” “illegal logging,” “illegal 
fishing,” “illegal mining,” or “waste trafficking.” If the suspicious activity involves 
multiple potential offenses, FinCEN also requests that filers include all relevant 
keywords in the narrative. 

• Financial institutions may consider sharing information on suspected environmental 
crimes offenses under Section 314(b) for the purposes of identifying and reporting money 
laundering activity. 

SAR Narrative: FinCEN also requests that filers further detail how the suspicious activity 
relates to environmental crimes. Filers should provide any available details concerning how the 
illicit product, plant, or waste was solicited, acquired, stored, transported, financed, and paid for. 
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Filers also should provide all available details (such as names, identifiers, and contact 
information— including Internet Protocol (IP) and email addresses and phone numbers) 
regarding: (i) any actual purchasers or sellers of the illicit product, plant, waste or waste disposal 
services, and their intermediaries or agents; (ii) the volume and dollar amount of the transactions 
involving an entity that is—or may be functioning as—a supplier of illicit products, plants, waste 
or waste services; and (iii) any beneficial owner(s) of involved entities (such as shell companies). 
In the case of illicit waste, filers should provide all available details and specific descriptions of 
the waste product and any known details about its origin, transport, and destination. If known, 
filers should provide information about the place(s) where the reported individuals or entities are 
operating 

For Further Information 

Additional illicit finance information, including advisories and notices, can be found on 
FinCEN’s website at https://www.fincen.gov, which also contains information on how to register 
for FinCEN Updates. Questions or comments regarding the contents of this notice should be 
addressed to the FinCEN Regulatory Support Section at frc@fincen.gov. 

Appendix: Environmental Crimes and Descriptions 

Crime Description 

Wildlife 
Trafficking 

Wildlife trafficking, also known as the illegal wildlife trade (IWT), involves 
the illicit trade of protected animals, animal parts, and derivatives thereof, 
including procurement, transport, and distribution, in violation of 
international or domestic law, and money laundering related to this activity. 
The United Nations estimates that in excess of 7,000 different species are 
illegally trafficked. This activity is increasingly carried out by transnational 
criminal organizations (TCOs) and both encourages and entrenches 
corruption. In 2021, the U.S. Department of State identified 28 countries of 
focus for wildlife trafficking, including six countries of particular concern for 
related corruption—Cambodia, Cameroon, Democratic Republic of Congo, 
Laos, Madagascar, and Nigeria. Further, wildlife trafficking bolsters illicit 
trade routes, threatens critical biodiversity, damages fragile ecosystems, and 
can lead to the spread of zoonotic diseases. Proceeds from wildlife trafficking 
are estimated by international organizations to be between $7 and $23 
billion per year and account for a quarter of all wildlife trade. 

IWT uses many of the same routes and methods used by drug traffickers and 
others engaged in illicit trade and can vary depending on the species. 
Common smuggling techniques include concealing items in personal bags 
and falsely identifying goods as legal wildlife or other products. IWT trade 
ranges from a single live animal to multi-ton commercial shipments, with 
the latter becoming increasingly common. 

IWT can be facilitated by a myriad of funding mechanisms, including, but 
not limited to, cash, bank transfers (wires and automated clearing house), 
transfers through informal values transfer systems, transfers through 
money services businesses, transfers conducted using online or mobile 
payment processors, and transactions using convertible virtual currencies 
(CVCs). Traffickers are increasingly turning to social media platforms to 
advertise, sell, and otherwise engage in IWT, including facilitating 
payments and the movement of money. The involvement of the United 
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States in IWT includes serving as a source, transit, destination, and money 
laundering location. 

Illegal Logging Illegal logging and associated trade (ILAT) is generally defined as the 
harvesting, processing, transporting, buying and selling of timber in 
violation of national and international laws. ILAT encompasses cutting 
down protected tree species, cutting down trees on protected land, and 
logging beyond legal limits. These crimes are often associated with TCOs, 
corruption, forged documents, misused logging permits, tax evasion, and 
falsified customs declarations, and result in illicit proceeds estimated by 
international organizations to be between $51 and $152 billion a year. This 
activity can have “significant negative impact on land use and tenure, 
human habitation and sustainable livelihoods and cause climate, land, and 
asset degradation.” Some experts estimate that the “ecosystem service 
value” lost from illegal logging is $1 trillion or more annually based on what 
the illegally logged trees would have provided, including the value of 
absorbing carbon to offset rising carbon dioxide levels. 

Illegal logging concentrations have been noted in primary rainforests in 
Central America and South America, central and southern Africa, southeast 
Asia, and Eastern Europe, accounting for up to 90% of tropical deforestation 
in some countries. The timber is transported from and through these regions 
to East Asia, North America, and Western Europe and typically sold in legal 
markets where the illegal origin of the product is difficult to ascertain. 

Because this illicit trade is commingled with legal trade, it may involve 
corporate structures, the use of shell companies in various jurisdictions, and 
the movement of proceeds in the international financial system. With 
respect to consumption, China, India, Japan, the United States and certain 
countries in the European Union are considered the biggest consumers of 
illegal logging, with China often serving as a processing center for illicit 
timber from Africa, Asia, and beyond. 

Illegal Fishing Illegal fishing refers to fishing activities conducted in contravention of 
applicable laws and regulations at the local, regional, and international 
levels. These crimes are often associated with other illegal activity, including 
TCOs, corruption, money laundering, human trafficking, piracy, drug 
trafficking, and forgery, and are estimated by international organizations to 
result in annual illicit proceeds between $11 and $24 billion. Illegal fishing 
poses a direct threat to healthy ocean ecosystems, as well as the economic 
and food security of entire nations. 

Illegal fishing occurs all over the world with a variety of species. Specific 
information about the scope of illegal fishing is not readily available as 
efforts in this area, including those of the U.S. government, are commonly 
grouped with unregulated and under-regulated fishing, referred to 
collectively as illegal, unreported, and unregulated fishing or “IUU.” With 
that important caveat, it is instructive to consider available IUU statistics to 
begin to understand the scope and nature of illegal fishing. It is estimated 
that, internationally, one in five fish caught originated from IUU. In 2019, 
the United States alone imported an estimated $2.4 billion in seafood 
products derived from IUU, including swimming crab, wild-caught warm 
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water shrimp, yellowfin tuna, and squid. The countries involved in the 
biggest imports of IUU to the United States include China, Russia, Mexico, 
Vietnam, and Indonesia. According to the U.S. Coast Guard, IUU “has 
replaced piracy as the leading global maritime security threat” that if 
unabated will lead to the “deterioration of fragile coastal States and 
increased tension among foreign-fishing Nations, threatening geo-political 
stability around the world.” 

Illegal Mining Illegal mining involves extraction of various metals, stones, and materials, 
including gold, silver, iron, coal, diamonds, emeralds, and rare earths, in 
violation of the law, including by failing to secure legal permits, land rights, 
licenses, and environmental safeguards. The activity is often associated with 
other crimes or criminal groups such as TCOs, corruption, fraud, human 
trafficking, and money laundering. Proceeds from illegal mining are 
estimated by international organizations to be between $12 and $48 billion 
per year and the activity results in significant deforestation, loss of 
biodiversity, environmental damages, and threats to human health. 

The extraction occurs around the world, by small and large-scale mining, 
and increasingly involves TCO activity. In addition, this trade is often 
commingled with legal trade and may involve corporate structures and shell 
companies in various jurisdictions. Illegal mining is unique in that it 
provides illicit actors both a source of proceeds as well as a means to launder 
proceeds from other crimes. Most of the proceeds of this activity are thought 
to end up in the international financial system. The Federal Bureau of 
Investigation has found that TCOs are using “often-witting United States 
businesses to exploit U.S. regulations and export illegally extracted gold to 
the United States to launder billions of illicit proceeds from criminal 
operations in Latin America.” 

Waste and 
Hazardous 
Substances 
Trafficking 

Waste trafficking refers to intentional disposal of various kinds of waste, 
including, electronics, plastic, and industrial byproducts and runoff in a 
manner inconsistent with waste disposal laws. It can occur during several 
stages of waste management, specifically collection, transportation, sorting, 
recycling, and disposal. Hazardous substance trafficking may also involve 
waste trafficking or trade in regulated substances that are illegal in the 
United States, such as banned pesticides. The Environmental Protection 
Agency has identified the illegal disposal of hazardous waste, the export of 
hazardous waste without the permission of the receiving country, illegal 
discharge of pollutants into the water, and the disposal of regulated 
chemicals, like asbestos, inconsistent with laws and regulations, as typical 
examples of their investigations related to waste management. International 
organizations estimate that waste trafficking generates $10-12 billion 
annually. 

 

What You Need to Do: 

While unlikely to occur, this information needs to be shared with the Bank Secrecy Act Officer 
and senior management. 
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FFIEC: Federal and State Regulators Release Updates to the 
BSA/AML Examination Manual (December 1, 2021) 

Link 

https://www.ffiec.gov/press/pr120121.htm 

Text 

The Federal Financial Institutions Examination Council (FFIEC) released one new section, 
and updates to three sections, of the Bank Secrecy Act/Anti-Money Laundering (BSA/AML) 
Examination Manual. The updates affect the following sections: 

• Introduction - Customers (new) 

• Politically Exposed Persons 

• Independent Automated Teller Machine Owners or Operators 

• Charities and Nonprofit Organizations 

The updates should not be interpreted as new requirements or as a new or increased focus on 
certain areas. Rather, these sections provide information and considerations related to certain 
customers that may indicate the need for bank policies, procedures, and processes to address 
potential money laundering, terrorist financing, and other illicit financial activity risks. These 
sections provide further transparency into the BSA/AML examination process. 

The sections also remind examiners that no specific customer type automatically presents a 
higher risk of money laundering, terrorist financing, or other illicit financial activity. Further, 
banks that operate in compliance with applicable BSA/AML requirements and reasonably manage 
and mitigate risks related to the unique characteristics of customer relationships are neither 
prohibited nor discouraged from providing accounts or services to any specific class or type of 
customer. 

The manual provides instructions to examiners for assessing the adequacy of a bank’s 
BSA/AML compliance program and its compliance with BSA regulatory requirements. The 
manual itself does not establish requirements for banks; such requirements are found in statutes 
and regulations. 

  

https://www.ffiec.gov/press/pr120121.htm
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Customers 

Introduction - Customers 

The subsections within Risks Associated with Money Laundering and Terrorist Financing 
(ML/TF) provide information and considerations that may indicate the need for bank policies, 
procedures, and processes to address potential ML/TF and other illicit financial activity risks 
related to certain products, services, customers, and geographic locations. Not all of the 
examination and testing procedures included in the Risks Associated with Money Laundering and 
Terrorist Financing sections will apply to every bank, or be used during every examination. 

Examiners are reminded that no specific customer type automatically presents a higher risk 
of ML/TF or other illicit financial activity. Further, banks that operate in compliance with 
applicable Bank Secrecy Act/anti-money laundering (BSA/AML) regulatory requirements and 
reasonably manage and mitigate risks related to the unique characteristics of customer 
relationships are neither prohibited nor discouraged from providing banking services to any 
specific class or type of customer. 

Customer relationships present varying levels of ML/TF and other illicit financial activity 
risks, and the potential risk to a bank depends on the presence or absence of numerous factors. 
Not all customers pose the same risk, and not all customers of a particular type are automatically 
higher risk. The potential risk to a bank depends on the facts and circumstances specific to the 
customer relationship. The federal banking agencies and FinCEN, encourage banks to manage 
customer relationships and mitigate risks based on those customer relationships rather than 
declining to provide banking services to entire categories of customers. 

The following sections on different customer types are intended to be a subset of a broader 
review of compliance with BSA/AML regulatory requirements, such as customer identification, 
customer due diligence (CDD), beneficial ownership of legal entity customers, and suspicious 
activity reporting. However, there is no BSA/AML regulatory requirement or supervisory 
expectation for banks to have unique or additional customer identification requirements or CDD 
steps for any particular group or type of customer. Consistent with a risk-based approach, the 
level and type of CDD should be commensurate with the risks presented by the customer 
relationship. 

Banks must have appropriate risk-based procedures for conducting ongoing CDD to 
understand the nature and purpose of customer relationships, and to develop customer risk 
profiles. The information collected to create a customer risk profile should also assist banks in 
conducting ongoing monitoring to identify and report any suspicious activity. Examiners should 
assess how a bank evaluates customers according to their particular characteristics to determine 
whether the bank can effectively mitigate the risk customers may pose. 

The scoping and planning process will help examiners to focus their reviews of risk 
management practices and compliance with BSA/AML regulatory requirements on areas with the 
greatest ML/TF and other illicit financial activity risk, which may include some customer types 
or groups. The specific examination procedures performed will depend on factors such as the 
bank’s risk profile, size, or complexity, expansionary activities, adoption of new innovations or 
technologies, changes to the bank’s BSA/AML compliance officer or department, the quality of the 
bank’s independent testing, and other relevant factors. As appropriate, examiners will assess 
whether the bank has developed and implemented adequate policies, procedures, and processes 
to identify, measure, monitor, and control risks customers may pose, and to otherwise comply with 
related BSA/AML regulatory requirements. 
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Politically Exposed Persons 

Politically Exposed Persons - Overview 

Objective: Evaluate the bank’s policies, procedures, and processes to assess, manage, 
and mitigate potential risks associated with foreign individual customers who the bank 
has designated as politically exposed persons (PEPs). Evaluate the bank’s compliance 
with regulatory requirements, such as customer identification, customer due diligence 
(CDD), beneficial ownership of legal entity customers, and suspicious activity reporting 
with respect to these customers. Examiners are reminded that there are no Bank Secrecy 
Act (BSA) regulations specific to foreign individual customers who the bank has 
designated as PEPs. 

Bank Secrecy Act/Anti-Money Laundering (BSA/AML) regulations do not define the term 
Politically Exposed Person (PEP), and the term should not be confused with “senior foreign 
political figure” (SFPF), a subset of PEP. The term PEP is commonly used in the financial industry 
to refer to foreign individuals who are or have been entrusted with a prominent public function, 
as well as to their immediate family members and close associates. 

Examiners are reminded that no specific customer type automatically presents a higher risk 
of money laundering, terrorist financing (ML/TF), or other illicit financial activity. Further, banks 
that operate in compliance with applicable BSA/AML regulatory requirements and reasonably 
manage and mitigate risks related to the unique characteristics of customer relationships are 
neither prohibited nor discouraged from providing banking services to foreign individuals who the 
bank may consider to be PEPs (referred to in this section as “bank-identified PEPs”). 

Banks should take all reasonable steps to ensure that they do not knowingly or unwittingly 
assist in hiding or moving the proceeds of corruption by senior foreign political figures, their 
families, and their associates. Because the risks presented by PEPs vary by customer, 
product/service, country, and industry, identifying, monitoring, and designing controls for these 
accounts and transactions should be risk-based. 

From the Earlier Version of the BSA Exam Manual 

The term “politically exposed person” generally includes a current or former senior foreign 
political figure, their immediate family, and their close associates. Interagency guidance issued in 
January 2001 offers banks resources that can help them to determine whether an individual is a 
PEP. More specifically: 

• A “senior foreign political figure” is a senior official in the executive, legislative, 
administrative, military or judicial branches of a foreign government (whether elected or 
not), a senior official of a major foreign political party, or a senior executive of a foreign 
government-owned corporation. In addition, a senior foreign political figure includes any 
corporation, business, or other entity that has been formed by, or for the benefit of, a senior 
foreign political figure. 

• The “immediate family” of a senior foreign political figure typically includes the figure’s 
parents, siblings, spouse, children, and in-laws. 

• A “close associate” of a senior foreign political figure is a person who is widely and publicly 
known to maintain an unusually close relationship with the senior foreign political figure, 
and includes a person who is in a position to conduct substantial domestic and 
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international financial transactions on behalf of the senior foreign political figure. The 
definition of senior official or executive must remain sufficiently flexible to capture the 
range of individuals who, by virtue of their office or position, potentially pose a risk that 
their funds may be the proceeds of foreign corruption. Titles alone may not provide 
sufficient information to determine if an individual is a PEP, because governments are 
organized differently from jurisdiction to jurisdiction. In those cases when a bank files a 
SAR concerning a transaction that may involve the proceeds of foreign corruption, FinCEN 
has instructed banks to include the term “foreign corruption” in the narrative portion of 
the SAR. Banks should establish risk-based controls and procedures that include 
reasonable steps to ascertain the status of an individual as a PEP and to conduct risk-
based scrutiny of accounts held by these individuals. Risk varies depending on other 
factors, such as products and services used and size or complexity of the account 
relationship. Banks also should consider various factors when determining if an individual 
is a PEP including: 

• Official responsibilities of the individual’s office. 

• Nature of the title (e.g., honorary or salaried). 

• Level and nature of authority or influence over government activities or other officials. 

• Access to significant government assets or funds. 

In determining the acceptability of higher-risk accounts, a bank should be able to obtain 
sufficient information to determine whether an individual is or is not a PEP. For example, when 
conducting due diligence on a higher-risk account, it would be usual for a bank to review a 
customer’s income sources, financial information, and professional background. 

These factors would likely require some review of past and present employment as well as 
general references that may identify a customer’s status as a PEP. Moreover, a bank should 
always keep in mind that identification of a customer’s status as a PEP should not automatically 
result in a higher-risk determination; it is only one factor the bank should consider in assessing 
the risk of a relationship. 

Ascertaining whether a customer has a close association with a senior foreign political figure 
can be difficult, although focusing on those relationships that are “widely and publicly known” 
provides a reasonable limitation on expectations to identify close associates as PEPs. 

However, banks that have actual knowledge of a close association should consider their 
customer a PEP, even if such association is not otherwise widely or publicly known. Banks are 
expected to follow reasonable steps to ascertain the status of an individual, and the federal 
banking agencies and FinCEN recognize that these steps may not uncover all close associations. 

Risk Factors 

Bank-identified PEP customers present varying levels of ML/TF and other illicit financial 
activity risks, and the potential risk to a bank depends on the presence or absence of numerous 
factors. Not all bank-identified PEP customers pose the same risk, and not all bank-identified 
PEP customers are automatically higher risk. By virtue of their public position or relationships, 
some bank-identified PEPs may present a risk higher than other customers by having access to 
funds that may be the proceeds of corruption or other illicit activity. Some foreign individuals who 
are bank-identified PEPs have used banks as conduits for their illegal activities, including 
corruption, bribery, ML/TF, and other illicit financial activity. The potential risk to the bank 
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depends on the facts and circumstances specific to the customer relationship, such as transaction 
volume, type of activity, and geographic locations. 

Bank-identified PEPs with a limited transaction volume, a low-dollar deposit account with the 
bank, known legitimate sources of funds, access only to products or services subject to specific 
terms and payment schedules, or a limited number of accounts with which the bank-identified 
PEP is associated, could reasonably be characterized as having lower customer risk profiles. 

Risk Mitigation 

Understanding a customer’s risk profile enables the bank to apply appropriate policies, 
procedures, and processes to manage and mitigate risk and comply with BSA/AML regulatory 
requirements. Like all bank accounts, those held by bank-identified PEPs or associated with bank-
identified PEPs are subject to BSA/AML regulatory requirements. These requirements are related 
to customer identification, customer due diligence (CDD), beneficial ownership of legal entity 
customers, and suspicious activity reporting. However, there is no BSA/AML regulatory 
requirement or supervisory expectation for banks to have unique or additional customer 
identification requirements or CDD steps for any particular group or type of customer. 

Consistent with a risk-based approach, the level and type of CDD should be commensurate 
with the risks presented by the customer relationship. The CDD rule does not require a bank to 
screen for or otherwise determine whether a customer or beneficial owner of a legal entity 
customer may be considered a PEP. A bank may choose to determine whether a customer is a PEP 
at account opening if the bank determines the information is necessary to develop a customer risk 
profile. Further, the bank may conduct periodic reviews with respect to bank-identified PEPs as 
part of, or in addition to, the required ongoing risk-based monitoring to maintain and update 
customer information. 

Banks must have appropriate risk-based procedures for conducting ongoing CDD to 
understand the nature and purpose of customer relationships, and to develop a customer risk 
profile. Examiners should assess how a bank evaluates bank-identified PEP customers according 
to their particular characteristics to determine whether the bank can effectively mitigate the 
potential risk these customers may pose. Consistent with a risk-based approach for conducting 
ongoing CDD, a bank should typically obtain more customer information for those customers with 
a higher customer risk profile and may collect less information for customers with a lower 
customer risk profile, as appropriate. 

The information collected to create a customer risk profile should also assist banks in 
conducting ongoing monitoring to identify and report suspicious activity. Moreover, performing 
an appropriate level of ongoing CDD commensurate with the customer’s risk profile assists the 
bank in determining whether a customer’s transactions are suspicious. 

Based on the customer risk profile, the bank may consider obtaining, at account opening (and 
throughout the relationship), more customer information in order to understand the nature and 
purpose of the customer relationship. The following information may be useful for a bank in 
understanding the nature and purpose of the customer relationship and, therefore, in determining 
the ML/TF and other illicit financial activity risk profile of bank-identified PEP customers: 

The type of products and services used. 

• The volume and nature of transactions. 

• Geographies associated with the customer’s activity and domicile. 
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• The customer’s official government responsibilities. 

• The level and nature of the customer’s authority or influence over government activities or 
officials. 

• The customer’s access to significant government assets or funds. 

Banks may leverage existing processes for assessing geographically specific ML/TF, 
corruption, and other illicit financial activity risks when developing the customer risk profile. 
Existing processes may also take into account the jurisdiction’s legal and enforcement 
frameworks, including ethics reporting and oversight requirements. For a bank-identified PEP 
who is no longer in active government service, banks may also consider the time that the customer 
has been out of office and the level of influence he or she may still hold as factors in the customer 
risk profile. 

When developing customer risk profiles and determining when to collect additional customer 
information, and what to collect, banks may take into account such factors as the customer’s public 
office or position of public trust (or that of the customer’s family members or close associates), as 
well as any indication that the bank-identified PEP misuses his or her authority or influence for 
personal gain. Refer to the Customer Due Diligence and Suspicious Activity Reporting sections 
for more information. 

Examiner Evaluation 

Examiners should evaluate the bank’s processes for assessing risks associated with customers 
that are bank-identified PEPs. Examiners should determine whether the bank’s internal controls 
are designed to ensure ongoing compliance and are commensurate with the bank’s risk profile. 

Examiners should also determine whether internal controls manage and mitigate ML/TF and 
other illicit financial activity risks for bank-identified PEPs. Examiners may conduct this 
assessment when evaluating the bank’s compliance with regulatory requirements such as 
customer identification, CDD, and suspicious activity reporting. More information can be found 
in the Assessing the BSA/AML Compliance Program - BSA/AML Internal Controls and Assessing 
Compliance with BSA Regulatory Requirements sections of this Manual. 

Politically Exposed Persons Examination and Testing Procedures 

Objective: Evaluate the bank’s policies, procedures, and processes to assess, manage, 
and mitigate potential risks associated with foreign individual customers who the bank 
has designated as politically exposed persons (PEPs). Evaluate the bank’s compliance 
with regulatory requirements, such as customer identification, customer due diligence 
(CDD), beneficial ownership of legal entity customers, and suspicious activity reporting, 
with respect to these customers. Examiners are reminded that there are no Bank Secrecy 
Act (BSA) regulations specific to foreign individuals customers who the bank has 
designated as PEPs. 

The following examination and testing procedures are intended to be a subset of a broader 
review of compliance with Bank Secrecy Act/anti-money laundering (BSA/AML) regulations, such 
as customer identification, customer due diligence (CDD), beneficial ownership, and suspicious 
activity reporting. Not all of the examination and testing procedures will apply to every bank or 
will be used during every examination. 
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1. Determine whether the bank has developed and implemented appropriate, written risk-
based procedures for conducting ongoing CDD for all customers, including bank-identified PEP 
customers, and that these procedures enable the bank to: 

• Understand the nature and purpose of the customer relationship in order to develop a 
customer risk profile. 

• Conduct ongoing monitoring: 

o for the purpose of identifying and reporting suspicious transactions; and 

o on a risk basis, to maintain and update customer information, including information 
regarding the beneficial owner(s) of legal entity customers. 

• Use customer information and the customer risk profile to understand the types of 
transactions in which a particular customer would be expected to engage, and to establish 
a baseline against which suspicious transactions are identified. 

2. Determine whether the bank, as part of the overall CDD program, has effective processes 
to develop customer risk profiles that identify the specific risks of individual customers including, 
as appropriate, bank-identified PEP customers. 

3. Determine whether the bank has policies, procedures, and processes to identify customers 
that may pose higher risk for money laundering, terrorist financing (ML/TF), and other illicit 
financial activities, which may include bank-identified PEP customers. Policies, procedures, and 
processes generally include whether and when, based on risk, it is appropriate to obtain and 
review additional customer information, including guidance for resolving issues when insufficient, 
inaccurate, or unverifiable information is obtained. Determine whether the risk-based CDD 
policies, procedures, and processes are commensurate with the bank’s ML/TF and other illicit 
financial activity risk profile. 

4. Determine whether the bank’s system for monitoring bank-identified PEP customer 
accounts for suspicious activities, and for reporting suspicious activities, is adequate given the 
bank’s risk profile. 

5. Determine if performing risk-focused testing is appropriate based on the review of a risk 
assessment, prior examination reports, other examination information, or a review of the bank’s 
audit findings. If risk-focused testing is appropriate, select a sample of bank-identified PEP 
relationships and request applicable documentation to perform risk-focused testing. From the 
sample selected, perform the following examination procedures: 

• Determine whether the bank collects appropriate information to understand the nature 
and purpose of customer relationships, and to evaluate such customers according to their 
particular characteristics when assessing whether the bank can effectively mitigate the 
potential risk those customers may pose. 

• Determine whether the bank effectively incorporates customer information, including 
beneficial ownership information for legal entity customers, into the customer risk profile. 

• Review transaction activity for the selected customer relationships and, if necessary, 
request and review specific transactions and transaction monitoring documentation to 
determine whether the bank has identified and reported any suspicious activity. 

6. Based on examination and testing procedures completed, form a conclusion about the 
adequacy of policies, procedures, and processes associated with bank-identified PEP customers. 
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Independent Automated Teller Machine Owners or Operators - Overview 

Objective: Evaluate the bank’s policies, procedures, and processes to assess, manage, 
and mitigate potential risks associated with customers who are independent automated 
teller machine (ATM) owners or operators, including Independent Sales Organizations 
(ISOs). Evaluate the bank’s compliance with regulatory requirements, such as customer 
identification, customer due diligence (CDD), beneficial ownership of legal entity 
customers, currency transaction reporting, and suspicious activity reporting with 
respect to these customers. Examiners are reminded that there are no Bank Secrecy Act 
(BSA) regulations specific to customers who are independent ATM owners or operators, 
including ISOs. 

Automated Teller Machines (ATMs) offer fast and convenient access to cash and are an 
important channel in providing financial services, including in underserved markets. Independent 
ATMs are ATMs not owned by banks. An independent ATM operator is a person or an entity that 
is in the business of owning, leasing, managing, or otherwise controlling access to the interior of 
an ATM, including its internal cash vault. The independent ATM operator may be the same or 
different from the independent ATM owner. Independent ATMs may be found in a wide variety of 
public and retail venues. 

There are various business models that may apply to bank customers who own or operate 
independent ATMs. For some bank customers, independent ATM ownership or operation is their 
core business. For others, it is an ancillary service offered as a convenience to their customers. A 
retail business, for example, may purchase or lease an independent ATM to better serve its cash 
customers, attract new customers to its business, or add revenue to its primary retail business 
through service fees charged to customers who use the independent ATM. 

Where independent ATM ownership or operation is the customer’s core business, a company 
may own and deploy multiple ATMs that service thousands of consumers. Many operators of these 
independent ATMs are also considered Independent Sales Organizations (ISOs). An ISO is 
generally a person or entity that is (1) approved by, and under contract with, a sponsor bank to 
deploy and service independent ATMs and (2) under contract with an approved acquiring 
processor to route independent ATM transactions to Electronic Funds Transfer (EFT) networks 
for which the ISO has been registered by the sponsor bank. 

EFT networks include national (e.g., Visa’s PLUS and MasterCard’s CIRRUS) and regional 
networks (e.g., NYCE and STAR). ISOs are contractually subject to the EFT network’s rules, and 
if the ISO also provides network access to other independent ATM owners or operators, it also has 
a responsibility to ensure that these independent ATM owners or operators comply with the EFT 
network’s requirements. In practice, agreements between the independent ATM owner or operator 
and the ISO reflect the establishment of all management and operating policies relating to the 
ISO’s acquiring processor and for the independent ATM owner or operator in complying with the 
standards of the EFT network. 

For all types of independent ATMs, owners or operators generally need bank accounts to 
supply cash for the ATMs and to settle the electronic funds transfers used to process the ATM 
transactions. The owner or operator may elect to replenish cash in the ATM and conduct other 
basic maintenance, or the ISO may complete these functions. 

Examiners are reminded that no specific customer type automatically presents a higher risk 
of money laundering, terrorist financing (ML/TF), or other illicit financial activity. Further, banks 
that operate in compliance with applicable Bank Secrecy Act/anti-money laundering (BSA/AML) 
regulatory requirements and reasonably manage and mitigate risks related to the unique 
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characteristics of customer relationships are neither prohibited nor discouraged from providing 
banking services to independent ATM owner or operator customers, including those that are ISOs. 

Risk Factors 

Independent ATM owner or operator customers present varying levels of ML/TF and other 
illicit financial activity risks, and the potential risk to a bank depends on the presence or absence 
of numerous factors. Not all independent ATM owner or operator customers pose the same risk, 
and not all independent ATM owner or operator customers are automatically higher risk. The 
potential risk to a bank depends on the facts and circumstances specific to the customer 
relationship, such as transaction volume, locations of the ATMs, and the source of funds to 
replenish the ATMs. 

Because of the cash-intensive nature of an ATM, the source of funds used to replenish the ATM 
is a key risk factor. Independent ATM owners or operators that fund their ATM replenishment 
solely with cash withdrawn from their account at a bank pose a relatively lower ML/TF risk 
because the bank knows the source of funds and can compare the volume of cash usage to EFT 
settlements to identify suspicious activity. Conversely, independent ATM owners or operators that 
replenish ATMs from other or unknown cash sources may present potentially higher ML/TF risks, 
as the source of cash can be difficult for the bank to verify. 

ML/TF and other illicit financial activity may occur through independent ATMs when an ATM 
is replenished with illicit currency that is subsequently withdrawn by ATM users. Commingling 
cash from both illicit and legitimate sources in the ATM can make all transactions in the 
independent ATM owner’s or operator’s account appear to be legitimate. The independent ATM 
owner or operator would receive “clean” funds back via the ATM settlement process in the form of 
ACH deposits that appear to be from legitimate sources but are actually part of an ML/TF or other 
illicit financial activity scheme. 

Many states do not currently register, monitor the activity of, or examine independent ATM 
owners or operators. In addition, independent ATM owners or operators are not generally 
considered money services businesses and are, therefore, not required to have AML compliance 
programs. FinCEN concluded in 2007 that a nonbank owner/operator of an ATM that offers 
customers of a depository institution no service other than remote access to such customers’ 
accounts at those depository institutions for the purposes of making balance inquiries or currency 
withdrawals, would not be a money services business for purposes of the BSA and its 
implementing regulations.  Therefore, an independent ATM owner or operator may not be 
separately regulated as a financial institution at the state or federal level. 

Risk Mitigation 

Understanding a customer’s risk profile enables the bank to apply appropriate policies, 
procedures, and processes to manage and mitigate risk, and comply with BSA/AML regulatory 
requirements. Like all bank accounts, those held by independent ATM owner or operator 
customers are subject to BSA/AML regulatory requirements. These include requirements related 
to customer identification, customer due diligence (CDD), beneficial ownership of legal entity 
customers, currency transaction reporting, and suspicious activity reporting.  However, there is 
no BSA/AML regulatory requirement or supervisory expectation for banks to have unique or 
additional customer identification requirements or CDD steps for any particular group or type of 
customer. Consistent with a risk-based approach, the level and type of CDD should be 
commensurate with the risks presented by the customer relationship. 
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Banks must have appropriate risk-based procedures for conducting ongoing CDD to 
understand the nature and purpose of customer relationships and to develop a customer risk 
profile. Examiners should assess how a bank evaluates independent ATM owner or operator 
customers according to their particular characteristics to determine whether the bank can 
effectively mitigate the risk these customers may pose. Consistent with a risk-based approach for 
conducting ongoing CDD, a bank should typically obtain more customer information for those 
customers with a higher customer risk profile and may collect less information for customers with 
a lower customer risk profile, as appropriate. Additional reviews and information collected by a 
sponsoring bank or ISO associated with determining compliance with EFT networks’ rules may 
also assist a bank in developing a customer risk profile. 

The information collected to create a customer risk profile should also assist banks in 
conducting ongoing monitoring to identify and report suspicious activity. Moreover, performing 
an appropriate level of ongoing CDD commensurate with the customer’s risk profile assists the 
bank in determining whether a customer’s transactions are suspicious. 

Based on the customer risk profile, the bank may consider obtaining, at account opening (and 
throughout the relationship), more customer information in order to understand the nature and 
purpose of the customer relationship. The following information may be useful for a bank in 
understanding the nature and purpose of the customer relationship, and therefore, in determining 
the ML/TF and other illicit financial activity risk profile of ISO or independent ATM owner or 
operator customers: 

• Organizational structure, including key principals and management. 

• Information pertaining to the operating policies, procedures, and internal controls of the 
ATM owner or operator. 

• ATM currency servicing arrangements, contracts, and responsibilities (e.g., cash vault 
services, third-party providers, and self-service). 

• Information regarding the source of funds if the bank account is not used to replenish the 
ATM. Sources of cash may include proceeds generated by the core retail business of the 
owner, proceeds from a loan or revolving credit line, or cash originating from an account 
maintained at another bank. 

• Location where the independent ATM owner or operator customer is organized, and where 
they maintain their places of business, including locations of owned or operated ATMs. 

• Description of expected and actual ATM activity levels, including currency transactions. 

• Information to better understand whether ATM operations are generally ancillary to other 
retail operations or the primary business of the independent ATM owner or operator 
customer. 

Risk may be reduced if all the operating accounts of an ISO, and the other independent ATM 
owners or operators to which the ISO provides network access, are with the same bank (the 
sponsor bank). In this case, the sponsor bank generally will have access to additional ISO and 
independent ATM owner or operator customer information collected at the time of sponsorship 
and information from the bank’s periodic audits and reviews of these sponsored entities. 

Independent ATM owner or operator customers may use a separate bank account solely to 
fund ATM cash replenishment and receive automated clearing house transaction settlements. 
This account would be separate from other business activity and may reduce risk by providing the 
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bank with additional transparency into the flow and volume of funds associated with ATM 
operations. 

Refer also to the Customer Due Diligence and Suspicious Activity Reporting sections for more 
information. 

Examiner Evaluation 

Examiners should evaluate the bank’s processes for assessing risks associated with customers 
that are independent ATM owners or operators. Examiners should determine whether the bank’s 
internal controls are designed to ensure ongoing compliance and are commensurate with the 
bank’s risk profile. Examiners should also determine whether internal controls manage and 
mitigate ML/TF and other illicit financial activity risks for independent ATM owner and operator 
customers. Examiners may conduct this assessment when evaluating the bank’s compliance with 
regulatory requirements, such as customer identification, CDD, and suspicious activity reporting. 
More information can be found in the Assessing the BSA/AML Compliance Program – BSA/AML 
Internal Controls and Assessing Compliance with BSA Regulatory Requirements sections of this 
Manual. 

Independent Automated Teller Machine Owners or Operators Examination and 
Testing Procedures 

Objective: Evaluate the bank’s policies, procedures, and processes to assess, manage, 
and mitigate potential risks associated with independent automated teller machine 
(ATM) owner or operator customers, including Independent Sales Organizations (ISOs). 
Evaluate the bank’s compliance with regulatory requirements, such as customer 
identification, customer due diligence (CDD), beneficial ownership of legal entity 
customers, currency transaction reporting, and suspicious activity reporting, with 
respect to these customers. Examiners are reminded that there are no Bank Secrecy Act 
(BSA) regulations specific to independent ATM owner or operator customers, including 
ISOs. 

The following examination and testing procedures are intended to be a subset of a broader 
review of compliance with Bank Secrecy Act/anti-money laundering (BSA/AML) regulations, such 
as customer identification, customer due diligence (CDD), beneficial ownership, currency 
transaction reporting, and suspicious activity reporting. Not all of the examination and testing 
procedures will apply to every bank or be used during every examination. 

1. Determine whether the bank has developed and implemented appropriate, written risk-
based procedures for conducting ongoing CDD for all customers, including independent automated 
teller machine (ATM) owner or operator customers, and that these procedures enable the bank to: 

• Understand the nature and purpose of the customer relationship in order to develop a 
customer risk profile. 

• Conduct ongoing monitoring: 

o for the purpose of identifying and reporting suspicious transactions, and 

o on a risk basis, to maintain and update customer information, including information 
regarding the beneficial owner(s) of legal entity customers. 

• Use customer information and the customer risk profile to understand the types of 
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transactions in which a particular customer would be expected to engage, and to establish 
a baseline against which suspicious transactions are identified. 

2. Determine whether the bank, as part of the overall CDD program, has effective processes 
to develop customer risk profiles that identify the specific risks of individual customers including, 
as appropriate, independent ATM owner or operator customers. 

3. Determine whether the bank has policies, procedures, and processes to identify customers 
that may pose higher risk for money laundering, terrorist financing (ML/TF), and other illicit 
financial activities, which may include independent ATM owner or operator customers. Policies, 
procedures, and processes generally include whether and when, based on risk, it is appropriate to 
obtain and review additional customer information, including guidance for resolving issues when 
insufficient, inaccurate, or unverifiable information is obtained. Determine whether the risk-
based CDD policies, procedures, and processes are commensurate with the bank’s ML/TF and 
other illicit financial activity risk profile. 

4. Determine whether the bank’s system for monitoring independent ATM owner or operator 
customer accounts for suspicious activities, and for reporting suspicious activities, is adequate 
given the bank’s risk profile 

5. Consider whether the bank’s policies, procedures, and processes adequately address the 
preparation, filing, and retention of currency transaction reports for independent ATM owner or 
operator customers. 

6. Determine if performing risk-focused testing is appropriate based on the review of a risk 
assessment, prior examination reports, other examination information, or a review of the bank’s 
audit findings. If risk-focused testing is appropriate, select a sample of independent ATM owner 
or operator customer relationships and request applicable documentation to perform risk-focused 
testing. From the sample selected, perform the following examination procedures: 

• Determine whether the bank collects appropriate information to understand the nature 
and purpose of customer relationships, and to evaluate such customers according to their 
particular characteristics when assessing whether the bank can effectively mitigate the 
potential risk those customers may pose. 

• Determine whether the bank effectively incorporates customer information, including 
beneficial ownership information for legal entity customers, into the customer risk profile. 

• Review transaction activity for selected customer relationships and, if necessary, request 
and review specific transactions and transaction monitoring documentation to determine 
whether the bank has identified and reported any suspicious activity. 

7. Based on examination and testing procedures completed, form a conclusion about the 
adequacy of policies, procedures, and processes associated with independent ATM owner or 
operator customers. 
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Charities and Non-Profit Organizations 

Charities and Non-Profit Organizations - Overview 

Objective: Evaluate the bank’s policies, procedures, and processes to assess, manage, 
and mitigate potential risks associated with customers that are charities and other 
nonprofit organizations (NPOs). Evaluate the bank’s compliance with regulatory 
requirements such as customer identification, customer due diligence (CDD), beneficial 
ownership of legal entity customers, and suspicious activity reporting with respect to 
these customers. Examiners are reminded that there are no Bank Secrecy Act (BSA) 
regulations specific to customers that are charities and other NPOs. 

Many charities and other nonprofit organizations (NPOs) pursue activities that are intended 
to serve the public good and provide various services, including building communities, relieving 
suffering, providing life-saving assistance, and helping developing nations. The federal banking 
agencies and FinCEN have recognized that it is vital for legitimate charities and other NPOs to 
have access to financial services, including the ability to transmit funds in a timely manner. 

Examiners are reminded that no specific customer type automatically presents a higher risk 
of money laundering, terrorist financing (ML/TF), or other illicit financial activity. Further, banks 
that operate in compliance with applicable Bank Secrecy Act/anti-money laundering (BSA/AML) 
regulatory requirements and reasonably manage and mitigate risks related to the unique 
characteristics of customer relationships are neither prohibited nor discouraged from providing 
banking services to charities and other NPOs. 

Risk Factors 

Charity and other NPO customers present varying levels of ML/TF and other illicit financial 
activity risks, and the potential risk to a bank depends on the presence or absence of numerous 
factors. Examiners are reminded that the U.S. government does not view the charitable sector as 
a whole as presenting a uniform or unacceptably high risk of being used or exploited for ML/TF 
or sanctions violations.  The potential risk to the bank depends on the facts and circumstances 
specific to the customer relationship, such as transaction volume, type of activity, and geographic 
locations. 

The ML/TF risk for charity and other NPO customers can also vary depending on the 
operations, activities, leadership, and affiliations of the organization. For example, U.S. charities 
that operate and provide funds solely to domestic recipients generally present lower ML/TF risk. 
However, those U.S. charities that operate abroad, or that provide funding to, or have affiliated 
organizations in conflict regions can face potentially higher ML/TF risks. 

Risk Mitigation  

Understanding a customer’s risk profile enables the bank to apply appropriate policies, 
procedures, and processes to manage and mitigate risk and otherwise comply with BSA/AML 
regulatory requirements. Like all bank accounts, those held by charity and other NPO customers 
are subject to BSA/AML regulatory requirements. These include requirements related to customer 
identification, customer due diligence (CDD), beneficial ownership of legal entity customers, and 
suspicious activity reporting. However, there is no BSA/AML regulatory requirement or 
supervisory expectation for banks to have unique or additional customer identification 
requirements or CDD steps for any particular group or type of customer. Consistent with a risk-
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based approach, the level and type of CDD should be commensurate with the risks presented by 
the customer relationship. 

Banks must have appropriate risk-based procedures for conducting ongoing CDD to 
understand the nature and purpose of customer relationships, and to develop customer risk 
profiles.  Examiners should assess how a bank evaluates charity and other NPO customers 
according to their particular characteristics to determine whether the bank can effectively 
mitigate the risk these customers may pose. Consistent with a risk-based approach for conducting 
ongoing CDD, a bank should typically obtain more customer information for those customers with 
a higher customer risk profile and may collect less information for customers with a lower 
customer risk profile, as appropriate. 

The information collected to create a customer risk profile should also assist banks in 
conducting ongoing monitoring to identify and report any suspicious activity. Moreover, 
performing an appropriate level of ongoing CDD that is commensurate with the customer’s risk 
profile assists the bank in determining whether a customer’s transactions are suspicious. 

Charities and other NPOs are also subject to federal and state reporting requirements and 
regulatory oversight. For example, charities report specific information annually on IRS Form 990 
regarding their stated mission, programs, finances (including non-cash contributions), donors, 
activities, and funds sent and used abroad. Many NPOs also adhere to voluntary self-regulatory 
standards12 and controls to improve individual governance, management, and operational 
practice, in addition to internal controls required by donors and others. 

Based on the customer risk profile, the bank may consider obtaining, at account opening (and 
throughout the relationship), more customer information in order to understand the nature and 
purpose of the customer relationship. The following information may be useful for a bank in 
understanding the nature and purpose of the customer relationship and in determining the ML/TF 
and other illicit financial activity risk profile of charity and other NPO customers: 

Purpose and nature of the charity and NPO, including mission(s), stated objectives, programs, 
activities, and services. 

• Organizational structure, including key principals and management. 

• Geographic locations served, including headquarters and operational areas, particularly in 
higher-risk areas where terrorist groups are most active. 

• Information pertaining to the operating policies, procedures, and internal controls of the 
charity and NPO. 

• State incorporation or registration, and tax-exempt status by the Internal Revenue Service 
(IRS) and required reports with regulatory authorities. 

• Voluntary participation in self-regulatory programs to enhance governance, management, 
and operational practice. 

• Financial statements, audits, and any self-assessment evaluations. 

• General information about the donor base, funding sources, and fundraising methods, and, 
for public charities, the level of support from the general public. 

• General information about beneficiaries and criteria for disbursement of funds, including 
guidelines/standards for qualifying beneficiaries and any intermediaries that may be 
involved. 



Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 99 

• Affiliation with other charities and NPOs, governments, or groups. 

Additional information that may be useful in determining the customer risk profile of a charity 
or other NPO is available at the U.S. Department of the Treasury’s Resource Center, Protecting 
Charitable Organizations. 

Refer to the Customer Due Diligence and Suspicious Activity Reporting sections for more 
information. Examiner Evaluation Examiners should evaluate the bank’s processes for assessing 
risks associated with customers that are charities and NPOs. Examiners should determine 
whether the bank’s internal controls are designed to ensure ongoing compliance and are 
commensurate with the bank’s risk profile. Examiners should also determine whether internal 
controls manage and mitigate ML/TF and other illicit financial activity risks for charity and other 
NPO customers. Examiners may conduct this assessment when evaluating the bank’s compliance 
with regulatory requirements, such as customer identification, CDD, and suspicious activity 
reporting. More information can be found in the Assessing the BSA/AML Compliance Program - 
BSA/AML Internal Controls and Assessing Compliance with BSA Regulatory Requirements 
sections of this Manual. 

Examination Procedures - Charities and Non-Profit Organizations 

Objective. Assess the adequacy of the bank’s systems to manage the risks associated with 
accounts of nongovernmental organizations (NGO) and charities, and management’s ability to 
implement effective due diligence, monitoring, and reporting systems. 

1.  Review the policies, procedures, and processes related to NGOs. Evaluate the adequacy of 
the policies, procedures, and processes given the bank’s NGO accounts and the risks they 
represent. Assess whether the controls are adequate to reasonably protect the bank from money 
laundering and terrorist financing. 

2.  From a review of MIS and internal risk rating factors, determine whether the bank 
effectively identifies and monitors higher-risk NGO accounts. 

3.  Determine whether the bank’s system for monitoring NGO accounts for suspicious 
activities, and for reporting of suspicious activities, is adequate given the bank’s size, complexity, 
location, and types of customer relationships. 

4.  If appropriate, refer to the core examination procedures, “Office of Foreign Assets Control,”  
for guidance. 

Transaction Testing 

5.  On the basis of the bank’s risk assessment, its NGO and charity accounts, as well as prior 
examination and audit reports, select a sample of higher-risk NGO accounts. From the sample 
selected, perform the following examination procedures: 

• Review account opening documentation and ongoing due diligence information. 

• Review account statements and, as necessary, specific transaction details. 

• Compare expected transactions with actual activity. 

• Determine whether actual activity is consistent with the nature of the customer’s business. 

• Identify any unusual or suspicious activity. 

https://bsaaml.ffiec.gov/manual/RegulatoryRequirements/15_ep
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6.  On the basis of examination procedures completed, including transaction testing, form a 
conclusion about the adequacy of policies, procedures, and processes associated with NGO 
accounts. 

What You Need to Do: 

This information needs to be shared with the Bank Secrecy Act Officer to determine if these 
requirements will impact your next BSA examination. All policies, procedures, and training must 
be updated to reflect this information. 

FinCEN: ANPR Anti-Money Laundering Regulations for Real Estate 
Transactions (December 6, 2021) 

Link 

https://www.federalregister.gov/documents/2021/12/08/2021-26549/anti-money-laundering-
regulations-for-real-estate-transactions 

Text 

FinCEN issued this advance notice of proposed rulemaking (ANPRM) to solicit public comment 
on potential requirements under the Bank Secrecy Act (BSA) for certain persons involved in real 
estate transactions to collect, report, and retain information. The systemic money laundering 
vulnerabilities presented by the U.S. real estate sector, and consequently, the ability of illicit 
actors to launder criminal proceeds through the purchase of real estate, threatens U.S. national 
security and the integrity of the U.S. financial system. Accordingly, FinCEN intends to begin the 
rulemaking process to address such vulnerabilities. As a first step in this rulemaking process, 
FinCEN is issuing this ANPRM to seek initial public comment on questions that will assist 
FinCEN in the consideration and preparation of a proposed rule. 

Written comments on this advance notice of proposed rulemaking may be submitted on or 
before February 7, 2022. FinCEN strongly encourages the public to submit written comments in 
response to the ANPRM. Diverse viewpoints and substantive suggestions will help FinCEN 
develop a proposed regulation that appropriately balances the need to address the vulnerabilities 
of the real estate market with any potential costs such measures may impose. 

Supplementary Information 

Omitted Sections: Background, Money Laundering in Real Estate, Current Law, Prior 
Rulemakings, Real Estate Targeting Orders, Commercial Real Estate, Real Estate Purchases by 
Natural Persons. 

Scope of Potential Rules 

Given the vulnerabilities of the U.S. real estate sector to money laundering and other illicit 

https://www.federalregister.gov/documents/2021/12/08/2021-26549/anti-money-laundering-regulations-for-real-estate-transactions
https://www.federalregister.gov/documents/2021/12/08/2021-26549/anti-money-laundering-regulations-for-real-estate-transactions
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activities, FinCEN believes that additional regulatory steps may be needed to ensure consistent 
reporting on a nationwide basis. 

FinCEN therefore invites comment through this ANPRM on appropriate regulatory 
frameworks to do so, including possible nationwide recordkeeping and reporting requirements 
pursuant to 31 U.S.C. 5318(a)(2) or other potential mechanisms. FinCEN believes that any 
proposed regulation should require certain persons to collect, report, and retain information about 
specified non-financed purchases of real estate. FinCEN is considering proposing such a rule that 
would apply throughout the United States and would contain no lower reporting dollar threshold. 

A. Nature of Recordkeeping and Reporting Requirements 

As explained above, FinCEN's existing regulations require banks, RMLOs, and GSEs to 
comply with the BSA's general recordkeeping and reporting requirements, including the 
requirement to file SARs and to establish AML/CFT programs. In contrast, FinCEN's GTOs 
have subjected title insurance companies in the non-financed real estate market to a more 
specific reporting requirement applicable to all covered transactions. FinCEN seeks comment 
on promulgating a similar specific reporting requirement, either as an alternative or addition 
to the BSA's general requirements. Such a specific reporting requirement could be imposed 
under 31 U.S.C. 5318(a)(2), as amended by Section 6102(a) of the AML Act, which authorizes 
the Secretary to “require a class of domestic financial institutions . . . to maintain appropriate 
procedures, including the collection and reporting of certain information as the Secretary of 
the Treasury may prescribe by regulation, to . . . guard against money laundering, the 
financing of terrorism, or other forms of illicit finance.” A specific reporting requirement issued 
under this authority may be an appropriately tailored way to increase the transparency of the 
non-financed sector of the real estate market and provide law enforcement, national security 
agencies, and financial institutions with highly useful information. 

***** 

B. Scope of Persons Subject to a Reporting Requirement 

FinCEN seeks comment on which persons should be required to collect information, 
maintain records, and report information regarding non-financed purchases of real estate. 
Thus far, the Real Estate GTOs have required reporting from title insurance companies. 
However, title insurance is not mandatory in every jurisdiction within the United States, and 
declining to purchase title insurance could enable evasion of a reporting requirement limited 
to title insurance companies. FinCEN therefore seeks comment on whether there are other 
persons involved in non-financed real estate closings and settlements who should be 
considered. 

***** 

C. Geographic Scope and Transaction Threshold 

Although the Real Estate GTOs have been targeted at particular geographic locations 
within the United States, FinCEN's preliminary view is that fully addressing the money 
laundering vulnerabilities in the real estate market requires a nationwide rule. While money 
laundering activity in real estate transactions may be more common in some areas than others, 
it can occur in any location. Indeed, a survey of recent state and federal court indictments and 
prosecuted cases demonstrates that real estate money laundering is not limited to the 
jurisdictions covered by the Real Estate GTOs. Because such activity can occur in any location, 
limiting the scope of the regulations by geography may simply push money laundering activity 
into other locations. A uniform national requirement would also provide consistency and 

https://www.govinfo.gov/link/uscode/31/5318?type=usc&year=mostrecent&link-type=html
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predictability to businesses required to maintain records and make reports. FinCEN 
nevertheless invites comment on the geographic reach of any proposed regulation, whether the 
geographic coverage should be limited, and any underlying information to support such 
limitations. Commenters are invited to comment particularly on the differences in practices, 
customs, and requirements for real estate transactions in geographic areas of the United 
States that merit specific consideration because of their relevance to the potential for the abuse 
of real estate transactions by money launderers. 

***** 

D. Purchases by Certain Entities 

Under the Real Estate GTOs, only cash purchases by the following “legal entities” are 
reportable transactions: “a corporation, limited liability company, partnership or other similar 
business entity, whether formed under the laws of a state, or of the United States, or a foreign 
jurisdiction, other than a business whose common stock or analogous equity interests are listed 
on a securities exchange regulated by the Securities and Exchange Commission (“SEC”) or a 
self-regulatory organization registered with the SEC, or an entity solely owned by such a 
business.” Given the known money laundering typology of using shell companies to obscure 
the ultimate owners of real estate, FinCEN believes these entities should likely be covered in 
any proposed regulation. FinCEN seeks comment on which “legal entities” should be included. 

***** 

E. Type of Real Estate 

FinCEN is considering the best approach to extending reporting requirements or other 
regulatory treatment to both residential and commercial real estate given the important 
differences between the residential and commercial real estate markets. FinCEN is especially 
interested in how such a regulation might be structured to address the differences between 
commercial and residential real estate transactions and whether the risk in non-residential 
real estate is sufficient to justify the burdens that a reporting requirement for non-residential 
real estate could impose. FinCEN also invites comments on whether to address both 
commercial and residential real estate sectors in the same rule or to take an iterative 
approach. 

Request for Comment 

FinCEN seeks comments on the questions listed below, but invites any other relevant 
comments as well. FinCEN encourages commenters to reference specific question numbers to 
facilitate FinCEN's review of comments. 

A. General Information Regarding the Real Estate Market 

FinCEN is issuing this ANPRM to solicit public comment on issues pertaining to 
potential BSA recordkeeping and reporting requirements. FinCEN invites the views of real 
estate businesses and professionals, trade organizations, law enforcement, federal 
agencies, state, local, and Tribal governments, NGOs, members of civil society, and any 
other interested parties. A variety of perspectives on the U.S. real estate market will 
provide FinCEN with the information essential for any future rulemaking. 

Questions 1 – 20 omitted. 

B. What are money laundering risks in real estate transactions? 
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FinCEN solicits comment on money laundering activities (in general terms, not 
identifying actual parties or properties involved) in connection with real estate 
transactions, the existence of any safeguards in the sector to prevent money laundering, 
and what additional steps may be necessary to protect the real estate industry from abuse 
by money launderers. 

Questions 21 – 25 omitted. 

C. What real estate transactions should FinCEN’s rule cover? 

The questions in Part IX, Sections C-E, may be most relevant for any proposed rule 
imposing a specific reporting requirement pursuant to 31 U.S.C. 5318(a)(2), as amended 
by Section 6102(c)of the AML Act, but commenters may examine these questions in the 
context of a proposed rule promulgating traditional AML/CFT requirements for “persons 
involved in real estate closings and settlements.” 

Questions 26 – 36 omitted. 

D. Which persons should be required to report information concerning real estate 
transactions to FinCEN? 

Questions 37 – 42 omitted. 

E. What information should FinCEN require regarding real estate transactions 
covered by a proposed regulation? 

Questions 43 – 49 omitted. 

F. What are the potential burdens or implementation costs of a potential FinCEN 
regulation? 

Questions 50 – 59 omitted. 

G. Should FinCEN promulgate general AML/CFT recordkeeping and reporting 
requirements for “persons involved in real estate closings and settlements”? 

As explained above, FinCEN is considering promulgating a specific reporting 
requirement under 31 U.S.C. 5318(a)(2), as amended by Section 6102(c) of the AML Act, 
and the questions in Part XI, Sections C-E relate to such a requirement. The following 
questions for comment are generally intended to collect information about a potential rule 
that would instead apply traditional AML/CFT requirements to “persons involved in real 
estate closings and settlements” in lieu of a more specific requirement. 

Questions 60 – 82 omitted. 

What You Need to Do: 

If you wish to comment on this advance notice of proposed rulemaking, it would be worthwhile to 
read the entire document, not just what we have reprinted here before making your comments. 
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FinCEN: NPRM Beneficial Ownership Information Reporting 
Requirements (December 7, 2021) 

Links 

FinCEN News Release: https://www.fincen.gov/news/news-releases/fincen-issues-proposed-
rule-beneficial-ownership-reporting-counter-illicit 

Text 

The Financial Crimes Enforcement Network (FinCEN) issued a Notice of Proposed 
Rulemaking (NPRM) to implement the beneficial ownership information reporting provisions of 
the Corporate Transparency Act (CTA). The proposed rule is designed to protect the U.S. financial 
system from illicit use and impede malign actors from abusing legal entities, like shell companies, 
to conceal proceeds of corrupt and criminal acts. Such abuses undermine U.S. national security, 
economic fairness, and the integrity of the U.S. financial system. 

The proposed rule addresses, among other things, who must report beneficial ownership 
information, when they must report, and what information they must provide. Collecting this 
information and providing access to law enforcement, financial institutions, and other authorized 
users will diminish the ability of malign actors to hide, move, and enjoy the proceeds of illicit 
activities. 

The proposed rule also reflects stated concerns in the newly released U.S. Government 
Strategy on Countering Corruption, which addresses the money laundering risks posed by 
anonymous shell companies as well as the need to protect the international financial system from 
abuse by corrupt and other illicit actors. It is also consistent with the efforts of the Financial 
Action Task Force and G7 and G20 leaders to curtail the ability of illicit actors to hide wealth 
behind anonymous shell companies. 

The CTA, part of the Anti-Money Laundering Act of 2020, established beneficial ownership 
information reporting requirements for certain types of corporations, limited liability companies, 
and other similar entities created in or registered to do business in the United States. The 
proposed rule implements these reporting requirements and reflects FinCEN’s careful 
consideration of public comments received in response to its April 5, 2021, Advance Notice of 
Proposed Rulemaking on the same topic. The proposed rule represents the culmination of years 
of bipartisan efforts by Congress, the Treasury, national security agencies, law enforcement, and 
other stakeholders to bolster the United States’ corporate transparency framework. FinCEN is 
committed to implementing these statutory obligations in a robust manner while minimizing 
burdens on reporting companies. 

As part of a whole-of-government commitment to democracy, Treasury is taking a number of 
actions to fight corruption and prevent it from undermining trust in democratic institutions. In 
addition to this NPRM, on December 6, FinCEN announced an Advance Notice of Proposed 
Rulemaking to solicit public comment on a potential rule to address the vulnerability of the U.S. 
real estate market to money laundering and other illicit activity. Treasury is uniquely equipped 
to combat corruption at home and abroad by strengthening the U.S. financial system to prevent 
corrupt and other illicit actors from hiding or using their illicit proceeds in the United States. 

https://www.fincen.gov/news/news-releases/fincen-issues-proposed-rule-beneficial-ownership-reporting-counter-illicit
https://www.fincen.gov/news/news-releases/fincen-issues-proposed-rule-beneficial-ownership-reporting-counter-illicit
https://www.federalregister.gov/public-inspection/2021-26548/beneficial-ownership-information-reporting-requirements
https://www.federalregister.gov/public-inspection/2021-26548/beneficial-ownership-information-reporting-requirements
https://www.whitehouse.gov/wp-content/uploads/2021/12/United-States-Strategy-on-Countering-Corruption.pdf
https://www.whitehouse.gov/wp-content/uploads/2021/12/United-States-Strategy-on-Countering-Corruption.pdf
https://www.fincen.gov/news/news-releases/fincen-launches-regulatory-process-new-beneficial-ownership-reporting
https://www.fincen.gov/news/news-releases/fincen-launches-regulatory-process-new-beneficial-ownership-reporting
https://www.fincen.gov/news/news-releases/fincen-launches-regulatory-process-new-real-estate-sector-reporting-requirements
https://www.fincen.gov/news/news-releases/fincen-launches-regulatory-process-new-real-estate-sector-reporting-requirements
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FinCEN strongly encourages all interested parties, including those that would be affected by 
the proposed beneficial ownership information reporting rule, to submit written comments. 

Written comments on this proposed rule may be submitted on or before February 7, 2022. 

Federal Register notice: https://www.federalregister.gov/documents/2021/12/08/2021-
26548/beneficial-ownership-information-reporting-requirements 

Note: This action is a Notice of Proposed Rulemaking. As such, only the Executive Summary 
of the Federal Register notice is provided below. The entire NPRM is available using the link 
provided above. 

Executive Summary 

These proposed regulations would implement the requirement in the CTA that a reporting 
company submit to FinCEN a report containing beneficial owner and company applicant 
information (together, “beneficial ownership information” or BOI). This proposal fulfills the 
statutory direction to Treasury to promulgate regulations to implement the CTA and reflects 
FinCEN's careful consideration of public comments received in response to an advanced notice of 
proposed rulemaking (the “ANPRM”). To the extent practicable, and as required by the CTA, the 
proposed regulations aim to minimize the burden on reporting companies and to ensure that the 
information collected is accurate, complete, and highly useful. More broadly, the proposed 
regulations are intended to protect U.S. national security, provide critical information to law 
enforcement, and promote financial transparency and compliance. The CTA and these proposed 
regulations represent the culmination of years of efforts by Congress, the Department of the 
Treasury (Treasury), other national security agencies, law enforcement, and other stakeholders 
to bolster the United States' corporate transparency framework and to address deficiencies in BOI 
reporting noted by the Financial Action Task Force (FATF), Congress, law enforcement, and 
others. The proposed regulations address: (1) Who must file; (2) when they must file; and (3) what 
information they must provide. Collecting this information and providing access to law 
enforcement, the intelligence community, and other key stakeholders will diminish the ability of 
malign actors to obfuscate their activities through the use of anonymous shell and front 
companies. The proposed regulations would also specify circumstances in which a person violates 
the reporting requirements. 

The proposed regulations describe two distinct types of reporting companies that must file 
reports with FinCEN—domestic reporting companies and foreign reporting companies. Generally, 
under the proposed regulations, a domestic reporting company is any entity that is created by the 
filing of a document with a secretary of state or similar office of a jurisdiction within the United 
States. A foreign reporting company is any entity formed under the law of a foreign jurisdiction 
that is registered to do business within the United States. 

The proposed regulations also describe the twenty-three specific exemptions from the 
definition of reporting company under the CTA. The CTA also includes an option for the Secretary 
of the Treasury (Secretary), with the written concurrence of the Attorney General and the 
Secretary of Homeland Security, to exclude by regulation additional types of entities. FinCEN 
does not currently propose to exempt additional types of entities beyond those specified by the 
CTA. 

The proposed regulations describe who is a beneficial owner and who is a company applicant. 
A beneficial owner is any individual who meets at least one of two criteria: (1) Exercising 
substantial control over the reporting company; or (2) owning or controlling at least 25 percent of 

https://www.federalregister.gov/documents/2021/12/08/2021-26548/beneficial-ownership-information-reporting-requirements
https://www.federalregister.gov/documents/2021/12/08/2021-26548/beneficial-ownership-information-reporting-requirements
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the ownership interest of the reporting company. The proposed regulations define the terms 
“substantial control” and “ownership interest” and describe rules for determining whether an 
individual owns or controls 25 percent of the ownership interests of a reporting company. The 
proposed regulations would also describe five types of individuals who the CTA exempts from the 
definition of beneficial owner. 

The proposed regulations also describe who is a company applicant. In the case of a domestic 
reporting company, a company applicant is the individual who files the document that forms the 
entity. In the case of a foreign reporting company, a company applicant is the individual who files 
the document that first registers the entity to do business in the United States. The proposed 
regulations specify that a company applicant includes anyone who directs or controls the filing of 
the document by another. 

Under the proposed regulations, the time at which a required report is due would depend on: 
(1) When the reporting company was created or registered; and (2) whether the report is an initial 
report, an updated report providing new information, or a report correcting erroneous information 
in a previous report. Domestic reporting companies created, or foreign reporting companies 
registered to do business in the United States, before the effective date of the final regulations 
would have one year from the effective date of the final regulations to file their initial report with 
FinCEN. Domestic reporting companies created, or foreign reporting companies registered to do 
business in the U.S. for the first time, on or after the effective date of the final regulations would 
be required to file their initial report with FinCEN within 14 calendar days of the date on which 
they are created or registered, respectively. If there is a change in the information previously 
reported to FinCEN under these regulations, reporting companies would have 30 calendar days 
to file an updated report. Finally, if a reporting company filed information that was inaccurate at 
the time of filing, the reporting company would have to file a corrected report within 14 calendar 
days of the date it knew, or should have known, that the information was inaccurate. 

The proposed regulations also describe the type of information that a reporting company is 
required to file. First, the reporting company would have to identify itself. The proposed 
regulations describe the information that a reporting company must submit to FinCEN about: (1) 
The reporting company, and (2) each beneficial owner and company applicant. This includes, for 
example, the name and address of each beneficial owner and company applicant, among other 
things. In lieu of providing specific information about an individual, the reporting company may 
provide a unique identifier issued by FinCEN called a FinCEN identifier. The proposed 
regulations describe how to obtain a FinCEN identifier and when it may be used. The proposed 
regulations also describe highly useful information that reporting companies are encouraged, but 
not required, to provide. This additional information would support efforts by government 
authorities and financial institutions to prevent money laundering, terrorist financing, and other 
illicit activities such as tax evasion. 

The CTA provides that it is unlawful for any person to willfully provide, or attempt to provide, 
false or fraudulent BOI to FinCEN, or to willfully fail to report complete or updated BOI to 
FinCEN. The proposed regulations describe persons that are subject to this provision and what 
acts (or failures to act) trigger a violation. 

***** 
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What You Need to Do: 

Should you wish to comment on this notice of proposed rulemaking, we strongly recommend that 
you read the entire document prior to making your comments. This will be a major shift in how 
this work is done, and it may be worth your time to have discussions with management prior to 
making your comment. 

FinCEN: Fact Sheet – Beneficial Ownership Information Reporting 
Notice of Proposed Rulemaking (December 7, 2021) 

Link 

https://www.fincen.gov/news/news-releases/fact-sheet-beneficial-ownership-information-
reporting-notice-proposed-rulemaking 

Text 

Millions of corporations, limited liability companies, and other entities are formed within the 
United States each year. While such entities play an essential and legitimate role in the U.S. and 
global economies, they can also be used to facilitate illicit activity, such as corruption, and enable 
those who threaten U.S. national security to access and transact in the U.S. economy. Few 
jurisdictions in the United States require legal entities to disclose information about their 
beneficial owners—that is, the people who actually own or control a company—or the persons 
forming them. This creates opportunities for corrupt actors, criminals, and terrorists to remain 
anonymous while facilitating illicit activity through legal entities in the United States. 

Corruption, in particular, allows bad actors to abuse their authority and extract unfair gains 
at the expense of others. Treasury’s strategy to combat corruption will make our economy—and 
the global economy—stronger, fairer, and safer from criminals and national security threats. As 
part of a whole-of-government commitment to democracy, Treasury is taking a number of actions 
to fight corruption and prevent it from undermining trust in democratic institutions. Among these 
actions is the implementation of the Corporate Transparency Act (CTA), which was enacted as 
part of the Anti-Money Laundering Act of 2020 within the National Defense Authorization Act for 
Fiscal Year 2021. 

Today, FinCEN issued a Notice of Proposed Rulemaking to give the public an opportunity to 
review and comment on the proposed rule to implement the CTA’s beneficial ownership 
information (BOI) reporting provisions. The proposed rule would significantly enhance the ability 
to protect the U.S. financial system from illicit use, and provide essential information to law 
enforcement and others help prevent corrupt actors, terrorists, and proliferators from hiding 
money or other property in the United States. 

In developing the proposed regulation, FinCEN has also aimed to minimize burdens on 
reporting companies, including small businesses. It is anticipated to cost reporting companies less 
than $50 apiece to prepare and submit an initial BOI report. In comparison, the state formation 
fee for creating a limited liability company (LLC) can cost between $40 and $500, depending on 
the state. 

https://www.fincen.gov/news/news-releases/fact-sheet-beneficial-ownership-information-reporting-notice-proposed-rulemaking
https://www.fincen.gov/news/news-releases/fact-sheet-beneficial-ownership-information-reporting-notice-proposed-rulemaking
https://www.federalregister.gov/public-inspection/2021-26548/beneficial-ownership-information-reporting-requirements
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Requiring entities to submit beneficial ownership information to FinCEN and providing timely 
access to this information to law enforcement, financial institutions, and other authorized users 
is intended to help combat corruption, money laundering, terrorist financing, tax fraud, and other 
illicit activity. 

The ultimate goal of this regulatory proposal is to combat, to the broadest extent possible, the 
proliferation of anonymous shell companies that facilitate the flow and sheltering of illicit money 
in the United States. 

Key Elements of the 
Proposed Beneficial Ownership Information Reporting Regulation 

 

The Notice of Proposed Rulemaking would help stop bad actors from using legal entities to 
hide illicit funds behind anonymous shell companies or other opaque corporate structures. 

The proposed rule describes who must file a BOI report, what information must be reported, 
and when a report is due. Specifically, the proposed rule would require reporting companies to file 
reports with FinCEN that identify two categories of individuals: (1) the beneficial owners of the 
entity; and (2) individuals who have filed an application with specified governmental or tribal 
authorities to form the entity or register it to do business. 

Reporting Companies 

• The proposed rule identifies two types of reporting companies: domestic and foreign. A 
domestic reporting company would include a corporation, limited liability company, or any 
other entity created by the filing of a document with a secretary of state or similar office 
under the law of a state or Indian tribe. A foreign reporting company would include a 
corporation, limited liability company, or other entity formed under the law of a foreign 
country and that is registered to do business in any state or tribal jurisdiction. Under the 
proposed rule and in keeping with the CTA, twenty-three types of entities would be exempt 
from the definition of “reporting company.” 

• FinCEN expects that these definitions would include limited liability partnerships, limited 
liability limited partnerships, business trusts, and most limited partnerships, in addition 
to corporations and LLCs, because such entities appear typically to be created by a filing 
with a secretary of state or similar office. 

• Other types of legal entities, including certain trusts, would appear to be excluded from 
the definitions to the extent that they are not created by the filing of a document with a 
secretary of state or similar office. FinCEN recognizes that the creation of many trusts 
does not involve the filing of such a formation document. The NPRM, however, seeks public 
comment on state and Indian Tribe law practices regarding trust formation to better 
understand and define the scope of the rule. 

Beneficial Owners 

• Under the proposed rule, a beneficial owner would include any individual who (1) 
exercises substantial control over a reporting company, or (2) owns or controls at least 25 
percent of the ownership interests of a reporting company. The proposed regulation defines 
the terms “substantial control” and “ownership interest” and sets forth standards for 
determining whether an individual owns or controls 25 percent of the ownership interests 
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of a reporting company. In keeping with the CTA, the proposed rule exempts five types of 
individuals from the definition of “beneficial owner.” 

• In defining the contours of who has “substantial control,” the proposed rule sets forth a 
range of activities that could constitute “substantial control” of a company. This list would 
capture anyone who is able to make significant decisions on behalf of the entity. FinCEN’s 
approach is designed to close loopholes that would allow corporate structuring that 
obscures owners or decision-makers. This is crucial to unmasking shell companies. 

Company Applicants 

• In the case of a domestic reporting company, the proposed rule defines a company 
applicant to be the individual who files the document that forms the entity. In the case of 
a foreign reporting company, a company applicant would be the individual who files the 
document that first registers the entity to do business in the United States. 

• In both cases, the proposed regulation specifies that anyone who directs or controls the 
filing of the relevant document by another would also be a company applicant. 

Beneficial Ownership Information Reports 

• When filing BOI reports with FinCEN, the proposed rule would require a reporting 
company to identify itself and report four pieces of information about each of its beneficial 
owners and company applicants: name, birthdate, address, and a unique identifying 
number from an acceptable identification document (and the image of such document). 

• If an individual provides his or her BOI to FinCEN, the individual can obtain a “FinCEN 
identifier,” which can then be provided to FinCEN in lieu of other required information 
about the individual. 

• The proposed regulations also include a voluntary mechanism to allow reporting of the 
Taxpayer Identification Number (TIN) for a beneficial owner or company applicant. 

Timing 

• Under the proposed rule, BOI report timing would depend on (1) when a reporting 
company was created or registered, and (2) whether the report at issue is an initial report, 
an updated report providing new information, or a report correcting erroneous information 
in a previous report. 

• Domestic reporting companies created before the effective date of the final regulation 
would have a year to file their initial reports; reporting companies created or registered 
after the effective date would have 14 days after their formation to file. The same deadlines 
would apply to existing and newly registered foreign reporting companies. 

• Reporting companies would have 30 days to file updates to their previously filed reports, 
and 14 days to correct inaccurate reports after they discover or should have discovered the 
reported information is inaccurate. 
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Next Steps 

• The comment period for the NPRM is open for sixty days until February 7, 2022. 

• The BOI reporting NPRM is one of three rulemakings planned to implement the CTA. 
FinCEN will engage in additional rulemakings to (1) establish rules for who may access 
BOI, for what purposes, and what safeguards will be required to ensure that the 
information is secured and protected; and (2) revise FinCEN’s customer due diligence rule 
following the promulgation of the BOI reporting final rule. 

• In addition, FinCEN is developing the infrastructure to administer these requirements, 
such as the beneficial ownership information technology system. 

What You Need to Do: 

This is obviously a companion article to the previous one. We encourage you to read this 
information as well prior to making your comment. 

FinCEN: Request for Information – Review of BSA Regulations and 
Guidance (December 14, 2021) 

Link 

https://www.fincen.gov/news/news-releases/fincen-seeks-comments-modernization-us-amlcft-
regulatory-regime 

Text 

FinCEN issued a request for information (RFI) seeking comments on ways to streamline, 
modernize, and update the anti-money laundering and countering the financing of terrorism 
(AML/CFT) regime of the United States. FinCEN is particularly interested in comments on ways 
to modernize risk-based AML/CFT regulations and guidance, issued pursuant to the Bank Secrecy 
Act (BSA) so that they, on a continuing basis, protect U.S. national security in a cost-effective and 
efficient manner. The RFI also supports FinCEN’s efforts to conduct a formal review of BSA 
regulations and related guidance, which is required by Section 6216 of the Anti-Money 
Laundering Act of 2020. FinCEN will report to Congress the findings of the review, including 
administrative and legislative recommendations. 

This formal review will help FinCEN ensure that BSA regulations and guidance continue to 
safeguard the U.S. financial system from threats to national security posed by various forms of 
financial crime, and that BSA reporting and recordkeeping requirements continue to be highly 
useful in countering financial crime. The formal review also will allow FinCEN to identify 
regulations and guidance that are outdated, redundant, or otherwise do not promote a risk-based 
AML/CFT compliance regime for financial institutions, or that do not conform with U.S. 
commitments to meet international AML/CFT standards. In consultation with specified 
stakeholders, FinCEN will make appropriate changes to regulations and guidance, as appropriate, 

https://www.fincen.gov/news/news-releases/fincen-seeks-comments-modernization-us-amlcft-regulatory-regime
https://www.fincen.gov/news/news-releases/fincen-seeks-comments-modernization-us-amlcft-regulatory-regime
https://www.federalregister.gov/documents/2021/12/15/2021-27081/review-of-bank-secrecy-act-regulations-and-guidance
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to improve their efficiency. In addition, the formal review will assist FinCEN in identifying 
recommendations for administrative and legislative changes. 

FinCEN strongly encourages all interested parties (including regulated entities; state, local, 
and Tribal governments; law enforcement; regulators; and other consumers of BSA data) to 
submit written comments, which will help inform FinCEN’s report to Congress. 

Comments should be submitted by February 14, 2022. 

What You Need to Do: 

If you wish to comment, you may wish to read the entire document prior to making those 
comments. As this will impact your jobs in the future, this is an important subject that is worthy 
of your attention. 

FinCEN: Financial Threat Analysis – Illicit Finance Threat Involving 
Wildlife Trafficking and Related Trends in BSA Data (December 20, 
2021) 

Link 

https://www.fincen.gov/news/news-releases/fincen-analysis-reveals-upward-trend-sars-
related-wildlife-trafficking 

Text 

The Financial Crimes Enforcement Network (FinCEN) released a Financial Threat Analysis 
on wildlife trafficking threat patterns and trend information identified in Bank Secrecy Act (BSA) 
data. The report aims to further inform efforts to combat wildlife trafficking and the associated 
movement of illicit proceeds, which are estimated to be between $7 and $23 billion per year and 
account for a quarter of all wildlife trade. 

Wildlife trafficking is a major transnational organized crime that fuels corruption, threatens 
biodiversity, damages fragile ecosystems, and can have a significant negative impact on public 
health and the economy. It involves the illicit trade of protected animals, animal parts, and 
derivatives thereof, including procurement, transport, and distribution, in violation of 
international or domestic law, and money laundering related to this activity. To move, hide, and 
launder their proceeds, wildlife traffickers exploit weaknesses in financial and non-financial 
sectors, enabling further wildlife crimes and damaging financial integrity. 

FinCEN’s analysis of wildlife trafficking-related Suspicious Activity Reports (SARs) indicates 
that wildlife trafficking is affecting the U.S. financial sector. Overall, wildlife trafficking-related 
SARs filed between January 2018 and October 2021 trended significantly up and SARs filed in 
2021 are on track to meet or exceed the amount of SARs filed in 2020 based on current trends. 

FinCEN is calling attention to this threat because of: 

https://www.fincen.gov/news/news-releases/fincen-analysis-reveals-upward-trend-sars-related-wildlife-trafficking
https://www.fincen.gov/news/news-releases/fincen-analysis-reveals-upward-trend-sars-related-wildlife-trafficking
https://www.fincen.gov/sites/default/files/2021-12/Financial_Threat_Analysis_IWT_FINAL%20508_122021.pdf
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(1) its strong association with corruption and transnational criminal organizations, two of 
FinCEN’s national anti-money laundering and countering the financing of terrorism priorities 
published in June 2021; 

(2) a need to enhance reporting and analysis of related illicit financial flows; and, 

(3) wildlife trafficking’s contribution to biodiversity loss, damage to fragile ecosystems, and the 
increased likelihood of spreading of zoonotic diseases. 

This report is issued pursuant to Section 6206 of the Anti-Money Laundering Act of 2020, 
which requires FinCEN to periodically publish threat pattern and trend information derived from 
SARs, and is another example of FinCEN’s increasing focus in this area. On November 18, 2021, 
FinCEN issued a Notice to call attention to an upward trend in environmental crimes and 
associated illicit financial activity. 

The Financial Threat Analysis, in its entirety, can be found using this link: 

https://www.fincen.gov/sites/default/files/2021-
12/Financial_Threat_Analysis_IWT_FINAL%20508_122021.pdf 

What You Need to Do: 

This was included solely for the purpose of completion confirmation. It is unlikely that this will 
impact your organization, however, please make the BSA officer aware of this pronouncement. 

 

https://www.fincen.gov/sites/default/files/shared/AML_CFT%20Priorities%20(June%2030%2C%202021).pdf
https://www.fincen.gov/sites/default/files/2021-11/FinCEN%20Environmental%20Crimes%20Notice%20508%20FINAL.pdf
https://www.fincen.gov/sites/default/files/2021-12/Financial_Threat_Analysis_IWT_FINAL%20508_122021.pdf
https://www.fincen.gov/sites/default/files/2021-12/Financial_Threat_Analysis_IWT_FINAL%20508_122021.pdf
https://www.fincen.gov/sites/default/files/2021-12/Financial_Threat_Analysis_IWT_FINAL%20508_122021.pdf
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Section 2: Community Reinvestment Act 

OCC: Bulletin 2021-50 – FAQs Regarding Notice of Proposed 
Rulemaking to Rescind the June 2020 CRA Rule (October 26, 2021) 

Link 

https://www.occ.gov/news-issuances/bulletins/2021/bulletin-2021-50.html 

Text 

The Office of the Comptroller of the Currency (OCC) issued responses to frequently asked 
questions (FAQ) about a notice of proposed rulemaking soliciting comments on the proposal to 
rescind the OCC’s Community Reinvestment Act (CRA) rule issued on June 5, 2020 (June 2020 
CRA rule). The notice, which was published in the Federal Register on September 17, 2021, 
proposes that the June 2020 CRA rule largely be replaced with the rules adopted jointly by the 
OCC, the Board of Governors of the Federal Reserve System, and the Federal Deposit Insurance 
Corporation in 1995, as revised. 

The FAQs provide information on the rulemaking process and the OCC’s consideration of 
potential CRA transition issues. 

The FAQs provide general information on the rulemaking process and timeline of events. The 
FAQs also address 

 the impact of the proposed rule on CRA bank type. 

 qualifying activities and the qualifying activity confirmation request system. 

 the transition period. 

 examination administration. 

 assessment areas. 

 targeted geographic areas. 

 strategic plans. 

 public comments. 

  

https://www.occ.gov/news-issuances/bulletins/2021/bulletin-2021-50.html
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Attachment to OCC Bulletin 2021-50 

Frequently Asked Questions Regarding Notice of Proposed Rulemaking to Rescind 
the OCC’s June 2020 CRA Rule 

These frequently asked questions (FAQ) relate to the Office of the Comptroller of the 
Currency’s (OCC) proposal to rescind and replace the Community Reinvestment Act (CRA) rule 
issued on June 5, 2020 (June 2020 CRA rule). The FAQs provide information on the rulemaking 
process and the OCC’s consideration of potential CRA issues during any transition from the June 
2020 CRA rule to a rule largely based on the rules adopted jointly by the OCC, the Board of 
Governors of the Federal Reserve System (Board), and the Federal Deposit Insurance Corporation 
(FDIC) in 1995, as revised (1995 rules). 

General 

1. What happens to the June 2020 CRA rule during the OCC’s rescind-and-replace 
rulemaking process? 

The June 2020 CRA rule and related guidance will continue to apply during the rescind-and 
replace rulemaking process unless and until the rule is replaced by a different final rule. OCC 
Bulletin 2020-99 provides information on the implementation of the June 2020 CRA rule. OCC 
Bulletin 2020-99 remains in effect during the rulemaking process. OCC Bulletin 2021-24 explains 
that the OCC will not object to national banks or federal savings associations (collectively, banks) 
suspending development of systems for, or other implementation of, provisions of the June 2020 
CRA rule with a compliance date of January 1, 2023, or January 1, 2024. Additionally, the OCC 
will not implement or rely on evaluation criteria in the June 2020 CRA rule pertaining to 
quantification of qualifying activities, assessment areas, general performance standards, data 
collection, record keeping, and reporting. 

 

2. Why did the OCC propose to rescind the June 2020 CRA rule and replace it with the 
1995 rules issued jointly by the agencies? 

Promoting fair access to financial services and treating customers fairly is fundamental to the 
OCC’s mission, and strong CRA regulations are key to meeting that mission. While the OCC’s 
June 2020 CRA rule took an important first step toward strengthening the 1995 CRA framework, 
more changes and improvements should be made for the following reasons: 

• Implementation of the June 2020 CRA rule revealed to the OCC some of the rule’s 
complexities and demonstrated where there were opportunities for improvement; 

• Implementation of the June 2020 CRA rule and responses to the December 2020 CRA 
notice of proposed rulemaking (NPR) made clear the extent of the burden associated with 
the data collection and reporting integral to the June 2020 CRA rule; and 

• The COVID-19 pandemic’s disproportionate effect on minorities and rural and low- to 
moderate-income communities provided further evidence of the need to better address the 
financial services needs of vulnerable communities coming out of the pandemic. 
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3. Does that mean the OCC will work with the other agencies on a modernized CRA 
final rule? 

Yes. The OCC, the Board, and the FDIC have issued a statement publicly acknowledging that 
they are committed to working together to strengthen and modernize the CRA regulations. 

Rulemaking Process and Timeline 

4. What is the process for issuing a rule? 

The OCC, as with all other federal agencies, must follow the Administrative Procedure Act 
when issuing a rule. Before issuing new rules or making changes to existing rules, agencies first 
publish NPRs in the Federal Register. NPRs request comments from the public on proposed 
changes. The public comment period typically lasts between 30 to 60 days. 

In the case of the OCC’s rescind-and-replace rulemaking process for the June 2020 CRA rule, 
OCC staff will consider the public comments and will make final determinations on how to 
proceed. The OCC will publish any final rule in the Federal Register with the date when the rule 
will take effect. The effective date is determined by statutory requirements. In most cases, the 
date is no sooner than 30 days after publication in the Federal Register and on the first day of a 
calendar quarter. 

 

5. What is the difference between an ANPR and an NPR? 

Before a formal rulemaking process begins, federal agencies may issue an advance notice of 
proposed rulemaking (ANPR) that precedes an NPR. For example, the OCC may issue an ANPR 
to solicit general comments and public input on an issue or area that may be the subject of a future 
NPR, as the Board did with its CRA ANPR in 2020. After reviewing the comments received on the 
ANPR, the OCC may then move forward with an NPR, which may be followed by a final rule. 

 

6. Why doesn’t the OCC know what the changes to the CRA rule will be if there is a 
published NPR? 

NPRs contain proposed changes and are not final rules. The Administrative Procedure Act 
generally requires that federal agencies consider, and respond to, public comments received in 
response to NPRs before agencies can issue final rules. 

OCC staff will follow this review process for the CRA rule. Because the NPR to rescind and 
replace the June 2020 CRA rule is outstanding, the OCC cannot predetermine how the review will 
proceed, including whether there will be a final rule and if so, what will be in it. 

 

7. What is the next step for the rescind-and-replace NPR? 

After considering public comments, the OCC will make final determinations on how to proceed. 
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8. How long is the public comment period? 

The comment period is for 45 days and closes on October 29, 2021. 

 

9. If the OCC issues a final rule to rescind and replace the June 2020 CRA rule, when 
would the rescission become effective? 

After reviewing public comments on the rescind-and-replace NPR and if the OCC proceeds 
with a final rule, the OCC would determine the effective date to rescind the June 2020 CRA rule. 

 

10. What is the OCC’s plan for changing references to the June 2020 CRA rule in related 
regulations or guidance? 

How would rescinding the June 2020 rule affect those regulations or guidance? The OCC would 
update guidance and propose to update references to the June 2020 CRA rule in related 
regulations as necessary. The OCC expects there to be minimal updates because much of the June 
2020 CRA rule has not yet become effective. 

Bank Type 

11. Does my bank type, for purposes of the CRA, change now that OCC has proposed to 
rescind the 2020 rule? 

Banks should refer to OCC Bulletin 2021-5 to determine bank type based on the June 2020 
CRA rule, which remains in effect unless and until a replacement rule is finalized and 
implemented. The OCC will consider any comments on this issue in response to the rescind-and-
replace NPR. 

Qualifying Activities 

12. Would the OCC qualified activity determinations made under the June 2020 CRA 
rule continue to apply if the OCC rescinds the June 2020 CRA rule? 

As indicated in the rescind-and-replace NPR’s preamble, under the proposal, an activity that 
meets the qualifying criteria on the date it is conducted would remain a qualifying activity for the 
bank that undertook the activity. This includes legally binding commitments to lend or invest in 
activities qualified at the time of the commitment. For banks or interested parties that received 
confirmation letters for qualifying activities under the June 2020 CRA rule, those letters would 
apply only while the June 2020 CRA rule is in effect. The OCC will consider any comments on this 
issue in response to the rescind-and-replace NPR. 

 

13. Would banks receive consideration for CRA qualifying activities approved by the 
OCC under the June 2020 CRA rule if their CRA examination happens after revised 
rules based on the 1995 rules were finalized? 

Under the proposed rule, activities that meet the qualifying criteria in 12 CFR 25.04 under 
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the June 2020 CRA rule would receive CRA consideration if the activity was originated, made, 
purchased, or conducted while the June 2020 CRA rule is in effect. The bank would receive this 
consideration regardless of the timing of their CRA examination, which covers the period of time 
that the activity was originated, made, purchased, or conducted. 

 

14. Will partial credit for certain qualifying activities continue to apply? 

Banks would receive partial credit for qualifying activities conducted while the June 2020 CRA 
rule is in effect. 

 

15. Would the rescission of the June 2020 CRA rule affect how the U.S. Small Business 
Administration’s Paycheck Protection Program loans are considered? 

Banks would receive consideration for Paycheck Protection Program loans based on when the 
activity was conducted and as explained in the FAQs attached to OCC Bulletin 2021-12. 

 

16. Will the OCC continue to consider activities in all federally declared disaster areas 
declared in 2020 and 2021? 

Under the proposal, activities in disaster areas that qualify under the June 2020 CRA rule at 
the time they are conducted would receive consideration in a bank’s CRA examination. The OCC 
will consider comments that it receives on disaster areas in response to the rescind-and-replace 
NPR. 

Qualifying Activity Confirmation Request System 

17. What will happen to the qualifying activity confirmation request system? 

The qualifying activity confirmation request system will continue to operate, and the OCC will 
continue to provide written confirmation on whether activities meet the qualifying activity criteria 
in 12 CFR 25.04, as long as the June 2020 CRA rule remains in effect. The OCC is considering 
whether to implement a qualifying activities confirmation process based on the community 
development (CD) definition in the 1995 rules, as interpreted through the Interagency CRA Q&As, 
while the OCC is working on the interagency CRA rulemaking process. 

Transition Period 

18. How should banks keep track of activities that qualify under the June 2020 CRA 
rule but would not qualify if the 1995 rules are reinstated? 

Under the proposal, the criteria in effect on the date the activity is made, purchased, or 
conducted would determine whether the activity qualifies for CRA consideration. Banks should 
retain information on the activity date and how the activity meets the criteria or definitions in the 
June 2020 CRA rule or 1995 rules, as applicable. 
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19. Will the OCC use the June 2020 CRA rule definitions and publish the lists of 
distressed or underserved census tracts, bank types, and the banking industry 
compensation amount until it takes further action on the proposal to rescind the June 
2020 CRA rule? 

Yes. Definitions and other provisions of the June 2020 CRA rule that were effective on October 
1, 2020 will remain in effect during the rescind-and-replace rulemaking process unless and until 
the rule is replaced by a final rule. 

Examination Administration 

20. Can a large bank under the 1995 rules that became an intermediate bank under the 
June 2020 CRA rule choose to be evaluated as a large bank for the period it was an 
intermediate bank? 

Yes. As explained in the Interagency CRA Q&As for the 1995 rules, a bank may elect to be 
assessed as a large bank if it optionally chose to collect and report large bank CRA data during 
the relevant period. This option is addressed by the June 2020 CRA rule in 12 CFR 25.42 in 
appendix C. 

Assessment Areas 

21. How will activities outside an assessment area be considered? 

Activities conducted outside a bank’s assessment area while the June 2020 CRA rule is in 
effect will be considered as set forth in that rule and in OCC Bulletin 2020-99. The OCC will 
consider comments that it receives on this issue in response to the rescind-and-replace NPR. 

Targeted Geographic Areas 

22. The June 2020 CRA rule includes target areas, such as Indian country or tribal and 
other native lands, where banks can receive credit for certain qualifying activities. If 
the June 2020 CRA rule is rescinded, how will activities outside an assessment area be 
considered? 

Banks will continue to receive consideration for activities that meet the criteria in 12 CFR 
25.04 and are conducted in the targeted areas identified in the June 2020 CRA rule while the June 
2020 CRA rule is in effect. The OCC will consider comments that it receives on this issue in 
response to the rescind-and-replace NPR. 

Strategic Plans 

23. Will banks operating under a strategic plan still get credit for target geographic 
market assessment areas? 

Activities conducted in any target geographic market assessment areas while the June 2020 
CRA rule is in effect will be considered as set forth in that rule and in OCC Bulletin 2020-99. The 
OCC indicates in the rescind-and-replace NPR’s preamble that the agency proposes to allow banks 
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to maintain any strategic plans approved under the June 2020 CRA rule and will not require these 
banks to amend their strategic plans. The OCC believes that permitting strategic plan banks to 
maintain their target market assessment areas is consistent with the 1995 rules and would cause 
the least disruption during the transition from the June 2020 CRA rule to a modernized 
interagency CRA final rule. The OCC will consider comments that it receives on this approach in 
response to the rescind-and-replace NPR. 

Public Comments 

24. How can the public express comments and communicate with the OCC regarding 
provisions of the June 2020 CRA rule that they would like the OCC to retain? 

Interested parties can submit comments on the rescind-and-replace NPR on the Federal 
eRulemaking Portal—Regulations.gov. Commenters also may submit comments via mail or hand 
delivery/courier. Refer to Federal Register vol. 86, no. 178, page 52026, for more information. 

Interested parties would have another opportunity to submit comments at such time as an 
interagency CRA rule may be proposed. 

 

25. Does the proposed rescission of the June 2020 rule affect the OCC’s processing of 
bank licensing applications? 

The proposed rescission of the June 2020 CRA rule would not change the OCC’s process for 
accepting and considering comments on bank licensing applications. That process is the same for 
the June 2020 CRA rule as for the 1995 rules. 

What You Need to Do: 

These questions and answers only relate to OCC institutions. If you are not an OCC bank, you 
may ignore this section. If you are an OCC bank, you need to consider these 25 questions carefully 
prior to your next CRA examination 

FFIEC: 2021 CRA Data Entry Software Release 2 (November 22, 
2021) 

Link 

https://www.ffiec.gov/software/software.htm 

Text 

Version 2021 for the CY 2021 CRA data due March 1, 2022 is now available. Each software 
version is year-specific (i.e. 2020 reporting requires 2020 CRA DES and not 2021 CRA DES). 

https://www.ffiec.gov/software/software.htm
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The software must be installed locally on a hard disk; it is NOT network compatible. 

What You Need to Do: 

Most attendees will not have to report using the software. If you do have to report, please read 
the information carefully so that you report correctly in 2022. 

OCC: Final Rule to Rescind 2020 CRA Rule (December 14, 2021) 

Link 

https://www.occ.gov/news-issuances/news-releases/2021/nr-occ-2021-133a.pdf 

Summary 

The Comptroller of the Currency adopted a final Community Reinvestment Act (CRA) rule 
that is based largely on the 1995 CRA rules, as revised, that were issued by the Office of the 
Comptroller of the Currency (OCC), Board of Governors of the Federal Reserve System (FRB), and 
Federal Deposit Insurance Corporation (FDIC). 

This final rule applies to national banks and savings associations. This action rescinds the 
CRA final rule published by the OCC on June 5, 2020, and facilitates the OCC’s planned future 
issuance of updated interagency CRA rules with the FRB and FDIC. 

This final rule is effective on January 1, 2022. 

The compliance date for §§ 25.43 and 25.44 is April 1, 2022. 

The compliance date for the remainder of the rule is January 1, 2022. 

The remainder of the Final Rule is available using the link provided above. 

What You Need to Do: 

This is simply the final confirmation of what they discussed earlier. Only OCC institutions will 
care about this change. We strongly recommend you discuss the CRA situation with your 
examiners prior to your next CRA exam. 

  

https://www.occ.gov/news-issuances/news-releases/2021/nr-occ-2021-133a.pdf
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FDIC, FRB: Annual Asset-Size Thresholds (December 16, 2021) 

Links 

FDIC: https://www.fdic.gov/news/press-releases/2021/pr21104.html 

FRB: https://www.federalreserve.gov/newsevents/pressreleases/bcreg20211216a.htm 

Federal Register notice: https://www.govinfo.gov/content/pkg/FR-2021-12-20/pdf/2021-
27439.pdf 

Text 

The Federal Reserve Board and the Federal Deposit Insurance Corporation announced the 
2022 updated asset-size thresholds used to define "small bank" and "intermediate small bank" 
under their Community Reinvestment Act (CRA) regulations. 

Annual adjustments to these asset-size thresholds are based on the average change in the 
Consumer Price Index for Urban Wage Earners and Clerical Workers (CPI-W), which is a measure 
of inflation. 

As a result of the 4.73 percent increase in the CPI-W for the period ending in November 2021, 
the definitions of small and intermediate small banks for CRA examinations will change as 
follows: 

• Small bank means an institution that, as of December 31 of either of the prior two calendar 
years, had assets of less than $1.384 billion. 

• Intermediate small bank means a small institution with assets of at least $346 million as 
of December 31 of both of the prior two calendar years and less than $1.384 billion as of 
December 31 of either of the prior two calendar years. 

The CRA regulations establish the framework and criteria by which the relevant agencies 
assess a financial institution's record of helping to meet the credit needs of its community, 
including low- and moderate-income neighborhoods, consistent with safe and sound operations. 
Financial institutions are evaluated under different CRA examination procedures based upon 
their asset-size classification. For example, banks meeting the small and intermediate small bank 
asset-size thresholds are not subject to the reporting requirements applicable to large banks 
unless they choose to be evaluated as a large bank. 

These asset-size thresholds are effective January 1, 2022. 

What You Need to Do: 

CRA limits are different for non-OCC institutions. The information is included above. Changes 
need to be made to your policies, procedures, and training reflecting these new amounts. Also, 
please double check to assure that your CRA category has not changed. 

  

https://www.fdic.gov/news/press-releases/2021/pr21104.html
https://www.federalreserve.gov/newsevents/pressreleases/bcreg20211216a.htm
https://www.govinfo.gov/content/pkg/FR-2021-12-20/pdf/2021-27439.pdf
https://www.govinfo.gov/content/pkg/FR-2021-12-20/pdf/2021-27439.pdf
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FFIEC, FDIC, OCC: 2020 Small Business, Small Farm, and 
Community Development Lending Data (December 21, 2021) 

Links 

FFIEC: https://www.ffiec.gov/press/pr122121.htm 

FDIC: https://www.fdic.gov/news/press-releases/2021/pr21105.html 

OCC: https://www.occ.gov/news-issuances/news-releases/2021/nr-ia-2021-141.html 

Text 

The Federal Reserve Board, the Federal Deposit Insurance Corporation, and the Office of the 
Comptroller of the Currency, members of the Federal Financial Institutions Examination Council 
(FFIEC), today released data on small business, small farm, and community development lending 
during 2020. 

The Community Reinvestment Act regulations require the agencies to annually disclose these 
data. The FFIEC also prepared aggregate disclosure statements of small business and small farm 
lending for all metropolitan statistical areas and non-metropolitan counties in the United States 
and its territories. 

 

Findings from Analysis of Nationwide Summary Statistics for 2020 Community 
Reinvestment Act Data Fact Sheet 

This analysis is based on 2020 data compiled by the three Federal banking agency members 
of the Federal Financial Institutions Examination Council (FFIEC) with Community 
Reinvestment Act (CRA) responsibilities — the Board of Governors of the Federal Reserve System, 
the Federal Deposit Insurance Corporation, and the Office of the Comptroller of the Currency. 
This analysis was conducted using data compiled for institutions reporting under the CRA 
regulations. Background The CRA is intended to encourage federally insured commercial banks 
and savings associations (savings and loan associations and savings banks) to help meet the credit 
needs of the local communities in which they are chartered. The regulations that implement the 
CRA require commercial banks and savings associations with total assets of approximately $1 
billion or more to collect and report data regarding their small business and small farm lending 
and community development lending. The mandatory reporting threshold adjusts annually based 
on changes to the Consumer Price Index and for 2020 was $1.305 billion. 

The small business and small farm lending data reported under the CRA regulations provide 
useful information about such lending, but they are less comprehensive than the data reported on 
home mortgage lending under the Home Mortgage Disclosure Act. For example, the CRA data: 

• include information on loans originated or purchased, but not on applications denied; 
• indicate whether a loan is extended to a borrower with annual revenues of $1 million or 

less, but the data do not include demographic information about the applicant; and 
• are aggregated into three categories based on loan size and reported at the census tract 

level, rather than loan-by-loan. 

https://www.ffiec.gov/press/pr122121.htm
https://www.fdic.gov/news/press-releases/2021/pr21105.html
https://www.occ.gov/news-issuances/news-releases/2021/nr-ia-2021-141.html
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Interpreting the CRA data can be challenging. For example, lending institutions are asked to 
report the geographic location of the loan. If the proceeds of a small business loan are used in more 
than one location, the institution can record the loan location as either the address of the 
borrower’s business headquarters or the location where the greatest portion of the proceeds are 
applied, as indicated by the borrower. However, these locations may have different socioeconomic 
characteristics. 

Further, although the CRA data provide information on extensions of credit in a geographic 
area, they do not indicate the amount or nature of the overall demand for credit in that area. 
Consequently, caution should be used in drawing conclusions from analyses using only CRA data, 
as differences in loan volume across areas may reflect differences in local demand for credit. 
Indeed, CRA performance assessments by the supervisory agencies focus on evaluating the 
volume and distribution of lending in the context of local credit needs. 

Finally, the CRA small business and small farm lending data reported each year cover only a 
portion of the credit extended to small businesses and small farms. Banks and savings 
associations that do not report CRA data and nonbank institutions not covered by the CRA, such 
as commercial finance companies, also extend such loans. 

 

General Description of the 2020 CRA Small Business and Small Farm Loan Data 
(tables omitted) 

For 2020, a total of 687 lenders reported data about originations and purchases of small loans 
(loans with original amounts of $1 million or less) to businesses and farms, representing a 1.2 
percent decrease from the 695 lenders reporting data for 2019 (see Table 1). Of the 687 institutions 
reporting 2020 data, 124 had assets below the mandatory reporting threshold and reported either 
voluntarily or because they elected to be evaluated as a “large” institution during CRA 
examinations. 

Small business and small farm lending reported in the CRA data covers a significant share of 
small business and small farm lending by all commercial banks and savings associations. Analysis 
of data from Consolidated Reports of Condition and Income indicates that CRA reporters account 
for about 75 percent of small business loans outstanding (by dollars) and about 32 percent of small 
farm loans outstanding (by dollars) at bank and thrift institutions (see Table 1). Larger 
institutions account for most of the reported lending. During 2020, banks and thrifts with assets 
of $1.305 billion or more (as of December 31, 2019) accounted for 98.3 percent (by dollars) of 
reported small business loan originations (see Table 3). The very largest institutions – 139 
reporters with assets of $10 billion or more – accounted for about 71 percent of CRA reported small 
business loans originated in 2020 (by dollar volume, not shown in tables) 

In the aggregate, about 8.4 million small business loans (originations and purchases) totaling 
nearly $461.8 billion were reported in 2020 (see Table 1). The total number of loans increased by 
9.7 percent, while the number of loans originated increased by 10.9 percent relative to 2019. The 
dollar amount of small business loans originated increased by 78.7 percent. The large increase in 
total number of loans originated, and the especially large increase in the total amount of small 
business loans originated is largely due to lending from the Paycheck Protection Program (PPP). 
Regarding small farm loans, the number of originations decreased by about 1.7 percent and the 
dollar amount increased by 7.9 percent in 2020 from 2019. 

The CRA data provide information about the size of small business and small farm loans. For 
small business loans, the maximum loan size reported is $1 million; for small farm loans, the 
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maximum is $500,000. Measured by number of loan originations, about 87.5 percent of the small 
business loans and 78.1 percent of the small farm loans originated in 2020 were for amounts under 
$100,000 (see Table 2). The distribution differs for the dollar amount of loans originated; about 
32.1 percent of the small business loan dollars and about 28 percent of the small farm loan dollars 
were extended through loans of less than $100,000 (see Table 2). 

 

Loans to Smaller Businesses and Farms 

The CRA data include information about loans to businesses or farms with revenues of $1 
million or less. Overall, about 40.7 percent of the number of reported small business loan 
originations (about 25.5 percent measured by dollar amount of loans) and 56.3 percent of the 
number of reported small farm loan originations (about 66.3 percent measured by dollar amount 
of loans) were extended to farms with revenues of $1 million or less (see Table 2). 

 

The Geographic Distribution of Small Business and Small Farm Lending 

The availability of information about the geographic location of businesses and farms receiving 
credit provides an opportunity to examine the distribution of small business and small farm 
lending across areas grouped by socioeconomic and demographic characteristics. Information on 
the distribution of businesses and population provides some context within which to view these 
distributions. 

CRA performance assessments include an analysis of the distribution of small business and 
small farm loans (of all types) across census tracts grouped into four relative income categories: 
low-, moderate-, middle-, and upper-income. Overall, the distribution of the number (see Table 
4.1) and the dollar amounts (see Table 4.2) of small business loans across these categories largely 
parallels the distribution of population and businesses across these four income groups, although 
lending activity in upper-income areas exceeds the share of businesses and population in such 
areas. For example, low-income census tracts include about 7 and 5 percent of the population and 
businesses respectively, and accounted for about 5 percent of the number and 6 percent of the 
total dollar amount of small business loans in 2020. Upper-income census tracts include about 28 
percent of the population and about 36 percent of the businesses, and had about 39 percent of the 
number and 37 percent of the total dollar amount of small business loans in 2020. The share of 
reported loans by dollar amount going to upper income tracts has been similar in previous years 
(see Table 4.2). 

Analysis of the CRA data shows that small business loans are heavily concentrated in cities 
and their suburban outliers, as are the bulk of the U.S. population and the number of businesses 
(see Tables 4.1 and 4.2). The majority of small farm loans were extended to farms located in rural 
areas (see Tables 4.3 and 4.4). 

 

Community Development Lending 

Institutions reporting CRA data disclose the number and dollar amount of their community 
development loans. Among the 687 institutions reporting for 2020, 621 institutions reported 
community development lending activity (see Table 5). As in previous years, in 2020, lenders with 
assets that met or exceeded the mandatory reporting threshold ($1.305 billion in 2020) extended 
the vast majority of reported community development loans. Overall, all lenders reported over 
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$169 billion in community development loans in 2020, a 52 percent increase from the amount 
reported in 2019. This large increase is also attributable to PPP lending as many of the PPP loans 
that did not meet the size requirements of reportable small business loans met the qualifications 
for reporting as community development lending. 

What You Need to Do: 

This information is provided only as additional CRA background data. 

OCC: CRA Asset-Size Threshold Adjustment (December 30, 2021) 

Link 

https://www.occ.gov/news-issuances/bulletins/2021/bulletin-2021-67.html 

Text 

The Office of the Comptroller of the Currency (OCC) announces revisions to the asset-size 
threshold amounts used to define “small bank or savings association” and “intermediate small 
bank or savings association” under the Community Reinvestment Act (CRA) regulations. The 
thresholds—which apply to any national bank, federal savings association, or state savings 
association (collectively, bank)—become effective January 1, 2022. This bulletin adjusts the 
threshold amounts based on the annual percentage change in a measure of the consumer price 
index and updates the thresholds included in the OCC’s 2021 CRA final rule. 

Highlights 

Beginning January 1, 2022, a bank that, as of December 31 of either of the prior two calendar 
years, had assets of less than $1.384 billion is a “small bank or savings association” under the 
CRA regulations. A “small bank or savings association” with assets of at least $346 million as of 
December 31 of both of the prior two calendar years and less than $1.384 billion as of December 
31 of either of the prior two calendar years is an “intermediate small bank or savings association” 
under the CRA regulations. 

Background 

On June 5, 2020, the OCC issued a final rule that included revisions to asset thresholds (June 
2020 rule). Accordingly, for calendar year 2021, the June 2020 rule defined a “small bank” as an 
institution with assets of $600 million or less in four of the previous five calendar quarters. An 
institution that exceeded the “small bank” threshold and had $2.5 billion or less in four of the 
previous five calendar quarters was an “intermediate bank” (12 CFR 25.03 (2020)). 

On December 15, 2021, the OCC published a final rule to rescind the June 2020 rule and 
replaced it with a rule based on those adopted jointly by the federal banking agencies in 1995, as 
amended (2021 final rule). This 2021 final rule becomes effective on January 1, 2022. 

https://www.occ.gov/news-issuances/bulletins/2021/bulletin-2021-67.html
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The 2021 final rule provides that banks are evaluated under different CRA examination 
procedures based on their asset-size threshold amounts. The OCC is required to publish annual 
adjustments to the asset-size thresholds based on the year-to-year change in the average of the 
Consumer Price Index for Urban Wage Earners and Clerical Workers (CPI-W), not seasonally 
adjusted, for each 12-month period ending in November, with rounding to the nearest million (12 
CFR 25.12(u)(2)). The 2021 final rule includes the asset-size thresholds issued by the Board of 
Governors of the Federal Reserve System and the Federal Deposit Insurance Corporation on 
December 17, 2020, effective January 1, 2021. 

During the period ending November 2021, the CPI-W increased by 4.73 percent. Because of 
the CPI-W increase and the issuance of the 2021 final rule, the OCC has adjusted the dollar 
thresholds detailed in 12 CFR 25.12(u)(1) to reflect the increased CPI-W. Beginning January 1, 
2022, a bank that, as of December 31 of either of the prior two calendar years, had assets of less 
than $1.384 billion is a “small bank or savings association.” A “small bank or savings association” 
with assets of at least $346 million as of December 31 of both of the prior two calendar years and 
less than $1.384 billion as of December 31 of either of the prior two calendar years is an 
“intermediate small bank or savings association.” 

For further information about how these revised asset-size thresholds are applied, visit the 
CRA page on the Federal Financial Institutions Examination Council's website. 

What You Need to Do 

This information is pertinent only to OCC institutions, and represents the new asset levels for 
CRA for 2022. 

 

https://www.ffiec.gov/cra/
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Section 3: Safeguarding Customer Information 

FTC: Final Rule – Standards for Safeguarding Customer Information 
(December 9, 2021) 

Link 

https://www.federalregister.gov/documents/2021/12/09/2021-25736/standards-for-
safeguarding-customer-information 

Summary 

The Federal Trade Commission (“FTC” or “Commission”) is issuing a final rule (“Final Rule”) 
to amend the Standards for Safeguarding Customer Information (“Safeguards Rule” or “Rule”). 
The Final Rule contains five main modifications to the existing Rule. 

First, it adds provisions designed to provide covered financial institutions with more guidance 
on how to develop and implement specific aspects of an overall information security program, such 
as access controls, authentication, and encryption. 

Second, it adds provisions designed to improve the accountability of financial institutions' 
information security programs, such as by requiring periodic reports to boards of directors or 
governing bodies. 

Third, it exempts financial institutions that collect less customer information from certain 
requirements. 

Fourth, it expands the definition of “financial institution” to include entities engaged in 
activities the Federal Reserve Board determines to be incidental to financial activities. This 
change adds “finders”—companies that bring together buyers and sellers of a product or service—
within the scope of the Rule. 

Finally, the Final Rule defines several terms and provides related examples in the Rule itself 
rather than incorporates them from the Privacy of Consumer Financial Information Rule 
(“Privacy Rule”). 

This rule is effective January 10, 2022. However, the provisions set forth in § 314.5 are 
applicable beginning December 9, 2022. 

  

https://www.federalregister.gov/documents/2021/12/09/2021-25736/standards-for-safeguarding-customer-information
https://www.federalregister.gov/documents/2021/12/09/2021-25736/standards-for-safeguarding-customer-information
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Regulatory Text 

PART 314 – Standards for Safeguarding Customer Information 

§ 314.1 Purpose and scope. 

* * * * * 

(b) Scope. This part applies to the handling of customer information by all financial institutions 
over which the Federal Trade Commission (‘‘FTC’’ or ‘‘Commission’’) has jurisdiction. Namely, 
this part applies to those ‘‘financial institutions’’ over which the Commission has rulemaking 
authority pursuant to section 501(b) of the Gramm-Leach-Bliley Act. An entity is a ‘‘financial 
institution’’ if its business is engaging in an activity that is financial in nature or incidental to 
such financial activities as described in section 4(k) of the Bank Holding Company Act of 1956, 
12 U.S.C. 1843(k), which incorporates activities enumerated by the Federal Reserve Board in 
12 CFR 225.28 and 225.86. The ‘‘financial institutions’’ subject to the Commission’s 
enforcement authority are those that are not otherwise subject to the enforcement authority 
of another regulator under section 505 of the Gramm-Leach-Bliley Act, 15 U.S.C. 6805. More 
specifically, those entities include, but are not limited to, mortgage lenders, ‘‘pay day’’ lenders, 
finance companies, mortgage brokers, account servicers, check cashers, wire transferors, 
travel agencies operated in connection with financial services, collection agencies, credit 
counselors and other financial advisors, tax preparation firms, non-federally insured credit 
unions, investment advisors that are not required to register with the Securities and Exchange 
Commission, and entities acting as finders. They are referred to in this part as ‘‘You.’’ This 
part applies to all customer information in your possession, regardless of whether such 
information pertains to individuals with whom you have a customer relationship, or pertains 
to the customers of other financial institutions that have provided such information to you. 

 

§ 314.2 Definitions. 

(a) Authorized user means any employee, contractor, agent, customer, or other person that is 
authorized to access any of your information systems or data. 

(b) 

(1) Consumer means an individual who obtains or has obtained a financial product or service 
from you that is to be used primarily for personal, family, or household purposes, or that 
individual’s legal representative. 

(2) For example: 

(i) An individual who applies to you for credit for personal, family, or household purposes 
is a consumer of a financial service, regardless of whether the credit is extended. 

(ii) An individual who provides nonpublic personal information to you in order to obtain a 
determination about whether he or she may qualify for a loan to be used primarily for 
personal, family, or household purposes is a consumer of a financial service, regardless 
of whether the loan is extended. 

(iii) An individual who provides nonpublic personal information to you in connection with 
obtaining or seeking to obtain financial, investment, or economic advisory services is a 
consumer, regardless of whether you establish a continuing advisory relationship. 
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(iv) If you hold ownership or servicing rights to an individual’s loan that is used primarily 
for personal, family, or household purposes, the individual is your consumer, even if 
you hold those rights in conjunction with one or more other institutions. (The individual 
is also a consumer with respect to the other financial institutions involved.) An 
individual who has a loan in which you have ownership or servicing rights is your 
consumer, even if you, or another institution with those rights, hire an agent to collect 
on the loan. 

(v) An individual who is a consumer of another financial institution is not your consumer 
solely because you act as agent for, or provide processing or other services to, that 
financial institution. 

(vi) An individual is not your consumer solely because he or she has designated you as 
trustee for a trust. 

(vii) An individual is not your consumer solely because he or she is a beneficiary of a trust 
for which you are a trustee. 

(viii) An individual is not your consumer solely because he or she is a participant or a 
beneficiary of an employee benefit plan that you sponsor or for which you act as a 
trustee or fiduciary. 

(c) Customer means a consumer who has a customer relationship with you. 

(d) Customer information means any record containing nonpublic personal information about 
a customer of a financial institution, whether in paper, electronic, or other form, that is 
handled or maintained by or on behalf of you or your affiliates. 

(e) 

(1) Customer relationship means a continuing relationship between a consumer and you 
under which you provide one or more financial products or services to the consumer that 
are to be used primarily for personal, family, or household purposes. 

(2) For example: 

(i) Continuing relationship. A consumer has a continuing relationship with you if the 
consumer: 

(A) Has a credit or investment account with you; 

(B) Obtains a loan from you; 

(C) Purchases an insurance product from you; 

(D) Holds an investment product through you, such as when you act as a custodian for 
securities or for assets in an Individual Retirement Arrangement; 

(E) Enters into an agreement or understanding with you whereby you undertake to 
arrange or broker a home mortgage loan, or credit to purchase a vehicle, for the 
consumer; 

(F) Enters into a lease of personal property on a non-operating basis with you; 

(G) Obtains financial, investment, or economic advisory services from you for a fee; 
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(H) Becomes your client for the purpose of obtaining tax preparation or credit 
counseling services from you; 

(I) Obtains career counseling while seeking employment with a financial institution or 
the finance, accounting, or audit department of any company (or while employed by 
such a financial institution or department of any company); 

(J) Is obligated on an account that you purchase from another financial institution, 
regardless of whether the account is in default when purchased, unless you do not 
locate the consumer or attempt to collect any amount from the consumer on the 
account; 

(K) Obtains real estate settlement services from you; or 

(L) Has a loan for which you own the servicing rights. 

(ii) No continuing relationship. A consumer does not, however, have a continuing 
relationship with you if: 

(A) The consumer obtains a financial product or service from you only in isolated 
transactions, such as using your ATM to withdraw cash from an account at another 
financial institution; purchasing a money order from you; cashing a check with you; 
or making a wire transfer through you; 

(B) You sell the consumer’s loan and do not retain the rights to service that loan; 

(C) You sell the consumer airline tickets, travel insurance, or traveler’s checks in 
isolated transactions; 

(D) The consumer obtains one-time personal or real property appraisal services from 
you; or 

(E) The consumer purchases checks for a personal checking account from you. 

(f) Encryption means the transformation of data into a form that results in a low probability of 
assigning meaning without the use of a protective process or key, consistent with current 
cryptographic standards and accompanied by appropriate safeguards for cryptographic key 
material. 

(g) 

(1) Financial product or service means any product or service that a financial holding 
company could offer by engaging in a financial activity under section 4(k) of the Bank 
Holding Company Act of 1956 (12 U.S.C. 1843(k)). 

(2) Financial service includes your evaluation or brokerage of information that you collect 
in connection with a request or an application from a consumer for a financial product or 
service. 

(h) 

(1) Financial institution means any institution the business of which is engaging in an 
activity that is financial in nature or incidental to such financial activities as described in 
section 4(k) of the Bank Holding Company Act of 1956, 12 U.S.C. 1843(k). An institution 
that is significantly engaged in financial activities, or significantly engaged in activities 
incidental to such financial activities, is a financial institution. 
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(2) Examples of financial institutions are as follows: 

(i) A retailer that extends credit by issuing its own credit card directly to consumers is a 
financial institution because extending credit is a financial activity listed in 12 CFR 
225.28(b)(1) and referenced in section 4(k)(4)(F) of the Bank Holding Company Act of 
1956 (12 U.S.C. 1843(k)(4)(F)), and issuing that extension of credit through a 
proprietary credit card demonstrates that a retailer is significantly engaged in 
extending credit. 

(ii) An automobile dealership that, as a usual part of its business, leases automobiles on a 
nonoperating basis for longer than 90 days is a financial institution with respect to its 
leasing business because leasing personal property on a nonoperating basis where the 
initial term of the lease is at least 90 days is a financial activity listed in 12 CFR 
225.28(b)(3) and referenced in section 4(k)(4)(F) of the Bank Holding Company Act, 12 
U.S.C. 1843(k)(4)(F). 

(iii) A personal property or real estate appraiser is a financial institution because real and 
personal property appraisal is a financial activity listed in 12 CFR 225.28(b)(2)(i) and 
referenced in section 4(k)(4)(F) of the Bank Holding Company Act, 12 U.S.C. 
1843(k)(4)(F). 

(iv) A career counselor that specializes in providing career counseling services to 
individuals currently employed by or recently displaced from a financial organization, 
individuals who are seeking employment with a financial organization, or individuals 
who are currently employed by or seeking placement with the finance, accounting or 
audit departments of any company is a financial institution because such career 
counseling activities are financial activities listed in 12 CFR 225.28(b)(9)(iii) and 
referenced in section 4(k)(4)(F) of the Bank Holding Company Act, 12 U.S.C. 
1843(k)(4)(F). 

(v) A business that prints and sells checks for consumers, either as its sole business or as 
one of its product lines, is a financial institution because printing and selling checks is 
a financial activity that is listed in 12 CFR 225.28(b)(10)(ii) and referenced in section 
4(k)(4)(F) of the Bank Holding Company Act, 12 U.S.C. 1843(k)(4)(F). 

(vi) A business that regularly wires money to and from consumers is a financial institution 
because transferring money is a financial activity referenced in section 4(k)(4)(A) of the 
Bank Holding Company Act, 12 U.S.C. 1843(k)(4)(A), and regularly providing that 
service demonstrates that the business is significantly engaged in that activity. 

(vii) A check cashing business is a financial institution because cashing a check is 
exchanging money, which is a financial activity listed in section 4(k)(4)(A) of the Bank 
Holding Company Act, 12 U.S.C. 1843(k)(4)(A). 

(viii) An accountant or other tax preparation service that is in the business of completing 
income tax returns is a financial institution because tax preparation services is a 
financial activity listed in 12 CFR 225.28(b)(6)(vi) and referenced in section 4(k)(4)(G) 
of the Bank Holding Company Act, 12 U.S.C. 1843(k)(4)(G). 

(ix) A business that operates a travel agency in connection with financial services is a 
financial institution because operating a travel agency in connection with financial 
services is a financial activity listed in 12 CFR 225.86(b)(2) and referenced in section 
4(k)(4)(G) of the Bank Holding Company Act, 12 U.S.C. 1843(k)(4)(G). 
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(x) An entity that provides real estate settlement services is a financial institution because 
providing real estate settlement services is a financial activity listed in 12 CFR 
225.28(b)(2)(viii) and referenced in section 4(k)(4)(F) of the Bank Holding Company Act, 
12 U.S.C. 1843(k)(4)(F). 

(xi) A mortgage broker is a financial institution because brokering loans is a financial 
activity listed in 12 CFR 225.28(b)(1) and referenced in section 4(k)(4)(F) of the Bank 
Holding Company Act, 12 U.S.C. 1843(k)(4)(F). 

(xii) An investment advisory company and a credit counseling service are each financial 
institutions because providing financial and investment advisory services are financial 
activities referenced in section 4(k)(4)(C) of the Bank Holding Company Act, 12 U.S.C. 
1843(k)(4)(C). 

(xiii) A company acting as a finder in bringing together one or more buyers and sellers of 
any product or service for transactions that the parties themselves negotiate and 
consummate is a financial institution because acting as a finder is an activity that is 
financial in nature or incidental to a financial activity listed in 12 CFR 225.86(d)(1). 

(3) Financial institution does not include: 

(i) Any person or entity with respect to any financial activity that is subject to the 
jurisdiction of the Commodity Futures Trading Commission under the Commodity 
Exchange Act (7 U.S.C. 1 et seq.); 

(ii) The Federal Agricultural Mortgage Corporation or any entity chartered and operating 
under the Farm Credit Act of 1971 (12 U.S.C. 2001 et seq.); 

(iii) Institutions chartered by Congress specifically to engage in securitizations, secondary 
market sales (including sales of servicing rights) or similar transactions related to a 
transaction of a consumer, as long as such institutions do not sell or transfer nonpublic 
personal information to a nonaffiliated third party other than as permitted by §§ 313.14 
and 313.15; or 

(iv) Entities that engage in financial activities but that are not significantly engaged in 
those financial activities, and entities that engage in activities incidental to financial 
activities but that are not significantly engaged in activities incidental to financial 
activities. 

(4) Examples of entities that are not significantly engaged in financial activities are as follows: 

(i) A retailer is not a financial institution if its only means of extending credit are occasional 
‘‘lay away’’ and deferred payment plans or accepting payment by means of credit cards 
issued by others. 

(ii) A retailer is not a financial institution merely because it accepts payment in the form 
of cash, checks, or credit cards that it did not issue. 

(iii) A merchant is not a financial institution merely because it allows an individual to ‘‘run 
a tab.’’ 

(iv) A grocery store is not a financial institution merely because it allows individuals to 
whom it sells groceries to cash a check, or write a check for a higher amount than the 
grocery purchase and obtain cash in return. 
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(i) Information security program means the administrative, technical, or physical safeguards 
you use to access, collect, distribute, process, protect, store, use, transmit, dispose of, or 
otherwise handle customer information. 

(j) Information system means a discrete set of electronic information resources organized for 
the collection, processing, maintenance, use, sharing, dissemination or disposition of electronic 
information containing customer information or connected to a system containing customer 
information, as well as any specialized system such as industrial/process controls systems, 
telephone switching and private branch exchange systems, and environmental controls 
systems that contains customer information or that is connected to a system that contains 
customer information. 

(k) Multi-factor authentication means authentication through verification of at least two of the 
following types of authentication factors: 

(1) Knowledge factors, such as a password; 

(2) Possession factors, such as a token; or (3) Inherence factors, such as biometric 
characteristics. 

(l) 

(1) Nonpublic personal information means: 

(i) Personally identifiable financial information; and 

(ii) Any list, description, or other grouping of consumers (and publicly available 
information pertaining to them) that is derived using any personally identifiable 
financial information that is not publicly available. 

(2) Nonpublic personal information does not include: 

(i) Publicly available information, except as included on a list described in paragraph 
(l)(1)(ii) of this section; or 

(ii) Any list, description, or other grouping of consumers (and publicly available 
information pertaining to them) that is derived without using any personally 
identifiable financial information that is not publicly available. 

(3) For example: 

(i) Nonpublic personal information includes any list of individuals’ names and street 
addresses that is derived in whole or in part using personally identifiable financial 
information (that is not publicly available), such as account numbers. 

(ii) Nonpublic personal information does not include any list of individuals’ names and 
addresses that contains only publicly available information, is not derived, in whole or 
in part, using personally identifiable financial information that is not publicly 
available, and is not disclosed in a manner that indicates that any of the individuals on 
the list is a consumer of a financial institution. 

(m) Penetration testing means a test methodology in which assessors attempt to circumvent or 
defeat the security features of an information system by attempting penetration of databases 
or controls from outside or inside your information systems. 
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(n) 

(1) Personally identifiable financial information means any information: (i) A consumer 
provides to you to obtain a financial product or service from you; (ii) About a consumer 
resulting from any transaction involving a financial product or service between you and a 
consumer; or (iii) You otherwise obtain about a consumer in connection with providing a 
financial product or service to that consumer. 

(2) For example: 

(i) Information included. Personally identifiable financial information includes: 

(A) Information a consumer provides to you on an application to obtain a loan, credit 
card, or other financial product or service; 

(B) Account balance information, payment history, overdraft history, and credit or debit 
card purchase information; 

(C) The fact that an individual is or has been one of your customers or has obtained a 
financial product or service from you; 

(D) Any information about your consumer if it is disclosed in a manner that indicates 
that the individual is or has been your consumer; 

(E) Any information that a consumer provides to you or that you or your agent 
otherwise obtain in connection with collecting on, or servicing, a credit account; 

(F) Any information you collect through an internet ‘‘cookie’’ (an information collecting 
device from a web server); and 

(G) Information from a consumer report. 

(ii) Information not included. Personally identifiable financial information does not 
include: 

(A) A list of names and addresses of customers of an entity that is not a financial 
institution; and 

(B) Information that does not identify a consumer, such as aggregate information or 
blind data that does not contain personal identifiers such as account numbers, 
names, or addresses. 

(o) 

(1) Publicly available information means any information that you have a reasonable basis 
to believe is lawfully made available to the general public from: 

(i) Federal, State, or local government records; 

(ii) Widely distributed media; or 

(iii) Disclosures to the general public that are required to be made by Federal, State, or 
local law. 

(2) You have a reasonable basis to believe that information is lawfully made available to the 
general public if you have taken steps to determine: 
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(i) That the information is of the type that is available to the general public; and 

(ii) Whether an individual can direct that the information not be made available to the 
general public and, if so, that your consumer has not done so. 

(3) For example: 

(i) Government records. Publicly available information in government records includes 
information in government real estate records and security interest filings. 

(ii) Widely distributed media. Publicly available information from widely distributed 
media includes information from a telephone book, a television or radio program, a 
newspaper, or a website that is available to the general public on an unrestricted basis. 
A website is not restricted merely because an internet service provider or a site operator 
requires a fee or a password, so long as access is available to the general public. 

(iii) Reasonable basis. 

(A) You have a reasonable basis to believe that mortgage information is lawfully made 
available to the general public if you have determined that the information is of the 
type included on the public record in the jurisdiction where the mortgage would be 
recorded. 

(B) You have a reasonable basis to believe that an individual’s telephone number is 
lawfully made available to the general public if you have located the telephone 
number in the telephone book or the consumer has informed you that the telephone 
number is not unlisted. 

(p) Security event means an event resulting in unauthorized access to, or disruption or misuse 
of, an information system, information stored on such information system, or customer 
information held in physical form. 

(q) Service provider means any person or entity that receives, maintains, processes, or 
otherwise is permitted access to customer information through its provision of services directly 
to a financial institution that is subject to this part. 

(r) You includes each ‘‘financial institution’’ (but excludes any ‘‘other person’’) over which the 
Commission has enforcement jurisdiction pursuant to section 505(a)(7) of the Gramm-Leach-
Bliley Act. 

 

§ 314.3 Standards for safeguarding customer information. 

(a) Information security program. You shall develop, implement, and maintain a 
comprehensive information security program that is written in one or more readily accessible 
parts and contains administrative, technical, and physical safeguards that are appropriate to 
your size and complexity, the nature and scope of your activities, and the sensitivity of any 
customer information at issue. The information security program shall include the elements 
set forth in § 314.4 and shall be reasonably designed to achieve the objectives of this part, as 
set forth in paragraph (b) of this section. 

* * * * * 
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§ 314.4 Elements. 

In order to develop, implement, and maintain your information security program, you shall: 

(a) Designate a qualified individual responsible for overseeing and implementing your information 
security program and enforcing your information security program (for purposes of this part, 
‘‘Qualified Individual’’). The Qualified Individual may be employed by you, an affiliate, or a 
service provider. To the extent the requirement in this paragraph (a) is met using a service 
provider or an affiliate, you shall: 

(1) Retain responsibility for compliance with this part; 

(2) Designate a senior member of your personnel responsible for direction and oversight of the 
Qualified Individual; and (3) Require the service provider or affiliate to maintain an 
information security program that protects you in accordance with the requirements of this 
part. 

(b) Base your information security program on a risk assessment that identifies reasonably 
foreseeable internal and external risks to the security, confidentiality, and integrity of 
customer information that could result in the unauthorized disclosure, misuse, alteration, 
destruction, or other compromise of such information, and assesses the sufficiency of any 
safeguards in place to control these risks. 

(1) The risk assessment shall be written and shall include: 

(i) Criteria for the evaluation and categorization of identified security risks or threats you 
face; 

(ii) Criteria for the assessment of the confidentiality, integrity, and availability of your 
information systems and customer information, including the adequacy of the existing 
controls in the context of the identified risks or threats you face; and 

(iii) Requirements describing how identified risks will be mitigated or accepted based on 
the risk assessment and how the information security program will address the risks. 

(2) You shall periodically perform additional risk assessments that reexamine the reasonably 
foreseeable internal and external risks to the security, confidentiality, and integrity of 
customer information that could result in the unauthorized disclosure, misuse, alteration, 
destruction, or other compromise of such information, and reassess the sufficiency of any 
safeguards in place to control these risks. 

(c) Design and implement safeguards to control the risks you identity through risk assessment, 
including by: 

(1) Implementing and periodically reviewing access controls, including technical and, as 
appropriate, physical controls to: (i) Authenticate and permit access only to authorized 
users to protect against the unauthorized acquisition of customer information; and (ii) 
Limit authorized users’ access only to customer information that they need to perform their 
duties and functions, or, in the case of customers, to access their own information; 

(2) Identify and manage the data, personnel, devices, systems, and facilities that enable you 
to achieve business purposes in accordance with their relative importance to business 
objectives and your risk strategy; 

(3) Protect by encryption all customer information held or transmitted by you both in transit 
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over external networks and at rest. To the extent you determine that encryption of 
customer information, either in transit over external networks or at rest, is infeasible, you 
may instead secure such customer information using effective alternative compensating 
controls reviewed and approved by your Qualified Individual; 

(4) Adopt secure development practices for in-house developed applications utilized by you for 
transmitting, accessing, or storing customer information and procedures for evaluating, 
assessing, or testing the security of externally developed applications you utilize to 
transmit, access, or store customer information; 

(5) Implement multi-factor authentication for any individual accessing any information 
system, unless your Qualified Individual has approved in writing the use of reasonably 
equivalent or more secure access controls; 

(6) 

(i) Develop, implement, and maintain procedures for the secure disposal of customer 
information in any format no later than two years after the last date the information is 
used in connection with the provision of a product or service to the customer to which 
it relates, unless such information is necessary for business operations or for other 
legitimate business purposes, is otherwise required to be retained by law or regulation, 
or where targeted disposal is not reasonably feasible due to the manner in which the 
information is maintained; and 

(ii) Periodically review your data retention policy to minimize the unnecessary retention of 
data; 

(7) Adopt procedures for change management; and 

(8) Implement policies, procedures, and controls designed to monitor and log the activity of 
authorized users and detect unauthorized access or use of, or tampering with, customer 
information by such users. 

(d) 

(1) Regularly test or otherwise monitor the effectiveness of the safeguards’ key controls, 
systems, and procedures, including those to detect actual and attempted attacks on, or 
intrusions into, information systems. 

(2) For information systems, the monitoring and testing shall include continuous monitoring 
or periodic penetration testing and vulnerability assessments. Absent effective continuous 
monitoring or other systems to detect, on an ongoing basis, changes in information systems 
that may create vulnerabilities, you shall conduct: 

(i) Annual penetration testing of your information systems determined each given year 
based on relevant identified risks in accordance with the risk assessment; and 

(ii) Vulnerability assessments, including any systemic scans or reviews of information 
systems reasonably designed to identify publicly known security vulnerabilities in your 
information systems based on the risk assessment, at least every six months; and 
whenever there are material changes to your operations or business arrangements; and 
whenever there are circumstances you know or have reason to know may have a 
material impact on your information security program. 
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(e) Implement policies and procedures to ensure that personnel are able to enact your information 
security program by: 

(1) Providing your personnel with security awareness training that is updated as necessary to 
reflect risks identified by the risk assessment; 

(2) Utilizing qualified information security personnel employed by you or an affiliate or service 
provider sufficient to manage your information security risks and to perform or oversee the 
information security program; 

(3) Providing information security personnel with security updates and training sufficient to 
address relevant security risks; and 

(4) Verifying that key information security personnel take steps to maintain current 
knowledge of changing information security threats and countermeasures. 

(f) Oversee service providers, by: 

(1) Taking reasonable steps to select and retain service providers that are capable of 
maintaining appropriate safeguards for the customer information at issue; 

(2) Requiring your service providers by contract to implement and maintain such safeguards; 
and 

(3) Periodically assessing your service providers based on the risk they present and the 
continued adequacy of their safeguards. 

(g) Evaluate and adjust your information security program in light of the results of the testing 
and monitoring required by paragraph (d) of this section; any material changes to your 
operations or business arrangements; the results of risk assessments performed under 
paragraph (b)(2) of this section; or any other circumstances that you know or have reason to 
know may have a material impact on your information security program. 

(h) Establish a written incident response plan designed to promptly respond to, and recover from, 
any security event materially affecting the confidentiality, integrity, or availability of 
customer information in your control. Such incident response plan shall address the following 
areas: 

(1) The goals of the incident response plan; 

(2) The internal processes for responding to a security event; 

(3) The definition of clear roles, responsibilities, and levels of decision-making authority; 

(4) External and internal communications and information sharing; 

(5) Identification of requirements for the remediation of any identified weaknesses in 
information systems and associated controls; 

(6) Documentation and reporting regarding security events and related incident response 
activities; and 

(7) The evaluation and revision as necessary of the incident response plan following a security 
event. 
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(i) Require your Qualified Individual to report in writing, regularly and at least annually, to your 
board of directors or equivalent governing body. If no such board of directors or equivalent 
governing body exists, such report shall be timely presented to a senior officer responsible for 
your information security program. The report shall include the following information: 

(1) The overall status of the information security program and your compliance with this part; 
and 

(2) Material matters related to the information security program, addressing issues such as 
risk assessment, risk management and control decisions, service provider arrangements, 
results of testing, security events or violations and management’s responses thereto, and 
recommendations for changes in the information security program. 

 

§ 314.5 Effective date. 

Section 314.4(a), (b)(1), (c)(1) through (8), (d)(2), (e), (f)(3), (h), and (i) are effective as of December 
9, 2022. 

 

§ 314.6 Exceptions. 

Section 314.4(b)(1), (d)(2), (h), and (i) do not apply to financial institutions that maintain customer 
information concerning fewer than five thousand consumers. 

What You Need to Do: 

This is not a typical Compliance subject, however, it is certainly a subject worthy of the bank's 
attention. If you are not responsible for this particular area, please share it with those who are 
responsible. This rule goes into effect fairly quickly, and the bank needs to be ready. 
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Section 4:  Computer Security Incident Notification 
Requirements:   

Joint Agencies: Final Rule on Computer-Security Incident 
Notification Requirements for Banking Organizations and Their 
Bank Service Providers (November 18, 2021) 

Links 

FDIC: https://www.fdic.gov/news/financial-institution-letters/2021/fil21074.html 

FRB: https://www.federalreserve.gov/newsevents/pressreleases/bcreg20211118a.htm 

OCC: https://www.occ.gov/news-issuances/news-releases/2021/nr-ia-2021-119.html 

Federal Register: https://www.fdic.gov/news/board-matters/2021/2021-11-17-notational-fr.pdf 

Summary 

The OCC, FRB, and FDIC issued a final rule that requires a banking organization to notify its 
primary Federal regulator of any ‘‘computer-security incident’’ that rises to the level of a 
‘‘notification incident,’’ as soon as possible and no later than 36 hours after the banking 
organization determines that a notification incident has occurred. The final rule also requires a 
bank service provider to notify each affected banking organization customer as soon as possible 
when the bank service provider determines that it has experienced a computer-security incident 
that has caused, or is reasonably likely to cause, a material service disruption or degradation for 
four or more hours. 

Effective date: April 1, 2022. 

Compliance date: May 1, 2022. 

Regulatory Text 

Note: The FDIC’s final rule text is provided below. The FRB and OCC final rule text is similar, 
only with different citations. 

 

§ 304.21 Authority, purpose, and scope. 

(a) Authority. This subpart is issued under the authority of 12 U.S.C. 1463, 1811, 1813, 1817, 
1819, and 1861–1867. 

(b) Purpose. This subpart promotes the timely notification of computer security incidents that 

https://www.fdic.gov/news/financial-institution-letters/2021/fil21074.html
https://www.federalreserve.gov/newsevents/pressreleases/bcreg20211118a.htm
https://www.occ.gov/news-issuances/news-releases/2021/nr-ia-2021-119.html
https://www.fdic.gov/news/board-matters/2021/2021-11-17-notational-fr.pdf
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may materially and adversely affect FDIC-supervised institutions. 

(c) Scope. This subpart applies to all insured state nonmember banks, insured state licensed 
branches of foreign banks, and insured State savings associations. This subpart also applies 
to bank service providers, as defined in § 304.22(b)(2). 

 

§ 304.22 Definitions. 

(a) Except as modified in this subpart, or unless the context otherwise requires, the terms used in 
this subpart have the same meanings as set forth in 12 U.S.C. 1813. 

(b) For purposes of this subpart, the following definitions apply. 

(1) Banking organization means an FDIC-supervised insured depository institution, 
including all insured state nonmember banks, insured state licensed branches of foreign 
banks, and insured State savings associations; provided, however, that no designated 
financial market utility shall be considered a banking organization. 

(2) Bank service provider means a bank service company or other person that performs 
covered services; provided, however, that no designated financial market utility shall be 
considered a bank service provider. 

(3) Business line means a product or service offered by a banking organization to serve its 
customers or support other business needs. 

(4) Computer-security incident is an occurrence that results in actual harm to the 
confidentiality, integrity, or availability of an information system or the information that 
the system processes, stores, or transmits. 

(5) Covered services are services performed, by a person, that are subject to the Bank Service 
Company Act (12 U.S.C. 1861–1867). 

(6) Designated financial market utility has the same meaning as set forth at 12 U.S.C. 
5462(4). 

(7) Notification incident is a computer-security incident that has materially disrupted or 
degraded, or is reasonably likely to materially disrupt or degrade, a banking 
organization’s— 

(i) Ability to carry out banking operations, activities, or processes, or deliver banking 
products and services to a material portion of its customer base, in the ordinary course 
of business; 

(ii) Business line(s), including associated operations, services, functions, and support, that 
upon failure would result in a material loss of revenue, profit, or franchise value; or 

(iii) Operations, including associated services, functions and support, as applicable, the 
failure or discontinuance of which would pose a threat to the financial stability of the 
United States. 

(8) Person has the same meaning as set forth at 12 U.S.C. 1817(j)(8)(A). 
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§ 304.23 Notification. 

A banking organization must notify the appropriate FDIC supervisory office, or an FDIC-
designated point of contact, about a notification incident through email, telephone, or other 
similar methods that the FDIC may prescribe. The FDIC must receive this notification from the 
banking organization as soon as possible and no later than 36 hours after the banking 
organization determines that a notification incident has occurred. 

 

§ 304.24 Bank service provider notification. 

(a) A bank service provider is required to notify at least one bank-designated point of contact at 
each affected banking organization customer as soon as possible when the bank service 
provider determines that it has experienced a computer-security incident that has materially 
disrupted or degraded, or is reasonably likely to materially disrupt or degrade, covered services 
provided to such banking organization for four or more hours. 

(1) A bank-designated point of contact is an email address, phone number, or any other contact(s), 
previously provided to the bank service provider by the banking organization customer. 

(2) If the banking organization customer has not previously provided a bank-designated point of 
contact, such notification shall be made to the Chief Executive Officer and Chief Information 
Officer of the banking organization customer, or two individuals of comparable 
responsibilities, through any reasonable means. 

(b) The notification requirement in paragraph (a) of this section does not apply to any scheduled 
maintenance, testing, or software update previously communicated to a banking organization 
customer. 

What You Need to Do: 

This rule is effective in a very short time. Assure that your bank, and your bank’s IT department, 
is ready to comply. 
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Section 5:  Crypto-Assets 

Joint Agencies: Statement on Crypto-Asset Policy Sprint Initiative 
and Next Steps (November 23, 2021) 

Links 

FDIC: https://www.fdic.gov/news/financial-institution-letters/2021/fil21075.html 

FRB: https://www.federalreserve.gov/newsevents/pressreleases/bcreg20211123a.htm 

OCC: https://www.occ.gov/news-issuances/bulletins/2021/bulletin-2021-56.html 

 

Joint Statement on Crypto-Asset Policy Sprint Initiative and Next Steps 

The Board of Governors of the Federal Reserve System, Federal Deposit Insurance 
Corporation and Office of the Comptroller of the Currency (collectively, agencies) recognize that 
the emerging crypto-asset sector presents potential opportunities and risks for banking 
organizations, their customers, and the overall financial system. As supervised institutions seek 
to engage in crypto-asset-related activities, it is important that the agencies provide coordinated 
and timely clarity where appropriate to promote safety and soundness, consumer protection, and 
compliance with applicable laws and regulations, including anti-money laundering and illicit 
finance statutes and rules. 

To that end, the agencies recently conducted a series of interagency “policy sprints” focused on 
crypto-assets. Similar to a “tech sprint” model, agency staff with various backgrounds and 
relevant subject matter expertise conducted preliminary analysis on various issues regarding 
crypto-assets. This joint statement summarizes the work undertaken during the policy sprints 
and provides a roadmap of future planned work. 

Agency staff focused on quickly advancing and building on the agencies’ combined knowledge 
and understanding related to banking organizations’ potential involvement in crypto-asset-
related activities. The focus of the sprint work included 

• Developing a commonly understood vocabulary using consistent terms regarding the use 
of crypto-assets by banking organizations. 

• Identifying and assessing key risks, including those related to safety and soundness, 
consumer protection, and compliance, and considering legal permissibility related to 
potential crypto-asset activities conducted by banking organizations. 

• Analyzing the applicability of existing regulations and guidance and identifying areas 
that may benefit from additional clarification. 

  

https://www.fdic.gov/news/financial-institution-letters/2021/fil21075.html
https://www.federalreserve.gov/newsevents/pressreleases/bcreg20211123a.htm
https://www.occ.gov/news-issuances/bulletins/2021/bulletin-2021-56.html
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To place the sprint work in context, staff reviewed and analyzed a number of crypto-asset 
activities in which banking organizations may be interested in engaging including: 

• Crypto-asset custody. 
• Facilitation of customer purchases and sales of crypto-assets. 
• Loans collateralized by crypto-assets. 
• Activities involving payments, including stablecoins. 
• Activities that may result in the holding of crypto-assets on a banking organization’s 

balance sheet. 

Based on this preliminary and foundational staff-level work, the agencies have identified a 
number of areas where additional public clarity is warranted. As a result, the agencies have 
developed a crypto-asset roadmap that is summarized below. 

Throughout 2022, the agencies plan to provide greater clarity on whether certain activities 
related to crypto-assets conducted by banking organizations are legally permissible, and 
expectations for safety and soundness, consumer protection, and compliance with existing laws 
and regulations related to: 

• Crypto-asset safekeeping and traditional custody services. 
• Ancillary custody services. 
• Facilitation of customer purchases and sales of crypto-assets. 
• Loans collateralized by crypto-assets. 
• Issuance and distribution of stablecoins. 
• Activities involving the holding of crypto-assets on balance sheet. 

The agencies also will evaluate the application of bank capital and liquidity standards to 
crypto-assets for activities involving U.S. banking organizations and will continue to engage with 
the Basel Committee on Banking Supervision on its consultative process in this area. 

The agencies continue to monitor developments in crypto-assets and may address other issues 
as the market evolves. Further, the agencies will continue to engage and collaborate with other 
relevant authorities, as appropriate, on issues arising from activities involving crypto-assets. 

What You Need to Do 

This is one of the first real pronouncements regarding this issue. BSA, management, and others 
should review the material and determine what steps, if any, are needed to comply. 

OCC: Interpretive Letter Clarifying (1) Authority of a Bank to Engage 
in Certain Cryptocurrency Activities; and (2) Authority of the OCC to 
Charter a National Trust Bank (November 23, 2021) 

Link 

https://www.occ.gov/topics/charters-and-licensing/interpretations-and-
actions/2021/int1179.pdf 

https://www.occ.gov/topics/charters-and-licensing/interpretations-and-actions/2021/int1179.pdf
https://www.occ.gov/topics/charters-and-licensing/interpretations-and-actions/2021/int1179.pdf
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Text 

The Chief Counsel of the Office of the Comptroller of the Currency (OCC) issued Interpretive 
Letter 1179, which clarified and elaborated on aspects of prior interpretive letters addressing 
cryptocurrency and trust activities. 

First, the letter clarifies that the cryptocurrency activities discussed in Interpretive Letters 
1170, 1172, and 1174 are legally permissible for national banks and federal savings associations 
(collectively, banks), provided the bank can demonstrate, to the satisfaction of its supervisory 
office, that it has controls in place to conduct the activity in a safe and sound manner. Specifically, 
a bank should notify its supervisory office, in writing, of its intention to engage in any of the 
cryptocurrency activities addressed in the prior interpretative letters and should not engage in 
the activity until it receives written non-objection from the supervisory office. The supervisory 
office will evaluate the adequacy of a bank’s risk management systems and controls, and risk 
measurement systems, to enable the bank to engage in the proposed activities in a safe and sound 
manner and in compliance with all applicable law. 

The letter also clarifies OCC Interpretive Letter 1176, which addressed the OCC’s authority 
to charter, or approve the conversion to, a national bank that limits its operations to those of a 
trust company and activities related thereto. The letter reiterates that Interpretive Letter 1176 
addressed the OCC’s chartering authority and did not expand or otherwise change existing banks’ 
obligations under the OCC’s fiduciary activities regulation, 12 CFR 9. The letter further clarifies 
that the OCC retains discretion in determining, for purposes of federal law, whether an activity 
is a trust activity and whether an activity is conducted in a fiduciary capacity.   

I. Introduction 

The Chief Counsel issued three interpretive letters in 2020 and early 2021 addressing whether 
it is permissible for national banks and Federal savings associations (collectively referred to as 
“banks”) to engage in certain cryptocurrency, distributed ledger, and stablecoin activities. The 
interpretive letters are: 

• OCC Interpretive Letter 1170, addressing whether banks may provide cryptocurrency 
custody services; 

• OCC Interpretive Letter 1172, addressing whether banks may hold dollar deposits 
serving as reserves backing stablecoin in certain circumstances; and 

• OCC Interpretive Letter 1174, addressing (1) whether banks may act as nodes on an 
independent node verification network (i.e., distributed ledger) to verify customer 
payments and (2) banks may engage in certain stablecoin activities to facilitate payment 
transactions on a distributed ledger. 

This letter clarifies that the activities addressed in those interpretive letters are legally 
permissible for a bank to engage in, provided the bank can demonstrate, to the satisfaction of its 
supervisory office, that it has controls in place to conduct the activity in a safe and sound manner. 
As discussed below and consistent with longstanding OCC precedent, a proposed activity cannot 
be part of the “business of banking” if the bank lacks the capacity to conduct the activity in a safe 
and sound manner. 

Specifically, as described further below, a bank should notify its supervisory office, in writing, 
of its intention to engage in any of the activities addressed in the interpretive letters. The bank 
should not engage in the activities until it receives written notification of the supervisory office’s 
non-objection. In deciding whether to grant supervisory non-objection, the supervisory office will 
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evaluate the adequacy of the bank’s risk management systems and controls, and risk 
measurement systems, to enable the bank to engage in the proposed activities in a safe and sound 
manner. 

This letter also clarifies OCC Interpretive Letter 1176, which addressed the OCC’s authority 
to charter, or approve the conversion to, a national bank that limits its operations to those of a 
trust company and activities related thereto. In particular, this letter reiterates that Interpretive 
Letter 1176 addressed the OCC’s chartering authority and did not expand or otherwise change 
existing banks’ obligations under the OCC’s fiduciary activities regulation, 12 C.F.R. Part 9. This 
letter further clarifies that the OCC retains discretion in determining whether an activity is 
conducted in a fiduciary capacity for purposes of federal law. 

II. Supervisory Process for Cryptocurrency Activities 

On July 22, 2020, the OCC issued Interpretive Letter 1170, which concluded that banks may 
provide certain cryptocurrency custody services on behalf of customers, including by holding the 
unique cryptographic keys associated with cryptocurrency. In Interpretive Letter 1170, the OCC 
found that providing cryptocurrency custody services is a modern form of the traditional bank 
activities of custody and safekeeping, and that providing cryptocurrency custody services is a 
permissible form of a traditional banking activity that banks are authorized to perform via 
electronic means. 

On September 21, 2020, the OCC issued Interpretive Letter 1172, which recognized that 
stablecoin issuers may desire to place their cash reserves in a reserve account with a bank to 
provide assurance that the issuer has sufficient assets backing the stablecoin in certain situations. 
Interpretive Letter 1172 concluded that banks may hold deposits that serve as reserves for 
stablecoins that are backed on a 1:1 basis by a single fiat currency and held in hosted wallets. The 
OCC concluded that this activity is permissible for banks due to the express authority of banks to 
receive deposits. 

On January 4, 2021, the OCC issued Interpretive Letter 1174, which concluded that banks 
may use distributed ledgers and stablecoins to engage in and facilitate payment activities. In 
Interpretive Letter 1174, the OCC found that using independent node verification networks, such 
as distributed ledgers, to facilitate payments transactions for customers represents a new means 
of performing banks’ permissible payments functions. In addition, Interpretive Letter 1174 
concluded that, just as banks may buy and sell electronically stored value (ESV) as a means of 
converting the ESV into dollars (and vice versa) to complete customer payment transactions, 
banks may buy, sell, and issue stablecoin to facilitate payments 

Consistent with OCC precedent, Interpretive Letters 1170, 1172, and 1174 indicated that 
banks must conduct the activities described in those letters consistent with safe and sound 
banking practices. A longstanding corollary to this principle is that a proposed activity is not 
legally permissible if the bank lacks the capacity to conduct the activity in a safe and sound 
manner. This letter explains the process by which a bank may demonstrate that it will engage in 
the activities in a safe and sound manner. Specifically, before engaging in the activities addressed 
in the interpretive letters, a bank should notify its supervisory office, in writing, of the proposed 
activities and should receive written notification of the supervisory non-objection. 

To obtain supervisory non-objection, the bank should demonstrate that it has established an 
appropriate risk management and measurement process for the proposed activities, including 
having adequate systems in place to identify, measure, monitor, and control the risks of its 
activities, including the ability to do so on an ongoing basis. For example, a bank should 
specifically address risks associated with cryptocurrency activities, including, but not limited to, 
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operational risk (e.g., the risks related to new, evolving technologies, the risk of hacking, fraud, 
and theft, and third party risk management), liquidity risk, strategic risk, and compliance risk 
(including but not limited to compliance with the Bank Secrecy Act, anti-money laundering, 
sanctions requirements, and consumer protection laws). This process is in addition to and does 
not replace the specific conditions, processes, and controls discussed in Interpretive Letters 1170, 
1172, and 1174. 

In deciding whether to grant supervisory non-objection, the supervisory office will evaluate 
the adequacy of a bank’s risk measurement and management information systems and controls 
to enable the bank to engage in the proposed activities on a safe and sound basis. The supervisory 
office will also evaluate any other supervisory considerations relevant to the particular proposal, 
consulting with agency subject matter experts as appropriate. As part of that review, and in 
coordination with the Chief Counsel, as needed, the supervisory office will assess whether the 
bank has demonstrated that it understands and will comply with laws that apply to the proposed 
activities. After a bank has received supervisory non-objection, the OCC will review these 
activities as part of its ordinary supervisory processes. 

To address compliance, the bank should demonstrate, in writing, an understanding of any 
compliance obligations related to the specific activities the bank intends to conduct, including, but 
not limited to, any applicable requirements under the federal securities laws, the Bank Secrecy 
Act, anti-money laundering, the Commodity Exchange Act, and consumer protection laws. For 
example, a bank should understand that there may be different legal and compliance obligations 
for stablecoin activities, depending on how the particular stablecoin is structured. Prior to seeking 
supervisory non-objection, the bank should consider all applicable laws, ensure that the proposed 
structure of the activity is consistent with such laws, and that the compliance management system 
will be sufficient and appropriate to ensure compliance. 

The OCC believes that this clarification will enhance prudential supervision by ensuring that 
banks demonstrate, before engaging in the activities, that they can conduct them in a safe and 
sound manner and in compliance with applicable law. 

III. Standards for Chartering National Trust Banks 

On January 11, 2021, the OCC issued Interpretive Letter 1176. This letter addressed the 
OCC’s authority under the National Bank Act (12 U.S.C. § 27(a)) to charter, or approve the 
conversion to, a national bank that limits its operations to those of a trust company and activities 
related thereto. Interpretive Letter 1176 does not change the current obligations of national banks 
with existing fiduciary powers under Part 9. The scope of Interpretive Letter 1176 is limited to 
how the OCC may view 12 U.S.C. § 27(a) in the context of a charter application. 

Whether an institution may be chartered under 12 U.S.C. § 27(a) is a question of federal law. 
The OCC may look to state law to determine if an applicant’s activities are limited to the 
operations “of a trust company and activities related thereto,” but an applicant’s activities will not 
automatically be deemed to be trust activities—or to be fiduciary activities—solely by virtue of 
state law. The OCC retains discretion to determine if an applicant’s activities that are considered 
trust or fiduciary activities under state law are considered trust or fiduciary activities for purposes 
of applicable federal law. 

Importantly, and as described in Interpretive Letter 1176, for national banks that have 
already been granted fiduciary powers, the requirements of 12 C.F.R. Part 9 continue to apply to 
current activities of the banks, as they have in the past. Moreover, national banks currently 
conducting activities in a non-fiduciary capacity that are not subject to Part 9 have not, and will 
not, become subject to 12 C.F.R. Part 9 because of the letter. 
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What You Need to Do: 

This further represents the OCC’s viewpoint regarding cryptocurrency. It is relevant for national 
banks, and might contain useful information for others. 
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Section 6: Fair Debt Collection Practices Act 

CFPB: Resources to Help Industry Participants Understand, 
Implement, and Comply with the Debt Collection Rule (October 29, 
2021) 

Link 

https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-
requirements/debt-collection/ 

Text 

The CFPB has released several guidance documents to assist industry with providing the 
validation information in preparation for the Debt Collection Rule’s November 30, 2021 effective 
date. 

First, a “complete and accurate” Spanish translation of the model validation notice has been 
released. You can access the Spanish translation here: 

https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_model-validation-
notice_spanish.pdf 

Second, the a document entitled, “Debt Collection Rule: Disclosing the Model Validation Notice 
Itemization Table” has been released. This guidance document, which includes examples, reviews 
certain required validation information. The document illustrates how a debt collector could 
comply with the requirement to disclose that information. You can access the Itemization Table 
document here: 

https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_disclosing-the-MVN-
itemization-table.pdf 

Third, a new section to the Debt Collection Rule Frequently Asked Questions (FAQs) has been 
added. The new FAQs address frequent questions on, among other things, use of the model 
validation notice and the validation information special rule for certain residential mortgage 
debts. You can access the FAQs here: 

https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-
requirements/debt-collection/debt-collection-rule-faqs/ 

https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flnks.gd%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDAsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMTEwMjkuNDgxMTM5NTEiLCJ1cmwiOiJodHRwczovL3d3dy5jb25zdW1lcmZpbmFuY2UuZ292L2RvY3VtZW50cy8xMDE3NC9jZnBiX2RlYnQtY29sbGVjdGlvbl9tb2RlbC12YWxpZGF0aW9uLW5vdGljZV9zcGFuaXNoLnBkZiJ9.JgBQ0XEs2qaY42WJC54LAzbyy2wUQopOpEThVwqOSuQ%2Fs%2F709805429%2Fbr%2F115401587350-l&data=04%7C01%7Cdneiss%40younginc.com%7Cddef0267d35541db489508d99b345543%7C6dc119d899df493494d1e48f315d5b00%7C1%7C0%7C637711471364016506%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=K4A5F8pmm2uHoMUyvlAgRtE7%2FTAfEqxysyPYUDwDfQM%3D&reserved=0
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_model-validation-notice_spanish.pdf
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_model-validation-notice_spanish.pdf
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flnks.gd%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDIsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMTEwMjkuNDgxMTM5NTEiLCJ1cmwiOiJodHRwczovL2ZpbGVzLmNvbnN1bWVyZmluYW5jZS5nb3YvZi9kb2N1bWVudHMvY2ZwYl9kZWJ0LWNvbGxlY3Rpb25fZGlzY2xvc2luZy10aGUtTVZOLWl0ZW1pemF0aW9uLXRhYmxlLnBkZiJ9.SIOgvwuPzRD_ZKyI_kIhXNOlh7LqyD05EMnRZ6Z3vjw%2Fs%2F709805429%2Fbr%2F115401587350-l&data=04%7C01%7Cdneiss%40younginc.com%7Cddef0267d35541db489508d99b345543%7C6dc119d899df493494d1e48f315d5b00%7C1%7C0%7C637711471364026461%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=Rz9FH27v5O1O7fGZJgP5Ktvy%2Bjk%2B%2BSFy5HTCbFDzxj4%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flnks.gd%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDIsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMTEwMjkuNDgxMTM5NTEiLCJ1cmwiOiJodHRwczovL2ZpbGVzLmNvbnN1bWVyZmluYW5jZS5nb3YvZi9kb2N1bWVudHMvY2ZwYl9kZWJ0LWNvbGxlY3Rpb25fZGlzY2xvc2luZy10aGUtTVZOLWl0ZW1pemF0aW9uLXRhYmxlLnBkZiJ9.SIOgvwuPzRD_ZKyI_kIhXNOlh7LqyD05EMnRZ6Z3vjw%2Fs%2F709805429%2Fbr%2F115401587350-l&data=04%7C01%7Cdneiss%40younginc.com%7Cddef0267d35541db489508d99b345543%7C6dc119d899df493494d1e48f315d5b00%7C1%7C0%7C637711471364026461%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=Rz9FH27v5O1O7fGZJgP5Ktvy%2Bjk%2B%2BSFy5HTCbFDzxj4%3D&reserved=0
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_disclosing-the-MVN-itemization-table.pdf
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_disclosing-the-MVN-itemization-table.pdf
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flnks.gd%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDEsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMTEwMjkuNDgxMTM5NTEiLCJ1cmwiOiJodHRwczovL3d3dy5jb25zdW1lcmZpbmFuY2UuZ292L2NvbXBsaWFuY2UvY29tcGxpYW5jZS1yZXNvdXJjZXMvb3RoZXItYXBwbGljYWJsZS1yZXF1aXJlbWVudHMvZGVidC1jb2xsZWN0aW9uL2RlYnQtY29sbGVjdGlvbi1ydWxlLWZhcXMvIn0.QyywCMwxVEvg_PMtlpfa9qmoyNxJ6fWZXA3wJAf1EMI%2Fs%2F709805429%2Fbr%2F115401587350-l&data=04%7C01%7Cdneiss%40younginc.com%7Cddef0267d35541db489508d99b345543%7C6dc119d899df493494d1e48f315d5b00%7C1%7C0%7C637711471364016506%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=5dYppDFxNrx9jdYVO9HKU4Vl%2FMoO9LVbGkokcomnaH8%3D&reserved=0
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/
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Validation Information 

1. What validation information is a debt collector required to provide a consumer 
who owes or allegedly owes a debt? 

Generally, the Debt Collection Rule requires a debt collector to provide a consumer who owes, 
or allegedly owes, a debt five categories of validation information: 

• Debt Collector Communication Disclosure (12 CFR § 1006.34(c)(1)); 
• Debt-Related Information (12 CFR § 1006.34(c)(2)(i)-(v); 34(c)(2)(ix)); 
• Itemization-Related Information (12 CFR § 1006.34(c)(2)(vi)-(viii)); 
• Information about Consumer Protections (12 CFR § 1006.34(c)(3)); and 
• Consumer-Response Information (12 CFR § 1006.34(c)(4)). 

A model validation notice that provides one way to comply with these content requirements is 
provided in Appendix B to the Rule. Use of this model validation notice provides a safe harbor 
for compliance with these content requirements (as well as compliance with the format 
requirements). 

The content requirements above, as well as the timing and format requirements for the 
validation information, are discussed in Section 12 of the Debt Collection Small Entity 
Compliance Guide. The Debt Collection: Disclosing the Model Validation Notice Itemization 
Table  guidance document also provides further guidance on disclosing some of this required 
content, focusing on how to disclose the validation information included in the “Itemization 
Table” on the model validation notice (i.e., the itemization date; the amount of the debt on the 
itemization date; an itemization of the current amount of the debt reflecting interest, fees, 
payments, and credits since the itemization date; and the current amount of the debt). 

Updated October 29, 2021 

2. Is there a model validation notice in the Rule? 

Yes. Appendix B of the Rule includes a model validation notice. A copy of the model validation 
notice, as well as a Spanish translation of that notice, is available on the Bureau’s website 
here. Additionally, editable formats of the model validation notice are available on the Debt 
Collection Rule’s GitHub page. 

If a debt collector uses the model validation notice in compliance with the Rule, the debt 
collector will receive a safe harbor for compliance with the validation information content and 
format requirements. 12 CFR § 1006.34(d)(2); see also 12 CFR § 1006.34(c) and 34(d)(1). 
Further, the Rule provides specified variations (such as format options allowing certain 
content on a separate page), prescribes optional content that may be added to the model 
validation notice, and generally permits changes, provided that the notice remains 
substantially similar to the model validation notice. 12 CFR § 1006.34(d)(2); 34(d)(3); and 
34(d)(4). A debt collector may make these changes on the model validation notice and retain 
the safe harbor for the validation information content and format requirements received 
through use of the model validation notice. 

Generally, the validation information content and format safe harbor does not apply to other 
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provisions of the Rule or the FDCPA. For example, when a debt collector obtains the safe 
harbor for the content and format requirements, if the debt collector discloses an incorrect 
amount in the model validation notice, the debt collector violates the prohibition against 
providing false or misleading information. However, other safe harbors may be obtained by 
using the model validation notice, such as the overshadowing provision safe harbor. 12 CFR § 
1006.38(b)(2). More information about the Rule’s model validation notice and the safe harbor 
provisions is discussed in Section 12.1.3 of the Debt Collection Small Entity Compliance Guide 
and in Debt Collection Validation Information Question 4, below. 

Updated October 29, 2021 

3. Is use of the model validation notice required? 

No. The Debt Collection Rule does not require a debt collector to use the model validation 
notice provided in Appendix B of the Rule. Instead, the Rule requires compliance with the 
validation information content and format requirements in Regulation F. 12 CFR § 
1006.34(d)(2); see also 12 CFR § 1006.34(c) and 34(d)(1). The model validation notice provides 
one way to comply with those requirements. 

There are other ways to comply with the Rule’s validation information content and format 
requirements. A debt collector may choose to format a validation notice differently than the 
model validation notice. For example, the Rule does not require a tabular format for the 
Itemization-Related Information, and other layouts or formats may comply with the Rule. 
However, if a debt collector makes changes to the content or format of the model validation 
notice such that the notice is not substantially similar to the model validation notice, the debt 
collector generally will not obtain the Rule’s safe harbor for the validation information content 
and format requirements. 12 CFR § 1006.34(d)(2); see also 12 CFR § 1006.34(c) and 34(d)(1). 
For more information on the Rule’s validation information content and format requirements, 
see Section 12 of the Debt Collection Small Entity Compliance Guide  and Debt Collection 
Validation Information Question 4, below. 

Updated October 29, 2021 

4. Can a debt collector make changes to the model validation notice and still obtain a 
safe harbor for the validation information content and format requirements? 

Yes, but with limitations. To retain the validation information content and format safe harbor 
for use of the model validation notice, the debt collector may only add or omit the optional 
content described in the Rule, make certain changes specified in the Rule (e.g., provide certain 
content on a separate page), or make changes that leave the notice “substantially similar” to 
the model validation notice. 12 CFR § 1006.34(d)(2); 34(d)(3); and 34(d)(4). For example, the 
Rule identifies adding the date the notice was generated as one possible permissible change 
that allows the debt collector to retain the safe harbor because the resulting notice remains 
substantially similar to the model notice. Comment 1006.34(d)(2)(iii)-1.iv. 

A debt collector who chooses not to use the model validation notice, or who makes changes that 
are not specified in the Rule and that result in a notice that is not “substantially similar” to 
the model validation notice does not necessarily violate the Rule, but will not receive a safe 
harbor for the validation information content and format requirements. 12 CFR § 
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1006.34(d)(2); see also 12 CFR § 1006.34(c) and 34(d)(1). For example, a debt collector may 
choose to add content that is not required by the Rule and is not enumerated in the optional 
content provisions. The Rule would not necessarily prohibit that additional content, as long as 
the other requirements and prohibitions in the Rule and the FDCPA are met, such as the 
prohibition against overshadowing the consumer’s rights to dispute or request original-
creditor information. However, if that change results in a notice that is not substantially 
similar to the model validation notice, the debt collector would not receive the validation 
information content and format safe harbor. 

More information about the validation information content and format requirements, as well 
as the requirements for the model validation notice safe harbor and the optional content 
permitted for the safe harbor, can be found in Section 12 of the Debt Collection Rule Small 
Entity Compliance Guide . 

Updated October 29, 2021 

Validation Information: Residential Mortgage Debt 

1. Is there a special rule for residential mortgage debt that may be used when 
disclosing the required validation Itemization-Related Information? 

As noted in Debt Collection Validation Information Question 1, the Debt Collection Rule 
generally requires debt collectors to provide information to help consumers identify debts. As 
discussed in that question, this information includes the Itemization-Related Information, i.e., 
the itemization date; the amount of the debt on the itemization date; and an itemization of the 
interest, fees, payments; and credits since the itemization date. 12 CFR § 1006.34(c)(2)(vi)-
(viii). 

However, a debt collector need not provide the Itemization-Related Information in a validation 
notice if the debt collector follows a special rule for certain residential mortgage debt (the 
“Mortgage Special Rule” or “Special Rule”) that is provided in the Debt Collection Rule. 12 
CFR § 1006.34(c)(5). Under the Special Rule, the debt collector may provide a required periodic 
statement as a substitute for the Itemization-Related Information. 12 CFR § 1006.34(c)(5). 
More information about the validation information that may be omitted and substituted with 
the periodic statement under the Special Rule is discussed in Debt Collection Validation 
Information: Residential Mortgage Debt Question 3, below. 

For the debt to be covered by the Special Rule, the following must be true: 

• The residential mortgage debt must be a mortgage loan as defined in Regulation Z, 12 
CFR § 1026.41(a)(1); and 

• The debt must be subject to the Mortgage Servicing Rule’s periodic statement 
requirements (Regulation Z, 12 CFR § 1026.41) at the time the debt collector provides the 
validation notice. 

If the debt is covered and a debt collector chooses to use the Special Rule, the debt collector 
must do the following: 

https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#validation-information-1
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#validation-information-residential-mortgage-debt-3
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#validation-information-residential-mortgage-debt-3
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• Provide a copy of the most recent periodic statement required under Regulation Z, 12 CFR 
§ 1026.41, that was provided to the consumer. This may be a statement provided by a “debt 
collector” under the Rule (as long as that periodic statement was required by Regulation 
Z, 12 CFR § 1026.41 at the time the debt collector provided it). 12 CFR § 1006.34(c)(5)(i). 

• Include this periodic statement in the same communication as the validation notice. 12 
CFR § 1006.34(c)(5)(i). 

• In the space on the validation notice where a debt collector would have provided the 
omitted Itemization-Related Information, provide a statement that refers the consumer to 
the periodic statement. For example, if a debt collector is using the model validation notice, 
this statement would go in the Itemization Table where the Itemization-Related 
Information was omitted. A debt collector would satisfy the requirement to provide a 
statement that refers the consumer to the periodic statement by, for example, including 
the statement, “See the enclosed periodic statement for an itemization of the debt.” 12 CFR 
§ 1006.34(c)(5)(ii); Comment 34(c)(5)-1. See the Debt Collection: Disclosing the Model 
Validation Notice Itemization Table  guidance document for an example of one way to 
comply with the Special Rule. 

For more information about what validation information may be omitted under the Special 
Rule, see Debt Collection Validation Information: Residential Mortgage Debt Question 2, 
below. 

Updated October 29, 2021 

2. What validation information may be omitted if using the Mortgage Special Rule? 

If the residential mortgage debt is covered by the Mortgage Special Rule, a debt collector who 
uses the Special Rule may omit the following from the validation notice: 

• the itemization date (12 CFR § 1006.34(c)(2)(vi)); 
• the amount of the debt as of the itemization date (12 CFR § 1006.34(c)(2)(vii)); and 
• the itemization of the current amount of the debt (i.e., the interest, fees, payments, and 

credits since the itemization date) (12 CFR § 1006.34(c)(2)(viii)). ). 

No other required validation information may be omitted under the Special Rule. As a result, 
even though, under the Special Rule, no itemization date is required to be disclosed on the 
validation notice, a debt collector who uses the Special Rule must still determine the 
itemization date so that the other validation information tied to the itemization date may be 
disclosed. This includes the name of the creditor to whom the debt was owed on the itemization 
date and the account number, if any, associated with the debt on the itemization date. 12 CFR 
§ 1006.34(c)(2)(iii) and (iv). More information about determining the itemization date when 
using the Special Rule is included below in Debt Collection Validation Information: 
Residential Mortgage Debt Question 5. 

Note that while the Itemization Table on the model validation notice includes the validation 
information that may be omitted, it also includes the current amount of the debt, which is 
validation information that may not be omitted from the validation notice under the Special 

https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_disclosing-the-MVN-itemization-table.pdf
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_disclosing-the-MVN-itemization-table.pdf
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#validation-information-residential-mortgage-debt-2
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#validation-information-residential-mortgage-debt-5
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#validation-information-residential-mortgage-debt-5
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#validation-information-residential-mortgage-debt-5
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Rule. 12 CFR § 1006.34(c)(2)(ix) and 34(c)(5). A debt collector who uses the Special Rule must 
still disclose the current amount of the debt on the validation notice. 

For more information on using the model validation notice, including how to obtain a safe 
harbor while also using the Special Rule, see Debt Collection Validation Information: 
Residential Mortgage Debt Question 3, below. 

Updated October 29, 2021 

3. If a debt collector uses the Mortgage Special Rule with the model validation notice, 
can the debt collector obtain the safe harbor for validation information content and 
format requirements? 

Generally, yes. A debt collector who uses the model validation notice but also complies with 
the Mortgage Special Rule may still receive a safe harbor for compliance with the validation 
information content and format requirements for the information provided in the model 
validation notice if it complies with the requirements in the safe harbor provision. 12 CFR § 
1006.34(d)(2); see also 12 CFR § 1006.34(c) and 34(d)(1). 

However, the debt collector does not receive a safe harbor for the content and format 
requirements for the content included in the periodic statement. 12 CFR § 1006.34(d)(2)(ii). 
Further, a debt collector who does not correctly comply with the Special Rule may violate the 
Debt Collection Rule. 

For more information about the Rule’s safe harbor for use of the model validation notice, see 
Section 12.1.3 of the Debt Collection Small Entity Compliance Guide . 

Updated October 29, 2021 

4. What is the most recent periodic statement for purposes of the Mortgage Special 
Rule? 

For purposes of the Mortgage Special Rule, the most recent periodic statement is the periodic 
statement required under Regulation Z, 12 CFR § 1026.41, that was most recently provided to 
the consumer. The most recent periodic statement for purposes of the Special Rule may be one 
that is provided by a debt collector (who is not a creditor), as long as that periodic statement 
was required by Regulation Z, 12 CFR § 1026.41, at the time it was provided. 12 CFR § 
1006.34(c)(5). 

For example, assume the servicing of a mortgage account was transferred to a mortgage 
servicer who is also a debt collector (as defined in the Rule) and who plans to use the Special 
Rule when providing the validation information. A periodic statement (required by Regulation 
Z, 12 CFR § 1026.41) provided to the consumer by that debt collector after the transfer of 
servicing can be the most recent periodic statement for purposes of the Special Rule, if it was 
the last periodic statement provided to the consumer. 

Updated October 29, 2021 

https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#validation-information-residential-mortgage-debt-3
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#validation-information-residential-mortgage-debt-3
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#validation-information-residential-mortgage-debt-3
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5. Does a debt collector using the Mortgage Special Rule use the date of the most 
recent periodic statement as the itemization date for purposes of disclosing other 
validation information? 

Yes. A debt collector using the Mortgage Special Rule uses the date of the periodic statement 
provided under that Special Rule as the itemization date. 

As discussed in Debt Collection Validation Information: Residential Mortgage Debt Question 
2, above, when a debt collector uses the Special Rule, the debt collector may omit the 
Itemization-Related Information, but will still need to include other required content tied to 
the itemization date on the validation notice. 12 CFR § 1006.34(c)(5). As a result, the debt 
collector will still be required to determine the itemization date for purposes of determining 
that other validation information, if it is applicable. 

The date used must be the date of the most recent periodic statement that is provided to the 
consumer under the Special Rule. How to determine which periodic statement is the most 
recent periodic statement under the Special Rule is discussed in Debt Collection Validation 
Information: Residential Mortgage Debt Question 4. A debt collector must use the date of the 
most recent periodic statement even if that statement was provided by a debt collector that is 
not also a creditor. Use of a statement provided by a debt collector (that is not also a creditor) 
for purposes of the itemization date is only permissible under the Special Rule. 

For more information about the itemization date requirements, see Section 12.1.1 of the Debt 
Collection Small Entity Compliance Guide  and the Debt Collection: Disclosing the Model 
Validation Notice Itemization Table  document. 

Updated October 29, 2021 

What You Need to Do: 

Much of this information is irrelevant for attendees. If you are a bank that must comply with the 
Fair Debt Collection Practices Act, reading the questions in detail is required. 

CFPB: Database Published for Text Message Error Procedures 
(November 18, 2021) 

Link 

www.fcc.gov/reassigned-numbers-database 

Text 

Under the CFPB’s Debt Collection Rule, debt collectors who adopt and follow certain 
procedures can obtain a bona fide error defense from civil liability for unintentional violations of 
the prohibition against third-party communications when communicating by email or text 

https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flnks.gd%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDEsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMTExMTguNDkwMzc3MjEiLCJ1cmwiOiJodHRwOi8vd3d3LmZjYy5nb3YvcmVhc3NpZ25lZC1udW1iZXJzLWRhdGFiYXNlIn0.fyVrMBss7P8am6iXsOet59r9xi0FRJ5CRn4eE9VMc4E%2Fs%2F709805429%2Fbr%2F121231301707-l&data=04%7C01%7Cdneiss%40younginc.com%7Cd6577fddd7ac4034185508d9aa9ddf01%7C6dc119d899df493494d1e48f315d5b00%7C1%7C0%7C637728417343654832%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=X%2BJcSrHFkdRtgWj52gHXZ1fwWsCBJwEf9u28Yfm48yM%3D&reserved=0
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message. For text message communications, one element of those procedures includes using a 
“complete and accurate database” to confirm that the consumer’s telephone number has not been 
re-assigned to another user.  

The Rule’s commentary identifies the FCC’s Reassigned Numbers Database as a “complete 
and accurate database.” The FCC has now published that database. 

You can access the Reassigned Numbers Database using this link: www.reassigned.us/. 

More information on the Reassigned Numbers Database: 

The FCC's Reassigned Numbers Database (RND) is designed to prevent a consumer from 
getting unwanted calls intended for someone who previously held their phone number. Callers 
can use the database to determine whether a telephone number may have been reassigned so they 
can avoid calling consumers who do not want to receive the calls. 

Callers that use the database can also reduce their potential Telephone Consumer Protection 
Act (TCPA) liability by avoiding inadvertent calls to consumers who have not given consent for 
the call. 

How Can the Reassigned Numbers Database Help? 

Callers can check before making a call to find out if the phone number may have been 
reassigned. If the database wrongly indicates that the number has not been reassigned, the caller 
may be protected against TCPA liability when placing the call. 

When Can Callers Start Using the Reassigned Numbers Database? 

The database became operational for paid subscribers on November 1, 2021. 

What You Need to Do: 

This is provided for your information only. 

https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flnks.gd%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDAsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMTExMTguNDkwMzc3MjEiLCJ1cmwiOiJodHRwOi8vd3d3LnJlYXNzaWduZWQudXMvIn0.JXVLZQ5syPOBDjq6sAKWietoVx31SfT4-tmC7w91q9w%2Fs%2F709805429%2Fbr%2F121231301707-l&data=04%7C01%7Cdneiss%40younginc.com%7Cd6577fddd7ac4034185508d9aa9ddf01%7C6dc119d899df493494d1e48f315d5b00%7C1%7C0%7C637728417343654832%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=JrH0d2knh6EFArq1j5qSLobxW2wDkvU0dE9AmRiX5js%3D&reserved=0
https://www.fcc.gov/document/fcc-creates-reassigned-numbers-database-combat-unwanted-robocalls-0
https://www.fcc.gov/document/fcc-creates-reassigned-numbers-database-combat-unwanted-robocalls-0
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Section 7: LIBOR 

OCC: Bulletin 2021-46: LIBOR Transition – Updated Self-Assessment 
Tool for Banks (October 18, 2021) 

Link 

https://www.occ.gov/news-issuances/bulletins/2021/bulletin-2021-46.html# 

Summary 

This bulletin provides an updated self-assessment tool for banks to evaluate their 
preparedness for the cessation of the London Interbank Offered Rate (LIBOR). 

Rescission 

This bulletin rescinds OCC Bulletin 2021-7, “Libor Transition: Self-Assessment Tool for 
Banks,” published on February 10, 2021, and replaces the tool attached to OCC Bulletin 2021-7. 

Highlights 

Bank management can use this self-assessment tool to evaluate the bank’s risk management 
process for identifying and mitigating LIBOR transition risks. 

• Not all sections or questions in the tool apply to all banks. 

• Bank management should tailor the bank’s risk management process to the size and 
complexity of the bank's LIBOR exposures. For example, 

o large or complex banks and those with material LIBOR exposures should have a robust, 
well-developed transition process in place. 

o small or non-complex banks and those with limited exposure to LIBOR-indexed 
instruments can consider less extensive and less formal transition efforts. 

• Bank management should consider all applicable risks (e.g., operational, compliance, 
strategic, and reputation) when scoping and completing LIBOR cessation preparedness 
assessments. 

The OCC expects banks to cease entering into new contracts that use LIBOR as a reference 
rate as soon as practicable and no later than December 31, 2021. When assessing preparedness   

 bank management should consider whether the bank’s progress in preparing for the 
transition is sufficient. LIBOR exposure and risk assessments and cessation preparedness 
plans should be complete or near completion with appropriate management oversight and 
reporting in place. 

https://www.occ.gov/news-issuances/bulletins/2021/bulletin-2021-46.html
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 most banks should be working toward resolving replacement rate issues while 
communicating with affected customers and third parties, as applicable. 

What You Need to Do 

This information is provided by the OCC, and only effects OCC institutions. All others do not have 
to comply. 

Joint Agencies: Statement on Managing the LIBOR Transition 
(October 20, 2021) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_interagency-libor-
transition_statement_2021-10.pdf 

Purpose 

Five federal financial institution regulatory agencies, in conjunction with the state bank and 
state credit union regulators, (collectively, agencies) jointly issued this statement to emphasize 
the expectation that supervised institutions with LIBOR exposure continue to progress toward an 
orderly transition away from LIBOR. Additionally, this statement includes clarification regarding 
new LIBOR contracts, considerations when assessing appropriateness of alternative reference 
rates, and expectations for fallback language. Failure to adequately prepare for LIBOR’s 
discontinuance could undermine financial stability and institutions’ safety and soundness and 
create litigation, operational, and consumer protection risks. 

Background Information 

On July 1, 2020, the Federal Financial Institutions Examination Council (FFIEC) issued a 
statement that highlighted the financial, legal, operational, and consumer protection risks that 
will result from the LIBOR’s discontinuation. The FFIEC statement encouraged supervised 
institutions to continue their efforts to prepare for the change and address risks associated with 
the LIBOR transition. 

On March 5, 2021, the United Kingdom Financial Conduct Authority (FCA) and 
Intercontinental Exchange (ICE) Benchmark Administration (IBA) announced that the one-week 
and two-month U.S. dollar (USD) LIBOR settings will cease to be published immediately after 
December 31, 2021. The publication of overnight and one-, three-, six-, and 12-month USD LIBOR 
settings will be extended through June 30, 2023, which will provide additional time to wind down 
or renegotiate existing contracts that reference these LIBOR settings. Importantly, the extension 
of publication for certain USD LIBOR rates is not an indication that any of the extended USD 
LIBOR rates will be subsequently published after June 30, 2023. 

The Board, FDIC, and OCC previously communicated that a supervised institution may use 

https://files.consumerfinance.gov/f/documents/cfpb_interagency-libor-transition_statement_2021-10.pdf
https://files.consumerfinance.gov/f/documents/cfpb_interagency-libor-transition_statement_2021-10.pdf


Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 159 

any reference rate for its loans that the institution’s management determines is appropriate based 
on its funding model and customer needs. Separately, the OCC, Board, and FDIC issued a joint 
statement that encouraged supervised institutions to cease entering into new contracts that use 
USD LIBOR as a reference rate as soon as practicable, but no later than December 31, 2021. The 
NCUA issued similar guidance encouraging institutions to transition away from using USD 
LIBOR as a reference rate as soon as possible, but no later than December 31, 2021, and to ensure 
existing contracts have robust fallback language that includes a clearly defined alternative 
reference rate. 

Supervisory Considerations 

Clarification on the meaning of new LIBOR contracts 

Given LIBOR’s discontinuance, the agencies believe that entering into new contracts, 
including derivatives, that use LIBOR as a reference rate after December 31, 2021, would create 
safety and soundness risks, including litigation, operational, and consumer protection risks. For 
this purpose, a new contract would include an agreement that (i) creates additional LIBOR 
exposure for a supervised institution or (ii) extends the term of an existing LIBOR contract. A 
draw on an existing agreement that is legally enforceable (e.g., a committed credit facility) would 
not be viewed as a new contract. Additionally, considering the narrowing timeline involved, 
contracts entered into on or before December 31, 2021, should either use a reference rate other 
than LIBOR or have fallback language that provides for use of a strong and clearly defined 
alternative reference rate after LIBOR's discontinuation. 

Considerations when assessing the appropriateness of alternative reference rates 

Safe-and-sound practices include conducting the due diligence necessary to ensure that 
alternative rate selections are appropriate for the supervised institution’s products, risk profile, 
risk management capabilities, customer and funding needs, and operational capabilities. As part 
of their due diligence, supervised institutions should understand how their chosen reference rate 
is constructed and be aware of any fragilities associated with that rate and the markets that 
underlie it. 

Expectations for fallback language 

Supervised institutions are advised to identify all contracts that reference LIBOR, lack 
adequate fallback language, and will mature after the relevant tenor ceases. Going forward, 
supervised institutions are encouraged to include fallback language in new or updated contracts 
that provides for using a strong and clearly defined fallback rate when the initial reference rate 
is discontinued. 

Additional considerations 

Supervised institutions are reminded of previous agency communications and are encouraged 
to take the following actions as they prepare for the LIBOR transition: 

• develop and implement a transition plan for communicating with consumers, clients, and 
counterparties; and 

• ensure systems and operational capabilities will be ready for transition to a replacement 
reference rate after LIBOR’s discontinuation. 

Supervised institutions that take a comprehensive and proactive approach will be better 
prepared for transitioning away from LIBOR. Supervisory focus and review will continue to 
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increase as the LIBOR cessation date approaches. 

What You Need to Do: 

If your bank uses LIBOR as an Index, you will need to comply with this section, as all regulators 
participated in the creation of this document. 

CFPB: Executive Summary of the 2021 LIBOR Transition Rule 
(December 7, 2021) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_libor-
transition_executive_summary_2021-12.pdf 

Text 

On December 7, 2021, the Consumer Financial Protection Bureau (Bureau) issued a final rule 
(2021 LIBOR Transition Final Rule or LIBOR Transition Rule) amending certain provisions in 
Regulation Z, which implements the Truth in Lending Act (TILA), to address the sunset of LIBOR. 

Background 

In the United States, financial institutions have used LIBOR as a common benchmark rate for 
a variety of adjustable-rate consumer financial products, including adjustable-rate mortgages, 
reverse mortgages, home equity lines of credit (HELOCs), credit cards, and student loans. The UK 
Financial Conduct Authority has stated that it cannot guarantee the publication of certain U.S. 
Dollar (USD) LIBOR tenors beyond June 30, 2023. 

On June 18, 2020, the Bureau published in the Federal Register a notice of proposed 
rulemaking to amend Regulation Z to facilitate the LIBOR transition for open-end and closed-end 
credit. For closed-end products, the proposed provisions discussed example indices that were 
considered “comparable” to certain LIBOR indices and as a result, would not trigger a refinance 
of the transaction under the existing Regulation Z provisions. For open-end products, the proposed 
amendments included LIBOR-specific provisions and examples for certain open-end index change 
requirements and credit card rate reevaluation requirements, and proposed additional triggers 
for change-in-terms notices. The proposal also included technical corrections including replacing 
references to a LIBOR index, with references to a Secured Overnight Financing Rate (SOFR) 
index, throughout Regulation Z. 

This summary discusses the LIBOR Transition Rule, which generally finalizes these proposed 
amendments to Regulation Z. 

https://files.consumerfinance.gov/f/documents/cfpb_libor-transition_executive_summary_2021-12.pdf
https://files.consumerfinance.gov/f/documents/cfpb_libor-transition_executive_summary_2021-12.pdf
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Effective Date 

Generally, the amendments take effect on April 1, 2022. For certain change-in-terms notice 
provisions applicable to HELOCs and credit card accounts, creditors and card issuers can begin 
complying on April 1, 2022, although mandatory compliance does not begin until October 1, 2022. 
Additionally, for changes to the Initial and Subsequent Interest Rate Adjustment sample forms 
in Appendix H applicable to certain closed-end ARMs, creditors (and assignees and servicers) may 
optionally rely on either a format substantially similar to the legacy sample forms or the updated 
sample forms beginning April 1, 2022, through September 30, 2023. However, beginning on 
October 1, 2023, those entities may only rely on a format substantially similar to the updated 
sample forms. 

Closed-End Credit 

The LIBOR Transition Rule adds an example to the commentary of an index that would be 
comparable to LIBOR for purposes of Regulation Z’s requirements that apply to refinancings of 
closed-end loans. 

Specifically, the LIBOR Transition Rule identifies SOFR-based spread-adjusted indices 
recommended by the Alternative Reference Rates Committee (ARRC) for consumer products to 
replace the 1-month, 3-month, or 6-month USD LIBOR index as an example of a comparable index 
for the LIBOR indices that they are intended to replace. This example allows a creditor to replace 
LIBOR indices with the respective SOFR-based spread-adjusted indices recommended by the 
ARRC for consumer products without triggering refinancing requirements under Regulation Z. 
The ARRC plans to announce no later than June 30, 2022, which SOFR-based spread-adjusted 
replacement index for consumer products it will recommend to replace the 1-year USD LIBOR. 
The Bureau is not finalizing the SOFR-based spread-adjusted index replacement for 1-year USD 
LIBOR for consumer products until it has a chance to review the details of the index recommended 
by the ARRC and make a determination about the index’s comparability to 1-year USD LIBOR. 

Additionally, the LIBOR Transition Rule adds commentary that provides a non-exhaustive set 
of factors for use in determining if indices are comparable to LIBOR indices. The determination 
of whether a particular replacement index meets the Regulation Z standards is fact-specific and, 
among other factors, depends on the replacement index being considered and the tenor of LIBOR 
being replaced. These factors provide insight for creditors when completing the analysis 
comparing LIBOR to other indices besides the SOFR-based spread-adjusted indices discussed 
above. The factors include, but are not limited to, whether: 

• The movement of the index levels of the two indices over time are comparable (i.e., 
increases and decreases in value or the correlation); 

• The replacement index will have a comparable impact on the consumers’ payments (if there 
is sufficient data for this analysis); 

• The index levels are comparable (i.e., although indices may increase and decrease at the 
same rate, is one index always a certain number of basis points higher than another or is 
a spread-adjustment required); 

• The replacement index is publicly available; and 
• The replacement index is outside the control of the creditor. 

The LIBOR Transition Rule also updates the interest rate adjustment sample forms applicable 
to certain closed-end ARMs. The updates include replacing LIBOR references with references to 
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a SOFR-based index and correcting an error in the sample form published in 2013. Given that 
most USD LIBOR tenors will not sunset until June 30, 2023, creditors (and assignees and 
servicers) may optionally rely on either a format substantially similar to the legacy sample forms 
or the updated sample forms beginning April 1, 2022, through September 30, 2023. However, 
beginning on October 1, 2023, those entities may only rely on a format substantially similar to the 
updated sample forms to be deemed in compliance. 

The LIBOR Transition Rule also contains technical edits to other closed-end provisions to 
replace LIBOR references. 

Open-End Credit 

LIBOR-Specific Index Change Provisions for HELOC Loans 

The LIBOR Transition Rule includes revisions for changing an index on a HELOC (including 
an open-end reverse mortgage) under Regulation Z. First, the Rule amends the existing 
Unavailable Provision, with updates that facilitate the transition from a LIBOR index when 
LIBOR is no longer available. 

Second, the Rule adds an alternative provision, the LIBOR-Specific provision, which allows 
HELOC creditors to replace a LIBOR index used on the account and adjust the margin to calculate 
the variable rate on or after April 1, 2022, even if prior to the discontinuation of LIBOR. 

Both options require certain conditions to be met, including: 

1. Historical fluctuation comparison: Generally, the replacement index must have historical 
fluctuations substantially similar to those of the LIBOR tenor being replaced. This 
condition does not apply if the replacement index is newly established. 

2. APR comparison: The replacement index and replacement margin must result in an APR 
substantially similar to the APR calculated generally using the LIBOR index values on a 
specified date and the account’s existing margin. 

The LIBOR Transition Rule identifies the following examples of replacement indices that meet 
the “historical fluctuation comparison” standard: 1) the prime rate published in the Wall Street 
Journal (Prime) with respect to 1-month and 3-month USD LIBOR indices; and 2) the SOFR-
based spread-adjusted indices recommended by the ARRC for consumer products to replace the 1- 
month, 3-month, and 6-month USD LIBOR indices with respect to the LIBOR indices they are 
intended to replace. 

The Bureau is not finalizing the safe harbor for the SOFR-based spread-adjusted index 
replacement for 1-year USD LIBOR until it has a chance to review the replacement index 
recommended by the ARRC and a chance to make a determination about whether that index meets 
the “historical fluctuation comparison” standard with respect to 1-year USD LIBOR. 

The determination of whether a particular replacement index meets the Regulation Z 
standards is fact-specific and, among other factors, depends on the replacement index being 
considered and the tenor of LIBOR being replaced. The LIBOR Transition Rule contains a non-
exhaustive set of factors used to determine if indices have historical fluctuations substantially 
similar to those of a particular LIBOR index. These factors provide insight for creditors when 
completing the analysis comparing LIBOR to other indices besides the SOFR-based spread-
adjusted indices recommended by the ARRC for consumer products discussed above or Prime. 
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These factors include but are not limited to, whether: 

• The index movements (i.e., increases and decreases in value) of the two indices over time 
are substantially similar; and 

• The consumers’ payments using the replacement index compared to payments using the 
LIBOR index are substantially similar (if there is sufficient historical data for this 
analysis). 

If the creditor selects a newly established index as the replacement index, the creditor need 
not compare the first criteria regarding historical fluctuations, but must still confirm the newly 
established index and replacement margin meet the “APR comparison” condition, discussed above. 

LIBOR-Specific Index Change Provisions for Credit Cards 

Regulation Z allows a card issuer to change the index and margin only under certain 
conditions. For example, prior to the amendments of the LIBOR Transition Rule, Regulation Z 
allowed card issuers to change the index and margin on an existing contract for credit card 
accounts when the index used on the account to calculate variable rates becomes unavailable and 
other conditions are met. Similar as for HELOC accounts, the LIBOR Transition Rule includes 
revisions for changing an index on credit card requirements under Regulation Z. First, the Rule 
amends the existing Unavailable Provision, with updates that facilitate the transition from a 
LIBOR index when LIBOR is no longer available. 

Second, the Rule adds an alternative provision, the LIBOR-Specific Provision, which allows 
credit card issuers to replace a LIBOR index used on the account and adjust the margin to 
calculate the variable rate on or after April 1, 2022, even if prior to the discontinuation of LIBOR. 

Both options require certain conditions to be met, including: 

1. Historical fluctuation comparison: Generally, the replacement index must have historical 
fluctuations substantially similar to those of the LIBOR tenor being replaced. This 
condition does not apply if the replacement index is newly established. 

2. APR comparison: The replacement index and replacement margin must result in an APR 
substantially similar to the APR calculated generally using the LIBOR index values on a 
specified date and the account’s existing margin. 

Similar to the HELOC provision, the LIBOR Transition Rule also has a provision for newly 
established indices. 

Additionally, as with the HELOC provision, the LIBOR Transition Rule identifies Prime and 
SOFR-based spread adjusted indices recommended by the ARRC for consumer products as 
examples of indices that have historical fluctuations that are substantially similar to LIBOR for 

purposes of the credit card provision and provides the same factors for comparison that can be 
used when looking at other indices. 

Credit Card Rate Reevaluation Requirements 

The LIBOR Transition Rule provides a LIBOR-Specific Rate Reevaluation Exception from the 
credit card rate reevaluation requirements if the card issuer transitioned from a LIBOR index 
using either the Unavailable Provision or LIBOR-Specific Provision for credit cards, discussed 
above. 
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If a card issuer transitioning from LIBOR does so on or after April 1, 2022, and does not qualify 
for the LIBOR-Specific Rate Reevaluation Exception, or was subject to the rate reevaluation 
requirements prior to the transition from LIBOR (and is using LIBOR as the benchmark index 
for comparison), the LIBOR Transition Rule provides a replacement comparison formula. In these 
cases where the LIBOR-Specific Rate Reevaluation Exception doesn’t apply, card issuers will need 
to identify an index to replace LIBOR as the benchmark index in the rate reevaluation so that 
they have future index values for the benchmark of comparison. 

In selecting the replacement benchmark index in the replacement comparison formula, the 
card issuer must comply with the LIBOR-Specific Provision for index changes, discussed above. 

Once a replacement benchmark index is identified, the card issuer uses the replacement 
benchmark index value on October 18, 2021 (or other applicable date), the LIBOR index on 
October 18, 2021 (or other applicable date), and the margin immediately prior to the rate increase 
to calculate the replacement margin. The formula is as follows: 

(replacement index on October 18, 2021 [or other applicable date]) + 
(replacement margin) = (LIBOR index on October 18, 2021 [or other applicable date]) + 
(margin immediately prior to the rate increase) 

The card issuer uses the replacement index values and the identified replacement margin to 
determine when the obligation to complete rate reevaluations is terminated. 

CHANGE-IN-TERMS NOTICE REQUIREMENTS 

The LIBOR Transition Rule revises disclosure requirements for change-in-terms notices for 
HELOCs and credit card accounts transitioning from LIBOR to a replacement index. Under the 
Rule, in addition to current requirements (such as the requirement to disclose the index that is 
replacing LIBOR), a creditor in change-in-terms notices for HELOCs and credit card accounts is 
also required to disclose any adjusted margin that will be used to calculate the consumer’s rate 
for the LIBOR transition, regardless of whether the margin is being reduced or increased. 
Historically, Regulation Z required creditors to disclose the replacement index and any increase 
in the margin but not a margin reduction. While compliance is not mandatory until October 1, 
2022, creditors are permitted and encouraged to comply with this change beginning April 1, 2022, 
the date the rule takes effect. This will ensure that consumers are notified of how the variable 
rates on their accounts will be determined going forward after the LIBOR index is replaced. 

Additionally, the LIBOR Transition Rule adds new commentary to provide details on how a 
creditor may disclose information about the periodic rate and APR in a change-in-terms notice for 
HELOCs and credit card accounts if the creditor is using the SOFR-based spread-adjusted indices 
to replace the 1-month, 3-month, or 6-month USD LIBOR index in certain circumstances. If those 
conditions are met, the creditor may state that: 

1. Information about the rate is not yet available but that the creditor estimates that, at 
the time the index is replaced, the rate will be substantially similar to what it would be if the 
index did not have to be replaced; and 

2. The rate will vary with the market based on a SOFR index. 

The Bureau is not finalizing the SOFR-based spread-adjusted index replacement for 1-year 
USD LIBOR until it has a chance to review the details of the index recommended by the ARRC 
and make a determination as to whether the replacement index and the account’s existing margin 
would have resulted in an APR substantially similar to the rate calculated using the LIBOR index. 
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What You Need to Do: 

This information is vital if you use LIBOR for an index. If you do not, this information is not 
relevant to your bank. 

CFPB: Final Rule (Regulation Z) – Facilitating the LIBOR Transition 
(December 7, 2021) 

Link 

https://www.consumerfinance.gov/rules-policy/final-rules/facilitating-libor-transition-
regulation-z/ 

Text 

The Consumer Financial Protection Bureau (CFPB) finalized a rule facilitating the transition 
away from the LIBOR interest rate index for consumer financial products. The rule establishes 
requirements for how creditors must select replacement indices for existing LIBOR-linked 
consumer loans after April 1, 2022. No new financial contracts may reference LIBOR as the 
relevant index after the end of 2021. Starting in June 2023, LIBOR can no longer be used for 
existing financial contracts. The transition away from LIBOR was set into motion after a criminal 
rate-setting conspiracy implicated large international banks and undermined public confidence in 
the index. Approximately $1.4 trillion of consumer loans are estimated to be currently tied to 
LIBOR. 

To keep consumers informed about this important transition occurring in the financial 
markets, the CFPB also published a blog (https://www.consumerfinance.gov/about-us/blog/the-
libor-index-for-adjustable-rate-loans-is-being-discontinued-heres-what-to-watch-for/) with advice 
on navigating any issues that may arise. 

Federal Register notice: https://www.federalregister.gov/documents/2021/12/08/2021-
25825/facilitating-the-libor-transition-regulation-z 

Summary 

The Consumer Financial Protection Bureau (CFPB) is amending Regulation Z, which 
implements the Truth in Lending Act (TILA), generally to address the anticipated sunset of 
LIBOR, which is expected to be discontinued for most U.S. Dollar (USD) tenors in June 2023. 

Some creditors currently use USD LIBOR as an index for calculating rates for open-end and 
closed-end products. The CFPB is amending the open-end and closed-end provisions to provide 
examples of replacement indices for LIBOR indices that meet certain Regulation Z standards. 

The CFPB also is amending Regulation Z to permit creditors for home equity lines of credit 
(HELOCs) and card issuers for credit card accounts to transition existing accounts that use a 
LIBOR index to a replacement index on or after April 1, 2022, if certain conditions are met. 

https://www.consumerfinance.gov/rules-policy/final-rules/facilitating-libor-transition-regulation-z/
https://www.consumerfinance.gov/rules-policy/final-rules/facilitating-libor-transition-regulation-z/
https://www.consumerfinance.gov/about-us/blog/the-libor-index-for-adjustable-rate-loans-is-being-discontinued-heres-what-to-watch-for/
https://www.consumerfinance.gov/about-us/blog/the-libor-index-for-adjustable-rate-loans-is-being-discontinued-heres-what-to-watch-for/
https://www.federalregister.gov/documents/2021/12/08/2021-25825/facilitating-the-libor-transition-regulation-z
https://www.federalregister.gov/documents/2021/12/08/2021-25825/facilitating-the-libor-transition-regulation-z
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This final rule also addresses change-in-terms notice provisions for HELOCs and credit card 
accounts and how they apply to accounts transitioning away from using a LIBOR index. 

Lastly, the CFPB is amending Regulation Z to address how the rate reevaluation provisions 
applicable to credit card accounts apply to the transition from using a LIBOR index to a 
replacement index. The CFPB is reserving judgment about whether to include references to a 1-
year USD LIBOR index and its replacement index in various comments; the CFPB will consider 
whether to finalize comments proposed on that issue in a supplemental final rule once it obtains 
additional information. 

Dates 

Effective dates: This final rule is effective on April 1, 2022, except the amendment to appendix 
H to part 1026 in amendatory instruction 8, which is effective on October 1, 2023. 

Compliance dates: The mandatory compliance date for revisions to the change-in-terms notice 
requirements in § 1026.9(c)(1)(ii) and (c)(2)(v)(A) is October 1, 2022. The mandatory compliance 
date for all other provisions of the final rule is April 1, 2022. 

Summary of the Final Rule 

The Bureau is adopting amendments to Regulation Z, which implements TILA, for both open-
end and closed-end credit to address the anticipated sunset of LIBOR. The effective date of this 
final rule is April 1, 2022. For HELOCs and credit card accounts, the updated requirements in 
this final rule related to disclosing a reduction in a margin in the change-in-terms notices are 
effective on April 1, 2022, with a mandatory compliance date of October 1, 2022. For the revisions 
related to the post-consummation disclosure form for certain adjustable rate mortgages (ARMs), 
specifically sample form H-4(D)(4) in appendix H (that can be used for complying with § 
1026.20(d)), this final rule provides creditors, assignees, and servicers with additional time to add 
the date at the top of the form if they are not already including the date. Specifically, from April 
1, 2022, through September 30, 2023, creditors, assignees, and servicers have the option of either 
using the version of the form in effect prior to April 1, 2022, that does not include the date at the 
top of the form (denoted as “Legacy Form” in appendix H), or using the revised form put into effect 
on April 1, 2022, (denoted as “Revised Form” in appendix H) that includes the date at the top of 
the form. Creditors, assignees, and servicers are not required to use the revised form that includes 
the date at the top of the form that will be put into effect on April 1, 2022, until October 1, 2023. 
Also, this final rule adds a new sample form H-4(D)(2) in appendix H effective April 1, 2022, that 
references a Secured Overnight Financing Rate (SOFR) index (denoted as “Revised Form” in 
appendix H) that can be used for complying with § 1026.20(c). This final rule also retains through 
September 30, 2023, the sample form H4(D)(2) that was in effect prior to April 1, 2022, that 
references a LIBOR index (denoted as “Legacy Form” in appendix H). This is discussed in this 
section and the effective date discussion in part VI, below. 

Open-End Credit 

The Bureau is adopting several amendments to the open-end credit provisions in Regulation 
Z to address the anticipated sunset of LIBOR. 

First, this final rule sets forth a detailed roadmap for HELOC creditors and card issuers to 
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choose a compliant replacement index for the LIBOR index. Regulation Z already permits HELOC 
creditors and card issuers to change an index and margin they use to set the annual percentage 
rate (APR) on a variable-rate account under certain conditions, when the original index becomes 
unavailable or is no longer available. The Bureau determined, however, that consumers, HELOC 
creditors, and card issuers would benefit substantially if HELOC creditors and card issuers could 
transition away from a LIBOR index before LIBOR is expected to become unavailable. 

Under this final rule, HELOC creditors and card issuers can transition away from using the 
LIBOR index to a replacement index on or after April 1, 2022, before LIBOR is expected to become 
unavailable. To accomplish this, this final rule imposes certain requirements on selecting a 
replacement index. HELOC creditors and card issuers must ensure that the APR calculated using 
the replacement index is substantially similar to the rate calculated using the LIBOR index, based 
generally on the values of these indices on October 18, 2021. HELOC creditors and card issuers 
may select a replacement index that is newly established and has no history or an index that is 
not newly established and has historical fluctuations substantially similar to those of the LIBOR 
index. This final rule provides details on how to determine whether a replacement index has 
historical fluctuations that are substantially similar to those of a particular LIBOR index for 
HELOCs and credit card accounts. Specifically, this final rule provides examples of the type of 
factors to be considered in whether a replacement index meets the Regulation Z “historical 
fluctuations are substantially similar” standard. The Bureau also has determined that the prime 
rate published in the Wall Street Journal (Prime) has historical fluctuations substantially similar 
to those of the 1-month and 3-month USD LIBOR indices. In addition, the Bureau has determined 
that spread-adjusted indices based on SOFR recommended by the Alternative Reference Rates 
Committee (ARRC) for consumer products to the replace 1- month, 3-month, or 6-month USD 
LIBOR index have historical fluctuations that are substantially similar to those of the applicable 
USD LIBOR index they are intended to replace. These new provisions that detail specifically how 
HELOC creditors and card issuers may replace a LIBOR index with a replacement index for 
accounts on or after April 1, 2022, are set forth in § 1026.40(f)(3)(ii)(B) for HELOCs and § 
1026.55(b)(7)(ii) for credit card accounts. The ARRC has indicated that the SOFR-based spread-
adjusted indices recommended by ARRC for consumer products to the replace 1-month, 3-month, 
6-month, or 1-year USD LIBOR index will not be published until Monday, July 3, 2023, which is 
the first weekday after Friday, June 30, 2023, when LIBOR is currently anticipated to sunset for 
these USD LIBOR tenors.5 However, the Bureau wishes to facilitate an earlier transition for those 
HELOC creditors or card issuers that may want to transition to an index other than the SOFR-
based spread-adjusted indices recommended by ARRC for consumer products. Accordingly, the 
Bureau is making these provisions effective on April 1, 2022. 

Second, this final rule makes clarifying changes to existing Regulation Z provisions on the 
replacement of an index when the index becomes unavailable. These changes are set forth in § 
1026.40(f)(3)(ii)(A) for HELOCs and in § 1026.55(b)(7)(i) for credit card accounts. 

Third, this final rule revises change-in-terms notice requirements for HELOCs and credit card 
accounts to notify consumers how the variable rates on their accounts will be determined going 
forward after the LIBOR index is replaced. This final rule ensures that the change-in-terms 
notices for these accounts will disclose the index that is replacing the LIBOR index and any 
adjusted margin that will be used to calculate a consumer’s rate, regardless of whether the margin 
is being reduced or increased. These changes will become effective April 1, 2022. From April 1, 
2022, through September 30, 2022, creditors will have the option of complying with these revised 
change-in-terms notice requirements. On or after October 1, 2022, creditors will be required to 
comply with these revised change-in-terms notice requirements. These changes are set forth in § 
1026.9(c)(1)(ii) for HELOCs and in § 1026.9(c)(2)(v)(A) for credit card accounts. 
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Fourth, this final rule also provides additional details on how a creditor may disclose 
information about the periodic rate and APR in a change-in-terms notice for HELOCs and credit 
card accounts when the creditor is replacing a LIBOR index with the SOFR-based spread-adjusted 
index recommended by ARRC for consumer products to replace 1-month, 3-month, or 6-month 
USD LIBOR index in certain circumstances. These details are set forth in comment 9(c)(1)-4 for 
HELOCs and in comment 9(c)(2)(iv)-2.ii for credit card accounts. 

Fifth, this final rule adds an exception from the rate reevaluation provisions applicable to 
credit card accounts. Currently, when a card issuer increases a rate on a credit card account, the 
card issuer generally must complete an analysis reevaluating the rate increase every six months 
until the rate is reduced to a certain degree. To facilitate compliance, this final rule adds an 
exception from these requirements for increases that occur as a result of replacing a LIBOR index 
using the specific provisions described above for transitioning from a LIBOR index or as a result 
of the LIBOR index becoming unavailable. This exception is set forth in § 1026.59(h)(3). This 
exception would not apply to rate increases that are already subject to the rate reevaluation 
requirements prior to the transition from the LIBOR index. This final rule also would address 
cases where the card issuer was already required to perform a rate reevaluation review prior to 
transitioning away from LIBOR and LIBOR was used as the benchmark for comparison for 
purposes of determining whether the card issuer can terminate the six-month reviews. To 
facilitate compliance, these changes will address how a card issuer can terminate the obligation 
to review where the rate applicable immediately prior to the increase was a variable rate 
calculated using a LIBOR index. These changes are set forth in § 1026.59(f)(3). 

Sixth, in relation to the open-end credit provisions, this final rule adopts technical edits to 
comment 59(d)-2 to replace the LIBOR reference with a reference to a SOFR index and to make 
related changes and corrections. 

Closed-End Credit 

The Bureau is adopting amendments to the closed-end credit provisions in Regulation Z to 
address the anticipated sunset of LIBOR. 

First, this final rule provides details on how to determine whether a replacement index is a 
comparable index to a particular LIBOR index for purposes of the closed-end refinancing 
provisions. Currently, under Regulation Z, if the creditor changes the index of a variable-rate 
closed-end loan to an index that is not a comparable index, the index change may constitute a 
refinancing for purposes of Regulation Z, triggering certain requirements. Specifically, this final 
rule provides examples of the type of factors to be considered in whether a replacement index 
meets the Regulation Z “comparable” standard with respect to a particular LIBOR index for 
closed-end transactions. This change is set forth in comment 20(a)-3.iv. This final rule also adds 
an illustrative example to identify the SOFR-based spread-adjusted indices recommended by the 
ARRC for consumer products to replace the 1- month, 3-month, or 6 month USD LIBOR index as 
an example of a comparable index for the LIBOR indices that they are intended to replace. This 
change is set forth in comment 20(a)(3)- ii.B. 

Second, in relation to the closed-end credit provisions, this final rule adopts technical edits to 
§ 1026.36(a)(4)(iii)(C) and (a)(5)(iii)(B), comment 37(j)(1)-1, and sample forms H4(D)(2) and H-
4(D)(4) in appendix H pursuant to § 1026.20(c) and (d). These technical edits would replace LIBOR 
references with references to a SOFR index and make related changes and corrections. This final 
rule also adds a date at the top of the sample form H-4(D)(4) that can be used for complying with 
§ 1026.20(d) concerning ARMs. The effective date of the revised sample forms in H-4(D)(2) and H-
4(D)(4) in appendix H is April 1, 2022. With respect to sample form H-4(D)(4) in appendix H, from 
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April 1, 2022, through September 30, 2023, creditors, assignees, or servicers will have the option 
of using a format substantially similar to form H-4(D)(4) either in effect prior to April 1, 2022 (that 
does not include the date at the top of the form and is denoted as “Legacy Form” in appendix H), 
or the form that becomes effective on April 1, 2022 (that includes the date at the top of the form 
and is denoted as “Revised Form” in appendix H). Both versions of the forms will be available in 
appendix H through September 30, 2023. Starting on or after October 1, 2023, only creditors, 
assignees, or servicers using a format substantially similar to the form that becomes effective on 
April 1, 2022, that includes a date at the top of the form, will be deemed to be in compliance. 
Accordingly, the version of form H4(D)(4) in effect prior to April 1, 2022, will be removed from 
appendix H and cannot be used to demonstrate compliance with § 1026.20(d). In addition, the 
revised form of H-4(D)(4) that will become effective on April 1, 2022, also provides an example of 
the form using a SOFR index. Because most tenors of USD LIBOR are not expected to be 
discontinued until June 2023, this final rule retains through September 30, 2023, the sample form 
H-4(D)(4) that was in effect prior to April 1, 2022, that references a LIBOR index. New sample 
form H-4(D)(2) in appendix H effective April 1, 2022, (denoted as “Revised Form” in appendix H) 
can be used for complying with § 1026.20(c) relating to ARMs and provides an example using a 
SOFR index. This final rule also retains through September 30, 2023, the sample form H-4(D)(2) 
that was in effect prior to April 1, 2022, (denoted as “Legacy Form” in appendix H) that provides 
an example using a LIBOR index. 

***** 

What You Need to Do: 

Since it is likely most, if not all, CBC participant banks do not use the LIBOR index, the Final 
Rule text is not provided in this manual. The text of the Final Rule is available using the Federal 
Register link provided above. 

CFPB: LIBOR Transition FAQs (December 7, 2021) 

Link: 

https://files.consumerfinance.gov/f/documents/cfpb_libor-transition_faqs.pdf 

The questions and answers pertain to compliance with CFPB regulations for consumer 
financial products and services impacted by the anticipated LIBOR discontinuation and resulting 
need to transition to other indices. The guidance addresses CFPB regulatory requirements for 
both existing accounts and new originations as they complete the steps necessary to discontinue 
use of LIBOR. Other legal requirements may also apply. 

What You Need to Do: 

Again, since it is likely most, if not all, CBC participant banks do not use the LIBOR index, the 
FAQs are not provided in this manual. The text of the FAQs is available using the link provided 
above. 

https://files.consumerfinance.gov/f/documents/cfpb_libor-transition_faqs.pdf

	Regulatory Update
	Instructors for the CBC Program
	Bill Elliott, CRCM, Senior Consultant and Director of Compliance Education, Young & Associates, Inc.
	Sharon Bond, CRCM, Consultant, Young & Associates, Inc.
	Dale Neiss, CRCM, Consultant, Young & Associates, Inc.

	Table of Contents
	Agency News Items
	Section 1: Supervisory Information
	FRB: Consumer Compliance Outlook Issue 3 (October 29, 2021)
	Link
	Text

	OCC: Fall 2021 Semiannual Risk Perspective (December 6, 2021)
	Link
	Text
	Compliance Risk is Heightened, Driven by Regulatory Changes and Policy Initiatives  that continue to Challenge Bank Risk Management
	Bank Secrecy Act
	Consumer Compliance
	Community Reinvestment Act / Fair Lending


	CFPB: Fall 2021 Supervisory Highlights (December 8, 2021)
	Link
	Text
	Mortgage servicers charged improper fees to borrowers enrolled in CARES Act forbearance
	Examiners found fair lending violations
	Payday lenders improperly debited consumer bank accounts
	Remittance providers failed to investigate notice of errors in timely fashion


	CFPB: Fall 2021 Rulemaking Agenda (December 13, 2021)
	Link
	Small Business Lending Data Collection
	Availability of Electronic Consumer Financial Account Data
	Property Assessed Clean Energy (PACE) Financing
	Standards for Automated Valuation Models (AVMs)
	Facilitating Transition Away from LIBOR Index
	Reviewing Existing Regulations and Market Monitoring


	FDIC, FRB, OCC: Extension of Revised Statement Regarding Certain Investment Funds and Their Portfolio Investments for Purposes of Regulation O (December 17, 2021)
	Links
	Interagency Statement


	Section 2: COVID-19 Pandemic
	Note: This section is a continuation of Pandemic Preparedness that appeared in last quarter’s Regulatory Update. These articles cover October 1, 2021, through December 31, 2021.
	Agencies: Statement on Supervisory and Enforcement Practices Regarding the Mortgage Servicing Rules in Response to the Continuing COVID-19 Pandemic and CARES Act (November 10, 2021)
	Link
	Text

	CFPB: Report “Mortgage Servicing Effort in Response to the COVID-19 Pandemic” (November 10, 2021)
	Link
	Text

	CFPB, DOJ: Notification Letter to Mortgage Servicers on Military Homeowner Protections (December 20, 2021)
	Link
	Background
	Notification Letter to Landlords and Housing Providers
	Notification Letter to Mortgage Servicers
	Mortgage Protections
	Foreclosure Protections
	Additional Resources

	Summary


	Lending Issues
	Section 1: Fair Credit Reporting Act
	CFPB: Report – Disputes on Consumer Credit Reports (November 2, 2021)
	Link
	Text

	CFPB: Advisory Opinion on Name-Only Matching (November 4, 2021)
	Link
	Text


	Section 2: TILA-RESPA
	CFPB: Final Rule – Annual Threshold Adjustments (Credit Cards, HOEPA, and Qualified Mortgages) (October 26, 2021)
	Link
	Text
	CARD Act Change - Minimum Interest Charge (Open End Credit)
	CARD Act Change - Penalty Fees Safe Harbor (Open End Credit)
	Dodd-Frank Act ATR and QM Annual Threshold Adjustments
	HOEPA Annual Threshold Adjustments


	FFIEC: TILA Revised Interagency Examination Procedures (FRB: October 25, 2021; OCC: October 28, 2021)
	Links
	Text
	Highlights
	Background


	CFPB, FRB: Final Rule – Truth in Lending (Regulation Z) Threshold Adjustments (November 30, 2021)
	Link
	Summary
	Changes to Regulatory Commentary
	Section 1026.3—Exempt Transactions
	3(b) Credit Over Applicable Threshold Amount


	CFPB, FRB: Final Rule – Consumer Leasing (Regulation M) Annual Threshold Adjustments (November 30, 2021)
	Link
	Summary

	CFPB, FRB, OCC: Final Rule – Appraisals for Higher-Priced Mortgage Loans Exemption Threshold (November 30, 2021)
	Link
	Summary
	Changes to Regulatory Commentary
	Supplement I to Part 1026 - Official Interpretations


	FDIC: Technical Assistance Videos on the Mortgage Servicing Rules (December 17, 2021
	Link
	Text

	CFPB: Final Rule – Adjustment to Asset-Size Exemption Threshold for HPML Escrow Accounts (December 23, 2021)
	Link
	Summary
	Background

	Regulatory Commentary Changes
	Section 1026.35 - Requirements for Higher-Priced Mortgage Loans
	35(b)(2) Exemptions.
	Paragraph 35(b)(2)(iii).
	Paragraph 35(b)(2)(vi)(A).



	Section 3: Home Mortgage Disclosure Act
	CFPB: 2022 HMDA Filing Instructions Guide Update (October 20, 2021)
	Link
	Text

	CFPB: Home Mortgage Disclosure Act FAQs (November 10, 2021)
	Link

	CFPB: Request for Public Comment (November 16, 2021)
	Links
	Text

	OCC: Revised Interagency Examination Procedures (December 17, 2021)
	Link
	Text
	Highlights


	FRB: Revised Examination Procedures (December 17, 2021)
	Link
	Text

	CFPB: Final Rule – Asset-Size Exemption Threshold Adjustment (December 23, 2021)
	Link
	Text
	Summary

	Regulatory Commentary


	Depository Issues
	Section 1: Electronic Fund Transfers Act
	CFPB: Updated FAQs (December 13, 2021)
	Link
	Text
	Coverage: Transactions
	Coverage: Financial Institutions
	Error Resolution
	Error Resolution: Unauthorized EFTs



	Section 2: Overdraft Programs
	CFPB: Research Shows Banks’ Deep Dependence on Overdraft Fees (December 1, 2021)
	Link
	Text

	CFPB: Data Point – Checking Account Overdraft at Financial Institutions Served by Core Processors (December 1, 2021)
	Link
	Text

	OCC: Acting Comptroller Discusses Reforming Overdraft Programs (December 8, 2021)
	Link
	Text


	Other Issues
	Section 1: BSA / AML
	FinCEN: FATF Identifies Jurisdictions with AML/CFT/CPF Deficiencies (October 26, 2021)
	Link
	Text
	Jurisdictions Under Increased Monitoring
	High-Risk Jurisdictions Subject to a Call for Action


	FinCEN: Geographic Targeting Order (October 29, 2021)
	Link
	Text

	FinCEN: Advisory on Ransomware and the Use of the Financial System to Facilitate Ransom Payments (November 8, 2021)
	Link
	Introduction
	The Role of Financial Intermediaries in Facilitating Ransomware Payments
	Figure 1. Movement of CVC in Ransomware Incidents
	Recent Examples of Ransomware Attacks


	FinCEN: Notice – Attention to Environmental Crimes and Related Financial Activity (November 18, 2021)
	Link
	Text

	FFIEC: Federal and State Regulators Release Updates to the BSA/AML Examination Manual (December 1, 2021)
	Link
	Text
	Customers
	Introduction - Customers

	Politically Exposed Persons
	Politically Exposed Persons - Overview
	From the Earlier Version of the BSA Exam Manual
	Risk Factors
	Risk Mitigation
	Examiner Evaluation
	Politically Exposed Persons Examination and Testing Procedures
	Independent Automated Teller Machine Owners or Operators - Overview
	Risk Factors
	Risk Mitigation
	Examiner Evaluation
	Independent Automated Teller Machine Owners or Operators Examination and Testing Procedures

	Charities and Non-Profit Organizations
	Charities and Non-Profit Organizations - Overview
	Risk Factors
	Risk Mitigation
	Examination Procedures - Charities and Non-Profit Organizations


	FinCEN: ANPR Anti-Money Laundering Regulations for Real Estate Transactions (December 6, 2021)
	Link
	Text
	Supplementary Information
	Scope of Potential Rules
	Request for Comment


	FinCEN: NPRM Beneficial Ownership Information Reporting Requirements (December 7, 2021)
	Links
	Text
	Executive Summary


	FinCEN: Fact Sheet – Beneficial Ownership Information Reporting Notice of Proposed Rulemaking (December 7, 2021)
	Link
	Text
	Reporting Companies
	Beneficial Owners
	Company Applicants
	Beneficial Ownership Information Reports
	Timing
	Next Steps


	FinCEN: Request for Information – Review of BSA Regulations and Guidance (December 14, 2021)
	Link
	Text

	FinCEN: Financial Threat Analysis – Illicit Finance Threat Involving Wildlife Trafficking and Related Trends in BSA Data (December 20, 2021)
	Link
	Text


	Section 2: Community Reinvestment Act
	OCC: Bulletin 2021-50 – FAQs Regarding Notice of Proposed Rulemaking to Rescind the June 2020 CRA Rule (October 26, 2021)
	Link
	Text
	General
	Rulemaking Process and Timeline
	Bank Type
	Qualifying Activities
	Qualifying Activity Confirmation Request System
	Transition Period
	Examination Administration
	Assessment Areas
	Targeted Geographic Areas
	Strategic Plans
	Public Comments

	FFIEC: 2021 CRA Data Entry Software Release 2 (November 22, 2021)
	Link
	Text

	OCC: Final Rule to Rescind 2020 CRA Rule (December 14, 2021)
	Link
	Summary

	FDIC, FRB: Annual Asset-Size Thresholds (December 16, 2021)
	Links
	Text

	FFIEC, FDIC, OCC: 2020 Small Business, Small Farm, and Community Development Lending Data (December 21, 2021)
	Links
	Text

	OCC: CRA Asset-Size Threshold Adjustment (December 30, 2021)
	Link
	Text
	Highlights
	Background



	Section 3: Safeguarding Customer Information
	FTC: Final Rule – Standards for Safeguarding Customer Information (December 9, 2021)
	Link
	Summary
	Regulatory Text


	Section 4:  Computer Security Incident Notification Requirements:
	Joint Agencies: Final Rule on Computer-Security Incident Notification Requirements for Banking Organizations and Their Bank Service Providers (November 18, 2021)
	Links
	Summary
	Regulatory Text


	Section 5:  Crypto-Assets
	Joint Agencies: Statement on Crypto-Asset Policy Sprint Initiative and Next Steps (November 23, 2021)
	Links

	OCC: Interpretive Letter Clarifying (1) Authority of a Bank to Engage in Certain Cryptocurrency Activities; and (2) Authority of the OCC to Charter a National Trust Bank (November 23, 2021)
	Link
	Text


	Section 6: Fair Debt Collection Practices Act
	CFPB: Resources to Help Industry Participants Understand, Implement, and Comply with the Debt Collection Rule (October 29, 2021)
	Link
	Text
	Validation Information
	Validation Information: Residential Mortgage Debt

	CFPB: Database Published for Text Message Error Procedures (November 18, 2021)
	Link
	Text


	Section 7: LIBOR
	OCC: Bulletin 2021-46: LIBOR Transition – Updated Self-Assessment Tool for Banks (October 18, 2021)
	Link
	Summary
	Rescission
	Highlights


	Joint Agencies: Statement on Managing the LIBOR Transition (October 20, 2021)
	Link
	Purpose
	Background Information
	Supervisory Considerations


	CFPB: Executive Summary of the 2021 LIBOR Transition Rule (December 7, 2021)
	Link
	Text
	Background
	Effective Date
	Closed-End Credit
	Open-End Credit
	LIBOR-Specific Index Change Provisions for HELOC Loans
	LIBOR-Specific Index Change Provisions for Credit Cards
	Credit Card Rate Reevaluation Requirements
	CHANGE-IN-TERMS NOTICE REQUIREMENTS


	CFPB: Final Rule (Regulation Z) – Facilitating the LIBOR Transition (December 7, 2021)
	Link
	Text
	Summary
	Dates
	Summary of the Final Rule
	Open-End Credit
	Closed-End Credit


	CFPB: LIBOR Transition FAQs (December 7, 2021)


