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Section 1: Supervisory Information 

FDIC, OCC: Notice of Inflation Adjustments for Civil Money Penalties 
(January 11, 12, 14, 2022) 

Link 

FDIC (Jan 11, 2022): https://www.govinfo.gov/content/pkg/FR-2022-01-11/pdf/2022-00286.pdf 

OCC (Jan 12, 2022): https://www.govinfo.gov/content/pkg/FR-2022-01-12/pdf/2022-00109.pdf 

CFPB (Jan 14, 2022): https://www.govinfo.gov/content/pkg/FR-2022-01-14/pdf/2022-00672.pdf 

Text and Discussion 

The agencies (FDIC, OCC, CFPB) are providing notice of the maximum civil money penalties 
(CMP) as adjusted for inflation. The inflation adjustments are required to implement the Federal 
Civil Penalties Inflation Adjustment Act of 1990, as amended by the Federal Civil Penalties 
Inflation Adjustment Act Improvements Act of 2015. 

The adjusted maximum amount of civil money penalties are applicable to penalties assessed 
on or after January 12, 2022 (OCC), January 15, 2022 (FDIC, CFPB), for conduct occurring on or 
after November 2, 2015. 

Of particular note, the civil money penalty that may be assessed against any 
regulated lending institution that engages in a pattern or practice of violations of the 
Flood Disaster Protection Act (FDPA) has increased to $2,392 (previously $2,252) per 
violation. This will apply to all financial institutions. 

What You Need to Do 

Review the document for civil money penalties that may be assessed; notice in particular, the 
increase to $2,392 per violation for the FDPA. 

FDIC: Acting Chairman Martin J. Gruenberg Announces FDIC 
Priorities for 2022 (February 7, 2022) 

Link 

https://www.fdic.gov/news/press-releases/2022/pr22015.html 

https://www.govinfo.gov/content/pkg/FR-2022-01-11/pdf/2022-00286.pdf
https://www.govinfo.gov/content/pkg/FR-2022-01-12/pdf/2022-00109.pdf
https://www.govinfo.gov/content/pkg/FR-2022-01-14/pdf/2022-00672.pdf
https://www.fdic.gov/news/press-releases/2022/pr22015.html
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Text 

Federal Deposit Insurance Corporation (FDIC) Acting Chairman Martin J. Gruenberg 
released the following statement and summary of the FDIC’s priorities for the coming year: 

“The FDIC’s core mission is to maintain stability and public confidence in the U.S. financial 
system. The FDIC carries out this mission through its responsibilities for deposit insurance, 
banking supervision, and the orderly resolution of failed banks, including systemically important 
financial institutions. Banking supervision encompasses safety and soundness and consumer 
protection, both of which are essential to this important mission. While there are many pressing 
issues the FDIC will have to address this year, key priorities are: the Community Reinvestment 
Act; climate change; the Bank Merger Act; crypto assets; and the Basel III capital rule. All of these 
priorities will require close collaboration among the federal banking agencies.” 

Strengthen Community Reinvestment Act (CRA): The federal banking agencies – the 
Federal Reserve, the Comptroller of the Currency, and the FDIC – have been working on a major 
revision of the rule implementing CRA. CRA requires banks to meet the credit needs of all the 
communities they serve, including low- and moderate-income communities. The agencies plan to 
act jointly on a notice of proposed rulemaking in the near future that would strengthen and 
enhance CRA. Action on a revision of CRA will be the top priority of the FDIC. 

Address Financial Risks Posed by Climate Change: Addressing the financial risks that 
climate change poses to banking organizations and the financial system will also be a top priority 
of the FDIC. This will include seeking public comment on guidance designed to help banks 
prudently manage these risks, establishing an FDIC interdivisional, interdisciplinary working 
group on climate-related financial risks, and joining the international Network of Central Banks 
and Supervisors for Greening the Financial System. 

Review Bank Merger Process: The Bank Merger Act establishes the standards used by the 
federal banking agencies to consider bank merger applications. The process for considering bank 
mergers by the agencies has not been comprehensively reviewed in 25 years. In light of the 
significant implications of bank mergers for competition, safety and soundness, financial stability, 
and meeting the financial services needs of communities, a careful interagency review of the bank 
merger process is warranted. 

Evaluate Crypto-Asset Risks: The rapid introduction of a variety of crypto-asset or digital 
asset products into the financial system could pose significant safety and soundness and financial 
system risks. It is imperative that the federal banking agencies carefully consider the risks posed 
by these products and determine the extent to which banking organizations can safely engage in 
crypto-asset-related activities. To the extent such activities can be conducted in a safe and sound 
manner, the agencies will need to provide robust guidance to the banking industry on the 
management of prudential and consumer protection risks raised by crypto-asset activities. 

Finalize Basel III Capital Rule: The Basel Committee on Banking Supervision reached a 
final agreement on modifications to the Basel III international regulatory framework. This final 
agreement would strengthen the regulatory framework for large banking organizations, including 
strengthening the capital requirements related to market risk, operational risk, and the risks 
associated with financial derivatives. Implementation of this final agreement will be a priority for 
the federal banking agencies in the coming year. 
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What You Need to Do 

At this point, this is just for your information. 

IRS: Income Verification Express Service (IVES) (February 8, 2022) 

Link 

https://www.irs.gov/individuals/international-taxpayers/irs-income-verification-express-
service-ives 

Text 

Y&A received the following question: 

Do you have any information on an IVES audit (income verification express services) through 
the IRS for IRS forms 4506-C/T/EZ? We received an IRS reminder for submission of annual IVES 
e-sign audit results. We do not have very many e-signed income verification documents, and this 
missed our radar. What should we do? 

On the IRS.gov website, the following Questions and Answers are provided: 

1. Why did we go to this pay system? The IRS is implementing user fees pursuant to an 
Office of Management and Budget directive instructing federal agencies to charge user fees 
reflecting the full cost of goods and services that “convey special benefits to recipients 
beyond those accruing to the general public.” This policy change impacts the IVES program 
as well as other fee-based programs. 

2. How much will the service cost? A $2.00 fee is imposed on each Non- Qualified 
Transcript and $5.00 fee is imposed on each Qualified transcript requested. Note: Per the 
Taxpayer First Act, a "qualified disclosure" means a disclosure under section 6103(c) of the 
Internal Revenue Code of 1986 of returns or return information by the IRS to a person 
seeking to verify the income or creditworthiness of a taxpayer who is a borrower in the 
process of a loan application. 

3. Why must I register for e-Services? How? Under the new system, transcripts will be 
delivered using the e-Services platform via a secure mailbox. The e-Services system is 
successfully serving that purpose for tax professionals who request transcript information 
on behalf of their clients. It’s the logical solution for the IVES program. To participate in 
the IVES program, companies will need to register and identify employees to act as agents 
to receive electronic transcripts on the company’s behalf. (For details on the application 
and registration process, please refer to the IVES main page.) To gain access to the secure 
mailbox, each user must register for e-Services using the registration process outlined on 
the e-Services web page. The registration process takes about two weeks to complete. 

https://www.irs.gov/individuals/international-taxpayers/irs-income-verification-express-service-ives
https://www.irs.gov/individuals/international-taxpayers/irs-income-verification-express-service-ives
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4. How and when will I be billed? You will be billed every 30 days, depending on your 
usage. Payments must be made electronically through a secure IRS.gov payment portal 
using either a credit card or an electronic funds transfer. Payments must be received within 
30 calendar days of the date of the invoice. 

5. What are the consequences of non-payment? If a participant fails to pay an invoice 
timely, the participant will be suspended from the Program until such time that all 
outstanding invoices have been paid in full. Invoices outstanding past 30 days will be 
subject to interest, penalties, and administrative charges and will be subject to the 
Treasury Offset Program (TOP). For more information regarding the TOP, please refer to 
www.fiscal.treasury.gov. 

6. Will I be billed for rejects and incomplete requests? Yes. The Form 4506-C, 4506-T 
or Form 4506T-EZ must be completed fully and correctly, and then properly signed and 
dated by the taxpayer. 

7. When will fees be charged? The fee will apply regardless of whether (1) a duplicate 
request for a return transcript is submitted; (2) an incomplete (i.e., a request that cannot 
be processed due to missing or incorrect information) or false or fraudulent (i.e., a request 
that has been altered in some way) request is submitted; (3) no record is located; or (4) the 
Service is otherwise unable to deliver the transcript (e.g., a delegated user’s secure mailbox 
is full or an incorrect fax number was provided). The participant will be responsible for all 
fees incurred by their delegated users. 

8. If W-2's are requested from a joint return and both signatures are on the Form 
4506-C, Form 4506-T or Form 4506T-EZ, will there be a charge for both products? 
Yes. If the request is for W-2's and there are two signatures, then two products have been 
requested. 

9. What if I dispute a bill? If you disagree with a bill and are requesting an adjustment to 
the amount charged, the following information must be provided, in writing, to the IVES 
location where your requests were submitted: a copy of the IVES acknowledgement sheet; 
a copy of the Form 4506-T, taxpayer name, and reason for adjustment request (i.e. wrong 
tax year received, transcript received but not ordered, etc.).  This information must be 
provided for each dispute. 

10. What if there is an e-Service system malfunction? The primary method of delivery 
for the products from this program will be to deposit the product electronically into an e-
Services’ secure mailbox. Fax will be the alternate delivery method available if a temporary 
e-Services malfunction occurs. If the entire system is unavailable for an extended period, 
an alternate, manual system, will be used to process transcripts. 

11. How will enrollment information be provided? For enrollment instructions and 
required forms refer to the How do I apply for IVES? And How do I register with e-Services? 
on the IVES main page. 

12. Will I still need to use the Form 4506-C, 4506-T or Form 4506T-EZ? Yes. 

13. Do I still submit the Form 4506-C, 4506-T or Form 4506T-EZ to my current RAIVS 
unit? You must submit the completed Form 4506-C, Form 4506-T, or Form 4506T-EZ via 
facsimile to the RAIVS unit closest to your business office location.  (For additional 
information on completing Form 4506-C, 4506-T or Form 4506T-EZ follow the link to 
Getting Started – Using IVES on the main IVES page.) 

https://www.fiscal.treasury.gov/
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14. Will my contacts change at the RAIVS units? Your contacts will not change unless the 
RAIVS unit closest to your office is different than your previous RAIVS unit or you have 
been notified of assignment to a different RAIVS location. 

15. Is the IVES Detail Report available in a format other than .pdf? In an effort to share 
information regarding the IVES Detail Report, it was brought to our attention some 
participants may not be aware that in addition to the .pdf format the report is also available 
in the .csv format which can be saved as an EXCEL (.xls) file. This will allow you to sort 
and search information within the file. When requesting the report use the drop-down 
arrow to change the file from .pdf to .csv. In order to view the tracking number on the .csv 
version, it is necessary to format the column using the steps below. 

1. Highlight the entire tracking number column. 
2. Click on Format at the top of the report. 
3. Click on "cells". 
4. When the formatting screen appears click on "number". 
5. On the right side of the screen change the decimal place to zero and click "OK". 

What You Need to Do 

This may be something you might want to consider to streamline your loan origination system. 
Review this information and determine if it has any significance for your organization. 

FRB: Consumer Compliance Outlook (February 17, 2022) 

Link 

https://consumercomplianceoutlook.org/ 

Text 

The latest issue of Consumer Compliance Outlook is now available on the Outlook website. 
This issue includes an article titled “Advanced Topics in Adverse Action Notices (AAN) 
Under the Equal Credit Opportunity Act.” 

Note: the material in the Consumer Compliance Outlook is the intellectual property of the 12 
Federal Reserve Banks and cannot be copied without permission. 

Other topics, which may be of interest, include: 

• FEMA Begins Risk Rating 2.0 Flood Insurance Initiative 

•  2021 Interagency Fair Lending Webinar 

  

https://consumercomplianceoutlook.org/
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What You Need to Do 

While the AAN article offers no changes for most banks, advanced requirements are discussed, 
including counteroffers, incomplete applications, and withdrawn applications. Differences among 
an inquiry, prequalification, and preapproval are reviewed, as well as notice requirements for 
each. Review this information and train others who might benefit from it. Review the other topics, 
as necessary. 

CFPB: Bulletin 2022-03 – Servicer Responsibilities in Public Service 
Loan Forgiveness Communications (February 18, 2022) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_bulletin_2022-03_servicer-
responsibilities-in-public-service-loan-forgiveness.pdf 

Text 

The Consumer Financial Protection Bureau (CFPB) issued this Compliance Bulletin and 
Policy Guidance (Bulletin) regarding the servicing of Federal student loans, including Federal 
Family Education Loan Program and Perkins loans, for borrowers who may be eligible for Public 
Service Loan Forgiveness (PSLF). 

The Limited PSLF Waiver announced by the Department of Education on October 6, 2021 
(PSLF Waiver) significantly changes the program’s eligibility criteria for a limited period. 

In communicating with borrowers about the PSLF program, servicers should consider taking 
certain actions to ensure compliance with the Dodd-Frank Wall Street Reform and Consumer 
Protection Act’s (Dodd-Frank Act’s) prohibition on unfair, deceptive, or abusive acts or practices 
(collectively, UDAAPs). 

In its oversight, the CFPB will be paying particular attention to whether student loan servicers 
provide complete and accurate information to consumers about the benefits they can receive under 
the PSLF Waiver and eligibility for PSLF generally. 

DATES: This bulletin is applicable on March 1, 2022. 

What You Need to Do 

This should not be an issue for most banks. If your FI is affected, please review the Compliance 
Bulletin and Policy Guidance using the link provided. 

https://files.consumerfinance.gov/f/documents/cfpb_bulletin_2022-03_servicer-responsibilities-in-public-service-loan-forgiveness.pdf
https://files.consumerfinance.gov/f/documents/cfpb_bulletin_2022-03_servicer-responsibilities-in-public-service-loan-forgiveness.pdf
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CFPB: Statement on Appraisal Task Force Report (March 23, 2022) 

Link 

https://www.consumerfinance.gov/about-us/newsroom/cfpb-director-chopra-statement-on-
appraisal-task-force-report/ 

Text 

Consumer Financial Protection Bureau Director Rohit Chopra issued a statement regarding 
the final report of the Interagency Task Force on Property Appraisal and Valuation Equity 
(PAVE). 

“Today’s report underscores the critical importance of fair and accurate appraisals in 
residential real estate. Discriminatory home valuations, whether computed by an algorithm or 
conducted in-person, undermine longstanding goals for fair housing and fair lending across our 
country.” 

“I appreciate the work by Secretary Marcia Fudge and Ambassador Susan Rice in leading this 
effort. The CFPB will be taking a number of actions to further the work of the task force.” 

“First, the CFPB will be taking an active leadership role in the Appraisal Subcommittee of the 
Federal Financial Institutions Examination Council. Congress has assigned important 
responsibilities to the Appraisal Subcommittee, and it is important to live up to these 
expectations. In particular, we will be closely scrutinizing the work of The Appraisal Foundation, 
which wields enormous power to set standards and levy fees on the professional appraiser 
community.” 

“In addition, along with other federal financial regulators, we will be working to implement a 
dormant authority in federal law to ensure that algorithmic valuations are fair and accurate. We 
have already begun to solicit input from small businesses in order to develop a proposed rule, and 
we are committed to addressing potential bias in these automated valuation models.” 

“We will also be taking additional steps through our research, through our supervisory 
examinations of financial institutions and their service providers, and through law enforcement 
actions. We welcome input and engagement from the public, the professional appraiser 
community, and across the residential real estate industry.” 

View the report: Action Plan to Advance Property Appraisal and Valuation Equity 

https://pave.hud.gov/sites/pave.hud.gov/files/documents/PAVEActionPlan.pdf 

Read the announcement of the CFPB’s rulemaking on automated valuation models: 

https://www.consumerfinance.gov/about-us/newsroom/cfpb-outlines-options-to-prevent-
algorithmic-bias-in-home-valuations/ 

What You Need to Do 

Nothing has happened yet, but expect sweeping new appraisal rules in the future. 

https://www.consumerfinance.gov/about-us/newsroom/cfpb-director-chopra-statement-on-appraisal-task-force-report/
https://www.consumerfinance.gov/about-us/newsroom/cfpb-director-chopra-statement-on-appraisal-task-force-report/
https://pave.hud.gov/sites/pave.hud.gov/files/documents/PAVEActionPlan.pdf
https://www.consumerfinance.gov/about-us/newsroom/cfpb-outlines-options-to-prevent-algorithmic-bias-in-home-valuations/
https://www.consumerfinance.gov/about-us/newsroom/cfpb-outlines-options-to-prevent-algorithmic-bias-in-home-valuations/
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FDIC: Consumer Compliance Supervisory Highlights (March 31, 
2022) 

Link 

https://www.fdic.gov/regulations/examinations/consumer-compliance-supervisory-
highlights/documents/ccs-highlights-march2022.pdf 

Text 

The FDIC’s Consumer Compliance Supervisory Highlights is a publication that features 
articles of interest to the banking industry. Its purpose is to enhance transparency regarding the 
FDIC’s consumer compliance supervisory activities and provide a high-level overview of consumer 
compliance issues identified in 2021 through the FDIC’s supervision of state non-member banks 
and thrifts. Topics include supervisory observations related to consumer protection laws, 
examples of practices that may be useful to institutions in mitigating risks, regulatory 
developments, consumer compliance resources, and an overview of consumer complaint trends. 

***** 

Most Frequently Cited Violations 

During 2021, FDIC consumer compliance examiners identified regulatory violations that 
ranged in severity from highest to lowest level of concern (i.e., Levels 3, 2 and 1, with Level 1 
representing the lowest level of concern). This publication focuses on the five most frequently cited 
instances of Level 3 or Level 2 violations. 

The most frequently cited violations (representing approximately 78 percent of the total 
violations cited in 2021) remain the same as 2020 and involve the Truth in Lending Act (TILA), 
Flood Disaster Protection Act (FDPA), Electronic Fund Transfers Act (EFTA), Truth in Savings 
Act (TISA), and the Real Estate Settlement Procedures Act (RESPA). 

Because the FDIC conducts consumer compliance examinations using a risk-focused 
methodology, the most frequently cited violations generally involve regulations that represent the 
greatest potential for consumer harm. For example, TILA requires disclosures about mortgage 
costs and calculation errors could result in reimbursements to consumers. Moreover, the food 
insurance provisions included in the FDPA could result in penalties if the supervised institution 
does not take appropriate steps to ensure compliance. Given the heightened risk for potential 
consumer harm, these five areas of the law generally represent a center of focus for consumer 
compliance examiners. 

Of the top regulatory areas cited for violations, the following list describes the most frequently 
cited violation in each area: 

• TILA: Section 1026.19(e) of Regulation Z, which implements TILA, requires the lender to 
provide a loan estimate with the information required under section 1026.37. This section 
provides for timing requirements of the loan estimate and requirements for the disclosure 
of certain settlement providers. This section also includes requirements for pre-disclosure 

https://www.fdic.gov/regulations/examinations/consumer-compliance-supervisory-highlights/documents/ccs-highlights-march2022.pdf
https://www.fdic.gov/regulations/examinations/consumer-compliance-supervisory-highlights/documents/ccs-highlights-march2022.pdf
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activity, the good faith determination for estimates of closing costs, and the provision and 
receipt of revised disclosure. 
 

• FDPA: Section 339.3(a) of Part 339 of the FDIC Rules and Regulations, which implements 
the FDPA, requires adequate food insurance be in place at the time a covered loan is made, 
increased, extended, or renewed. 
 

• EFTA: Section 1005.11(c) of Regulation E, which implements the EFTA, requires a 
financial institution to investigate allegations of electronic fund transfer errors, determine 
whether an error occurred, report the results to the consumer, and correct the error within 
certain timeframes. 
 

• RESPA: Section 1024.37(c) of Regulation X, which implements RESPA, prohibits a loan 
servicer from assessing the borrower any premium charge or fee related to force-placed 
hazard insurance until certain disclosure requirements have been met. The disclosures 
must comply with formatting requirements set forth in this section. 
 

• TISA: Sections 1030.4(a) and (b) of Regulation DD, which implements TISA, set forth 
timing and content requirements for deposit account disclosures. 

In 2021, the FDIC initiated 20 formal enforcement actions and 24 informal enforcement 
actions to address consumer compliance examination findings. During this period, the FDIC 
issued Civil Money Penalty (CMP) orders against institutions to address violations of the FDPA 
and Section 5 of the Federal Trade Commission Act (FTC Act), totaling $2.7 million. Voluntary 
restitution payments to more than 49,000 consumers for violations of various laws and regulations 
totaled approximately $4.5 million. 

***** 

Consumer Compliance Examination Observations 

The following describes some of the more significant consumer compliance issues identified by 
FDIC examiners during the consumer compliance examinations conducted in 2021. The issues 
include matters involving liability protections, automated overdraft programs, re-presentment of 
unpaid transactions, and fair lending compliance. 

Regulation E – Liability Protections for a Consumer Deceived into Giving 
Authorization Credentials 

Background 

Regulation E implements EFTA, which gives consumers certain rights when engaging in 
electronic fund transfers (EFTs). EFTs include transfers through automated teller machines, 
point of sale terminals, and automated clearinghouse systems. Regulation E outlines procedures 
financial institutions must follow for investigating and resolving EFT errors alleged by 
consumers. Regulation E limits consumer liability for unauthorized transfers that are reported 
within regulatory timeframes, and outlines procedures for resolving errors that are reported 
within regulatory timeframes. 



Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 11 

Findings 

In 2021, the FDIC noted issues involving consumers being targeted for fraud. In one instance, 
a third-party service provider (TPSP) managed a financial institution’s deposit accounts. The 
consumers stated someone posing as a representative of the financial institution’s fraud 
department contacted them seeking account verification codes. Believing they were 
communicating with the TPSP (working on behalf of the financial institution) about unauthorized 
activity, the consumers provided the two-factor authentication code, and it turned out the person 
to whom they gave the code was a scammer. The scammer then used the account credentials to 
steal money from the consumers’ accounts. 

In an attempt to limit its liability, the financial institution disclosed in the account agreements 
that neither the institution nor the TPSP would ever request the two-factor authentication code. 
However, the FDIC concluded that Regulation E’s liability protections for unauthorized transfers 
apply even if a consumer is deceived into giving someone their authorization credentials. 
Consumer account disclosures cannot limit the protections provided for in the regulation. 

The regulation’s Official Interpretations expressly state that an unauthorized EFT includes a 
transfer initiated by a person who obtained the access device from the consumer through fraud or 
robbery, and that consumer negligence cannot be used as the basis for imposing greater liability 
than is permitted under Regulation E. On June 4, 2021, the Consumer Financial Protection 
Bureau (CFPB) Frequently Asked Questions issued (FAQs) on Unauthorized Electronic Fund 
Transfers and Error Resolution under Regulation E. The FAQs reference issues involving 
fraudulent account access and explain that when a consumer is fraudulently induced into sharing 
account access information with a third party, and a third party uses that information to make an 
EFT from the consumer’s account, the transfer is an unauthorized EFT under Regulation E. The 
FAQs further explain that consumer behavior that may constitute negligence under state law does 
not affect the consumer’s liability for unauthorized transfers under Regulation E. Further, the 
FAQs indicate subsequent transfers initiated with the fraudulently obtained account information 
(the access code) would also be considered unauthorized transfers and subject to Regulation E 
liability protections. 

The FDIC also noted instances where deceived consumers provided their account credentials 
for fraudulent EFTs conducted through a money payment platform (MPP) such as Cash App, Zelle, 
or Venmo. When an MPP entered into an agreement with a consumer, that agreement extended 
to the financial institution holding the consumer’s account. The financial institution, as the 
account holding institution, was held responsible under Regulation E. In addition, the MPP, 
through whose platform the EFT was made, was also held responsible, as it was considered a 
“financial institution” under Regulation E. Both the financial institution and MPP have 
investigative and error resolution obligations under Regulation E and must comply with those 
obligations provided the consumer gives timely notice of an alleged error under section 1005.11(b). 

Regulation E also applies to peer-to-peer or “P2P” payments made through MPPs, even when 
the MPP has no specific agreement regarding the MPP with the financial institution holding the 
consumer’s account, provided the transmitter issues an “access device” and agrees with the 
consumer to provide EFT services that enable the consumer to access the account. A consumer’s 
mobile phone and an MPP EFT application fall under Regulation E’s definition of “access device.” 
Consequently, an MPP must comply with Regulation E for transactions connected to a consumer’s 
debit card or account. Both the financial institution and MPP are obligated under Regulation E to 
investigate EFT disputes and to limit consumer liability if, after investigation, the consumer’s 
allegations are confirmed 
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Mitigating Risk 

Through our examination and supervisory experience, we have observed that financial 
institutions, including MPPs, can take a number of steps to mitigate the risk of not complying 
with Regulation E. These include: 

• Reviewing account agreements and disclosures (including those with MPPs) to ensure they 
do not attempt to diminish or limit consumers’ rights under Regulation E. 
 

• Conducting thorough investigations of any fraud-related EFT disputes and documenting 
the findings. Under section 1005.11(d)(1), consumers have a right to request the documents 
the financial institution relied upon in making its determination. 
 

• Educating consumers about scams and providing tips on avoiding scams. 
 

• Reminding consumers to notify their financial institution if they fall victim to a scam. 
Prompt notification (and financial institution response) can expedite the recovery of funds. 
 

• Implementing effective fraud detection and prevention measures, such as monitoring 
geographic data, spending patterns, merchant data, and IP addresses, to help detect 
potential fraudulent activity. 
 

• Training staff on Regulation E’s requirements and assisting consumers alleging 
unauthorized transactions. 

 

Automated Overdraft Programs: Conversion from Static Limit to Dynamic Limit 

Background 

Automated overdraft programs authorize or decline transactions presented against 
insufficient funds through a computerized process. The limits used by these automated overdraft 
programs are either static or dynamic. Static limits are typically determined at account opening 
and seldom change. Some institutions employ fixed amounts that may range from $100 to over 
$1,000 and vary based on the type of account, while others assign the same amount to all 
customers. Institutions may communicate the static overdraft limit to customers at account 
opening, in subsequent disclosures, or through other communications including online or mobile 
banking systems. Dynamic limits, in contrast, vary for each customer and may change periodically 
(e.g., daily, weekly, monthly) as a customer’s usage or relationship with the institution changes. 
For instance, a customer’s assigned overdraft limit may be $500 one day and reduced to zero (i.e., 
no assigned overdraft limit) a few days later. The dynamic limits are typically based on 
algorithms, or a set of rules, that weigh numerous variables and customer behaviors in an attempt 
to manage risk. For example, some common variables used to calculate the dynamic limit might 
include the age of the account, average balance, overdraft history, deposit amounts, deposit 
frequency, and other relationships the customer may have with the institution. Financial 
institutions will periodically evaluate and adjust the algorithms based on changes in policy, 
market conditions, customer behavior, and other factors. Institutions that use dynamic limits do 
not always communicate these limits to customers. 

Overdraft programs must comply with all applicable Federal law and regulations, including 
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Section 5 of the FTC Act, which prohibits unfair or deceptive acts or practices. An act or practice 
is unfair if it causes or is likely to cause substantial injury to consumers that is not reasonably 
avoidable by consumers themselves and not outweighed by countervailing benefits to consumers 
or to competition. An act or practice is deceptive if, in general, it is a representation, omission, or 
practice that is likely to mislead a consumer acting reasonably under the circumstances, and the 
representation, omission, or practice is material. 

Findings 

FDIC consumer compliance examinations conducted during 2021 identified several financial 
institutions that converted their programs from a static limit to a dynamic limit. In some 
instances, examiners identified concerns with how these conversions were implemented and cited 
violations of Section 5 of the FTC Act for deceptive acts or practices. The institutions failed to 
disclose sufficient information about the change from a static limit to a dynamic limit. In fact, 
some institutions did not provide any information to customers about the change. Specifically, 
institutions failed to disclose key changes such as: 

• Replacement of the fixed amount with an overdraft limit that may change and could change 
as frequently as daily. 
 

• Use of a new overdraft limit that may be lower or higher, at times, than the fixed amount 
to which the customer had become accustomed. 
 

• Suspension of the overdraft limit when it falls to zero and how such a change may result 
in transactions being returned unpaid to merchants/third parties due to insufficient funds. 

The FDIC deemed the above omissions material. The financial institutions’ disclosures 
omitted necessary information that customers needed to make an informed decision about how 
the new dynamic limit overdraft program operated. The customers did not have sufficient 
information about the new program to understand how to avoid fees associated with an overdraft 
or for transactions declined for payment. Changes in overdraft coverage without adequate 
disclosure resulted in consumer harm. 

Mitigating Risk 

The FDIC has observed certain risk-mitigating activities institutions may consider to mitigate 
the risk when implementing automated overdraft programs with a dynamic limit. These include: 

• Providing clear and conspicuous information to existing customers so they have advance 
notice of how the change from a fixed overdraft limit to a dynamic limit will affect them. 
This is especially important when the bank previously disclosed the amount of the fixed 
overdraft limit to customers. 
 

• Disclosing changes to overdraft limits in real time to consumers, as these vary, with the 
opportunity for consumers to adjust their behavior. 
 

• Reviewing and revising account opening disclosures or other communications used to 
inform new customers about the automated overdraft program to avoid engaging in 
deceptive practices. 
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• Explaining that the dynamic limit is established based on algorithms, or a set of rules, that 
weigh numerous variables and customer behaviors, how the limit may change (including 
the frequency of change), and how the limit may be suspended or reduced to zero when 
eligibility criteria are no longer met. 
 

• Training customer service and complaint processing staff to explain the features and terms 
of the automated overdraft program’s dynamic features. This training should be provided 
to staff who work with new customers as well as those who work with existing customers. 

Re-presentment of Unpaid Transactions: Heightened Risk for Section 5 Violations 

Background 

Financial institutions commonly charge a non-sufficient funds (NSF) fee when a charge is 
presented for payment but cannot be covered by the balance in the account. Some financial 
institutions charged additional NSF fees for the same transaction when a merchant re-presented 
an automated clearinghouse (ACH) payment or check on more than one occasion after the 
transaction was declined. Disclosure and fee practices for re-presentments may result in 
heightened risk of violations of Section 5 of the FTC Act, which covers both business and consumer 
accounts. Re-presentment practices have recently been spotlighted in public statements by other 
Federal and state regulators, and announcements by financial institutions including those 
regulated by the FDIC. Re-presented transactions have also been the subject of a number of recent 
class action lawsuits involving financial institutions, including some supervised by the FDIC. 
These lawsuits generally allege breach of contract due to the omission of key terms related to the 
assessment of representment fees. Lawsuit settlements have resulted in customer restitution and 
legal fee reimbursements. 

Findings 

During 2021, the FDIC identified consumer harm when financial institutions charged multiple 
NSF fees for the re-presentment of unpaid transactions. Some disclosures and account agreements 
explained that one NSF fee would be charged “per item” or “per transaction.” These terms were 
not clearly defined, and disclosure forms did not explain that the same transaction might result 
in multiple NSF fees if re-presented. 

While case-specific facts would determine whether a practice is in violation of a law or 
regulation, the failure to disclose material information to customers about re-presentment 
practices and fees may be deceptive. This practice may also be unfair if there is the likelihood of 
substantial injury for customers, if the injury is not reasonably avoidable, and if there is no 
countervailing benefit to customers or competition. For example, there is risk of unfairness if 
multiple fees are assessed for the same transaction in a short period of time without sufficient 
notice or opportunity for consumers to bring their account to a positive balance. 

Additionally, although class action settlements may result in banks providing some restitution 
to its customers, the FDIC has determined that, in some instances, the restitution provided did 
not fully redress the harm caused by the practice. As such, the FDIC required such institution to 
provide additional restitution. 

Mitigating Risk 

The FDIC has observed various risk-mitigating activities that financial institutions have 
taken to reduce potential risk of consumer harm and avoid potential violations of Section 5 of the 
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FTC Act. These include: 

• Eliminating NSF fees. 
 

• Declining to charge more than one NSF fee for the same transaction, regardless of whether 
the item is represented. 
 

• Disclosing the amount of NSF fees and how such fees will be imposed, including: { 
Information on whether multiple fees may be assessed in connection with a single 
transaction; { The frequency with which such fees can be assessed; and { The maximum 
number of fees that can be assessed in connection with a single transaction. 
 

• Reviewing customer notification practices related to NSF transactions and the timing of 
fees to provide the customer with an ability to avoid multiple fees for re-presented items. 
 

• Conducting a comprehensive review of policies, practices, and disclosures related to re-
presentments to ensure the manner in which NSF fees are charged is communicated 
clearly and consistently. 
 

• Working with service providers to retain comprehensive records so that re-presented items 
can be identified. 

Fair Lending 

Background 

The FDIC conducts a fair lending review as part of every consumer compliance examination. 
The fair lending review evaluates a supervised institution’s compliance with the anti-
discrimination laws and regulations, including the Equal Credit Opportunity Act (ECOA) and the 
Fair Housing Act (FHA). While the vast majority of supervised institutions maintain effective 
compliance programs, the FDIC does occasionally identify violations. In the rare instance when 
the FDIC has reason to believe a creditor is engaged in a pattern or practice of discrimination in 
violation of ECOA, the FDIC is required, by law, to refer the matter to the Department of Justice 
(DOJ). In 2021, the FDIC referred two fair lending matters to the DOJ. 

Findings 

For one fair lending matter referred to the DOJ in 2021, the institution had a policy of using 
the Cohort Default Rate (CDR) to determine who could apply for private student loan debt 
consolidation and refinance loans. In general, the CDR is published by the U.S. Department of 
Education to show the percentage of a school’s borrowers who default on certain loans. In addition 
to other criteria, the institution used the CDR as an eligibility threshold to determine which 
students could apply for credit. In general, the CDR cutoffs resulted in the disproportionate 
exclusion of people who attended Historically Black Colleges and Universities (HBCUs) from 
applying for credit, as certain HBCUs had CDRs that exceeded the cutoff chosen by the institution. 
While the institution’s use of the CDR to determine school-specific eligibility requirements 
constituted a neutral policy, the policy had a disparate impact on the prohibited basis of race, 
given that the graduates of HBCUs were disproportionately Black. 

For the other fair lending matter referred to the DOJ in 2021, the FDIC concluded there was 
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reason to believe that an institution engaged in a pattern or practice of illegal credit 
discrimination on the prohibited basis of race by redlining in certain markets in the institution’s 
lending area. Specifically, the FDIC evaluated the institution’s reported Home Mortgage 
Disclosure Act data and lending activity in majority-Black census tracts. The FDIC also analyzed 
the institution’s branching, as well as its marketing and outreach in those areas. As a result, the 
FDIC concluded that the institution was not making credit available to certain geographic areas 
based on the racial composition of those areas. 

Mitigating Risks 

A strong compliance management system helps ensure financial institutions treat consumers 
fairly by operating in compliance with fair lending laws. The FDIC’s Banker Resource Center 
provides information to help support fair lending compliance. In addition, banks may consider the 
following to mitigate fair lending risks: 

• Maintaining written policies and procedures that include information for lending staff to 
reference when applying credit decision criteria and determining whether borrowers are 
creditworthy. 
 

• Reviewing any requirements or other criteria used to screen potential applicants to ensure 
there is no discriminatory impact. 
 

• Understanding the bank’s reasonably expected market area, and the demographics of the 
geographies within that area. 
 

• Evaluating the methods by which the bank obtains loan applications, including any 
marketing or outreach efforts and branches. 
 

• Assessing the bank’s lending performance within its reasonably expected market area. 

Regulatory and Other Developments 

The following provides information on matters relevant to consumer compliance laws and 
regulations that were issued or finalized in 2021 or scheduled to become effective in 2022. 
Additionally, this section includes information on efforts to modernize CRA. 

Community Reinvestment Act Rulemaking 

On July 20, 2021, the FDIC announced its commitment to working with the Board of 
Governors of the Federal Reserve System (Federal Reserve Board) and the Office of the 
Comptroller of the Currency (OCC) to jointly strengthen and modernize the regulations 
implementing the CRA. Since this announcement, the agencies have continued to work together 
to develop a joint notice of proposed rulemaking building on the Federal Reserve Board’s 
September 2020 Advance Notice of Proposed Rulemaking. The FDIC is committed to working 
toward a uniform application of the CRA framework to ensure banks meet the credit needs of their 
communities while clarifying the types of activities for which banks can obtain credit under the 
CRA, the locations for which banks can obtain such credit, and the amount of credit banks will 
receive. 
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Conducting Due Diligence on Financial Technology Companies 

Text omitted. 

Financial Institutions’ Use of Artificial Intelligence, including Machine Learning 

Text omitted. 

Proposed Interagency Guidance on Third-Party Relationships: Risk Management 

Text omitted. 

Rule on the Role of Supervisory Guidance 

On January 19, 2021, the FDIC issued FIL 03-2021 to announce that the FDIC Board of 
Directors adopted a final rule to clarify and codify the role of supervisory guidance. The FDIC, 
OCC, the Federal Reserve Board, CFPB, and the National Credit Union Administration had 
previously published a joint proposed rule to codify the Interagency Statement on the Role of 
Supervisory Guidance (FIL-49-2018), with clarifying changes, as an appendix to proposed rule 
text. On January 19, 2021, the FDIC adopted the proposed rule without substantive change. In 
general, the final rule reiterates the distinction between regulation and supervisory guidance and 
clarifies the FDIC’s policies and practices to: 

• Limit the use of numerical thresholds in guidance; 
 

• Reiterate that examiners will not base supervisory criticisms on a “violation” of or “non-
compliance” with supervisory guidance; 
 

• Reduce the issuance of multiple supervisory guidance on the same topic; 
 

• Make the role of supervisory guidance clear in communications to examiners and 
supervised financial institutions; and 
 

• Encourage supervised institutions to discuss questions about supervisory guidance with 
their appropriate agency contact. 

National Flood Insurance Program – Risk Rating 2.0 

On October 1, 2021, the Federal Emergency Management Agency (FEMA) began 
implementing its new pricing methodology, called Risk Rating 2.0, to calculate food insurance 
premiums. This new methodology moves away from a reliance on food zone mapping to leverage 
industry best practices and technology, thus enabling FEMA to deliver rates that are actuarially 
sound, equitable, easier to understand, and more reflective of a property’s food risk. Risk Rating 
2.0 does not affect the mandatory purchase requirements. 

FEMA is implementing Risk Rating 2.0 in two phases: 1) as of October 1, 2021, new policies 
are subject to the new methodology; and 2) all the remaining policies renewing on or after April 
1, 2022, will be subject to the new rating methodology. 

Although food zones on a Flood Insurance Rate Map (FIRM) will not be used to calculate a 
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property’s food insurance premium, food zones will still be used for floodplain management 
purposes (i.e., all new construction and substantial improvements to buildings in Zone V must be 
elevated on pilings, posts, piers, or columns). Further, lenders will continue to use FIRMs to 
determine if a building is located within a special food hazard area (SFHA) and must continue to 
complete the Standard Flood Hazard Determination (SFHD) form for each covered loan as 
required by 12 C.F.R. 339.6(a). If a building securing a covered loan is located in an SHFA, the 
lender must require the borrower to obtain the appropriate amount of food insurance coverage in 
accordance with the mandatory purchase requirements as defined under 42 U.S.C. § 4012a(b), as 
implemented by 12 C.F.R. 339.3(a). 

If there is a discrepancy regarding whether a property is located in a SFHA, the borrower may 
use FEMA’s Letter of Map Amendment process to review the determination. Pricing for food 
insurance policies issued by a private food insurer and National Flood Insurance Program (NFIP) 
policies that have not yet been issued under Risk Rating 2.0 may still include the food zone on a 
declarations page. In these cases, lenders need not reconcile a food zone discrepancy. 

Notice of Proposed Rulemaking on False Advertising, Misrepresentation of Insured 
Status, and Misuse of the FDIC’s Name or Logo 

Text omitted. 

Simplification of Deposit Insurance Rules for Trust and Mortgage Servicing Accounts 

[Discussion omitted here.  This is a topic in the Deposit Issues segment of this manual.] 

Transitioning from the London Interbank Offered Rate (LIBOR) 

Text omitted. This information appeared in the first quarter 2022 CBC Regulatory Update 
manual. 

FDIC Risk Assessments Relating to the CARES Act and Mortgage Servicing 

Text omitted, 

***** 

An Overview of Consumer Complaint Trends 

The National Center for Consumer and Depositor Assistance’s (NCDA) Consumer Response 
Unit (CRU) closed and responded to 17,714 written complaints and telephone calls from 
consumers in 2021, which represents a 16 percent increase from the 15,217 case records in 2020. 
The CRU closed and responded to 14,236 written consumer complaints in 2021 by investigating 
the complaint or referring the complaint to the appropriate FDIC division/office or other agency. 
The CRU acknowledged 100 percent of written complaints within 14 days and investigated and 
responded to 99 percent of non-fair lending complaints within established timeframes. 

Of the 14,236 written complaints, the CRU investigated 8,529 of the written complaints or 
inquiries. The completed investigations of the noted products, issues, and applicable regulations 
found 429 apparent bank errors and 201 apparent violations. Fair Lending complaints 
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investigated by the CRU increased from 48 in 2020 to 63 in 2021, a 31 percent increase. 

The volume of third-party providers (TPPs) associated with complaints increased to 4,100 from 
3,298, or 24 percent. These relationships generally involve contractual agreements between banks 
and entities that perform a variety of services, such as credit card servicing and processing deposit 
account transactions and error disputes. The CRU tagged a case involving a TPP in 3,846 
instances. TPPs were associated with 97 cases reflecting an apparent violation of a federal 
consumer protection regulation. 

The CRU’s interaction with consumers and banks resulted in consumers receiving $1,292,695 
in total voluntary restitution and compensation through December 2021, compared to $949,925 
received for the same period in 2020, a 36 percent increase. In addition to monetary compensation, 
the CRU’s interaction also resulted in 871 cases reflecting non-monetary compensation. The types 
of non-monetary compensation provided included: updating bank records, reinstating an account, 
or releasing a block on a card, ceasing collection calls or actions, loan modifications, and forgiving 
debt. 

The CRU coded each complaint within the Enterprise Public Inquiries and Complaints (EPIC) 
system with at least one product, issue, regulation, and finding. In 2021, the CRU determined the 
top five products to include: checking accounts (3,160), credit cards (3,032), installment loans 
(1,169), residential real estate (1,029), and consumer line of credit (950). The following chart 
provides the breakdown of the top products in 2021. 

***** 

While checking account complaints remained the top product in 2021, it is reflecting a decrease 
since it peaked in 2019. The CRU will monitor this decrease to see if the availability of alternative 
banking products may be responsible for the decline. The issue customer identification policy 
increased to 416 complaints in 2021, or 120 percent. Complaints regarding this issue involve 
concerns a bank has blocked or closed an account until the consumer provides the requested 
identification documents. 

Credit card complaints increased to 3,302, or 55 percent after decreasing in 2020. Complaints 
regarding credit reporting error involve concerns regarding the reporting of inaccurate 
information and fraudulent accounts. Loan forgery/ID theft concerns increased 629 percent 
through December 31, 2021. The CRU has noted an increase of loan forgery/ID theft concerns for 
several loan products in 2021. 

Residential real estate complaints increased slightly in 2021. In 2022, the CRU will be 
watching to see if it receives an increase in complaints regarding COVID-19 forbearance exit plans 
as banks servicing Fannie Mae loans must follow Fannie Mae guidance. 

***** 

Two top issues reflect connections with three other top issues. Credit reporting remains the 
top issue in 2021, with a 59 percent increase from 2020. Four products comprise 96 percent of the 
credit reporting concerns: credit cards, consumer line of credit, installment loans, and residential 
real estate. Of the complaints noting credit reporting error concerns, approximately a third of the 
complaints also reflected loan forgery/ID theft concerns. Overall, loan forgery/ID theft concerns 
increased 423 percent in 2021. Three products reflected 94 percent of the concerns: credit cards, 
consumer line of credit, and installment loans. In most instances, consumers voiced concerns that 
accounts were established in their name without their permission 

Concerns regarding customer identification policy increased by 87 percent through December 
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31, 2021. The CRU did not start tracking this issue until 2019. The products checking accounts 
and prepaid cards comprised 70 percent of this issue. Of the complaints noting customer 
identification policy concerns, several also noted concerns about the bank either blocking or 
closing their account. 

What You Need to Do 

Review this information; share with appropriate staff; and train as needed 
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Section 2: COVID-19 Pandemic 

Note: This section is a continuation of Pandemic Preparedness that 
appeared in last quarter’s Regulatory Update. These articles cover 
January 1, 2022, through March 31, 2022. 

There were no COVID-19 Pandemic issuances during this period. 
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Section 1: Fair Credit Reporting Act 

CFPB: Compliance Bulletin (2022-01) and Policy Guidance – Medical 
Debt Collection and Consumer Reporting Requirements in 
Connection with the No Surprises Act (January 13, 2022) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_bulletin-2022-01_no-surprises-act_2022-
01.pdf 

Summary 

The Bureau of Consumer Financial Protection (Bureau) issued this compliance bulletin and 
policy guidance (Bulletin) to remind debt collectors of their obligation to comply with the Fair Debt 
Collection Practices Act’s prohibition on false, deceptive, or misleading representations or means 
in connection with the collection of any debt and unfair or unconscionable means to collect or 
attempt to collect any debt, and to remind consumer reporting agencies and information 
furnishers to comply with the Fair Credit Reporting Act’s accuracy and dispute resolution 
requirements, including when collecting, furnishing information about, and reporting medical 
debts covered by the No Surprises Act 

Date 

This Bulletin is applicable as of January 20, 2022. 

Bulletin 

The Bureau is issuing this Bulletin to emphasize the obligation of debt collectors to comply 
with the Fair Debt Collection Practices Act’s (FDCPA) prohibitions on false, deceptive, or 
misleading representations or means in connection with the collection of any debt and unfair or 
unconscionable means to collect or attempt to collect any debt, and the obligation of consumer 
reporting agencies and information furnishers to comply with the Fair Credit Reporting Act’s 
(FCRA) accuracy and dispute resolution requirements, including when collecting, furnishing 
information about, and reporting medical debts covered by the No Surprises Act. This Bulletin 
describes certain acts or practices related to the collection of medical debts that may violate the 
FDCPA or the FCRA. The examples described in this bulletin are not exhaustive of all potential 
violations of the FDCPA and FCRA that could arise from the collection of such debts. 

Effective generally for plan years beginning on or after January 1, 2022, the No Surprises Act 
protects participants, beneficiaries, and enrollees in group health plans and group and individual 
health insurance coverage from surprise medical bills when they receive, under certain 

https://files.consumerfinance.gov/f/documents/cfpb_bulletin-2022-01_no-surprises-act_2022-01.pdf
https://files.consumerfinance.gov/f/documents/cfpb_bulletin-2022-01_no-surprises-act_2022-01.pdf
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circumstances, emergency services, non-emergency services from nonparticipating providers at 
participating health care facilities, and air ambulance services from nonparticipating providers of 
air ambulance services. In addition, the No Surprises Act, among other things, requires certain 
health care facilities and providers to disclose Federal and State patient protections against 
balance billing and sets forth complaint processes with respect to potential violations of the 
protections against balance billing and out-of-network cost sharing. The No Surprises Act also 
includes certain protections for uninsured (or self-pay) individuals from surprise medical bills. 
Several Federal agencies have published rules implementing the No Surprises Act. 

Several characteristics of medical debt pose special risks to consumers and distinguish it from 
other types of debt. Medical debt often results from an unanticipated event, such as an accident 
or sudden illness, rather than from a voluntary, planned transaction. Consumers are rarely 
informed of the costs of medical treatment in advance (although provisions in the No Surprises 
Act will help to remedy this), and because of price opacity, provider availability, and the 
emergency nature of some medical care, consumers may have only a limited ability to “shop 
around.” In addition, medical bills can be rife with errors, and the unique complexity of the 
medical billing and third-party reimbursement process exacerbates consumer confusion. A 
consumer faced with a bill for medical services is generally ill suited to the task of identifying 
billing errors, including, for example, identifying whether the billed services were actually 
received and whether the correct amount was billed. A consumer also may have difficulty 
determining whether the amount is covered by insurance (if applicable) and, if so, whether and to 
what extent the amount was already paid. 

If a medical bill remains unpaid after a certain amount of time, a medical provider may engage 
a third party to collect the debt. To the extent the third party qualifies as a “debt collector” under 
the FDCPA and its implementing Regulation F, the third party is subject to the FDCPA and 
Regulation F. The FDCPA and Regulation F prohibit the use of “any false, deceptive, or misleading 
representation or means in connection with the collection of any debt,” including, for example, any 
false representation of “the character, amount, or legal status of any debt.” The FDCPA and 
Regulation F also prohibit the use of “unfair or unconscionable means to collect or attempt to 
collect any debt,” including, for example, the “collection of any amount (including any interest, fee, 
charge, or expense incidental to the principal obligation) unless such amount is expressly 
authorized by the agreement creating the debt or permitted by law.” 

The Bureau reminds debt collectors about these FDCPA prohibitions. The prohibition on 
misrepresentations includes misrepresenting that a consumer must pay a debt stemming from a 
charge that exceeds the amount permitted by the No Surprises Act. Thus, for example, a debt 
collector who represents that a consumer owes a debt arising from out-of-network charges for 
emergency services may violate the prohibition on misrepresentations if those charges exceed the 
amount permitted by the No Surprises Act. Courts have also emphasized that collecting an 
amount that exceeds what is owed would violate the prohibition on unfair or unconscionable debt 
collection practices. 

Many debt collectors furnish information about unpaid medical debts to consumer reporting 
agencies (CRAs). Debt collectors who furnish information and the CRAs to which they furnish 
that information are subject to the FCRA and its implementing Regulation V. The FCRA and 
Regulation V impose obligations on CRAs and furnishers relating to the accuracy of information 
in consumer reports. Among these is the requirement that, when preparing a consumer report, 
CRAs “shall follow reasonable procedures to assure maximum possible accuracy of the information 
concerning the individual about whom the report relates,” and the requirement that furnishers 
“establish and implement reasonable written policies and procedures regarding the accuracy and 
integrity of the information relating to consumers that it furnishes to a consumer reporting 
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agency.” The FCRA and Regulation V also require CRAs and furnishers to conduct reasonable and 
timely investigations of consumer disputes to verify the accuracy of furnished information. 

The Bureau reminds furnishers and CRAs that the accuracy and dispute obligations imposed 
by the FCRA, and Regulation V apply with respect to debts stemming from charges that exceed 
the amount permitted by the No Surprises Act. Thus, for example, a debt collector who furnishes 
information indicating that a consumer owes a debt arising from out-of-network charges for 
emergency services (or a CRA that includes such information in a consumer report) may violate 
the FCRA and Regulation V if those charges exceed the amount permitted by the No Surprises 
Act or if the furnisher (or CRA) fails to meet its dispute obligations. 

The Bureau will closely review the practices of those engaged in the collection or reporting of 
medical debt. The Bureau will hold debt collectors accountable for failing to comply with the 
FDCPA and Regulation F, and it will hold CRAs and furnishers accountable for failing to comply 
with the FCRA and Regulation V. The Bureau will use all appropriate tools to assess whether 
supervisory, enforcement, or other action may be necessary. 

***** 

What You Need to Do 

If your financial institution is an information furnisher to credit reporting agencies, you must 
comply with the FCRA’s accuracy and dispute resolution requirements; including when collecting, 
furnishing information about, and reporting medical debts covered by the No Surprises Act. Also, 
if your institution is a “debt collector,” as defined by the FDCPA, there are prohibitions on false, 
deceptive, or misleading representations and unfair or unconscionable practices. 
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Section 2: TILA-RESPA 

CFPB: Rural and Underserved Counties List – Final Lists for 2022 
(January 28, 2022) 

Links 

Rural and Underserved Counties List: 

https://www.consumerfinance.gov/compliance/compliance-resources/mortgage-
resources/rural-and-underserved-counties-list/ 

Rural and Underserved Areas Tool: 

https://www.consumerfinance.gov/rural-or-underserved-tool/ 

Text 

The CFPB’s annual list of rural and underserved counties and areas is used in applying 
various provisions under Regulation Z, which implements the Truth in Lending Act. We will be 
discussing these impacts later today. 

What You Need to Do 

Review the list of designated counties for your State, which is included in manuals later in this 
presentation. The lists are also available at the web addresses above. 

 

https://www.consumerfinance.gov/compliance/compliance-resources/mortgage-resources/rural-and-underserved-counties-list/
https://www.consumerfinance.gov/compliance/compliance-resources/mortgage-resources/rural-and-underserved-counties-list/
https://www.consumerfinance.gov/rural-or-underserved-tool/
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Section 3: Home Mortgage Disclosure Act 

CFPB: 2022 Reportable HMDA Data: A Regulatory and Reporting 
Overview Reference Chart (January 27, 2022) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_2022-reportable-hmda-data.pdf 

Text 

This chart is intended to be used as a reference tool for data points required to be collected, 
recorded, and reported under Regulation C, as amended by the HMDA Rules issued on October 
15, 2015, on August 24, 2017, on October 10, 2019, and on April 16, 2020. Relevant regulation and 
commentary sections are provided for ease of reference. The chart also incorporates the 
information found in Section 4.2.2 of the 2022 Filing Instructions Guide and provides when to 
report not applicable or exempt, including the codes used for reporting not applicable or exempt 
from section 4 of the 2022 Filing Instructions Guide for ease of reference. This chart does not 
provide data fields or enumerations used in preparing the HMDA loan/application register (LAR). 

What You Need to Do: 

The Reference Chart is 38 pages long and can be obtained using the link provided above. It is a 
helpful tool. 

 

https://files.consumerfinance.gov/f/documents/cfpb_2022-reportable-hmda-data.pdf
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Section 4: Equal Credit Opportunity Act 

Joint Agencies: Interagency Statement on Special Purpose Credit 
Programs Under the Equal Credit Opportunity Act and Regulation B 
(February 22, 2022) 

Links 

FRB: https://www.federalreserve.gov/supervisionreg/caletters/caltr2202.htm 

FDIC: https://www.fdic.gov/news/financial-institution-letters/2022/fil22008.html 

OCC: https://www.occ.gov/news-issuances/bulletins/2022/bulletin-2022-3.html 

CFPB: https://www.consumerfinance.gov/about-us/blog/using-special-purpose-credit-
programs-to-serve-unmet-credit-needs/ 

Summary 

The Board of Governors of the Federal Reserve System (FRB), the Federal Deposit Insurance 
Corporation (FDIC), the National Credit Union Administration (NCUA), the Office of the 
Comptroller of the Currency (OCC), the Consumer Financial Protection Bureau (CFPB), the 
Department of Housing and Urban Development (HUD), the Department of Justice (DOJ), and 
the Federal Housing Finance Agency (hereafter, the agencies) are issuing an interagency 
statement to remind creditors of the ability under the Equal Credit Opportunity Act (ECOA) and 
Regulation B to establish special purpose credit programs to meet the credit needs of specified 
classes of persons. Many financial institutions have publicly committed billions of dollars to better 
meet the needs of underserved communities, and the statement calls attention to the special 
purpose credit options under ECOA and Regulation B. 

 

Interagency Statement on Special Purpose Credit Programs Under the Equal 
Credit Opportunity Act and Regulation B 

ECOA and Regulation B permit creditors to extend special purpose credit offered pursuant to: 

• any credit assistance program expressly authorized by Federal or state law for the benefit 
of an economically disadvantaged class of persons; 

• any credit assistance program offered by a not-for-profit organization for the benefit of its 
members or an economically disadvantaged class of persons; or 

• any special purpose credit program offered by a for-profit organization, or in which such 
an organization participates to meet special social needs, if it meets certain standards 
prescribed in regulations by the Bureau. 

On December 21, 2020, the CFPB issued an Advisory Opinion (AO) on special purpose credit 

https://www.federalreserve.gov/supervisionreg/caletters/caltr2202.htm
https://www.fdic.gov/news/financial-institution-letters/2022/fil22008.html
https://www.occ.gov/news-issuances/bulletins/2022/bulletin-2022-3.html
https://www.consumerfinance.gov/about-us/blog/using-special-purpose-credit-programs-to-serve-unmet-credit-needs/
https://www.consumerfinance.gov/about-us/blog/using-special-purpose-credit-programs-to-serve-unmet-credit-needs/
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programs to clarify the content that a for-profit organization must include in a written plan that 
establishes and administers a special purpose credit program under Regulation B. In addition, 
the AO clarified the type of research and data that may be appropriate to inform a for-profit 
organization’s determination to establish a special purpose credit program to benefit a specified 
class of persons. 

Previously, some stakeholders expressed uncertainty as to the treatment of ECOA and 
Regulation B special purpose credit programs under the Fair Housing Act (FHA). On December 
7, 2021, HUD released guidance concluding that special purpose credit programs instituted in 
conformity with ECOA, and Regulation B generally do not violate the FHA. Accordingly, creditors 
may consider the use of special purpose credit programs across all types of credit covered by ECOA 
and Regulation B. 

As creditors consider how they may expand access to credit to better address special social 
needs, the agencies encourage creditors to explore opportunities to develop special purpose credit 
programs consistent with ECOA and Regulation B requirements as well as applicable safe and 
sound lending principles. 

While the agencies do not determine whether a program qualifies for special purpose credit 
status, creditors with questions about any aspect of ECOA and Regulation B’s special purpose 
credit provisions may consult their appropriate regulatory agencies. 

What You Need to Do: 

Creditors are encouraged to explore opportunities to develop special purpose credit programs. Any 
questions should be directed to your institution’s supervisory agency. 
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Deposit Issues 
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Section 1: Electronic Fund Transfers Act 

CFPB: Compliance Bulletin (2022-02) on the EFTA’s Compulsory Use 
Prohibition and Government Benefit Accounts (February 15, 2022) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_bulletin-2022-02_electronic-fund-
transfer-act_2022-02.pdf 

Text 

Introduction 

The Consumer Financial Protection Bureau (CFPB) issued a compliance bulletin outlining the 
existing prohibitions against prepaid cards being the sole method for distributing government 
benefits. The bulletin underscores rules intended to protect market competition and to protect 
people’s right to have a choice in how they receive their money under the Electronic Fund Transfer 
Act (EFTA). 

The federal government administers benefits like Social Security payments and veterans’ 
benefits, while state and local governments distribute other benefits, including unemployment 
insurance, child support, and pension plan payments. Typically, people receive their money 
through direct deposit into their bank account, by prepaid card, or by check. Existing laws, 
specifically EFTA and its implementing Regulation E, say that people cannot be forced to receive 
government benefits at a specific financial institution as a condition of receiving government 
benefits. The rule ensures people have choices and prohibits exclusive deals that undermine 
competition and fair market prices. 

Companies hired to distribute government payments can abuse their exclusive contracts to 
extract illegal fees. In October, the CFPB fined the prison financial services company JPay $6 
million for charging consumers fees to access their own money on prepaid debit cards that they 
were forced to use. 

The bulletin issued today confirms that EFTA’s consumer protections apply to government 
benefit accounts, and financial institutions may be held liable for violations of this requirement. 
The bulletin also confirms that it is a violation of law when people are not provided a choice on 
where to receive their first payment, even if they can redirect subsequent payments to an account 
of their choice. 

Summary 

 The Electronic Fund Transfer Act (EFTA) provides, among other things, that no person may 
require a consumer to establish an account for receipt of electronic fund transfers with a particular 

https://files.consumerfinance.gov/f/documents/cfpb_bulletin-2022-02_electronic-fund-transfer-act_2022-02.pdf
https://files.consumerfinance.gov/f/documents/cfpb_bulletin-2022-02_electronic-fund-transfer-act_2022-02.pdf
https://www.consumerfinance.gov/about-us/newsroom/cfpb-penalizes-jpay-for-siphoning-taxpayer-funded-benefits-intended-to-help-people-re-enter-society-after-incarceration/
https://www.consumerfinance.gov/about-us/newsroom/cfpb-penalizes-jpay-for-siphoning-taxpayer-funded-benefits-intended-to-help-people-re-enter-society-after-incarceration/
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financial institution as a condition of receipt of a government benefit. The Bureau of Consumer 
Financial Protection (Bureau) is issuing this Compliance Bulletin to reiterate that this prohibition 
in EFTA applies to government benefit accounts. 

Date 

This bulletin is applicable on February 24, 2022. 

Discussion 

Section 913 of EFTA provides, among other things, that no person may require a consumer to 
establish an account for receipt of electronic fund transfers (EFTs) with a particular financial 
institution as a condition of employment or receipt of a government benefit. This provision, often 
referred to as the compulsory use prohibition, is implemented in § 1005.10(e)(2) of Regulation E. 
The Bureau is issuing this Compliance Bulletin to reiterate that the compulsory use prohibition 
in EFTA applies to government benefit accounts. 

Background 

Congress enacted EFTA in 1978 with the purpose of “provid[ing] a basic framework 
establishing the rights, liabilities, and responsibilities of participants in electronic fund transfer 
systems.” EFTA’s primary objective is “the provision of individual consumer rights.” Congress also 
empowered the Board of Governors of the Federal Reserve System (Board) to promulgate 
regulations implementing EFTA. With the adoption of the Dodd-Frank Wall Street Reform and 
Consumer Protection Act (Dodd-Frank Act), authority to implement most of EFTA transferred to 
the Bureau. 

The regulations first promulgated by the Board to implement EFTA now reside in subpart A 
of Regulation E. These rules provide a broad suite of protections to consumers who make EFTs, 
and for accounts from which consumers can make EFTs. An EFT is any transfer of funds initiated 
through an electronic terminal, telephone, computer, or magnetic tape for the purpose of ordering, 
instructing, or authorizing a financial institution to debit or credit a consumer’s account. In its 
initial rulemaking to implement EFTA, the Board developed a broad definition of “account,” which 
closely mirrored the definition of “account” in EFTA. The definition provides that, subject to 
certain specific exceptions, an account is a demand deposit (checking), savings, or other consumer 
asset account (other than an occasional or incidental credit balance in a credit plan) held directly 
or indirectly by a financial institution and established primarily for personal, family, or household 
purposes. 

In 1994, the Board amended Regulation E to extend Regulation E’s protections to accounts 
used for the electronic distribution of government benefits (1994 EBT Rule). After the Board 
finalized the 1994 EBT Rule, Congress amended EFTA to exempt “needs-tested” State and local 
electronic benefit transfer (EBT) programs. The Board subsequently adopted a rule exempting 
EBT programs established or administered by State or local government agencies from Regulation 
E. However, all accounts used to distribute benefits for federally administered programs 
(including Federal needs-tested programs) as well as non-needs tested State and local government 
benefit programs remained covered by Regulation E. 

On October 5, 2016, the Bureau issued a final rule titled “Prepaid Accounts Under the 
Electronic Fund Transfer Act (Regulation E) and the Truth In Lending Act (Regulation Z)” (2016 
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Final Rule). The 2016 Final Rule, as subsequently amended, is referred to herein as the Prepaid 
Accounts Rule. The Prepaid Accounts Rule, among other things, extended Regulation E coverage 
to prepaid accounts and adopted provisions specific to such accounts. The definition of “prepaid 
account” in the Prepaid Accounts Rule includes government benefit accounts (as defined in § 
1005.15(a)(2)), which were already covered by Regulation E since the mid-1990s. The Prepaid 
Accounts Rule generally maintained the existing provisions specific to government benefit 
accounts, while adding certain new requirements such as pre-acquisition disclosures. The Prepaid 
Accounts Rule did not change the compulsory use prohibition in § 1005.10(e) of Regulation E, but 
did add commentary to clarify the compulsory use prohibition’s application to government benefits 
(comment 10(e)(2)-2), which is in line with preexisting commentary regarding payroll card 
accounts (comment 10(e)(2)-1). 

Compulsory Use Prohibition 

As mentioned above, the compulsory use prohibition of EFTA, as implemented by Regulation 
E, provides that no person may require a consumer to establish an account for receipt of EFT with 
a particular financial institution as a condition of receipt of a government benefit. Person, for the 
purposes of Regulation E and the compulsory use prohibition, means a natural person or an 
organization, including a corporation, government agency, estate, trust, partnership, 
proprietorship, cooperative, or association. The compulsory use prohibition applies to all persons, 
not just financial institutions as defined in Regulation E. The compulsory use prohibition applies 
to “government benefit accounts,” which is defined as an account established by a government 
agency for distributing government benefits to a consumer electronically. However, for purposes 
of Regulation E, including the compulsory use prohibition, a government benefit account does not 
include an account for distributing needs-tested benefits in a program established under State or 
local law or administered by a State or local agency. 

The term “needs-tested” is not defined in EFTA or Regulation E. In the preamble to its 2016 
Final Rule, the Bureau identified examples of needs-tested government benefit programs that are 
not “government benefit accounts” subject to the compulsory use prohibition, such as those used 
to distribute funds related to Temporary Assistance for Needy Families (TANF), Special 
Supplemental Nutrition Program for Women, Infants, and Children (WIC), and the Supplemental 
Nutrition Assistance Program (SNAP). Accounts established under programs administered by 
State or local agencies for benefits that are not needs-tested are “government benefit accounts” 
subject to the compulsory use prohibition. Examples of government benefit accounts administered 
by State or local agencies that are subject to the compulsory use prohibition because they are not 
needs-tested include accounts used to distribute unemployment insurance, child support, certain 
prison, and jail “gate money” benefits, and pension plan payments. 

In addition, all accounts used to distribute funds under federally administered benefits 
programs (even if those benefits are needs-tested) are “government benefit accounts” subject to 
the compulsory use prohibition; for example, accounts used to distribute Social Security, Social 
Security Disability Insurance, and Supplemental Security Income (SSI) payments; or Federal tax 
credits like the Earned Income Tax Credit (EITC) or the Child Tax Credit (CTC) are subject to the 
compulsory use prohibition. 

The compulsory use prohibition ensures that consumers receiving the government benefits 
described above have a choice with respect to how they receive their funds. Government agencies, 
financial institutions, and other persons have several options available to them to ensure 
consumers are provided a choice. For example, a government agency that requires consumers to 
receive benefits through direct deposit will not violate the compulsory use prohibition if it allows 
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consumers to choose the financial institution, they want to use in receiving the direct deposit. 
Alternatively, a government agency may give a consumer the choice of having their benefits 
deposited at a particular institution (designated by the government agency) so long as the 
consumer is able to receive their benefits by another means. 

As the Bureau explained in the 2016 Final Rule, the Bureau believes that consumers are not 
provided a choice when a consumer is required to receive the first payment of government benefits 
on a prepaid card (or otherwise at a particular institution), even if the consumer can later re-direct 
the payment to an account of their choice. In such a scenario, the consumer does not have a choice 
with respect to how to receive the first payment of the government benefit; rather, with respect to 
that first payment, the consumer was required to establish an account with the financial 
institution that issued the prepaid card as a condition of receiving the funds. 

In addition to having a choice with respect to how consumers receive their government 
benefits, Regulation E requires that a statement of the consumer’s payment options be included 
in disclosures provided before a consumer acquires a government benefit account. Specifically, 
that statement must disclose that (1) the consumer has several options to receive benefit 
payments, followed by a list of the options available to the consumer, and a statement directing 
the consumer to tell the agency which option the consumer chooses; or (2) the consumer does not 
have to accept the government benefit account and directing the consumer to ask about other ways 
to receive government benefit payments. As discussed more below, government benefit accounts 
are entitled to additional protections and disclosures under Regulation E. 

Additional Regulation E Protections for Government Benefit Accounts 

As mentioned above, government benefit accounts are entitled to the protections of EFTA 
generally, and Regulation E’s provisions applicable to prepaid accounts specifically. The 
protections in Regulation E for consumers who receive government benefits include the following: 

Disclosures 

Under Regulation E, consumers are entitled to three types of disclosures for government benefit 
accounts: pre-acquisition disclosures, disclosures on the access device or entry point, and initial 
disclosures. 

Pre-acquisition disclosures for a government benefit account must set forth key information 
about the account that includes, as mentioned above, a statement regarding the consumer’s 
payment options. A government agency must provide the consumer with pre-acquisition 
disclosures before the consumer acquires a government benefit account. 

Disclosures on the access device or entry point for a government benefit account must contain 
the name of the financial institution that directly holds the account or issues the access device as 
well as a website and phone number that the consumer can use to contact that financial institution 
about the government benefit account. These disclosures must be included on the access device 
or, if there is no physical access device, on a website, mobile application, or other entry point a 
consumer must visit to access the government benefit account electronically. 

Initial disclosures must set forth comprehensive fee information that may be imposed in 
connection with the account as well as the information required to be included in the initial 
disclosures for other accounts subject to Regulation E, which include, among other things, 
disclosures regarding a consumer’s liability for unauthorized EFTs, an error resolution notice, 
contact information for the financial institution providing the account, the types of transfers a 
consumer may make and any limitations on the frequency and dollar amount of transfers, and the 
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fees associated with making. Initial disclosures must be made at account opening or before the 
first EFT occurs. 

Change-in-Terms Notices 

Change-in-terms notices are required when a term or condition required to be disclosed in the 
initial disclosures changes or the change results in an increased fee, increased liability for the 
consumer, fewer types of available EFTs, or stricter limitations on the frequency or dollar amount 
of EFTs. 

Access to Account History 

Government agencies must either provide a periodic statement as required by Regulation E 
generally, or must make available to the consumer (1) the consumer’s account balance, by 
telephone; (2) an electronic history, such as through an website, of the consumer’s account 
transactions covering at least 12 months preceding the date the consumer electronically accesses 
the account; and (3) written account transaction histories provided upon request must cover at 
least the 24 months preceding the date on which the government agency receives the consumer’s 
request for the account transaction history 

Limited Liability for Unauthorized Transfers and Error Resolution Rights 

 With limited modifications regarding the period within which an unauthorized transfer must 
be reported, Regulation E’s limited liability protections and error resolution rights fully apply to 
government benefit accounts 

Conclusion 

The Bureau is issuing this Compliance Bulletin to reiterate that the compulsory use 
prohibition in EFTA applies to government benefit accounts, as defined in Regulation E. The 
Bureau notes that it is authorized, subject to certain exceptions, to enforce EFTA and Regulation 
E against any person subject to EFTA and Regulation E, including financial institutions. In 
addition, subject to certain exceptions, the Bureau has enforcement authority over covered 
persons offering or providing certain consumer financial products or services— including 
government benefit accounts—under the Consumer Financial Protection Act of 2010. 

What You Need to Do: 

Hopefully not an issue for anyone; but review policy/procedure/practice to be sure. 
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Section 2: FDIC Deposit Insurance Rules 

FDIC: Final Rulemaking on Simplification of Deposit Insurance 
Rules for Trust and Mortgage Servicing Accounts (January 21, 2022) 

Link 

 https://www.fdic.gov/news/financial-institution-letters/2022/fil22007.html# 

Summary 

The Federal Deposit Insurance Corporation (FDIC) published a final rule to amend the deposit 
insurance regulations for trust accounts and mortgage servicing accounts. The changes are 
intended to make the deposit insurance rules easier to understand for depositors and bankers, 
facilitate more timely insurance determinations for trust accounts in the event of a bank failure, 
and enhance consistency of insurance coverage for mortgage servicing account deposits. 

Date 

The final rule will take effect on April 1, 2024, providing depositors and insured depository 
institutions more than two years to prepare for the changes in coverage. 

FDIC Rulemaking Fact Sheet 

Link 

https://www.fdic.gov/news/fact-sheets/final-rule-trust-mortgage-accounts-01-21-22.pdf 

Simplifies Deposit Insurance Rules for Trust Accounts: 

• To make the deposit insurance rules easier to understand for depositors and bankers, the 
rules currently used to determine coverage for deposits of revocable trusts and irrevocable 
trusts – which are different for the two types of trusts – will be replaced with a simpler 
common rule. 

 
• A deposit owner’s trust deposits will be insured in an amount up to $250,000 for each of 

the trust beneficiaries, not to exceed five, regardless of whether a trust is revocable or 

https://www.fdic.gov/news/financial-institution-letters/2022/fil22007.html
https://www.fdic.gov/news/fact-sheets/final-rule-trust-mortgage-accounts-01-21-22.pdf
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irrevocable, and regardless of contingencies or the allocation of funds among the 
beneficiaries. 

 
• This will provide for a maximum amount of deposit insurance coverage of $1,250,000 per 

owner, per insured depository institution for trust deposits. 
 

• The final rule is also intended to facilitate more timely deposit insurance determinations 
for trust accounts in the event of a bank failure by streamlining the detailed, time-
consuming review of trust agreements that is often required under the current, 
complicated trust rules. 

Enhances Consistency for Mortgage Servicing Account Deposits: 

• The deposit insurance rules for mortgage servicing accounts comprised of principal and 
interest funds currently provide coverage based on each mortgagor’s payments of principal 
and interest into the mortgage servicing account, up to $250,000 per mortgagor. 

 
• Some servicers advance their own funds to the lenders on behalf of borrowers. Under the 

current rule, such advances are not provided the same level of deposit insurance coverage 
as other deposits in a mortgage servicing account comprised of principal and interest 
payments directly from the mortgagors. 

 
• Under the final rule, servicers’ advances of principal and interest funds on behalf of 

mortgagors would be insured up to $250,000 per mortgagor, consistent with the coverage 
for payments of principal and interest collected directly from mortgagors. 
 

Supplementary Information 

Simplification of Deposit Insurance Coverage Rules for Trusts 

***** 

Current Rules for Coverage of Trust Deposits 

The FDIC currently recognizes three different insurance categories for deposits held in 
connection with trusts: (1) revocable trusts; (2) irrevocable trusts; and (3) irrevocable trusts with 
an IDI as trustee. 

Revocable Trust Deposits 

The revocable trust category applies to deposits for which the depositor has evidenced an 
intention that the deposit will belong to one or more beneficiaries upon his or her death. This 
category includes deposits held in connection with formal revocable trusts – that is, revocable 
trusts established through a written trust agreement. It also includes deposits that are not subject 
to a formal trust agreement, where the IDI makes payment to the beneficiaries identified in the 
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IDI’s records upon the depositor’s death based on account titling and applicable State law. The 
FDIC refers to these types of deposits, including Totten trust accounts, payable-on-death accounts, 
and similar accounts, as “informal revocable trusts.” Deposits associated with formal and informal 
revocable trusts are aggregated for purposes of the deposit insurance rules; thus, deposits that 
will pass from the same grantor to beneficiaries are aggregated and insured up to the SMDIA, 
currently $250,000, per beneficiary, regardless of whether the transfer would be accomplished 
through a written revocable trust or an informal revocable trust. 

Under the current revocable trust rules, beneficiaries include natural persons, charitable 
organizations, and non-profit entities recognized as such under the Internal Revenue Code of 
1986. If a named beneficiary does not qualify as a beneficiary under the rule, funds held in trust 
for that beneficiary are treated as single ownership funds of the grantor and aggregated with any 
other single ownership accounts that the grantor maintains at the same IDI. 

Certain requirements also must be satisfied for a deposit to be insured in the revocable trust 
category. The grantor must intend that the funds will belong to the beneficiaries upon the 
depositor’s death, and this intention must be manifested in the “title” of the account using 
commonly accepted terms such as “in trust for,” “as trustee for,” “payable-on-death to,” or any 
acronym for these terms. For purposes of this requirement, “title” includes the IDI’s electronic 
deposit account records. For example, an IDI’s electronic deposit account records could identify 
the account as a revocable trust account through coding or a similar mechanism. 

In addition, the beneficiaries of informal trusts (i.e., payable-on-death accounts) must be 
named in the IDI’s deposit account records. Since 2004, the requirement to name beneficiaries in 
the IDI’s deposit account records has not applied to formal revocable trusts; the FDIC generally 
obtains information on beneficiaries of such trusts from depositors following an IDI’s failure. 
Therefore, if a formal revocable trust deposit exceeds $250,000, and the depositor’s IDI were to 
fail, it is likely that a hold would be placed on the deposit until the FDIC can review the trust 
agreement and verify that coverage criteria are satisfied. 

The calculation of deposit insurance coverage for revocable trust deposits depends upon the 
number of unique beneficiaries named by a depositor. If five or fewer beneficiaries have been 
named, the depositor is insured in an amount up to the total number of named beneficiaries 
multiplied by the SMDIA, and the specific allocation of interests among the beneficiaries is not 
considered. If more than five beneficiaries have been named, the depositor is insured up to the 
greater of: (1) five times the SMDIA; or (2) the total of the interests of each beneficiary, with each 
such interest limited to the SMDIA. For purposes of this calculation, a life estate interest is valued 
at the SMDIA. 

Where a revocable trust deposit is jointly owned by multiple co-owners, the interests of each 
account owner are separately insured up to the SMDIA per beneficiary. However, if the co-owners 
are the only beneficiaries of the trust, the account is instead insured under the FDIC’s joint 
account rule. 

The current revocable trust rule also contains a provision that was intended to reduce 
confusion and the potential for a decrease in deposit insurance coverage in the case of the death 
of a grantor. Specifically, if a revocable trust becomes irrevocable due to the death of the grantor, 
the trust’s deposit may continue to be insured under the revocable trust rules. Absent this 
provision, the irrevocable trust rules would apply following the grantor’s death, as the revocable 
trust becomes irrevocable at that time, which could result in a reduction in coverage. 

Irrevocable Trust Deposits 
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Deposits held by an irrevocable trust that has been established either by written agreement 
or by statute are insured in the irrevocable trust deposit insurance category. Calculating coverage 
for deposits insured in this category requires a determination of whether beneficiaries’ interests 
in the trust are contingent or non-contingent. Non-contingent interests are interests that may be 
determined without evaluation of any contingencies, except for those covered by the present worth 
and life expectancy tables and the rules for their use set forth in the IRS Federal Estate Tax 
Regulations. Funds held for non-contingent trust interests are insured up to the SMDIA for each 
such beneficiary. Funds held for contingent trust interests are aggregated and insured up to the 
SMDIA in total. 

The irrevocable trust rules do not apply to deposits held for a grantor’s retained interest in an 
irrevocable trust. Such deposits are aggregated with the grantor’s other single ownership deposits 
for purposes of applying the deposit insurance limit. 

Deposits Held by an IDI as Trustee of an Irrevocable Trust 

For deposits held by an IDI in its capacity as trustee of an irrevocable trust, deposit insurance 
coverage is governed by section 7(i) of the FDI Act, a provision rooted in the Banking Act of 1935. 
Section 7(i) provides that “[t]rust funds held on deposit by an insured depository institution in a 
fiduciary capacity as trustee pursuant to any irrevocable trust established pursuant to any statute 
or written trust agreement shall be insured in an amount not to exceed the standard maximum 
deposit insurance amount . . . for each trust estate.” 

The FDIC’s regulations governing coverage for deposits held by an IDI in its capacity as trustee 
of an irrevocable trust are found in section 330.12. The rule provides that “trust funds” held by an 
IDI in its capacity as trustee of an irrevocable trust, whether held in the IDI’s trust department 
or another department, or deposited by the fiduciary institution in another IDI, are insured up to 
the SMDIA for each owner or beneficiary represented. This coverage is separate from the coverage 
provided for other deposits of the owners or the beneficiaries, and deposits held for a grantor’s 
retained interest are not aggregated with the grantor’s single ownership deposits. 

Final Rule 

Link 

https://www.fdic.gov/news/board-matters/2022/2022-01-21-notational-fr-a.pdf 

Text 

In July 2021, the FDIC proposed for comment a number of amendments to the rules governing 
deposit insurance coverage for trust deposits. Generally, the FDIC proposed to: merge the 
revocable and irrevocable trust categories into one category; apply a simpler, common calculation 
method to determine insurance coverage for deposits held by certain revocable and irrevocable 
trusts; and eliminate certain requirements found in the current rules for revocable and irrevocable 
trusts. 

The FDIC received seven comments in response to the proposed rule. Commenters generally 
supported the proposed rule, as discussed below. After careful consideration of the comments, the 
FDIC is adopting the rule generally as proposed, with only technical, non-substantive changes. 

https://www.fdic.gov/news/board-matters/2022/2022-01-21-notational-fr-a.pdf
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Merger of Revocable and Irrevocable Trust Categories 

The final rule amends section 330.10 of the FDIC’s regulations, which currently applies only 
to revocable trust deposits, to establish a new “trust accounts” category that would include both 
revocable and irrevocable trust deposits. The rule defines the types of deposits that would be 
included in this category: (1) informal revocable trust deposits, such as payable-on-death accounts, 
in-trust-for accounts, and Totten trust accounts; (2) formal revocable trust deposits, defined to 
mean deposits held pursuant to a written revocable trust agreement under which a deposit passes 
to one or more beneficiaries upon the grantor’s death; and (3) irrevocable trust deposits, meaning 
deposits held pursuant to an irrevocable trust established by written agreement or by statute. 
Because these deposits would be considered to be part of the same category for deposit insurance 
purposes, they would be aggregated when applying the deposit insurance limit. 

As amended, section 330.10 does not apply to deposits maintained by an IDI in its capacity as 
trustee of an irrevocable trust; these deposits are insured separately pursuant to section 7(i) of 
the FDI Act and section 330.12 of the deposit insurance regulations. 

Calculation of Coverage 

The FDIC will use one streamlined calculation to determine the amount of deposit insurance 
coverage for deposits of revocable and irrevocable trusts. This method is already utilized by the 
FDIC to calculate coverage for revocable trusts that have five or fewer beneficiaries and it is an 
aspect of the current rules that is generally well-understood by bankers and trust depositors. The 
rule provides that a grantor’s trust deposits will be insured in an amount up to the SMDIA 
(currently $250,000) multiplied by the number of trust beneficiaries, not to exceed five 
beneficiaries. This, in effect, will limit coverage for a grantor’s trust deposits at each IDI to a total 
of $1,250,000; in other words, maximum coverage of $250,000 per beneficiary for up to five 
beneficiaries. The $1,250,000 per-grantor, per-IDI limit is intended to be more straightforward 
and balance the objectives of simplifying the trust rules, promoting timely payment of deposit 
insurance, facilitating resolutions, ensuring consistency with the FDI Act, and limiting risk to the 
DIF. 

Eliminating Certain Requirements 

Eligible Beneficiaries 

The current revocable trust rules provide that beneficiaries include natural persons, charitable 
organizations, and non-profit entities recognized as such under the Internal Revenue Code of 
1986, while the irrevocable trust rules do not establish criteria for beneficiaries. As stated in the 
proposed rule, the FDIC believes that a single definition should be used to determine whether an 
entity is an “eligible” beneficiary. 

The final rule will use the current revocable trust rule’s definition. The final rule also excludes 
from the calculation of deposit insurance coverage beneficiaries that only would obtain an interest 
in a trust if one or more beneficiaries are deceased. This codifies existing practice to include only 
primary, unique beneficiaries in the deposit insurance calculation. Consistent with current 
treatment, naming a chain of contingent beneficiaries that would obtain trust interests only in 
event of a beneficiary’s death will not increase deposit insurance coverage. 

Finally, the FDIC is codifying a longstanding interpretation of the trust rules under which an 
informal revocable trust designates the depositor’s formal trust as its beneficiary. A formal trust 
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generally does not meet the definition of an eligible beneficiary for deposit insurance purposes, 
but the FDIC has treated such accounts as revocable trust accounts under the trust rules, insuring 
the account as if it were titled in the name of the formal trust. 

Retained Interests and Ineligible Beneficiaries’ Interests 

The current trust rules provide that in some instances, funds intended for specific beneficiaries 
are aggregated with a grantor’s single ownership deposits at the same IDI for purposes of the 
deposit insurance calculation. These instances include a grantor’s retained interest in an 
irrevocable trust and interests of ineligible beneficiaries that do not satisfy the definition of a 
revocable trust “beneficiary.” This adds complexity to the deposit insurance calculation, as a 
detailed review of a trust agreement may be required to value such interests in order to aggregate 
them with a grantor’s single ownership funds. In order to implement the streamlined calculation 
for trust deposits, the FDIC is eliminating these provisions. Under the final rule, the grantor and 
other beneficiaries that do not satisfy the definition of “eligible beneficiary” are not included in 
the deposit insurance calculation. Importantly, this does not in any way limit a grantor’s ability 
to establish such trust interests under State law; these interests simply do not factor into the 
calculation of deposit insurance coverage. 

Future Trusts Named as Beneficiaries 

Trusts often contain provisions for the establishment of one or more new trusts upon the 
grantor’s death, and the final rule clarifies deposit insurance coverage in these situations. 
Specifically, if a trust agreement provides that trust funds will pass into one or more new trusts 
upon the death of the grantor (or grantors), the future trust (or trusts) will not be treated as 
beneficiaries for purposes of the calculation under the proposed rule. Rather, the future trust(s) 
will be considered mechanisms for distributing trust funds, and the natural persons or 
organizations that receive the trust funds through the future trusts will be considered the 
beneficiaries for purposes of the deposit insurance calculation. This clarification is consistent with 
published guidance and does not represent a substantive change in deposit insurance coverage. 

Naming of Beneficiaries in Deposit Account Records 

Consistent with the current revocable trust rules, the final rule continues to require the 
beneficiaries of an informal revocable trust to be specifically named in the deposit account records 
of the IDI. 

Presumption of Ownership 

Consistent with the current revocable trust rules, the final rule provides that, unless otherwise 
specified in an IDI’s deposit account records, a deposit of a trust established by multiple grantors 
will be presumed to be owned in equal shares. 

Bankruptcy Trustee Deposits 

The FDIC will maintain the current treatment of deposits placed at an IDI by a bankruptcy 
trustee. Under the final rule, if funds of multiple bankruptcy estates are commingled in a single 
account at the IDI, each estate will be separately insured up to the SMDIA. 
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Deposits Covered Under Other Rules 

The final rule excludes from coverage under section 330.10 certain trust deposits that are 
covered by other sections of the deposit insurance regulations. For example, employee benefit plan 
deposits are insured pursuant to section 330.14, and investment company deposits are insured as 
corporate deposits pursuant to section 330.11. Deposits held by an insured depository institution 
in its capacity as trustee of an irrevocable trust are insured pursuant to section 330.12. In 
addition, if the co-owners of an informal or formal revocable trust are the trust’s sole beneficiaries, 
deposits held in connection with the trust are treated as joint deposits under section 330.9. In each 
of these cases, the FDIC will not alter the current rules. 

Effective Date 

The effective date of the final rule is April 1, 2024. This is intended to provide IDIs, depositors, 
and the FDIC time to prepare for the changes in deposit insurance coverage. IDIs will have an 
opportunity to review the changes in coverage, train employees, and update publications if 
necessary. In addition, “covered institutions” under the FDIC’s rule entitled “Recordkeeping for 
timely deposit insurance determination,” codified at 12 CFR part 370 will need to prepare to 
implement changes to recordkeeping and information technology capabilities. Depositors may 
review insurance coverage for their deposits and adjust their deposit account arrangements and 
deposit relationships, if desired. In addition, the FDIC must reprogram the information 
technology infrastructure that it uses to determine deposit insurance coverage and to make 
payment to insured depositors and update its deposit insurance coverage publications, including 
publications that provide guidance to covered institutions. 

 
Discussion of Comments 
 

***** 

Educational Materials 

A trade association suggested that the FDIC provide template language for bankers to explain 
trust coverage changes to depositors and publish and regularly update guidance and frequently 
asked questions on its website to address specific scenarios. The FDIC appreciates this suggestion 
and recognizes the need for public outreach on a variety of fronts. The FDIC already has many 
resources for bankers and the public that help explain deposit insurance coverage generally, and 
several presentations that are specific to trust accounts, including the following: 

• Financial Institution Employee’s Guide to Deposit Insurance: Describes deposit insurance 
coverage for various account categories and provides examples of coverage in multiple 
different scenarios. 

• Bankers’ seminars: The FDIC holds deposit insurance seminars for bankers multiple times 
each year, during which FDIC staff discuss the current rules and take questions. 

• Electronic Deposit Insurance Estimator (EDIE): A tool on the FDIC’s website that can be 
used to help determine deposit insurance coverage for particular account arrangements. 

• Published guidance and materials relating to deposit insurance coverage intended to assist 
the covered institutions subject to part 370 

As part of its implementation of the final rule by the effective date of April 1, 2024, the FDIC 
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intends to review all relevant resources and publications and update or remove those materials, 
as appropriate. Additionally, the FDIC will ensure that all materials, including brochures and any 
other documents, are updated and available for distribution. The FDIC will also consider 
additional ways to inform the public regarding the final rule and ways to assist bankers in 
explaining any changes to depositors. 

***** 

 

Amendments to Mortgage Servicing Account Rule 

***** 

Background 

The FDIC’s rules governing coverage for mortgage servicing accounts were originally adopted 
in 1990 following the transfer of responsibility for insuring deposits of savings associations from 
the FSLIC to the FDIC. Under the rules adopted in 1990, deposits comprised of payments of 
principal and interest were insured on a pass-through basis to lenders, mortgagees, investors, or 
security holders (lenders). In adopting this rule, the FDIC focused on the fact that principal and 
interest funds were generally owned by lenders, on whose behalf the servicer, as agent, accepted 
principal, and interest payments. By contrast, payments of taxes and insurance were insured to 
the mortgagors or borrowers on a pass-through basis because the borrower owns such funds until 
tax and insurance bills are paid by the servicer. 

In 2008, however, the FDIC recognized that securitization methods and vehicles for mortgages 
had become more complex, exacerbating the difficulty of determining the ownership of deposits 
comprised of principal and interest payments by mortgagors and extending the time required to 
make a deposit insurance determination for deposits of a mortgage servicer in the event of an 
IDI’s failure. The FDIC expressed concern that a lengthy insurance determination could lead to 
continuous withdrawal of deposits of principal and interest payments from IDIs and unnecessarily 
reduce a funding source for such institutions. The FDIC therefore amended its rules to provide 
coverage to lenders based on each mortgagor’s payments of principal and interest into the 
mortgage servicing account, up to the SMDIA (currently $250,000) per mortgagor. The FDIC did 
not amend the rule for coverage of tax and insurance payments, which continued to be insured to 
each mortgagor on a pass-through basis and aggregated with any other deposits maintained by 
each mortgagor at the same IDI in the same right and capacity. 

The 2008 amendments to the rules for mortgage servicing accounts did not provide for the fact 
that servicers may be required to advance their own funds to make payments of principal and 
interest on behalf of delinquent borrowers to the lenders. However, this is required of mortgage 
servicers under some mortgage servicing arrangements. Covered institutions identified 
challenges to implementing certain recordkeeping requirements with respect to MSA deposit 
balances as a result of the ways in which servicer advances are administered and accounted. 

The current rule provides coverage for principal and interest funds only to the extent “paid 
into the account by the mortgagors;” it does not provide coverage for funds paid into the account 
from other sources, such as the servicer’s own operating funds, even if those funds satisfy 
mortgagors’ principal and interest payments. As a result, deposits into an MSA by a servicer for 
the purpose of making an advance are not provided the same level of coverage as other deposits 
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in a mortgage servicing account consisting of principal and interest payments directly from the 
borrower, which are insured up to the SMDIA for each borrower. Instead, the advances are 
aggregated and insured to the servicer as corporate funds for a total of $250,000. The FDIC is 
concerned that this inconsistent treatment of principal and interest amounts could result in 
financial instability during times of stress, and could further complicate the insurance 
determination process, a result that is inconsistent with the FDIC’s policy objectives. 

Final Rule 

In July 2021, the FDIC proposed to amend the rules governing coverage for deposits in 
mortgage servicing accounts to provide consistent deposit insurance treatment for all MSA deposit 
balances held to satisfy principal and interest obligations to a lender, regardless of whether those 
funds are paid into the account by borrowers, or paid into the account by another party (such as 
the servicer) in order to satisfy a periodic obligation to remit principal and interest due to the 
lender. Under the rule, accounts maintained by a mortgage servicer in an agency, custodial, or 
fiduciary capacity, for the purpose of payment of a borrower’s principal and interest obligations, 
would be insured for the cumulative balance paid into the account in order to satisfy principal and 
interest obligations to the lender, whether paid directly by the borrower or by another party, up 
to the limit of the SMDIA per mortgagor. Mortgage servicers’ advances of principal and interest 
funds on behalf of delinquent borrowers would therefore be insured up to the SMDIA per 
mortgagor, consistent with the coverage rules for payments of principal and interest collected 
directly from borrowers. 

The FDIC received one joint comment letter responding to the proposed change in coverage for 
mortgage servicing accounts, discussed below. 

Under the final rule, the composition of an MSA attributable to principal and interest 
payments would also include collections by a servicer, such as foreclosure proceeds, that are used 
to satisfy a borrower’s principal and interest obligations to the lender. These funds will be insured 
up to the limit of the SMDIA per mortgagor. 

The FDIC did not propose changes to the deposit insurance coverage provided for mortgage 
servicing accounts comprised of payments from mortgagors of taxes and insurance premiums. 
Such aggregate escrow accounts are held separately from the principal and interest MSAs and the 
deposits therein are held in trust for the mortgagors until such time as tax and insurance 
payments are disbursed by the servicer on the borrower’s behalf. Such deposits continued to be 
insured based on the ownership interest of each mortgagor in the account and aggregated with 
other deposits maintained by the mortgagor at the same IDI in the same capacity and right. 

***** 

Amendments to the Regulatory Text 

§ 330.1 [Amended] 

2. Amend § 330.1 by removing and reserving paragraphs (m) and (r). 

3. Revise § 330.7(d) to read as follows: 



Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 45 

§ 330.7 Accounts held by an agent, nominee, guardian, custodian, or conservator. 

* * * * * 

(d) Mortgage servicing accounts. Accounts maintained by a mortgage servicer, in a custodial 
or other fiduciary capacity, which are comprised of payments of principal and interest, shall 
be insured for the cumulative balance paid into the account by mortgagors, or in order to 
satisfy mortgagors’ principal or interest obligations to the lender, up to the limit of the SMDIA 
per mortgagor. Accounts maintained by a mortgage servicer, in a custodial or other fiduciary 
capacity, which are comprised of payments by mortgagors of taxes and insurance premiums 
shall be added together and insured in accordance with paragraph (a) of this section for the 
ownership interest of each mortgagor in such accounts. 

4. Revise § 330.10 to read as follows: 

§ 330.10 Trust accounts. 

(a) Scope and definitions. This section governs coverage for deposits held in connection with 
informal revocable trusts, formal revocable trusts, and irrevocable trusts not covered by § 
330.12 (“trust accounts”). For purposes of this section: 

(1) Informal revocable trust means a trust under which a deposit passes directly to one or 
more beneficiaries upon the depositor’s death without a written trust agreement, 
commonly referred to as a payable-on-death account, in-trust-for account, or Totten trust 
account. 

(2) Formal revocable trust means a revocable trust established by a written trust agreement 
under which a deposit passes to one or more beneficiaries upon the grantor’s death. 

(3) Irrevocable trust means an irrevocable trust established by statute or a written trust 
agreement, except as described in paragraph (f) of this section. 

(b) Calculation of coverage 

(1) General calculation. Trust deposits are insured in an amount up to the SMDIA 
multiplied by the total number of beneficiaries identified by each grantor, up to a maximum 
of 5 beneficiaries. 

(2) Aggregation for purposes of insurance limit. Trust deposits that pass from the same 
grantor to beneficiaries are aggregated for purposes of determining coverage under this 
section, regardless of whether those deposits are held in connection with an informal 
revocable trust, formal revocable trust, or irrevocable trust. 

(3) Separate insurance coverage. The deposit insurance coverage provided under this 
section is separate from coverage provided for other deposits at the same insured 
depository institution. 

(4) Equal allocation presumed. Unless otherwise specified in the deposit account records of 
the insured depository institution, a deposit held in connection with a trust established by 
multiple grantors is presumed to have been owned or funded by the grantors in equal 
shares. 

(c) Number of beneficiaries. The total number of beneficiaries for a trust deposit under 
paragraph (b) of this section will be determined as follows: 



Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 46 

(1) Eligible beneficiaries. Subject to paragraph (c)(2) of this section, beneficiaries include 
natural persons, as well as charitable organizations and other non-profit entities 
recognized as such under the Internal Revenue Code of 1986, as amended. 

(2) Ineligible beneficiaries. Beneficiaries do not include: (i) the grantor of a trust; or (ii) a 
person or entity that would only obtain an interest in the deposit if one or more identified 
beneficiaries are deceased. 

(3) Future trust(s) named as beneficiaries. If a trust agreement provides that trust funds 
will pass into one or more new trusts upon the death of the grantor(s) (“future trusts”), the 
future trust(s) are not treated as beneficiaries of the trust; rather, the future trust(s) are 
viewed as mechanisms for distributing trust funds, and the beneficiaries are the natural 
persons or organizations that shall receive the trust funds through the future trusts. 

(4) Informal trust account payable to depositor’s formal trust. If an informal revocable 
trust designates the depositor’s formal trust as its beneficiary, the informal revocable trust 
account will be treated as if titled in the name of the formal trust 

(d) Deposit account records 

(1) Informal revocable trusts. The beneficiaries of an informal revocable trust must be 
specifically named in the deposit account records of the insured depository institution. 

(2) Formal revocable trusts. The title of a formal trust account must include terminology 
sufficient to identify the account as a trust account, such as “family trust” or “living trust,” 
or must otherwise be identified as a testamentary trust in the account records of the 
insured depository institution. If eligible beneficiaries of such formal revocable trust are 
specifically named in the deposit account records of the insured depository institution, the 
FDIC shall presume the continued validity of the named beneficiary’s interest in the trust 
consistent with § 330.5(a). 

(e) Commingled deposits of bankruptcy trustees. If a bankruptcy trustee appointed under 
title 11 of the United States Code commingles the funds of various bankruptcy estates in the 
same account at an insured depository institution, the funds of each title 11 bankruptcy estate 
will be added together and insured up to the SMDIA, separately from the funds of any other 
such estate. 

(f) Deposits excluded from coverage under this section 

(1) Revocable trust co-owners that are sole beneficiaries of a trust. If the co-owners of 
an informal or formal revocable trust are the trust’s sole beneficiaries, deposits held in 
connection with the trust are treated as joint ownership deposits under § 330.9. 

(2) Employee benefit plan deposits. Deposits of employee benefit plans, even if held in 
connection with a trust, are treated as employee benefit plan deposits under § 330.14. 

(3) Investment company deposits. This section shall not apply to deposits of trust funds 
belonging to a trust classified as a corporation under § 330.11(a)(2). 

(4) Insured depository institution as trustee of an irrevocable trust. Deposits held by 
an insured depository institution in its capacity as trustee of an irrevocable trust are 
insured as provided in § 330.12. 

§330.13 [Removed and Reserved] 
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5. Remove and reserve § 330.13. 

What You Need to Do: 

Review the Final Rule and prepare for April 1, 2024, effective date. 

FDIC: Notification to Institutions Covered by the FDIC’s 
Recordkeeping for Timely Deposit Insurance Determination Rule 
Regarding Amendments to the Deposit Insurance Coverage Rules 
(January 28, 2022) 

Link 

https://www.govinfo.gov/content/pkg/FR-2022-01-28/pdf/2022-01608.pdf 

Summary 

The FDIC published this notification to insured depository institutions covered by its 
Recordkeeping for Timely Deposit Insurance Determination rule that it has amended its deposit 
insurance coverage rules for certain trust accounts and mortgage servicing accounts and such 
amendments will take effect on April 1, 2024. This notification specifies for covered institutions 
that they must prepare updates or changes to their deposit insurance calculation capabilities as 
a result of the amendments, and such changes must be implemented and operational on April 1, 
2024, the effective date of the amendments. 

Supplemental Information 

The FDIC is providing notice to insured depository institutions covered by its rule entitled 
‘‘Recordkeeping for Timely Deposit Insurance Determination,’’ 12 CFR part 370 (each a ‘‘covered 
institution’’ under ‘‘part 370’’), that it amended its deposit insurance coverage rules for certain 
trust accounts and mortgage servicing accounts on January 21, 2022 (the ‘‘amendments’’). The 
amendments take effect on April 1, 2024. 

The FDIC delayed the effective date of the amendments until April 1, 2024, to provide time 
before the amendments take effect to: 

 Insured depository institutions and their depositors to review deposit insurance coverage 
and adjust their deposit account arrangements and deposit relationships, if desired; 

 FDIC staff to reprogram the information technology infrastructure that the FDIC uses to 
determine deposit insurance coverage and to make payment to insured depositors and 
update the FDIC’s deposit insurance coverage publications, including publications that 
provide guidance to covered institutions; and 

https://www.govinfo.gov/content/pkg/FR-2022-01-28/pdf/2022-01608.pdf
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 Covered institutions to prepare to implement changes to recordkeeping and information 
technology capabilities required under part 370. 

Part 370 generally requires each covered institution to implement the information technology 
system and recordkeeping capabilities needed to quickly calculate the amount of deposit insurance 
coverage available for each deposit account in the event of failure (‘‘part 370 capabilities’’). 
Pursuant to § 370.10(d), ‘‘[a] covered institution will not be considered to be in violation of this 
part as a result of a change in law that alters the availability or calculation of deposit insurance 
for such period as specified by the FDIC following the effective date of such change.’’ 12 CFR 
370.10(d). 

The FDIC is published this document pursuant to § 370.10(d) to specify for covered institutions 
that they must prepare updates or changes to their part 370 capabilities as a result of the 
amendments, and such changes must be implemented and operational on April 1, 2024, the 
effective date of the amendments. The delayed effective date of the amendments provides covered 
institutions with at least 24 months following adoption to prepare the updates or changes to their 
part 370 capabilities. Therefore, the FDIC is not providing an additional period of time pursuant 
to § 370.10(d) after April 1, 2024. 

What You Need to Do: 

Prepare updates or changes to deposit insurance calculation capabilities. The changes must be 
implemented and operational on April 1, 2024 
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Section 1: BSA / AML 

FinCEN: Inflation Adjustment of Civil Monetary Penalties (January 
24, 2022) 

Link 

https://www.govinfo.gov/content/pkg/FR-2022-01-24/pdf/2022-01284.pdf 

Summary 

FinCEN is publishing this final rule to reflect inflation adjustments to its civil monetary 
penalties as mandated by the Federal Civil Penalties Inflation Adjustment Act of 1990, as 
amended. This rule adjusts certain maximum civil monetary penalties within the jurisdiction of 
FinCEN to the amounts required by that Act. 

Date 

Effective January 24, 2022. 

Note: the range of minimum and maximum civil money penalty amounts for Willful Violations 
of Bank Secrecy Act Requirements assessed on or after January 24, 2022, is $62,689 - $250,759. 

What You Need to Do: 

Review the document for civil money penalties that may be assessed. We hope that you will never 
need the information. 

FinCEN: Proposed Rule for Suspicious Activity Report Sharing Pilot 
Program to Combat Illicit Finance Risks (January 24, 2022) 

Link 

https://www.fincen.gov/news/news-releases/fincen-issues-proposed-rule-suspicious-activity-
report-sharing-pilot-program 

Federal Register: 

https://www.govinfo.gov/content/pkg/FR-2022-01-25/pdf/2022-01331.pdf 

https://www.govinfo.gov/content/pkg/FR-2022-01-24/pdf/2022-01284.pdf
https://www.fincen.gov/news/news-releases/fincen-issues-proposed-rule-suspicious-activity-report-sharing-pilot-program
https://www.fincen.gov/news/news-releases/fincen-issues-proposed-rule-suspicious-activity-report-sharing-pilot-program
https://www.govinfo.gov/content/pkg/FR-2022-01-25/pdf/2022-01331.pdf
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Summary 

The Financial Crimes Enforcement Network (FinCEN) issued a Notice of Proposed 
Rulemaking (NPRM) that proposes and solicits public comment on the establishment of a limited-
duration pilot program for sharing suspicious activity reports (SARs), in accordance with Section 
6212 of the Anti-Money Laundering Act of 2020. 

The pilot program would permit a financial institution with a SAR reporting obligation to 
share SARs and information related to SARs with the institution’s foreign branches, subsidiaries, 
and affiliates for the purpose of combating illicit finance risks, subject to approval and conditions 
set by FinCEN. The proposed rule aims to ensure that the sharing of information is limited by the 
requirements of federal and state law enforcement, takes into account potential concerns of the 
intelligence community, and is subject to appropriate standards and requirements regarding data 
security and the confidentiality of personally identifiable information. 

FinCEN’s previously issued guidance on sharing SARs within a corporate organizational 
structure stated that financial institutions may share SARs with foreign head offices, controlling 
companies (whether domestic or foreign), and domestic affiliates. If finalized, the proposed rule 
would establish a limited-duration pilot program to allow SAR sharing with foreign affiliates, 
which would also provide FinCEN with valuable feedback about the value of such SAR sharing 
for participating financial institutions and for FinCEN and law enforcement. 

The proposed rule seeks public comment on questions related to the establishment of a SAR 
sharing pilot program, such as expected costs and benefits, technical challenges, the merits of 
quarterly reporting, and how to protect SAR confidentiality. Answers to these questions will help 
inform the final rule that FinCEN issues and the annual Congressional briefings that FinCEN is 
required to provide. 

FinCEN strongly encourages all interested parties, including those that may want to 
participate in the SAR sharing pilot program when it is finalized, to submit written comments. 

Comments on the NPRM should be submitted by March 28, 2022. 

What You Need to Do: 

Review the document, The comment period has closed. Many attendees will not be impacted by 
this rule, regardless of the final outcome. 

FinCEN: Statement Regarding Beneficial Ownership Information 
and Next Steps (February 8, 2022) 

Link 

https://www.fincen.gov/news/news-releases/fincen-statement-regarding-beneficial-ownership-
information-reporting-and-next 

https://www.federalregister.gov/public-inspection/2022-01331/pilot-program-on-sharing-of-suspicious-activity-reports-and-related-information-with-foreign
https://www.federalregister.gov/public-inspection/2022-01331/pilot-program-on-sharing-of-suspicious-activity-reports-and-related-information-with-foreign
https://www.fincen.gov/news/news-releases/fincen-statement-regarding-beneficial-ownership-information-reporting-and-next
https://www.fincen.gov/news/news-releases/fincen-statement-regarding-beneficial-ownership-information-reporting-and-next
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Text 

The Financial Crimes Enforcement Network (FinCEN) notes that the comment period to the 
December 8, 2021, notice of proposed rulemaking (NPRM) requiring the reporting of beneficial 
ownership information (BOI) (the “Reporting NPRM”) has closed. FinCEN received over 230 
comments. 

The Reporting NPRM is the first in a series of rulemakings that FinCEN will issue to 
implement the Corporate Transparency Act (CTA). The next step in the CTA rulemaking series 
will be FinCEN’s publication of proposed rules on BOI access and disclosure requirements (the 
“Access NPRM”), which FinCEN anticipates publishing later this year. 

Some commenters requested the opportunity to submit, supplement, or amend, their 
comments on the Reporting NPRM after having the opportunity to review the Access NPRM. 
FinCEN is considering these requests. FinCEN anticipates that the dates of any reopened 
comment period would be published in the Federal Register in conjunction with the Access NPRM. 

FinCEN appreciates the many comments on the Reporting NPRM that have already been 
submitted. FinCEN strongly encourages all interested parties, including those that may be 
affected by the proposed beneficial ownership information reporting rule, to review the Access 
NPRM once issued and to submit written comments. 

What You Need to Do: 

Over 230 comments received on the December 8, 2021, NPRM. Next step is publication of proposed 
rules which FinCEN anticipates later this year. There may be a reopened comment period on the 
“Reporting NPRM.” You are encouraged to submit written comments on the “Access NPRM.” 

FinCEN: Rapid Response Program (RRP) Fact Sheet (February 11, 
2022) 

Link 

https://www.fincen.gov/sites/default/files/shared/RRP%20Fact%20Sheet%20Notice%20FINA
L%20508.pdf 

Text 

The Financial Crimes Enforcement Network (FinCEN) plays several key roles in preventing 
financial crime. Through the Rapid Response Program (RRP), FinCEN helps victims, and their 
financial institutions recover funds stolen as the result of certain cyber-enabled financial crime 
schemes, including business e-mail compromise (BEC). 

This RRP is a partnership between FinCEN; U.S. law enforcement (including the FBI, the 
U.S. Secret Service (USSS), Homeland Security Investigations (HSI), and the U.S. Postal 
Inspection Service (USPIS)); and foreign partner agencies that, like FinCEN, are the financial 

https://www.fincen.gov/sites/default/files/shared/RRP%20Fact%20Sheet%20Notice%20FINAL%20508.pdf
https://www.fincen.gov/sites/default/files/shared/RRP%20Fact%20Sheet%20Notice%20FINAL%20508.pdf
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intelligence units (FIUs) of their respective jurisdictions. FinCEN uses its authority to share 
financial intelligence rapidly with counterpart FIUs and encourages foreign authorities to 
interdict the fraudulent transactions, freeze funds, and stop and recall payments using their 
authorities under their own respective legal and regulatory frameworks. The RRP has been used 
to confront cyber threats involving approximately 70 foreign jurisdictions to date, and has the 
capacity to reach more than 160 foreign jurisdictions through FIU-to-FIU channels. Through 
these collaborative efforts, FinCEN has successfully assisted in the recovery of over $1.1 billion. 

Operational Flow of RRP 

Flow chart omitted 

Activating the RRP 

A victim of a cyber-enabled crime, or the victim’s financial institution, must file a complaint 
with law enforcement to initiate the RRP. To request assistance from law enforcement, a victim 
or the victim’s financial institution may file a complaint with the FBI’s Cyber- and Internet-
related Crime Complaint Center (IC3) or the nearest USSS field office 
(www.secretservice.gov/field_offices.shtml). Victims should also expeditiously contact their 
financial institution at the time that they file a complaint with law enforcement. Victims should 
not directly contact FinCEN. 

As depicted in the flow chart above, the activation of the RRP begins with a complaint to law 
enforcement. After law enforcement receives the consent of a victim, it will open an investigation 
and may request FinCEN’s assistance to share financial intelligence with foreign FIUs in an 
attempt to recover the proceeds of the crime. 

Information to Provide to Law Enforcement to Activate the RRP 

When requesting law enforcement assistance, the victim or the victim’s financial institution 
should provide as much transactional detail and cyber-related information surrounding the 
scheme as possible. While FinCEN does not ensure the recovery of stolen funds, the RRP has had 
greater success in recovering funds when victims or financial institutions report fraudulently 
induced wire transfers to law enforcement within 72 hours of the transaction. 

See chart on next page. 
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The following information should be provided at the time of filing a complaint with 
law enforcement: 

Victim’s name The country location of the 
beneficiary’s/recipient’s financial institution’s 
branch that received the funds. 

Victim’s financial institution’s name Beneficiary’s/Recipient’s account name 

The country location (full address helpful, but 
not required) of the branch of the victim’s 
financial institution that originated the 
transaction 

Beneficiary’s/Recipient’s account number 

Victim’s account name (which may be 
different than the victim’s name) 

Date of wire transaction 

Victim’s account number Currency and amount transferred 

Beneficiary’s/Recipient’s financial 
institution’s name 

 

Time is of the essence to successfully recover funds! Do not delay in providing the 
required information above to law enforcement to activate the RRP. 

 

In addition to the information listed above, the following information is useful in recovering 
funds and detecting and preventing future illicit transactions. FinCEN encourages the victim’s 
financial institutions to provide this secondary information at the time of filing the complaint (if 
it does not cause any delay in filing the required information to activate the RRP), or in 
subsequent communications with law enforcement, or in filing any obligatory suspicious activity 
reports: 

Additional Secondary Information Useful in Recovering Funds but Not Required to 
Activate the RRP: 

• Additional financial transaction information: 
o Victim’s bank’s address 
o Victim’s bank’s Society for Worldwide Interbank Financial Telecommunication 

(SWIFT) Identifier o Beneficiary’s bank’s SWIFT identifier 
o Beneficiary’s bank’s address 
o Correspondent and intermediary financial institutions’ information 
o Wire or currency transfer instructions from cyber actors 

 
• Additional information on the fraud: 

o Summary of the fraud 
o Fake names used by the bad actors, including authors of attached documents to 

correspondences with the victim 
o Fake credibility method: e.g., pretended to be government representative, NGO, friend, 

technology company, etc. 
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o Text (SMS) communication phone number(s) and messages 
o Stated location of the sender or messages, or beneficiary of funds 

 
• Any other pertinent information that the partners of RRP can use to trace the funds and 

identify the bad actors 

Additional Optional Information Useful for Intelligence, Enforcement, and Detecting 
Trends and Typologies: 

• Additional information on the victim: 
o Victim’s age 
o Victim’s profession, or if an entity, the type of business 

 
• Additional information on the fraud: 

o Sender email address and associated Internet Protocol (IP) addresses, with their 
respective timestamps, if possible 

o Sender email domain 
o Reply to email address o Email receive date 
o Type of request from bad actor 
o Subject of email 
o Attached document file name 
o Self-deleting emails or other communication 

 
• Additional cyber indicators 

o Malware hashes; MD5 Hash Values: The 128-bit value which acts as a fingerprint for 
a message or file and is used to verify its contents after transfer 

o Infection vector: Method used to evade network security in order to install a malicious 
program 

o C2 Beacon Address: IP address of server(s) attackers use to establish outbound 
communications with compromised hosts 

o Login information with location and timestamps 
o Blockchain identifiers (e.g., virtual currency wallet addresses and transaction hashes) 

o Ingress and egress data of suspicious fund movements from identified wallets 
o Mobile device information (such as device International Mobile Equipment Identity 

(IMEI) numbers) 
o Malicious domains o Virtual private network (VPN) information 
o Encrypted Chat Services Used 
o P2P payment details, such as handles, usernames, QR codes, etc. 

 

Reminder of Regulatory Obligations for U.S. Financial Institutions Regarding 
Suspicious Activity Reporting Involving Cyber-enabled Crime 
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Suspicious Activity Reporting 

Financial institutions play an important role in protecting the U.S. financial system from these 
threats by complying with their obligations under the Bank Secrecy Act (BSA). Financial 
institutions should determine if filing a suspicious activity report (SAR) is required or appropriate, 
as will likely be the case in an incident of cyber-enabled crime conducted by, at, or through the 
financial institution. SAR obligations apply to both attempted and successful transactions. 
Contacting law enforcement does not relieve a financial institution from its SAR-filing obligations. 
Financial institutions are required to file complete and accurate reports that incorporate all 
relevant information available, including the information required to activate the RRP and cyber-
related information. 

If the victim or the victim’s financial institution activated the RRP through a law enforcement 
complaint, then FinCEN requests that financial institutions reference the key terms “Rapid 
Response Program,” “RRP,” and, if received, include the RRP case number. Moreover, for 
cyber events, FinCEN requests that financial institutions continue to use the SAR filing 
instructions issued in relevant FinCEN advisories. For instance, in SAR field 2 (Filing Institution 
Note to FinCEN). Financial institutions should also select SAR field 42 (Cyber event) as the 
associated suspicious activity type, as well as select SAR field 42z (Cyber event - Other) while 
including “RRP” as a keyword in SAR field 42z. Additionally, financial institutions should include 
any relevant technical cyber indicators related to the activity and associated transactions within 
the available structured cyber event indicator SAR fields 44(a)-(j), (z). 

When filing is not required, institutions may file a SAR voluntarily to aid law enforcement in 
protecting the financial sector. 

Information for Financial Institutions Sharing Information 

Financial institutions sharing information under the safe harbor authorized by section 314(b) 
of the USA PATRIOT ACT are reminded that they may share information relating to transactions 
that the institution suspects may involve the proceeds of one or more specified unlawful activities 
(SUAs) under the section 314(b) safe harbor. The SUAs listed in 18 U.S.C. 1956 and 1957 include 
an array of fraudulent and other criminal activities, including fraud against individuals or the 
government. The financial institution need not have specific information indicating that the 
activity directly relates to an SUA and money laundering; rather, it is sufficient for the financial 
institution to have reasonable basis to suspect that the information being shared may involve 
money laundering or terrorist activity, and is sharing for the purpose of identifying and, where 
appropriate, reporting possible money laundering or terrorist activity. 

For Further Information 

Financial institutions should send questions or comments regarding the contents of this fact 
sheet to the FinCEN Regulatory Support Section at frc@fincen.gov.  

What You Need to Do: 

Review and share with appropriate personnel. 

mailto:frc@fincen.gov
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FinCEN: Red Flags on Potential Russian Sanctions Evasion Attempts 
(March 7, 2022) 

Links 

https://www.fincen.gov/news/news-releases/fincen-provides-financial-institutions-red-flags-
potential-russian-sanctions 

https://www.fincen.gov/sites/default/files/2022-
03/FinCEN%20Alert%20Russian%20Sanctions%20Evasion%20FINAL%20508.pdf 

Text 

The Financial Crimes Enforcement Network (FinCEN) issued a FinCEN Alert, advising all 
financial institutions to be vigilant against potential efforts to evade the expansive sanctions and 
other U.S.-imposed restrictions implemented in connection with the Russian Federation’s further 
invasion of Ukraine. The alert provides examples of red flags to assist in identifying suspected 
sanctions evasion activity and reminds financial institutions of their reporting obligations under 
the Bank Secrecy Act. 

In recent days [and weeks], the United States and its key partners and global allies have 
imposed unprecedented economic pressure on Russia and Belarus. As a result, sanctions evasion 
may occur through various means, including through currently unsanctioned Russian and 
Belarusian banks or other financial institutions that retain at least some access to the 
international financial system. 

While large scale sanctions evasion using convertible virtual currency (CVC) by a government 
such as the Russian Federation is not necessarily practicable, CVC exchangers and administrators 
and other financial institutions may observe attempted or completed transactions tied to CVC 
wallets or other CVC activity associated with sanctioned Russian, Belarusian, and other affiliated 
persons. In addition, FinCEN reminds financial institutions of the dangers posed by Russian-
related ransomware campaigns. 

All financial institutions—including those with visibility into cryptocurrency or CVC flows, 
such as CVC exchangers and administrators—should identify and report suspicious activity 
associated with potential sanctions evasion quickly and conduct appropriate, risk-based customer 
due diligence or enhanced due diligence where required. Financial institutions are also 
encouraged to make full use of the information sharing authorities provided by Section 314(b) of 
the USA PATRIOT Act. 

Relevant information to assist with law enforcement investigations will be shared with the 
U.S. Department of Justice, international partners, and task forces that are established to track 
and freeze the assets of Russian elites. 

The text of the FinCEN Alert (FIN-2022-Alert001) is provided below. 

FinCEN Advises Increased Vigilance for Potential Russian Sanctions Evasion 

https://www.fincen.gov/news/news-releases/fincen-provides-financial-institutions-red-flags-potential-russian-sanctions
https://www.fincen.gov/news/news-releases/fincen-provides-financial-institutions-red-flags-potential-russian-sanctions
https://www.fincen.gov/sites/default/files/2022-03/FinCEN%20Alert%20Russian%20Sanctions%20Evasion%20FINAL%20508.pdf
https://www.fincen.gov/sites/default/files/2022-03/FinCEN%20Alert%20Russian%20Sanctions%20Evasion%20FINAL%20508.pdf
https://www.fincen.gov/sites/default/files/2022-03/FinCEN%20Alert%20Russian%20Sanctions%20Evasion%20FINAL%20508.pdf
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Attempts 

The Financial Crimes Enforcement Network (FinCEN) is alerting all financial institutions to 
be vigilant against efforts to evade the expansive sanctions and other U.S.-imposed restrictions 
implemented in connection with the Russian Federation’s further invasion of Ukraine. The United 
States is committed to supporting Ukraine, and, along with key U.S. partners and allies around 
the globe, has imposed unprecedented economic pressure measures on Russia and Belarus. This 
alert provides select red flags to assist in identifying potential sanctions evasion activity and 
reminds financial institutions of their Bank Secrecy Act (BSA) reporting obligations, including 
with respect to convertible virtual currency (CVC). It is critical that all financial institutions, 
including those with visibility into CVC flows, such as CVC exchangers and administrators—
generally considered money services businesses (MSBs) under the BSA—identify and quickly 
report suspicious activity associated with potential sanctions evasion, and conduct appropriate 
risk-based customer due diligence or, where required, enhanced due diligence (see Reminder of 
Relevant BSA Obligations below). FinCEN also strongly encourages all financial institutions to 
make full use of their ability to share information consistent with Section 314(b) of the USA 
PATRIOT Act, and consider how the use of innovative tools and solutions may assist in identifying 
hidden Russian and Belarusian assets. 

Overview of Recent Treasury Actions Responding to the Further Invasion of Ukraine 

Since February 2022, and in response to Russia’s further invasion of Ukraine, the U.S. 
Department of the Treasury’s Office of Foreign Assets Control (OFAC) has taken several 
significant sanctions actions related to the Russian financial services sector pursuant to Executive 
Order (E.O.) 14024, including: a determination by the Secretary of the Treasury with respect to 
the financial services sector of the Russian Federation that authorizes sanctions against persons 
determined to operate or to have operated in that sector; correspondent or payable-through 
account and payment processing prohibitions on certain Russian financial institutions; the 
blocking of certain Russian financial institutions; expanding sovereign debt prohibitions to apply 
to new issuances in the secondary market; prohibitions related to new debt and equity for certain 
Russian entities; and a prohibition on transactions involving certain Russian government entities, 
including the Central Bank of the Russian Federation. OFAC also imposed sanctions on Russian 
Federation President Vladimir Putin, and Minister of Foreign Affairs Sergei Lavrov. In a related 
action, OFAC designated certain Belarusian persons, including financial institutions, due to 
Belarus’ support for, and facilitation of, the invasion. Most recently, OFAC and the U.S. 
Department of State intensified pressure on Russia by sanctioning numerous Russian elites and 
their family members, identifying certain property of these persons as blocked, and sanctioning 
Russian intelligence-directed disinformation outlets and defense-related firms. The United States 
has been clear that it will continue to impose severe economic costs on Russia if it does not change 
course. Please continue to consult OFAC’s website for additional information on sanctions actions. 

Sanctions Evasion Attempts Using the U.S. Financial System 

As a result of these actions, sanctioned Russian and Belarusian actors may seek to evade 
sanctions through various means, including through non-sanctioned Russian and Belarusian 
financial institutions and financial institutions in third countries. Sanctions evasion activities 
could be conducted by a variety of actors, including CVC exchangers and administrators within or 
outside Russia, that retain at least some access to the international financial system. FinCEN 
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encourages financial institutions to review FinCEN’s previous publications, which provide 
indicators relevant to foreign political corruption and efforts by corrupt senior foreign political 
figures, their families, and their associates (together often referred to as foreign “politically 
exposed persons” (PEPs)), or associated entities and financial facilitators, to evade U.S. sanctions 
or otherwise hide their assets. 

Select Red Flag Indicators 

1. Use of corporate vehicles (i.e., legal entities, such as shell companies, and legal 
arrangements) to obscure (i) ownership, (ii) source of funds, or (iii) countries involved, 
particularly sanctioned jurisdictions. 

2. Use of shell companies to conduct international wire transfers, often involving financial 
institutions in jurisdictions distinct from company registration. 

3. Use of third parties to shield the identity of sanctioned persons and/or PEPs seeking to 
hide the origin or ownership of funds, for example, to hide the purchase or sale of real 
estate. 

4. Accounts in jurisdictions or with financial institutions that are experiencing a sudden rise 
in value being transferred to their respective areas or institutions, without a clear economic 
or business rationale. 

5. Jurisdictions previously associated with Russian financial flows that are identified as 
having a notable recent increase in new company formations. 

6. Newly established accounts that attempt to send or receive funds from a sanctioned 
institution or an institution removed from the Society for Worldwide Interbank Financial 
Telecommunication (SWIFT). 

7. Non-routine foreign exchange transactions that may indirectly involve sanctioned Russian 
financial institutions, including transactions that are inconsistent with activity over the 
prior 12 months. For example, the Central Bank of the Russian Federation may seek to 
use import or export companies to engage in foreign exchange transactions on its behalf 
and to obfuscate its involvement. 

Sanctions Evasion Using CVC 

Anti-money laundering/countering the financing of terrorism/counter proliferation (AML/CFT/ 
CP) and sanctions compliance obligations apply to CVC transactions, just as they do to 
transactions involving fiat currency. While large scale sanctions evasion using CVC by a 
government such as the Russian Federation is not necessarily practicable, sanctioned persons, 
illicit actors, and their related networks or facilitators may attempt to use CVC and anonymizing 
tools to evade U.S. sanctions and protect their assets around the globe, including in the United 
States. CVC exchangers and administrators and other financial institutions may observe 
attempted or completed transactions tied to CVC wallets or other CVC activity associated with 
sanctioned Russian, Belarusian, and other affiliated persons. 

Select Red Flag Indicators 

8. A customer’s transactions are initiated from or sent to the following types of Internet 
Protocol (IP) addresses: non-trusted sources; locations in Russia, Belarus, FATF-identified 
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jurisdictions with AML/CFT/CP deficiencies, and comprehensively sanctioned 
jurisdictions; or IP addresses previously flagged as suspicious. 

9. A customer’s transactions are connected to CVC addresses listed on OFAC’s Specially 
Designated Nationals and Blocked Persons List. 

10. A customer uses a CVC exchanger or foreign-located MSB in a high-risk jurisdiction with 
AML/CFT/CP deficiencies, particularly for CVC entities and activities, including 
inadequate “know-your-customer” or customer due diligence measures. 

Possible Ransomware Attacks and Other Cybercrime 

FinCEN reminds financial institutions about the dangers posed by Russian-related 
ransomware campaigns. FinCEN encourages financial institutions to refer to previous FinCEN 
and OFAC publications and other relevant recent resources noting Russian and other ransomware 
and cybercrime activities for a range of indicators to help detect, prevent, and report potential 
suspicious activity. 

Select Red Flag Indicators 

11. A customer receives CVC from an external wallet, and immediately initiates multiple, 
rapid trades among multiple CVCs with no apparent related purpose, followed by a 
transaction off the platform. This may be indicative of attempts to break the chain of 
custody on the respective blockchains or further obfuscate the transaction. 

12. A customer initiates a transfer of funds involving a CVC mixing service. 
13. A customer has either direct or indirect receiving transaction exposure identified by 

blockchain tracing software as related to ransomware. 

Suspicious Activity Reporting 

A financial institution is required to file a SAR if it knows, suspects, or has reason to suspect 
a transaction conducted or attempted by, at, or through the financial institution involves funds 
derived from illegal activity, or attempts to disguise funds derived from illegal activity; is designed 
to evade regulations promulgated under the BSA; lacks a business or apparent lawful purpose; or 
involves the use of the financial institution to facilitate criminal activity, including sanctions 
evasion. All statutorily defined financial institutions may voluntarily report suspicious 
transactions under the existing suspicious activity reporting safe harbor. 

When a financial institution files a SAR, it is required to maintain a copy of the SAR and the 
original or business record equivalent of any supporting documentation for a period of five years 
from the date of filing the SAR. Financial institutions must provide any requested SAR and all 
documentation supporting the filing of a SAR upon request by FinCEN or an appropriate law 
enforcement or supervisory agency. When requested to provide supporting documentation, 
financial institutions should take special care to verify that a requestor of information is, in fact, 
a representative of FinCEN or an appropriate law enforcement or supervisory agency. A financial 
institution should incorporate procedures for such verification into its BSA compliance or AML 
program. These procedures may include, for example, independent employment verification with 
the requestor’s field office or face-to-face review of the requestor’s credentials. 
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SARs and OFAC Sanctions 

Longstanding FinCEN guidance provides clarity regarding when a financial institution must 
satisfy its obligation to file a SAR on a transaction involving a designated person when also filing 
a blocking report with OFAC. Relatedly, ransomware attacks and payments on which financial 
institutions file SARs should also be reported to OFAC at OFAC_Feedback@treasury.gov (see 
Summary of Relevant OFAC Obligations) if there is any reason to suspect a potential sanctions 
nexus with regard to a ransomware payment 

SAR Filing Instructions 

FinCEN requests that financial institutions reference this alert by including the key term 
“FIN-2022-RUSSIASANCTIONS” in SAR field 2 (Filing Institution Note to FinCEN) and the 
narrative to indicate a connection between the suspicious activity being reported and the activities 
highlighted in this alert. 

Financial institutions wanting to expedite their report of suspicious transactions that may 
relate to the activity noted in this alert should call the FinCEN Financial Institutions Toll-Free 

Hotline at (866) 556-3974 (7 days a week, 24 hours a day). 

It is critical that financial institutions (including CVC exchanges) identify and immediately 
report any suspicious transactions associated with ransomware attacks. For purposes of meeting 
a financial institution’s SAR obligations, FinCEN and law enforcement consider suspicious 
transactions involving ransomware attacks to constitute “situations involving violations that 
require immediate attention.” Financial institutions must subsequently file a SAR using 
FinCEN’s BSA E-filing System, providing as much of the relevant details around the activity as 
available at that time. Amended SARs should be filed to include additional information related to 
the same activity that is learned later; completely new activity should be filed in a new “initial” 
SAR filing. 

Financial institutions also should include any relevant technical cyber indicators related to 
cyber events and associated transactions within the available structured cyber event indicator 
fields (42-44) on the SAR. Any data or information that helps identify the activity as suspicious 
can be included as an indicator. Examples include chat logs, suspicious IP addresses, suspicious 
email addresses, suspicious filenames, malware hashes, CVC addresses, command, and control 
(C2) IP addresses, C2 domains, targeted systems, MAC address or port numbers. 

Other Relevant BSA Reporting Requirements 

Financial institutions and other entities or persons also may have other relevant BSA 
reporting requirements that provide information in connection with the subject of this alert. These 
include obligations related to the Currency Transaction Report (CTR), Report of Cash Payments 
Over $10,000 Received in a Trade or Business (Form 8300), Report of Foreign Bank and Financial 
Accounts (FBAR), Report of International Transportation of Currency or Monetary Instruments 
(CMIR), Registration of Money Service Business (RMSB), and Designation of Exempt Person 
(DOEP). These standard reporting requirements may not have an obvious connection to Russia-
related illicit finance, but may ultimately prove highly useful to law enforcement. 
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Due Diligence 

Due diligence obligations (senior foreign political figures) 

Financial institutions should establish risk-based controls and procedures that include 
reasonable steps to ascertain the status of an individual as a foreign PEP and to conduct scrutiny 
of assets held by such individuals. 

FinCEN’s Customer Due Diligence (CDD) Rule requires banks, brokers or dealers in 
securities, mutual funds, and futures commission merchants and introducing brokers in 
commodities (FCM/IBs) to identify and verify the identity of beneficial owners of legal entity 
customers, subject to certain exclusions and exemptions. Among other things, this facilitates the 
identification of legal entities that may be owned or controlled by foreign PEPs. 

Enhanced due diligence obligations for private banking accounts 

In addition to these general risk-based due diligence obligations, under section 312 of the USA 
PATRIOT Act (31 U.S.C. § 5318(i)) and its implementing regulations, certain U.S. financial 
institutions must implement a due diligence program for private banking accounts held for non-
U.S. persons that is designed to detect and report any known or suspected money laundering or 
other suspicious activity. 

General obligations for correspondent account due diligence and AML programs 

Banks, brokers or dealers in securities, mutual funds, and FCM/IBs also are reminded to 
comply with their general due diligence obligations for correspondent accounts under 31 CFR § 
1010.610(a), in addition to their general AML program obligations under 31 U.S.C. § 5318(h) and 
its implementing regulations (which apply to all U.S. financial institutions). MSBs have parallel 
requirements with respect to foreign agents or foreign counterparties, as described in FinCEN 
Interpretive Release 2004-1, which clarifies that the AML program regulation requires MSBs to 
establish adequate and appropriate policies, procedures, and controls commensurate with the risk 
of money laundering and the financing of terrorism posed by their relationship with foreign agents 
or foreign counterparties. 

Information Sharing 

Information sharing among financial institutions is critical to identifying, reporting, and 
preventing evolving sanctions evasion, ransomware/cyber-attacks, and laundering of the proceeds 
of corruption. Financial institutions and associations of financial institutions sharing information 
under the safe harbor authorized by section 314(b) of the USA PATRIOT Act are reminded that 
they may share information with one another regarding individuals, entities, organizations, and 
countries suspected of possible terrorist financing or money laundering. FinCEN strongly 
encourages such voluntary information sharing. 

Summary of Relevant OFAC Compliance Obligations 

Pursuant to any OFAC sanctions, all property, and interests in property of blocked persons 
that are in the United States or in the possession or control of U.S. persons are blocked and must 
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be reported to OFAC. Equally, all transactions by U.S. persons or within (or transiting) the United 
States that involve any property or interests in property of designated or otherwise blocked 
persons are prohibited unless authorized by a general or specific license issued by OFAC, or 
otherwise exempted. Violations of U.S. sanctions regulations can subject those responsible to civil 
and criminal penalties, to include monetary fines and imprisonment. 

Executive Order 14024 

In the context of the OFAC sanctions issued in response to the further invasion of Ukraine, 
E.O. 14024 permits the United States to impose blocking and short-of-blocking sanctions. OFAC 
has issued several directives under E.O. 14024 specifying certain prohibitions relating to persons 
determined to be subject to the applicable directive. OFAC expects all U.S. persons to review the 
sanctions lists maintained by OFAC, including the Specially Designated Nationals and Blocked 
Persons List (SDN List), the List of Foreign Financial Institutions Subject to Correspondent 
Account or Payable-Through Account Sanctions (CAPTA List), and the Non-SDN Menu-Based 
Sanctions List (NS-MBS List), to determine which of these sanctions are applicable. 

In addition, E.O. 14024 specifically allows for the targeting of persons engaged in deceptive or 
structured transactions or dealings to circumvent any United States sanctions, including through 
the use of digital currencies or assets or the use of physical assets. Anyone facilitating any Russian 
(or any other) efforts at sanctions evasion should understand that OFAC sanctions compliance 
obligations apply equally to transactions involving CVC and those involving traditional fiat 
currencies. OFAC has taken enforcement actions against CVC-related companies that engaged in 
prohibited activity because they failed to conduct sufficient screening of available geolocation 
information to prevent users in sanctioned jurisdictions from accessing and using their platforms. 

For additional information on the general application of OFAC sanctions with regards to CVC, 
please review OFAC’s related guidance. For any other questions about E.O. 14204 sanctions, to 
report a ransomware attack or payment involving a potential sanctions nexus, or for more 
information on OFAC sanctions more broadly, contact OFAC_Feedback@treasury.gov. 

For Further Information 

Questions or comments regarding the contents of this alert should be sent to the FinCEN 
Regulatory Support Section at frc@fincen.gov. 

 

What You Need to Do: 

Review and share with appropriate personnel. 

  

mailto:OFAC_Feedback@treasury.gov
mailto:frc@fincen.gov
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FATF: Jurisdictions with AML and CFT and CPF Deficiencies 
(March 10, 2022) 

Link 

https://www.fincen.gov/news/news-releases/financial-action-task-force-identifies-
jurisdictions-anti-money-laundering-and-1 

Text 

The Financial Action Task Force (FATF), an intergovernmental body that establishes 
international standards to combat money laundering, counter the financing of terrorism, and 
combat weapons of mass destruction proliferation financing (AML/CFT/CPF), has issued public 
statements updating its lists of jurisdictions with strategic AML/CFT/CPF deficiencies following 
its plenary meeting this month. U.S. financial institutions should consider the FATF’s stance 
toward these jurisdictions when reviewing their obligations and risk-based policies, procedures, 
and practices. 

On March 4, 2022, the FATF removed Zimbabwe from its list of Jurisdictions under Increased 
Monitoring and added the United Arab Emirates (UAE), noting the UAE’s significant progress in 
strengthening its AML/CFT regime as well as its February 2022 high-level political commitment 
to completing its FATF action plan. 

The FATF’s list of High-Risk Jurisdictions Subject to a Call for Action remains the 
same with Iran and the Democratic People’s Republic of Korea still subject to the FATF’s 
countermeasures. 

As part of the FATF’s listing and monitoring process to ensure compliance with its 
international standards, the FATF issued two statements: (1) Jurisdictions under Increased 
Monitoring, which publicly identifies jurisdictions with strategic deficiencies in their 
AML/CFT/CPF regimes that have committed to, or are actively working with, the FATF to address 
those deficiencies in accordance with an agreed upon timeline and; (2) High-Risk Jurisdictions 
Subject to a Call for Action, which publicly identifies jurisdictions with significant strategic 
deficiencies in their AML/CFT/CPF regimes and calls on all FATF members to apply enhanced 
due diligence, and, in the most serious cases, apply counter-measures to protect the international 
financial system from the money laundering, terrorist financing, and proliferation financing risks 
emanating from the identified countries. 

Jurisdictions Under Increased Monitoring 

With respect to the FATF-identified Jurisdictions under Increased Monitoring, U.S. covered 
financial institutions are reminded of their obligations to comply with the due diligence 
obligations for foreign financial institutions (FFI) under 31 CFR § 1010.610(a) in addition to their 
general obligations under 31 U.S.C. § 5318(h) and its implementing regulations. As required 
under 31 CFR § 1010.610(a), covered financial institutions should ensure that their due diligence 
programs, which address correspondent accounts maintained for FFIs, include appropriate, 
specific, risk-based, and, where necessary, enhanced policies, procedures, and controls that are 
reasonably designed to detect and report known or suspected money laundering activity conducted 

https://www.fincen.gov/news/news-releases/financial-action-task-force-identifies-jurisdictions-anti-money-laundering-and-1
https://www.fincen.gov/news/news-releases/financial-action-task-force-identifies-jurisdictions-anti-money-laundering-and-1
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/increased-monitoring-march-2022.html
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/increased-monitoring-march-2022.html
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/call-for-action-march-2022.html
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/call-for-action-march-2022.html
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through or involving any correspondent account established, maintained, administered, or 
managed in the United States. Furthermore, money services businesses (MSBs) have parallel 
requirements with respect to foreign agents or foreign counterparties, as described in FinCEN 
Interpretive Release 2004-1, which clarifies that the AML program regulation requires MSBs to 
establish adequate and appropriate policies, procedures, and controls commensurate with the risk 
of money laundering and the financing of terrorism posed by their relationship with foreign agents 
or foreign counterparties. Additional information on these parallel requirements (covering both 
domestic and foreign agents and foreign counterparts) may be found in FinCEN’s Guidance on 
Existing AML Program Rule Compliance Obligations for MSB Principals with Respect to Agent 
Monitoring. Such reasonable steps should not, however, put into question a financial institution’s 
ability to maintain or otherwise continue appropriate relationships with customers or other 
financial institutions, and should not be used as the basis to engage in wholesale or indiscriminate 
de-risking of any class of customers or financial institutions. Financial institutions should also 
refer to previous interagency guidance on providing services to foreign embassies, consulates, and 
missions. 

The United Nations (UN) adopted several resolutions implementing economic and financial 
sanctions. Member States are bound by the provisions of these UN Security Council Resolutions 
(UNSCRs), and certain provisions of these resolutions are especially relevant to financial 
institutions. Financial institutions should be familiar with the requirements and prohibitions 
contained in relevant UNSCRs. In addition to UN sanctions, the U.S. Government maintains a 
robust sanctions program. For a description of current Office of Foreign Assets Control (OFAC) 
sanctions programs, please consult OFAC’s Sanctions Programs and Country Information. 

High-Risk Jurisdictions Subject to a Call for Action 

With respect to the FATF-identified High-Risk Jurisdictions Subject to a Call for Action, 
specifically, countermeasures, financial institutions must comply with the extensive U.S. 
restrictions and prohibitions against opening or maintaining any correspondent accounts, directly 
or indirectly, for North Korean or Iranian financial institutions. In the case of the Democratic 
People's Republic of Korea (DPRK) and Iran, existing U.S. sanctions and FinCEN regulations 
already prohibit any such correspondent account relationships. 

In the case of Iran, the Government of Iran and Iranian financial institutions remain persons 
whose property and interests in property are blocked under E.O. 13599 and section 560.211 of the 
Iranian Transactions and Sanctions Regulations (ITSR). U.S. financial institutions and other U.S. 
persons continue to be broadly prohibited under the ITSR from engaging in transactions or 
dealings with Iran, the Government of Iran, and Iranian financial institutions, including opening 
or maintaining correspondent accounts for Iranian financial institutions. These sanctions impose 
obligations on U.S. persons that go beyond the relevant FATF recommendations. In addition to 
OFAC-administered sanctions, on October 25, 2019, FinCEN found Iran to be a Jurisdiction of 
Primary Money Laundering Concern and issued a final rule, pursuant to Section 311 of the USA 
PATRIOT Act, imposing the fifth special measure available under Section 311. This rule prohibits 
U.S. financial institutions from opening or maintaining correspondent accounts for, or on behalf 
of, an Iranian financial institution, and the use of foreign financial institutions’ correspondent 
accounts at covered United States financial institutions to process transactions involving Iranian 
financial institutions (31 C.F.R. § 1010.661). 

https://www.fincen.gov/sites/default/files/federal_register_notice/31cfr12142004.pdf
https://www.fincen.gov/sites/default/files/federal_register_notice/31cfr12142004.pdf
https://www.fincen.gov/resources/statutes-regulations/guidance/guidance-existing-aml-program-rule-compliance-obligations
https://www.fincen.gov/resources/statutes-regulations/guidance/guidance-existing-aml-program-rule-compliance-obligations
https://www.fincen.gov/resources/statutes-regulations/guidance/guidance-existing-aml-program-rule-compliance-obligations
https://www.un.org/securitycouncil/sanctions/information
https://home.treasury.gov/policy-issues/financial-sanctions/sanctions-programs-and-country-information
https://www.fincen.gov/news/news-releases/imposition-fifth-special-measure-against-islamic-republic-iran-jurisdiction
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Countries Removed 

For jurisdictions removed from the FATF listing and monitoring process, U.S. financial 
institutions should take the FATF’s decisions and the reasons behind the delisting into 
consideration when assessing risk, consistent with financial institutions’ obligations under 31 
C.F.R. § 1010.610(a) and 31 C.F.R. § 1010.210. 

If a financial institution knows, suspects, or has reason to suspect that a transaction involves 
funds derived from illegal activity or that a customer has otherwise engaged in activities 
indicative of money laundering, terrorist financing, or other violation of federal law or regulation, 
the financial institution must file a Suspicious Activity Report. 

Questions or comments regarding the contents of this release should be addressed to the 
FinCEN Regulatory Support Section at frc@fincen.gov. 

 

What You Need to Do: 

Review and share with appropriate personnel. 

FinCEN: Actions to Support REPO Multilateral Task Force and 
Ongoing U.S. Government Efforts to Combat Foreign Government 
Corruption (March 16, 2022) 

Link 

https://www.fincen.gov/news/news-releases/fincen-announces-actions-support-repo-
multilateral-task-force-and-ongoing-us 

Text 

The Financial Crimes Enforcement Network (FinCEN) announced efforts to support the 
multilateral Russian Elites, Proxies, and Oligarchs (REPO) Task Force, announced earlier today 
by the U.S. Department of the Treasury and the U.S. Department of Justice. The task force aims 
to deny and disrupt illicit actors’ ability to deceptively access the international financial system 
and conduct economic activity. FinCEN is supporting Treasury’s efforts to boost cooperation and 
intelligence sharing by agreeing to increase information sharing with relevant authorities in task 
force member countries. FinCEN is also issuing a FinCEN Alert, which highlights the importance 
of financial institutions identifying and quickly reporting suspicious transactions by sanctioned 
Russian elites and their proxies that involve real estate, luxury goods, and high-value assets. 

FinCEN also joined the financial intelligence units (FIUs) of Australia, Canada, France, 
Germany, Italy, Japan, New Zealand, the United Kingdom, and the Netherlands in issuing a 
statement of intent to form an FIU Working Group on Russia-Related Illicit Finance and 
Sanctions. The FIUs affirmed the need to identify concrete actions that participating Working 
Group Members can take individually or collectively to enhance financial intelligence on sanction-

mailto:frc@fincen.gov
https://www.fincen.gov/news/news-releases/fincen-announces-actions-support-repo-multilateral-task-force-and-ongoing-us
https://www.fincen.gov/news/news-releases/fincen-announces-actions-support-repo-multilateral-task-force-and-ongoing-us
https://home.treasury.gov/news/press-releases/jy0659
https://www.fincen.gov/news/news-releases/russia-related-illicit-finance-and-sanctions-fiu-working-group-statement-intent
https://www.fincen.gov/sites/default/files/2022-03/FinCEN%20Alert%20Russian%20Elites%20High%20Value%20Assets_508%20FINAL.pdf
https://www.fincen.gov/news/news-releases/russia-related-illicit-finance-and-sanctions-fiu-working-group-statement-intent
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related matters; expedite and increase sharing of financial intelligence in sanction-related 
matters; establish FIU best practices based on lessons learned, and identify opportunities for 
actions and partnerships to combat the threat caused by Russia’s unprovoked invasion into 
Ukraine; and strengthen and facilitate working relationships between FIUs and competent public 
authorities and the private sector addressing that threat, including by engaging with the REPO 
Task Force. 

As previously mentioned above, FinCEN issued an Alert to financial institutions on the 
importance of identifying and quickly reporting suspicious transactions involving real estate, 
luxury goods, and other high-value assets of sanctioned Russian elites and their proxies. The Alert 
provides select red flags to assist financial institutions in identifying suspicious transactions, and 
reminds financial institutions of their Bank Secrecy Act reporting obligations. Because real estate, 
luxury goods, and other high-value assets can be used as a store of value, a medium of exchange, 
or an investment, Russian elites and their proxies may use such assets to evade expansive U.S. 
and other sanctions and restrictions imposed in response to their support of Russia’s invasion of 
Ukraine. 

Finally, FinCEN is continuing robust engagement with financial institutions, including 
through its public-private partnership FinCEN Exchange, to explore typologies and share best 
practices to enable the private sector to better identify corrupted gains by elites, oligarchs, and 
their proxies and provide FinCEN and law enforcement with critical information to track, freeze, 
and seize the assets of Russian elites and their proxies. 

 

What You Need to Do: 

Review and share with appropriate personnel. In conjunction, also review Alert 002 and FIU 
Statement of Intent, provided below. 

FinCEN: Alert (FIN-2022-Alert002) on Real Estate, Luxury Goods, 
and Other High-Value Assets Involving Russian Elites, Oligarchs, 
and their Family Members (March 16, 2022) 

Link 

https://www.fincen.gov/sites/default/files/2022-
03/FinCEN%20Alert%20Russian%20Elites%20High%20Value%20Assets_508%20FINAL.pdf 

Text 

The Financial Crimes Enforcement Network (FinCEN) is issuing a second alert on the 
importance of identifying and quickly reporting suspicious transactions involving real estate, 
luxury goods, and other high-value assets of sanctioned Russian elites and their family members 
and those through which they act (collectively, “sanctioned Russian elites and their proxies”). This 
alert provides select red flags to assist financial institutions in identifying suspicious transactions, 
and reminds financial institutions of their Bank Secrecy Act (BSA) reporting obligations. This 

https://www.fincen.gov/sites/default/files/2022-03/FinCEN%20Alert%20Russian%20Elites%20High%20Value%20Assets_508%20FINAL.pdf
https://www.fincen.gov/resources/financial-crime-enforcement-network-exchange
https://www.fincen.gov/sites/default/files/2022-03/FinCEN%20Alert%20Russian%20Elites%20High%20Value%20Assets_508%20FINAL.pdf
https://www.fincen.gov/sites/default/files/2022-03/FinCEN%20Alert%20Russian%20Elites%20High%20Value%20Assets_508%20FINAL.pdf
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alert also complements other recent coordinated U.S. Government actions related to luxury goods, 
and highlights the establishment of U.S. and international task forces and programs designed to 
freeze and seize the assets of sanctioned Russian actors. 

Because real estate, luxury goods, and other high-value assets can be used as a store of value, 
a medium of exchange, or an investment, sanctioned Russian elites and their proxies may use 
such assets to evade expansive U.S. and other sanctions and restrictions imposed in response to 
the Russian Federation’s (Russia) invasion of Ukraine. Accordingly, on March 1, 2022, the 
President announced the U.S. Government’s intent to identify and freeze the assets of sanctioned 
Russian elites and family members, including their yachts, luxury apartments, money, and other 
ill-gotten gains. The President then signed an Executive Order (E.O.) on March 11, 2022, which 
among other things, banned the import into the United States of goods from several important 
sectors of the Russian economy, and prohibits the exportation from the United States or by U.S. 
persons of certain luxury goods to Russia. In parallel, the U.S. Department of the Treasury’s Office 
of Foreign Assets Control (OFAC) issued a new round of sanctions targeting Russian and Kremlin 
elites, and the U.S. Department of Commerce restricted the export of luxury goods to Russia and 
Belarus, and to certain Russian and Belarusian oligarchs and malign actors located worldwide. 

Real Estate 

Sanctioned Russian elites and their proxies may seek to evade sanctions through the purchase 
and sale of commercial or high-end residential real estate. Real estate may offer an attractive 
vehicle for storing wealth or laundering illicit gains due to its high value, its potential for 
appreciation, and the potential use of layered and opaque transactions to obfuscate a property’s 
ultimate beneficial owner. Sanctioned Russian elites and their proxies may purchase or maintain 
real estate through shell companies or trusts, possibly using funds or assets held in offshore 
jurisdictions, or may liquidate real estate owned in countries with sanctions against Russia and 
its elites. FinCEN issued renewed and expanded Geographic Targeting Order (GTO) requirements 
in high-risk U.S. locations that often see significant real estate money laundering activity. 

Select Red Flags 

1. The purchase, sale, donation, or legal ownership transfer of high-value real estate in the 
name of a foreign legal entity, shell company, or trust, especially if the transaction: (i) is 
far above or below fair market value, (ii) involves all-cash transfers, or (iii) is funded by a 
third party with a known nexus to sanctioned Russian elites and their proxies. 

 
2. The use of legal entities or arrangements that may have a nexus to sanctioned Russian 

elites and their proxies to hide the ultimate beneficiary or the origins or source of the 
funds. 

 
3. Changes, without an apparent business reason, to the transaction patterns of a firm 

located in a country other than the United States, Russia, Belarus, and Ukraine, where 
the new transactions involve convertible virtual currency and Russian-related 
investments or firms. 

 
4. A Russian individual or entity requests a wire transfer from a non-U.S. (particularly non-

Russian) bank to pay for an all-cash purchase, especially if the wired funds come from an 
account held by an individual or entity other than the original requestor. 
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5. The dilution of equitable interest held in real property by sanctioned Russian elites and 

their proxies, by the addition of, or the transfer of real estate to, an individual not 
affiliated with the buyer or seller. 

 
6. The maintenance, purchase, or termination of real estate insurance by persons with a 

known nexus to sanctioned Russian elites and their proxies. 

Artworks 

Several qualities inherent to art, the high-value art market, and market participants may 
make the art market attractive for money laundering by illicit actors, including sanctioned 
Russian elites. Shell companies and intermediaries are frequently used to purchase, hold, or sell 
artworks, as well as to remit and receive payments, allowing sanctioned persons to obscure their 
identities and hide their activity. The mobility, concealability, and subjective value of artwork 
further exacerbate its vulnerability to sanctions evasion. 

Select Red Flags 

7. The use of shell companies and trusts, and/or third-party intermediaries, including art 
dealers, brokers, advisers, or interior designers, with a nexus to sanctioned Russian elites 
and their proxies, to purchase, hold, or sell art on a client’s behalf. 

 
8. Transactions involving sanctioned Russian elites and their proxies, and large amounts of 

cash, especially in currencies not typically used in the art market. 
 
9. Artwork-related transactions involving persons with suspected ties to sanctioned Russian 

elites and their proxies who (i) are not concerned with recouping their initial investment 
or paying a substantially higher price than the notational value of the work, and/or (ii) 
conduct transactions that exceed the expected sales value of the work. 

 
10. The purchase, maintenance, or termination of insurance policies to protect the market 

value or provide cash payments for the loss, theft, or destruction of privately held or 
donated high-value artwork linked to sanctioned Russian elites and their proxies. 

Precious Metals, Stones, and Jewelry (PMSJs) 

Dealers in PMSJs, such as gold and diamonds, are advised that sanctioned Russian elites and 
their proxies may attempt to use PMSJs to evade sanctions. In addition to being valued for a 
variety of legitimate industrial, personal consumption, and investment purposes, PMSJs are 
portable, highly valuable, and practical replacements for currency, making them ideal for 
concealing illicit wealth without increased scrutiny, because the underlying commodity is legal. 

As Russia is a major exporter of many of these materials, including diamonds and gold, 
sanctioned Russian elites and their proxies also may attempt to evade trade restrictions on PMSJs 
to obtain needed currency or funds. On February 24, 2022, OFAC expanded Russia-related debt 
and equity restrictions to additional key aspects of Russia’s economy, including applying them to 
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the Russian diamond mining company Alrosa, the world’s largest diamond mining company and 
responsible for 90 percent of Russia’s diamond mining capacity. 

Select Red Flags 

11. Transactions involving PMSJ trading companies, particularly in Asia, and firms with a 
nexus to sanctioned Russian elites and their proxies. 

 
12. High-value or frequent transactions involving mining operations with opaque and 

complex corporate structures, that are or have been owned or controlled by sanctioned 
Russian elites or their proxies. 

Other High-Value Assets 

Sanctioned Russian elites and their proxies are known to purchase or sell other high-value 
assets, such as luxury yachts and vehicles. U.S. sanctions regulations block property of sanctioned 
Russian elites, and such property may also be subject to European sanctions. As a result, 
enforcement of sanctions against such property is an important U.S. priority, and violations of 
sanctions will be aggressively enforced. Over the past several weeks, various European 
governments, consistent with their sanctions regimes and legal frameworks, have made high-
profile seizures of luxury yachts owned by sanctioned Russian elites, such as Alisher Usmanov. 
Usmanov is one of Russia’s wealthiest billionaires with vast holdings across multiple sectors of 
the Russian economy as well as internationally. On March 3, 2022, OFAC sanctioned Usmanov, 
among other targets, and blocked his yacht and aircraft. Similarly, on March 11, 2022, OFAC re-
designated Viktor Feliksovich Vekselberg and identified his yacht and aircraft as blocked 
property. Vekselberg is a prominent Russian businessman with an estimated net worth exceeding 
$6 billion who has maintained close ties with leading Russian Government officials, including 
Russian President Vladimir Putin and former Russian President Dmitry Medvedev. 

Select Red Flags 

13. The sudden transfer, including through sales, by sanctioned Russian elites and their 
proxies of ownership in high-value assets and goods. 

 
14. The involvement of legal entities, such as shell companies, with a nexus to sanctioned 

Russian elites and their proxies, that are falsely posing as well-known entities and 
operating in jurisdictions other than the well-known entity’s jurisdiction and geographic 
sphere of business. 

 
15. The involvement of a common set of (i) financial institutions, (ii) individuals, or (iii) 

addresses to facilitate luxury goods-related transactions, that may have a nexus to 
sanctioned Russian elites and their proxies. 

 
16. The involvement of law firms based in global and offshore financial centers that have 

historically specialized in Russian clientele or in transactions associated with sanctioned 
Russian elites and their proxies. 
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17. The involvement of transportation service companies that have been owned by, or have a 
nexus to, sanctioned Russian elites and their proxies, and that may be used to transport 
luxury goods and obfuscate their movement. 

 

U.S. and International Efforts to Identify, Freeze, and Seize Assets Belonging to 
Sanctioned Russian Elites and Their Proxies 

The U.S. Government and its partners and allies have established international and domestic 
task forces dedicated to identifying blocked assets as well as enforcing sanctions, export 
restrictions, and economic pressure measures imposed by the United States and our partners and 
allies. 

Russian Elites, Proxies, and Oligarchs (REPO) Task Force 

On March 16, 2022, the U.S. Department of the Treasury and the U.S. Department of Justice 
launched the multinational Russian Elites, Proxies, and Oligarchs (REPO) Task Force with 
counterparts from Australia, Canada, the European Commission, France, Germany, Italy, Japan, 
and the United Kingdom. The initial concept of the REPO Task Force was announced on February 
26, 2022, to ensure the effective implementation of those jurisdictions’ Russia-related sanctions. 
The REPO Task Force is intended to share information to take concrete actions, including 
sanctions, asset freezing, and civil and criminal asset seizure, and criminal prosecution. 

Task Force KleptoCapture 

Additionally, on March 2, 2022, the Attorney General announced the formation of Task Force 
“KleptoCapture”.Task Force KleptoCapture is an interagency U.S. law enforcement task force 
dedicated to enforcing the sweeping sanctions, export restrictions, and economic countermeasures 
that the United States has imposed, along with allies and partners, in response to Russia’s 
unprovoked military invasion of Ukraine. 

Kleptocracy Asset Recovery Rewards Program 

Lastly, in conjunction with this Alert, the Department of the Treasury announced the launch 
of the Kleptocracy Asset Recovery Rewards Program. The rewards program supports U.S. 
Government programs and investigations aimed at restraining, seizing, forfeiting, or repatriating 
stolen assets linked to foreign government corruption and the proceeds of such corruption. The 
program’s initial rewards will target the recovery of assets stolen by elites and their associates 
linked to the Russian Government. 

Kleptocracy Asset Recovery Initiative 

The Department of Justice also has the Kleptocracy Asset Recovery Initiative which 
the U.S. Government uses to identify, seize, and recover the assets of kleptocrats and 



Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 72 

other corrupt individuals. 

Suspicious Activity Reporting 

A financial institution is required to file a SAR if it knows, suspects, or has reason to suspect 
a transaction conducted or attempted by, at, or through the financial institution involves funds 
derived from illegal activity, or attempts to disguise funds derived from illegal activity; is designed 
to evade regulations promulgated under the BSA; lacks a business or apparent lawful purpose; or 
involves the use of the financial institution to facilitate criminal activity, including sanctions 
evasion. All statutorily defined financial institutions may voluntarily report suspicious 
transactions under the existing suspicious activity reporting safe harbor. 

When a financial institution files a SAR, it is required to maintain a copy of the SAR and the 
original or business record equivalent of any supporting documentation for a period of five years 
from the date of filing the SAR. Financial institutions must provide any requested SAR and all 
documentation supporting the filing of a SAR upon request by FinCEN or an appropriate law 
enforcement or supervisory agency. When requested to provide supporting documentation, 
financial institutions should take special care to verify that a requestor of information is, in fact, 
a representative of FinCEN or an appropriate law enforcement or supervisory agency. A financial 
institution should incorporate procedures for such verification into its BSA compliance or Anti-
Money Laundering (AML) program. These procedures may include, for example, independent 
employment verification with the requestor’s field office or face-to-face review of the requestor’s 
credentials. 

SARs and OFAC Sanctions 

Longstanding FinCEN guidance provides clarity regarding when a financial institution must 
satisfy its obligation to file a SAR on a transaction involving a designated person when also filing 
a blocking report with OFAC. Relatedly, ransomware attacks and payments on which financial 
institutions file SARs should also be reported to OFAC at OFAC_Feedback@treasury.gov if there 
is any reason to suspect a potential sanctions nexus with regard to a ransomware payment. 

SAR Filing Instructions 

FinCEN requests that financial institutions reference this alert by including the key term 
“FIN-2022- RUSSIALUXURY” in SAR field 2 (Filing Institution Note to FinCEN) and the 
narrative to indicate a connection between the suspicious activity being reported and the activities 
highlighted in this alert. Financial institutions may highlight additional advisory or alert 
keywords in the narrative, if applicable. 

Financial institutions wanting to expedite their report of suspicious transactions that may 
relate to the activity noted in this alert should call the Financial Institutions Toll-Free Hotline at 

(866) 556-3974 (7 days a week, 24 hours a day). 

Financial institutions should include any and all available information relating to the account 
and locations involved in the reported activity, identifying information and descriptions of any 
legal entities or arrangements involved and associated beneficial owners, and any information 
about related persons or entities involved in the activity. Financial institutions also should provide 
any and all available information regarding other domestic and foreign financial institutions 
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involved in the activity; where appropriate, financial institutions should consider filing a SAR 
jointly on shared suspicious activity. 

Other Relevant BSA Reporting Requirements 

Financial institutions and other entities or persons also may have other relevant BSA 
reporting requirements that provide information in connection with the subject of this alert. These 
include obligations related to the Currency Transaction Report (CTR), Report of Cash Payments 
Over $10,000 Received in a Trade or Business (Form 8300), Report of Foreign Bank and Financial 
Accounts (FBAR), Report of International Transportation of Currency or Monetary Instruments 
(CMIR), Registration of Money Service Business (RMSB), and Designation of Exempt Person 
(DOEP). These standard reporting requirements may not have an obvious connection to Russia-
related illicit finance, but may ultimately prove highly useful to law enforcement. 

Form 8300 Filing Instructions 

When filing a Form 8300 involving a suspicious transaction relevant to this alert, FinCEN 
requests that the filer select Box 1b (“suspicious transaction”) and include the key term “FIN-
2022-RUSSIALUXURY” in the “Comments” section of the report. 

Due Diligence 

Due diligence obligations (senior foreign political figures) 

Financial institutions should establish risk-based controls and procedures that include 
reasonable steps to ascertain the status of an individual as a senior foreign political figure (along 
with their families and their associates, together often referred to as foreign “politically exposed 
persons” (PEPs)) and to conduct scrutiny of assets held by such individuals. 

FinCEN’s Customer Due Diligence (CDD) Rule requires banks, brokers or dealers in 
securities, mutual funds, and futures commission merchants and introducing brokers in 
commodities (FCM/IBs) to identify and verify the identity of beneficial owners of legal entity 
customers, subject to certain exclusions and exemptions. Among other things, this facilitates the 
identification of legal entities that may be owned or controlled by foreign PEPs. 

Enhanced due diligence obligations for private banking accounts 

In addition to these general risk-based due diligence obligations, under section 312 of the USA 
PATRIOT Act (31 U.S.C. § 5318(i)) and its implementing regulations, certain U.S. financial 
institutions must implement a due diligence program for private banking accounts held for non-
U.S. persons that is designed to detect and report any known or suspected money laundering or 
other suspicious activity. 

General obligations for correspondent account due diligence and AML programs 

Banks, brokers or dealers in securities, mutual funds, and FCM/IBs also are reminded to 
comply with their general due diligence obligations for correspondent accounts under 31 CFR § 
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1010.610(a), in addition to their general AML program obligations under 31 U.S.C. § 5318(h) and 
its implementing regulations (which apply to all U.S. financial institutions). MSBs have parallel 
requirements with respect to foreign agents or foreign counterparties, as described in FinCEN 
Interpretive Release 2004-1, which clarifies that the AML program regulation requires MSBs to 
establish adequate and appropriate policies, procedures, and controls commensurate with the risk 
of money laundering and the financing of terrorism posed by their relationship with foreign agents 
or foreign counterparties. 

Information Sharing 

Information sharing among financial institutions is critical to identifying, reporting, and 
preventing evolving sanctions evasion, ransomware/cyber-attacks, and laundering of the proceeds 
of corruption. Financial institutions and associations of financial institutions sharing information 
under the safe harbor authorized by section 314(b) of the USA PATRIOT Act are reminded that 
they may share information with one another regarding individuals, entities, organizations, and 
countries suspected of possible terrorist financing or money laundering. FinCEN strongly 
encourages such voluntary information sharing. 

For Further Information 

Questions or comments regarding the contents of this alert should be sent to the FinCEN 
Regulatory Support Section at frc@fincen.gov. 

 

What You Need to Do: 

Review and share with appropriate personnel. 

FinCEN: Financial Intelligence Units Working Group Statement of 
Intent (March 16, 2022) 

Link 

https://www.fincen.gov/news/news-releases/russia-related-illicit-finance-and-sanctions-fiu-
working-group-statement-intent 

Text 

We, the Financial Intelligence Units (FIUs) of Australia, Canada, France, Germany, Italy, 
Japan, the Netherlands, New Zealand, the United Kingdom, and the United States, referred to 
herein as Working Group Members issue this statement of intent: 

Recalling statements made by governments around the world, including Australia, Canada, 

mailto:frc@fincen.gov
https://www.fincen.gov/news/news-releases/russia-related-illicit-finance-and-sanctions-fiu-working-group-statement-intent
https://www.fincen.gov/news/news-releases/russia-related-illicit-finance-and-sanctions-fiu-working-group-statement-intent
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France, Germany, Italy, Japan, New Zealand, the United Kingdom, the United States of America, 
and the High Representative of the European Union, condemning Russia’s unprovoked and 
unjustifiable war of choice against Ukraine, enabled by the Belarussian government (“the threat”); 

Recognizing that the respective governments of the Working Group Members and the 
European Union have imposed several rounds of far-reaching economic and financial sanctions, 
and committed to imposing further sanctions in response to the threat; 

Further recognizing that the governments of several Working Group Members and the 
European Commission, consistent with their respective legal frameworks, have agreed to 
establish an international task force to coordinate efforts related to sanctions and asset recovery; 

Underscoring the need for FIUs to cooperate with law enforcement, prosecutors, other 
competent authorities, and the private sector, within the legal framework of the respective FIUs, 
to achieve the goals of the international task force and more generally to combat the associated 
illicit activities including money laundering, sanctions evasion, cyber threats, and corruption;   

Stressing the importance of the role of Financial Intelligence Units in the collection, sharing, 
analysis, dissemination, and use of financial intelligence to address money laundering and the 
financing of terrorist activities, and 

Recalling that, under the current international, EU and national legal frameworks, FIUs do 
not have a uniform and comprehensive legal basis and mandate to receive, analyze and share 
information on financial sanctions and related measures; 

Affirm the need to identify concrete actions that participating Working Group Members, 
within their respective legal framework, can take individually or collectively to 

1. Enhance financial intelligence on sanction-related matters and associated financial flows 
and economic activities; 

2. Expedite and increase sharing of financial intelligence in sanction-related matters and 
associated financial flows and economic activities; 

3. Engage in discussions concerning FIU best practices, lessons learned, and opportunities for 
actions and partnerships to combat the threat; and 

4. Strengthen and facilitate working relationships between FIUs and competent public 
authorities and the private sector addressing the threat, including by engaging with task 
forces established by governments of the Working Group Members. 

 

 
What You Need to Do: 

FYI: review and share with appropriate personnel. 
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OCC: Final Rule – Addressing Authority for Exemptions to 
Suspicious Activity Report Requirements (March 16, 2022) 

Link 

https://www.occ.gov/news-issuances/news-releases/2022/nr-occ-2022-23.html# 

Text 

The Office of the Comptroller of the Currency (OCC) issued a final rule amending the OCC’s 
suspicious activity report (SAR) regulations. 

The rule clarifies the OCC’s authority to issue exemptions from the requirements of those 
regulations based on a request from a national bank or federal savings association, including 
federal branches and agencies of foreign banks. The rule provides that, for any SAR regulation 
exemption request, the OCC will consider criteria specified in the final rule, including consistency 
with the purposes of the Bank Secrecy Act and safe and sound banking. 

The final rule adopts, with changes in response to public comments, the proposed rule 
published in the Federal Register on January 22, 2021. 

The final rule takes effect on May 1, 2022. 

For exemption requests from the OCC’s SAR regulation that also would require an exemption 
from the SAR requirements established by the Financial Crimes Enforcement Network (FinCEN), 
a national bank or federal savings association would need to seek an exemption from both the 
OCC and FinCEN. The OCC intends to coordinate with FinCEN on any such request. 

Introduction 

OCC regulations require national banks and federal savings associations to file suspicious 
activity reports (SARs) under certain conditions. These regulations also provide for 

(i) board of director notification; 

(ii) filing exceptions; 

(iii) SAR confidentiality; 

(iv) recordkeeping requirements; 

(v) supporting documentation requirements; and 

(vi) limitations on liability. 

Requirements related to SARs are codified at 12 CFR 21.11 for national banks and 12 CFR 
163.180 for federal savings associations. On January 22, 2021, the OCC, the Board of Governors 
of the Federal Reserve System (Board), the Federal Deposit Insurance Corporation (FDIC), and 
the National Credit Union Administration (NCUA) (collectively, the agencies or federal banking 
agencies) published substantially similar proposed rules that would amend their respective SAR 

https://www.occ.gov/news-issuances/news-releases/2022/nr-occ-2022-23.html
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regulations to allow the agencies to issue exemptions from the requirements of those regulations. 
The OCC is adopting its proposed rule in final form 

***** 

 

PART 21 - MINIMUM SECURITY DEVICES AND PROCEDURES, REPORTS OF 
SUSPICIOUS ACTIVITIES, AND BANK SECRECY ACT COMPLIANCE PROGRAM 

§ 21.11 Suspicious Activity Report. 

* * * * * 

(m) Exemptions. 

(1) The OCC may grant a national bank an exemption from the requirements of this 
section. A national bank requesting an exemption must submit a request in writing to 
the OCC. In reviewing such requests, the OCC will consider whether the exemption is 
consistent with the purposes of the Bank Secrecy Act (if applicable) and safe and sound 
banking, and may consider other appropriate factors. Any exemption will apply only as 
expressly stated in the exemption. (A national bank requesting an exemption that also 
requires relief from the requirements of applicable regulations issued by the 
Department of the Treasury at 31 CFR Chapter X must submit a request in writing to 
both the OCC and FinCEN for approval.) 

(2) The OCC will respond in writing to a national bank that submits a request pursuant to 
paragraph (m)(1) of this section after considering whether the exemption is consistent 
with the factors in paragraph (m)(1) of this section. Any exemption granted by the OCC 
under paragraph (m)(1) of this section will continue for the time specified by the OCC.  

(3) The OCC may extend the period of time or may revoke an exemption granted under 
paragraph (m)(1) of this section. Exemptions or extensions may be revoked in the sole 
discretion of the OCC. Before revoking an exemption, the OCC will provide written 
notice to the national bank of the OCC’s intention to revoke an exemption. Such notice 
will include the basis for the revocation and will provide an opportunity for the national 
bank to submit a response to the OCC. The OCC will consider any response before 
deciding whether or not to revoke an exemption and provide written notice to the 
national bank of the OCC’s final decision to revoke an exemption. 

(4) With respect to requests for exemptions that will also require relief from the 
requirements of applicable regulations issued by the Department of the Treasury at 31 
CFR Chapter X, upon receiving approval from both the OCC and FinCEN, the 
requestor will be relieved of its obligations under this section to the extent stated in 
such approvals. 

 

PART 163 - SAVINGS ASSOCIATIONS - OPERATIONS 

§ 163.180 Suspicious Activity Reports and other reports and statements. 

* * * * * 

(f) Exemptions. 
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(1) The OCC may grant a federal savings association or service corporation an exemption 
from the requirements of this section. A federal savings association or service 
corporation requesting an exemption must submit a request in writing to the OCC. In 
reviewing such requests, the OCC will consider whether the exemption is consistent 
with the purposes of the Bank Secrecy Act (if applicable) and safe and sound banking, 
and may consider other appropriate factors. Any exemption will apply only as expressly 
stated in the exemption. (A federal savings association or service corporation 
requesting an exemption that also requires relief from the requirements of applicable 
regulations issued by the Department of the Treasury at 31 CFR Chapter X must 
submit a request in writing to both the OCC and FinCEN for approval.) 

(2) The OCC will respond in writing to the federal savings association or service corporation 
that submits a request pursuant to paragraph (f)(1) of this section after considering 
whether the exemption is consistent with the factors in paragraph (f)(1) of this section. 
Any exemption granted by the OCC under paragraph (f)(1) of this section will continue 
for the time specified by the OCC. 

(3) The OCC may extend the period of time or may revoke an exemption granted under 
paragraph (f)(1) of this section. Exemptions or extensions may be revoked in the sole 
discretion of the OCC. Before revoking an exemption, the OCC will provide written 
notice to the federal savings association or service corporation of the OCC’s intention 
to revoke an exemption. Such notice will include the basis for the revocation and will 
provide an opportunity for the federal savings association or service corporation to 
submit a response to the OCC. The OCC will consider any response before deciding 
whether or not to revoke an exemption and provide written notice to the federal savings 
association or service corporation of the OCC’s final decision to revoke an exemption. 

(4) With respect to requests for exemptions that will also require relief from the 
requirements of applicable regulations issued by the Department of the Treasury at 31 
CFR Chapter X, upon receiving approval from both the OCC and FinCEN, the 
requestor will be relieved of its obligations under this section to the extent stated in 
such approvals. 

 

What You Need to Do: 

For OCC supervised financial institutions only. Review and incorporate into policy and 
procedures, as necessary. Train staff. 
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Section 2: Community Reinvestment Act 

OCC: Modernization of the CRA (February 14, 2022) 

Link 

https://www.occ.gov/news-issuances/speeches/2022/pub-speech-2022-15.pdf 

Remarks before the National Community Reinvestment Coalition 

As many of you know, reducing inequality is a top priority for me and the Office of the 
Comptroller of the Currency (OCC). One important step in doing so is strengthening and 
modernizing the regulation implementing the Community Reinvestment Act (CRA) to expand 
financial access and inclusion for low- and moderate-income (LMI) communities. 

In the not-too-distant future, the OCC, Federal Reserve, and Federal Deposit Insurance 
Corporation (FDIC) will release a joint CRA Notice of Proposed Rulemaking (NPR). It will reflect 
the herculean efforts of staff from all three banking agencies, who have been working around the 
clock for months, building off each of their many years of practical experience with the CRA and 
thinking about how to make it better. 

Before the NPR is released, though, and everyone goes into comment mode on the nitty-gritty 
details, I believe now is a good time to take a step back: to remind ourselves of the CRA’s roots, 
reflect on where we are today, and consider where we need to go. 

The CRA’s History 

When the CRA was enacted in 1977, it was one of a series of landmark laws in which Congress 
sought to reverse decades of discrimination in many areas. The CRA was designed to complement 
the Equal Credit Opportunity Act and the Fair Housing Act, and to help address discriminatory 
lending and disinvestment that all too often had left urban, often minority communities, without 
fair access to credit and financial services. The CRA encouraged banks and thrifts to serve, in a 
manner consistent with safe and sound operations, the entire communities in markets where they 
were chartered to do business. Such services could not be limited to deposit-taking, as many banks 
at that time took deposits but did not lend or provide other banking services to those communities. 

Discriminatory practices had been widespread for decades, including in government. The 
“redlining” maps that epitomized the era were, in fact, created by the federal government. Red 
lines marked neighborhoods – typically those home to Black, Hispanic, and other minority or 
poorer households – deemed by federal agencies as high credit risks. For example, the Home 
Owners’ Loan Corporation (HOLC) was established in 1933 by the federal government to help 
refinance home mortgages in default. The HOLC created and used color-coded maps to gauge the 
relative risk of lending in some areas, and typically, delineated as “hazardous,” areas with large 
minority populations, poorer households, and older housing stock. As a result, many banks did 
not lend in these “redlined” areas, even as they took deposits from them and invested those 

https://www.occ.gov/news-issuances/speeches/2022/pub-speech-2022-15.pdf
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deposits in other communities. Potential borrowers in these neighborhoods either could not get or 
had to pay much more for loans for home mortgages, for repairing their homes, and for starting 
and operating small businesses – tools critical for accumulating generational wealth. The lack of 
available credit in these communities often resulted in block after blighted block of homes and 
businesses in need of revitalization. 

The passage of the CRA in 1977 was meant to help address these injustices. In the years and 
decades following its adoption, the CRA had the intended effect of increasing lending in low- and 
moderate-income neighborhoods, enabling borrowers in these communities to have fair access to 
credit to better their lives. Despite that progress, however, over time it became clear that further 
improvements were needed. In December 1993, the federal banking agencies issued a proposal to 
improve the CRA regulation and examination process which the agencies finalized in 1995, 
addressing concerns that implementation of the CRA had become more procedural than 
substantive, while also noting successes of the CRA in expanding credit to all segments of society. 
As a result of those changes, CRA loan commitments increased significantly. Again, however, over 
time areas needing further improvement emerged and, as I will discuss next, the need for a 
stronger CRA has become clear. While there have been several attempts in the intervening years 
to address these issues, the stars did not align across the agencies, community organizations, and 
the banking industry until recently. 

The Persistence of Disparities and Gaps in Wealth and Economic Opportunities 

Banks have made substantial investments of CRA dollars in LMI communities over the past 
four decades to the benefit of LMI individuals, small businesses, and communities. Nonetheless, 
significant disparities continue to exist in many LMI areas and are most prevalent for Black, 
Hispanic, and Native American communities and borrowers across our nation. 

These disparities and the pandemic’s disproportionate impact on minority, rural, and other 
vulnerable communities have contributed to a wide gap in financial well-being between Black, 
Hispanic, and White households. Less than two-thirds of Black and Hispanic adults report that 
they are doing “okay financially,” compared with 80 percent of White adults. Black and Hispanic 
households are around five times more likely to be unbanked as White households. And in rural 
areas, where banks have fewer traditional branches, residents face similar challenges with limited 
access to financial services, lower incomes and wealth, and higher unemployment. In Indian 
Country, the need for financial access and CRA investments is especially great, with one analysis 
finding a $50 billion unmet need on tribal lands for infrastructure to build a better quality of life 
for Native Americans. 

These disparities have also persisted with regards to wealth. Studies have shown that the 
wealth gap between Black and White Americans in modern times is roughly the same as it was 
more than 50 years ago before the passage of the Civil Rights Act of 1964. In both 2016 and 1962, 
average wealth for White families was almost seven times greater than that of Black families. 
Because wealth opens doors to economic opportunities – such as by financing college and post-
secondary educations, home purchases, small business, medical and other emergencies – the 
persistence of racial wealth inequality is a significant barrier to advancement for families of color, 
their communities, and their future generations. 

On the local level, Black borrowers in Black-majority neighborhoods often face markedly 
higher interest rates on business loans, lower bank branch density, less local banking 
concentration in home mortgages, and less small business growth. Communities of color across 
the nation have generally had less access to banks, credit unions, and mortgage lenders, and other 
neighborhood amenities than majority White majority areas. The cities of Baltimore, Detroit, 
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Oakland, and Philadelphia, in particular, have among the widest gaps. The lack of traditional 
financial institutions in Black and Hispanic neighborhoods often leaves minority borrowers with 
little choice other than to turn to high-interest financial services – such as check cashers and 
payday lenders. 

Perhaps most worrisome, some challenges appear to be not just persistent, but possibly getting 
worse. One recent study found that in 2020, the mortgage denial rate was 84 percent higher for 
Black applicants than White applicants, an increase of 10 percentage points since 2019, and Black 
homeownership had fallen to 44 percent from 49.7 percent in 2004. In addition, Black 
entrepreneurs and small business owners often face barriers to the credit needed to start, operate, 
and grow their businesses. One study found that Black-owned businesses were about twice as 
likely to be denied credit even after controlling for differences in creditworthiness and other 
factors, suggesting that credit access could be linked to racial discrimination. 

Thus, despite the clear, positive impacts that the CRA has had over the past several decades, 
LMI communities and communities of color continue to face significant barriers to full access to 
financial services and participation in the economy. As I will discuss next, changes in the banking 
system have added urgency and other dimensions to the need to update the CRA. 

How a Modernized CRA Can Help 

To put forward a rule that strengthens and modernizes the CRA to address these inequities, I 
committed the OCC to working on an interagency basis with the FDIC and the Federal Reserve. 
Our interagency discussions have been guided by our experiences implementing the CRA and a 
strong collective commitment to improving it. The Federal Reserve’s Advance Notice of Proposed 
Rulemaking published in September 2020 has served as the basic framework. 

Several overarching objectives are guiding our efforts to update the CRA this time. From my 
perspective, it is important that revised CRA regulations result in increased levels of CRA activity 
to help address the persistent disparities noted earlier. At the same time, we need to ensure that 
banks are engaging with and being responsive to local stakeholders and the local needs of LMI 
communities, not just applying one-size fits all solutions. In short, the new CRA regulations 
should ensure more and better CRA investments. 

Second, I believe it is important that we increase the clarity, consistency, and transparency of 
our CRA supervisory expectations and standards regarding which activities are eligible for CRA 
credit, and how eligible activities are evaluated and assessed. This should allow banks to move 
more quickly and with greater confidence when making CRA investments. Finally, we need to 
update the CRA standards to reflect changes in the business of banking, in particular the 
increased use of mobile and internet delivery channels. 

This last point warrants some elaboration. Banks today serve and invest broadly in 
communities across the nation. They lend in communities well beyond the specific, branch-focused 
areas they served when the CRA was enacted in 1977. At that time, thousands of community 
banks served smaller, geographically contained areas. Today, while many community banks 
continue to have this local focus, others are being acquired by larger banks or merging with peers. 
Industry consolidation is concentrating banking assets in the hands of fewer and larger banking 
institutions. And home mortgage lending is dominated by a few banks and nonbank institutions 
lending nationwide, including internet banks with few or no branches serving a wide geography. 

Under the current CRA rules, the CRA performance of most internet banks who serve 
customers across the country must be focused only on where they are headquartered or have 
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deposit taking ATMs. This internet-based business model did not exist – nor was it envisioned – 
when the federal banking agencies made significant updates to our CRA regulations in 1995, just 
two years after the source code for the internet was first released to the public. 

In addition, banks that have traditionally relied on a large network of brick-and-mortar 
branches to serve customers are increasingly closing branches to save costs and refocus on online 
and mobile banking. From 2010 to 2021, banks closed 15,500 branches, and throughout this 
period, majority Black census tracks were less likely to have a bank branch than non-majority 
Black neighborhoods. 

Together, these trends have resulted in lending patterns that warrant addressing. For 
example, recent analysis by the Urban Institute shows how much more CRA-eligible mortgage 
and small business lending banks do in LMI areas that are inside their CRA assessment areas 
than they do in LMI areas outside their assessment areas, which results in credit needs of 
underbanked LMI areas often going unmet. 

Studies like this, and other factors, have helped to convince banking regulators and 
stakeholders that it is insufficient to continue to evaluate bank CRA performance solely on a 
branch-based model. This leaves too many underserved communities in need of investment and 
financial access. Broadening our evaluation of banks’ CRA performance to more appropriately 
reflect the communities the banks serve – including rural areas and Indian country – is necessary 
to live up to the core promise of the CRA. 

Conclusion 

Our joint NPR to strengthen and modernize the CRA will be released for public comment in 
the not-too-distant future. I encourage all stakeholders to review it and submit comments. All 
comments will be carefully reviewed and considered as the banking agencies work together to 
draft a final rule. 

Remembering our history and being open and honest about the challenges facing us today can 
help guide us as we move forward. I am confident that by working together – and with input from 
interested stakeholders like all of you – the OCC, the Federal Reserve, and FDIC can strengthen 
and modernize the CRA regulations in a manner that can meet the challenges of today and 
tomorrow. 

What You Need to Do: 

Just an FYI at this point.  CRA changes are coming – but we do not know what they will be yet. 

OCC: FAQs Regarding the Final Rule to Rescind the June 2020 CRA 
Rule (February 22, 2022) 

Link 

https://www.occ.gov/news-issuances/bulletins/2022/bulletin-2022-4.html 

https://www.occ.gov/news-issuances/bulletins/2022/bulletin-2022-4.html
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Summary 

The Office of the Comptroller of the Currency (OCC) issued responses to frequently asked 
questions (FAQ) about the December 2021 final rule to rescind the OCC's Community 
Reinvestment Act (CRA) rule issued on June 5, 2020 (June 2020 CRA rule). The December 2021 
CRA final rule, effective January 1, 2022, replaced the June 2020 CRA rule with provisions largely 
based on the rules adopted jointly by the OCC, the Board of Governors of the Federal Reserve 
System, and the Federal Deposit Insurance Corporation in 1995, as revised. 

This bulletin rescinds OCC Bulletin 2021-50, "Community Reinvestment Act: Frequently 
Asked Questions Regarding Notice of Proposed Rulemaking to Rescind the OCC's June 2020 CRA 
Rule." 

The FAQs provide information about potential CRA questions during the transition from the 
June 2020 CRA rule to the December 2021 CRA rule that is largely based on the rules adopted 
jointly by the OCC, the Board of Governors of the Federal Reserve System (Board), and the 
Federal Deposit Insurance Corporation (FDIC) in 1995, as revised (1995 rules). 

Rulemaking Process and Timeline 

1. What is the effective date of the December 2021 CRA rule? 

The rule’s effective date was January 1, 2022. 

Bank Type 

2. How will bank type be determined under the December 2021 CRA rule? 

Bank type will be determined based on the requirements in the December 2021 CRA rule, 
which are consistent with the requirements in the 1995 rules that use the Federal Financial 
Institutions Examination Council’s annual CRA asset-size threshold adjustments for small 
and intermediate small institutions. 

3. Will my bank type change under the December 2021 CRA rule and when? 

A bank’s type may change under the December 2021 CRA rule depending on the bank’s asset 
size. For CRA evaluations commencing in 2022, changes, if any, will apply to activities 
conducted on or after January 1, 2022. The OCC will provide additional guidance based on the 
2022 interagency asset size thresholds to help examiners and banks determine if and when a 
bank’s type will change. See FAQs 23 through 25 for more information on when banks that 
become large banks will have to comply with the large bank data collection and reporting 
requirements included in the December 2021 CRA rule. 

Qualifying Activities 

4. Should a bank stop using a system it has built (or is in the process of building) to 
track and monitor qualifying activities under the June 2020 CRA rule? 

 The OCC encourages banks to continue to serve their communities by engaging in CRA 
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qualifying activities. Systems for tracking, monitoring, and reporting CRA qualifying activities 
generally are useful. While some qualifying activities criteria from the OCC’s June 2020 CRA 
rule differed from the 1995 rules, many carry forward into the December 2021 CRA rule, as 
those criteria were largely based on historical interagency interpretive guidance. 

5. Do OCC qualified activity determinations made under the June 2020 CRA rule 
continue to apply under the December 2021 CRA rule? 

 An activity that meets the qualifying criteria under the June 2020 CRA rule and is conducted 
between October 1, 2020, and December 31, 2021, remains a qualifying activity for the bank 
that undertook the activity, even after rescission of the June 2020 CRA rule. This includes 
legally binding commitments to lend or invest in activities that qualified at the time of the 
commitment. For banks or interested parties that received confirmation letters for qualifying 
activities under the June 2020 CRA rule, those letters may apply to activities conducted after 
January 1, 2022, if the activity is consistent with the community development (CD) definition 
and geographic requirements in the December 2021 CRA rule, which is consistent with the 
1995 rules, as interpreted in the “Interagency Questions and Answers Regarding Community 
Reinvestment” (Interagency CRA Q&As). Therefore, there may be certain activities that 
qualified under the June 2020 CRA rule that might not qualify under the December 2021 CRA 
rule. Banks with questions about the applicability of qualifying activities should consult their 
respective OCC supervisory office. 

6. What happens to qualifying activities approved by the OCC under the June 2020 CRA 
rule? 

 Activities that met the qualifying criteria in 12 CFR 25.04 of the June 2020 CRA rule will 
receive CRA consideration if the activity was originated, made, purchased, or conducted or the 
commitment to engage in the activity was made between October 1, 2020, and December 31, 
2021, regardless of the timing of a bank’s CRA examination. 

7. How will the OCC evaluate affiliate activities as of April 1, 2022? 

 There will be no change in how the OCC evaluates affiliate activities as of April 1, 2022. The 
December 2021 CRA rule replaced the June 2020 CRA rule’s provision on affiliate activities 
(which would otherwise have taken effect on April 1, 2022) with the affiliate activities 
provision included in the 1995 rules, which permits banks to elect to include affiliate activities 
in their CRA evaluations. 

8. Will the OCC go back to considering only major disaster areas under the December 
2021 CRA rule? 

 Yes. Under the December 2021 CRA rule, the OCC will provide CRA consideration for disaster-
related activities conducted on or after January 1, 2022, only in federally declared major 
disaster areas, consistent with the guidance in the Interagency CRA Q&As. Disaster-related 
activities that met the qualifying criteria in 12 CFR 25.04 of the June 2020 CRA rule, and 
were conducted by the bank between October 1, 2020, and December 31, 2021, will receive 
CRA consideration, regardless of the timing of a bank’s CRA examination. 

Qualifying Activity Confirmation Request System 

9. Will the OCC continue to provide written confirmation that activities do or do not 
qualify? 
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 The December 2021 CRA rule does not require the OCC to maintain a qualifying activities 
confirmation process. The OCC will continue, however, to accept requests from banks and 
other stakeholders to confirm whether (1) an activity is consistent with the June 2020 CRA 
rule qualifying activity criteria, if the activity was conducted between October 1, 2020 and 
December 31, 2021; or (2) an activity is consistent with the CD definition in the 1995 rules, as 
interpreted in the Interagency CRA Q&As, if the activity is conducted on or after January 1, 
2022. The OCC will provide additional guidance on www.occ.gov on the scope and mechanics 
of this CD activity confirmation process. 

10. Does the CRA Illustrative List of Qualifying Activities go away? 

 The OCC will maintain the Illustrative List of Qualifying Activities on its website as a 
reference for banks to determine whether activities they conducted between October 1, 2020, 
and December 31, 2021, are eligible for CRA consideration. Activities included on the 
illustrative list may receive consideration under the December 2021 rule if conducted on or 
after January 1, 2022, if the activity is consistent with the CD definition and geographic 
requirements in the December 2021 CRA rule. The CD definition and geographic requirements 
in the December 2021 CRA Rule are consistent with the 1995 rules, as interpreted in the 
Interagency CRA Q&As. 

11. How should a bank or other stakeholder view the OCC’s decisions made on 
qualifying activity confirmation requests since October 1, 2020? 

 Written confirmations from the OCC are based on the qualifying activities criteria in effect at 
the time the decision was made, which means all decisions made regarding activities 
conducted between October 1, 2020, and December 31, 2021, remain applicable. An activity 
that meets the qualifying criteria on the date it is conducted remains a qualifying activity for 
the bank that undertook the activity, even after the rescission of the June 2020 CRA rule. This 
includes legally binding commitments to lend or invest in activities that qualified at the time 
of such commitment. For banks or interested parties that received confirmation letters 
between October 1, 2020, and December 31, 2021, and undertook the qualifying activities or 
entered into the legally binding commitment during that time, those letters remain applicable 
to the confirmed activity. For banks or interested parties that received confirmation letters 
between October 1, 2020, and December 31, 2021, but did not undertake the qualifying activity 
or enter into the legally binding commitment, those letters may apply to activities conducted 
on or after January 1, 2022, if the activity is consistent with the CD definition and geographic 
requirements in the December 2021 CRA rule, which is consistent with the 1995 rules, as 
interpreted in the Interagency CRA Q&As. 

Transition Period 

12. Is there a transition period in the December 2021 CRA rule? 

If so, what is it? The public notice and public file provisions have an April 1, 2022, compliance 
date. The delayed compliance date for those provisions is intended to ease burden associated 
with the final rule. The OCC will begin examining banks using all provisions of the December 
2021 CRA rule on January 1, 2023. 

13. Will the rescission of the June 2020 CRA rule be retroactively applied to its October 
1, 2020, effective date? 

 No. The OCC will not apply the June 2020 CRA rule’s recission retroactively. 
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14. Will loan size and gross annual revenue (GAR) thresholds return to the 1995 rules’ 
limits? 

 Could these limits change again once a new interagency rule is instituted? The loan size and 
GAR threshold requirements in the OCC’s December 2021 CRA rule are now consistent with 
those from the 1995 rules. It is possible that loan size and GAR thresholds could change in 
new interagency CRA rules. 

15. Will the OCC rescind OCC Bulletin 2020-99? 

 The OCC will rescind or update OCC Bulletin 2020-99 to provide guidance for implementation 
of the December 2021 CRA rule. 

Examination Administration 

16. What performance standards and examination procedures will the OCC use to 
conduct a CRA examination for a bank that changed bank types under the June 
2020 CRA rule but will return to its previous bank type under the December 2021 
CRA rule? 

 The December 2021 CRA rule generally reinstates the performance standards under the 1995 
rules. As of January 1, 2023, for activities conducted on or after January 1, 2022, all banks 
will be examined based on the December 2021 CRA rule’s performance tests and standards 
corresponding to their specific bank type as described in FAQ 2. 

 For CRA examinations that evaluate bank activities conducted between October 1, 2020, and 
December 31, 2021, examiners will apply the performance standards from the 1995 rules and 
will use the 1995 rules’ examination procedures based on the bank type under the rule that 
was in effect at the time the activities were conducted. 

 The OCC will provide additional guidance to help examiners and banks determine the 
applicable performance standards in effect for each applicable calendar year and the timing of 
any bank type changes. 

17. If my bank changed to a different bank type on January 1, 2022, will its evaluation 
period change? 

 The evaluation periods for examinations conducted in calendar years 2023 and forward may 
be adjusted to avoid CRA evaluation periods with multiple applicable sets of performance 
standards. The OCC will provide additional guidance to help examiners and banks determine 
the applicable evaluation periods based on the timing of bank type changes. 

18. Will the OCC reinstate a four-year examination cycle for complex CRA banks? 

 The OCC will provide additional guidance in 2022 on how to apply examination cycles based 
on the December 2021 CRA rule. 

19. Will the CRA webinar materials related to the June 2020 CRA rule be removed from 
BankNet? 

 The OCC will maintain the CRA webinar materials related to the June 2020 CRA rule on 
BankNet for examiners and bankers to understand how to treat activities conducted while the 
June 2020 CRA rule was in effect. After the OCC has concluded all CRA examinations that 
evaluate the period when the June 2020 CRA rule was in effect, the OCC will determine how 
those materials will be treated and whether removal would be appropriate. 
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Assessment Area 

20. How will activities outside of an assessment area be considered going forward? 

The December 2021 CRA rule rescinded the June 2020 CRA rule’s provisions on activities 
outside an assessment area and reinstated the 1995 rules’ provisions on these activities. All 
activities conducted on or after January 1, 2022, will be considered in the manner described 
in the Interagency CRA Q&As. 

Activity Location and Allocation 

21. Will the allocation process described in OCC Bulletin 2020-99 for activities serving 
multiple locations continue to apply under the December 2021 CRA rule? 

No. The OCC will apply the guidance for the 1995 rules in the Interagency Q&As and the 
appendix to the “Large Bank CRA Examination Procedures” to activities conducted on or after 
January 1, 2022. 

Targeted Geographic Areas 

22. What should banks expect regarding consideration of activities in targeted areas 
under the June 2020 CRA rule, such as Indian country or tribal and other native 
lands? 

Under the December 2021 CRA rule, activities conducted on or after January 1, 2022, that 
meet the 1995 rules’ CD definition will receive consideration if the activities serve low- or 
moderate-income areas, distressed or underserved nonmetropolitan middle-income areas, or 
disaster areas, and if they meet the geographic requirements of the 1995 rules. The terms low- 
or moderate-income areas, distressed or underserved nonmetropolitan middle-income areas, 
and disaster areas are defined under the 1995 rules and explained in the Interagency CRA 
Q&As. 

Data Reporting 

23. When will banks that became large banks for the first time on January 1, 2022, under 
the December 2021 CRA rule have to start reporting large bank CRA data? 

 For a bank that was classified as an intermediate small bank (ISB) under the 1995 rules and 
an intermediate bank under the June 2020 CRA rule, but will become a large bank under the 
December 2021 CRA rule (referred to as a newly classified large bank), the OCC will require 
these banks to begin collecting loan data until one year after the bank type changed. Therefore, 
under the December 2021 CRA rule, the OCC will require newly classified large banks to begin 
collecting data on January 1, 2023, and report required and optional data the following year. 

24. Will banks that were large banks under the 1995 rules, became intermediate banks 
under the June 2020 CRA rule, and transitioned back to large banks on January 1, 
2022, under the December 2021 CRA rule, have a transition period before being 
required to reinstate large bank CRA data reporting? 
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 Banks that were large banks under the 1995 rules, became intermediate banks under the June 
2020 CRA rule, and transitioned back to large banks as a result of the December 2021 CRA 
rule (referred to as redesignated large banks) are not eligible for a grace period for compliance 
with the large bank data requirements, except as provided under the December 2021 CRA 
rule. The final rule requires redesignated large banks to report calendar year 2022 data by 
March 1, 2023. As the December 2021 CRA rule contains no specific date during 2022 by which 
redesignated large banks must actually start the applicable data collection and record keeping, 
a redesignated large bank will not be out of compliance with the December 2021 CRA rule if 
its data collection and recordkeeping systems are not fully in place in 2022, so long as the bank 
reports the 2022 data by March 1, 2023. 

 In addition, the OCC intends to work with these redesignated large banks over the next year 
to ensure that they are on track to report calendar year 2022 data by March 1, 2023, and to 
provide them with additional flexibility, where appropriate, in terms of missing information 
or other limited error tolerances for calendar year 2022 data. It is the OCC’s expectation, 
however, that redesignated large banks’ data collection, record keeping, and reporting systems 
and processes will be fully functional on January 1, 2023, including with respect to data 
integrity. 

Public Notices and Public Files 

25. Will banks need to change their public notices, the contents of their public files, and 
the manner of providing public notices back to the 1995 rules requirements. If so, 
when? 

 The December 2021 CRA rule requirements for the content of public notices, the content and 
location of bank public files, and the manner of providing public notice are consistent with the 
1995 rules requirements. As a result, banks need to include additional information in their 
public file and make the file available at their main offices, and for interstate banks, at one 
branch in each state. Banks must make more limited information available at each branch. 

 Banks must also follow the December 2021 CRA rule requirements for providing public notice. 
Because the December 2021 CRA rule imposes additional public file content and availability 
requirements, and different notice requirements than were required by the June 2020 CRA 
rule and related guidance, banks have until April 1, 2022, to comply with these requirements. 

Strategic Plans 

26. Will banks need to revise in-process strategic plans with target geographic market 
assessment areas? 

 Unlike the June 2020 CRA rule, the December 2021 CRA rule makes no provision for the type 
of target geographic market assessment areas that were permitted in the previous strategic 
plan provisions (under the June 2020 CRA rule). A bank that has an in-process strategic plan 
with a proposed effective date on or after January 1, 2022, and that includes proposed target 
market assessment areas would need to revise its plan to be consistent with the 1995 rules’ 
provisions that were reinstated by the December 2021 CRA rule. 

27. Will strategic plans submitted after the rescission of the June 2020 CRA rule still be 
able to delineate assessment areas that reflect their target geographic markets? 
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 As noted in the response to question 26, the December 2021 CRA rule makes no provision for 
target geographic market assessment areas. Strategic plans submitted for OCC approval on 
or after January 1, 2022, must comply with the December 2021 CRA rule and, therefore, target 
market assessment areas will not be permitted. 

28. Some criteria for evaluating a strategic plan under the 1995 rules were not 
applicable under the June 2020 CRA rule, specifically, retail loan distributions, 
responsiveness of qualified investments, and the availability and effectiveness of 
retail services. Have the content requirements for a proposed strategic plan 
changed with the rescission of the June 2020 CRA rule? 

 Yes. Strategic plan contents submitted for OCC approval on or after January 1, 2022, need to 
meet the requirements of the December 2021 CRA rule, which reinstated 1995 rules. 

29. Will banks be required to revert to the 1995 rules requirements for public 
participation in a strategic plan, which include informally seeking suggestions from 
the public while developing the plan, making no-cost copies of the plan available to 
the public at all bank offices, and seeking public participation in order to amend a 
plan? 

 Yes. New strategic plans submitted to OCC for approval on or after January 1, 2022, need to 
comply with the public participation requirements of the reinstated 1995 rules. 

30. Will strategic plan requests be decided under the timeframes in the 1995 rules—
specifically, will a bank be allowed to submit its plan to the OCC three months in 
advance of the proposed plan’s effective date (rather than six months under the 
June 2020 CRA rule), and will the OCC be required to review the plan and make a 
decision within 60 days (rather than 90 days under the June 2020 CRA rule)? 

Yes. The OCC will revert to the processing time frames required in the December 2021 CRA 
rule, which reinstated those of the 1995 interagency CRA rule. 

What You Need to Do: 

If you are a national bank, this is for your review. Remember to talk to your regulators in detail 
prior to your next CRA examination. 

FFIEC: 2022 CRA Data Entry Software (March 30, 2022) 

Link 

https://www.ffiec.gov/software/software.htm 

Text 

Version 2022 for the CY 2022 CRA data due March 1, 2023, is now available. Each software 
version is year-specific (i.e., 2021 reporting requires 2021 CRA DES and not 2022 CRA DES). 

https://www.ffiec.gov/software/software.htm
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The software must be installed locally on a hard disk; it is NOT network compatible. 

What You Need to Do: 

Applicable if your FI is subject to CRA reporting. 

FFIEC: Census Flat Files (March 30, 2022) 

Link 

https://www.ffiec.gov/censusapp.htm 

Text 

Using the Census Redistricting Data released on August 12, 2021, the FFIEC released a 
limited flat file as the first part of the FFIEC 2022 Census products release. 

FFIEC Census Flat Files 

The FFIEC Census flat files are a convenient method of accessing and analyzing the FFIEC 
census data that are used to create the HMDA and CRA Aggregate and Disclosure Reports. They 
contain over 1,000 fields of census data and are updated annually to reflect changes to MSA/MD 
boundaries announced by the Office of Management and Budget (OMB) and CRA 
Distressed/Underserved Census Tracts as announced by the Federal banking regulatory agencies. 

For 2022, the FFIEC plans to release the various FFIEC Census products in three parts as the 
data become available. The first release was March 30, 2022; a second release is planned for the 
summer of 2022; and a final release is expected in 2023 after the Demographic and Housing 
Characteristics (DHC) files are released by Census. 

 

What You Need to Do: 

Optional tool for your financial institution to use to access and analyze HMDA/CRA data. 

 

https://www.ffiec.gov/censusapp.htm
https://www.ffiec.gov/cra/censusapp.htm
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Section 3: UDAAP 

CFPB: Bulletin 2022-4 Mitigating Harm from Repossession of 
Automobiles (February 28, 2022) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_bulletin-2022-04_mitigating-harm-from-
repossession-of-automobiles.pdf 

Text 

The Bureau of Consumer Financial Protection (CFPB or Bureau) issued this Compliance 
Bulletin regarding repossession of vehicles, and the potential for violations of sections 1031 and 
1036 of the Dodd-Frank Wall Street Reform and Consumer Protection Act’s (Dodd-Frank Act) 
prohibition on engaging in unfair, deceptive, or abusive acts or practices when repossessing 
vehicles. The Bureau intends to hold loan holders and servicers accountable for UDAAPs related 
to the repossession of consumers’ vehicles. 

To head off the risk of wrongful repossessions, the Bureau is taking action against illegal 
repossessions and sloppy servicing of auto loans. The bulletin describes instances, in examinations 
and enforcement actions, where servicers violated the Dodd-Frank Wall Street Reform and 
Consumer Protection Act’s prohibition against unfair, abusive, or deceptive acts and practices 
such as: 

 Illegally seizing cars: Servicers are repossessing vehicles from borrowers who made 
payments sufficient to stop the repossession or who entered a payment plan. Given the 
high level of harm caused by wrongful repossessions, servicers must ensure that every 
single repossession is valid. 

 Sloppy record keeping: Incorrectly coded records or agents failing to talk to their 
colleagues about canceling repossession orders hurts consumers and is a violation of 
federal law. Servicers need to ensure proper communication between them and any third-
party processing a repossession. 

 Unreliable balance inquiries: Inaccurate balances can lead to a borrower paying less 
than a sufficient amount to avoid delinquency, resulting in a repossession. People are also 
having their vehicles repossessed because their loan payments are processed in a different 
order than what they had been told. 

 Ransom for personal property: Servicers are still holding personal property found in 
repossessed vehicles hostage until the property owner pays a fee, a practice the CFPB has 
been cracking down on for years. 

 

https://files.consumerfinance.gov/f/documents/cfpb_bulletin-2022-04_mitigating-harm-from-repossession-of-automobiles.pdf
https://files.consumerfinance.gov/f/documents/cfpb_bulletin-2022-04_mitigating-harm-from-repossession-of-automobiles.pdf
https://www.consumerfinance.gov/about-us/newsroom/consumer-financial-protection-bureau-settles-nissan-motor-acceptance-corporation-illegal-collections-and-repossession-practices/
https://files.consumerfinance.gov/f/documents/Supervisory_Highlights_Issue_13__Final_10.31.16.pdf
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Bulletin 2022-04: Mitigating Harm from Repossession of Automobiles 

Date 

This bulletin is applicable on March 3, 2022. 

Background 

In recent months, there has been extremely strong demand for used automobiles. Since the 
start of the COVID-19 pandemic, the average list price for used automobiles has continued to 
climb. While there are many factors contributing to high prices, the Consumer Financial 
Protection Bureau is concerned that these market conditions might create incentives for risky 
auto repossession practices, since repossessed automobiles can command these higher prices when 
resold. To mitigate harms from these risks, the Bureau is issuing this bulletin to remind market 
participants about certain legal obligations under federal consumer financial laws. 

To secure an auto loan, lenders require borrowers to give creditors a security interest in the 
vehicle. If a borrower defaults, a creditor may exercise its contractual rights to repossess the 
secured vehicle. Servicers collect and process auto loan or lease payments from borrowers and are 
either creditors or act on behalf of creditors. Generally, servicers do not immediately repossess a 
vehicle upon default and instead attempt to contact consumers before repossession, usually by 
phone or mail. Servicers may give consumers in default the opportunity to avoid repossession by 
making additional payments or promises to pay. Servicers generally use service providers to 
conduct repossessions. 

While some repossessions are unavoidable, the Bureau pays particular attention to servicers’ 
repossession of automobiles. Loan holders and servicers are responsible for ensuring that their 
repossession-related practices, and the practices of their service providers, do not violate the law. 
The Bureau intends to hold loan holders and servicers accountable for UDAAPs related to the 
repossession of consumers’ vehicles. 

Unfair and Deceptive Acts or Practices in Supervision and Enforcement Matters 

This Bulletin summarizes the current law and highlights relevant examples of conduct 
observed during supervisory examinations or enforcement investigations that may violate Federal 
consumer financial law. 

Under the Dodd-Frank Act, all covered persons or service providers are prohibited from 
committing unfair, deceptive, or abusive acts or practices in violation of the Act. An act or practice 
is unfair when (i) it causes or is likely to cause substantial injury to consumers; (ii) the injury is 
not reasonably avoidable by consumers; and (iii) the injury is not outweighed by countervailing 
benefits to consumers or to competition. 

Whether an act or practice is deceptive is informed by decades of precedent involving Section 
5 of the Federal Trade Commission Act. 

The Dodd-Frank Act prohibits two types of abusive practices. First, materially interfering with 
the ability of a consumer to understand a term or condition of a product or service is abusive. 
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Second, taking unreasonable advantage of statutorily specified market imbalances is abusive. 
Those market imbalances include (1) a consumer’s lack of understanding of the material risks, 
costs or conditions of a product or service, (2) a consumer’s inability to protect their interests in 
selecting or using a product or service, or (3) a consumer’s reasonable reliance on a covered person 
to act in their interests. 

Unfair or deceptive practices during the repossession process 

In its Supervisory and Enforcement work, the Bureau has found the following conduct related 
to repossession of automobiles to be UDAAPs. 

Wrongful repossession of consumers’ vehicles 

Many auto servicers provide options to borrowers to avoid repossession once a loan is 
delinquent or in default. Failure to prevent repossession after borrowers complete one of these 
options, where reasonably practicable given the timing of the borrowers’ action, may constitute an 
unfair act or practice. 

For example, in a public enforcement action, the Bureau found that an entity engaged in an 
unfair act or practice when it wrongfully repossessed consumers’ vehicles. The servicer told 
consumers it would not repossess vehicles when they were less than 60 days past due. 
Additionally, the servicer maintained a policy and told consumers that it would not repossess 
vehicles of consumers who had entered into an agreement to extend the loan, or who had made a 
promise to make a payment on a specific date and that date had not passed or who successfully 
kept a promise to pay. Nevertheless, the servicer wrongfully repossessed vehicles from hundreds 
of consumers who had: 

• Made and kept promises to pay that brought the account current; 
• Made payments that decreased the delinquency to less than 60 days past due; 
• Made promises to pay where the date had not passed; or 
• Agreed to extension agreements. 

Each of these actions taken by consumers should have prevented repossessions of their 
vehicles. The Bureau found the servicer’s wrongful repossessions constituted an unfair act or 
practice. They caused substantial injury by depriving borrowers of the use of their vehicles, and 
many consumers also experienced consequences such as missed work, expenses for alternative 
transportation, repossession-related fees, detrimental credit reporting, and vehicle damage 
during the repossession process. Such injury was not reasonably avoidable, and the injury was 
not outweighed by countervailing benefits to the consumer or to competition. 

Supervision has identified similar unfair practices in numerous examinations. Supervision 
observed that these violations frequently occurred, after consumers acted to prevent repossession, 
because of one of the following errors: 

• Servicers incorrectly coded consumers as delinquent; 
• Servicer representatives failed to cancel repossession orders that had previously been 

communicated to repossession agents; or 
• Repossession agents failed to confirm that the repossession order was still active prior to 

repossessing a vehicle. 
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Other practices causing wrongful repossession 

Supervision has also identified other practices related to repossession that resulted in unfair 
acts or practices. For example, the Bankruptcy Code imposes an automatic stay that bars 
collection activity, including repossession, from the moment a consumer has filed a bankruptcy 
petition. Supervision found that when servicers received notice that consumers had filed 
bankruptcy petitions and their accounts were subject to an automatic stay, the servicers 
committed an unfair act or practice by repossessing vehicles subject to such automatic bankruptcy 
stays. 

Additionally, Supervision has identified that servicers committed an unfair act or practice by 
wrongfully repossessing vehicles after communicating inaccurate information. For example, 
Supervision has found that some servicers sent consumers letters stating that loans would not be 
considered past due if the consumer paid the amount due by a specific date. Consumers reasonably 
expected the servicers not to repossess before the date listed in the letter. When the servicers 
repossessed the vehicles prior to that date, they committed an unfair act or practice . 

Representations of amounts owed 

Supervision has also identified that servicers committed deceptive acts or practices by failing 
to provide consumers with accurate information about the amount required to bring their accounts 
current. For example, when consumers called to determine what amount would bring their 
accounts current, servicing personnel erroneously represented to consumers an amount due that 
was less than what was actually owed. As a result of this misrepresentation consumers paid an 
amount insufficient to avoid delinquency and the consequences of delinquency. This later led to 
repossessions that would not have occurred had consumers received accurate information . This 
conduct was deceptive because the servicer told consumers that an amount would bring their 
accounts current when, in fact, that amount would not bring their account current. 

Unfair or deceptive practices that may lead to repossession 

The following are examples of practices that lead to repossession of consumers’ vehicles that 
the Bureau has considered to be UDAAPs. 

Applying payments in a different order than disclosed to consumers, resulting in 
repossession 

Payment application for auto loans is governed by the finance agreements between servicers 
and consumers. Supervision has found that entities engaged in a deceptive act or practice when 
they made representations to consumers that payments would be applied in a specific order, and 
then subsequently applied payments in a different order. For example, Supervision found that 
servicers represented on their websites that payments would be applied to interest, then principal, 
then past due payments, before being applied to other charges, such as late fees. Instead, the 
servicers applied partial payments to late fees first, in contravention of the methodology disclosed 
on the website. Because servicers applied payments to late fees first, some consumers were 
deemed more delinquent than they would have been under the disclosed payment allocation order, 
and these servicers repossessed some consumers’ vehicles. 

Under these circumstances, servicers’ websites provided inaccurate information about 
payment allocation order. In some instances, the underlying contract provided the servicer the 



Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 95 

right to apply payments in any order, which did not immunize the company from liability for the 
deceptive website content. 

Unlawful fees that push consumers into default and repossession 

Enforcement has brought claims under the CFPB’s unfairness authority where unlawful fees 
push consumers into default and repossession. 

For example, in a public enforcement action, the Bureau found that an entity engaged in an 
unfair act or practice by operating its force-placed insurance (FPI) program in an unfair manner, 
in some instances resulting in repossession. The entity purchased duplicative or unnecessary FPI 
policies and, in some instances, maintained the policies even after consumers had obtained 
adequate insurance and provided adequate proof of coverage. This conduct caused the entity to 
charge consumers for unnecessary FPI, resulting in additional fees, and in some instances 
delinquency or loan default. For some consumers, the additional costs of unnecessary FPI 
contributed to a default that resulted in the repossession of a consumer’s vehicle. Charging 
unnecessary amounts to consumers and subjecting them to default and repossession caused or 
was likely to cause substantial injury. This injury was not reasonably avoidable and was not 
outweighed by countervailing benefits. 

Unfair practices that may result in illegal fees after repossession 

The following are examples of practices that led to illegal fees after repossession of consumers’ 
vehicles that the Bureau has considered to be UDAAPs. 

Charging illegal personal property fees 

The Bureau has identified an unfair practice concerning illegal personal property fees. 
Borrowers often keep personal property in the repossessed vehicles. These items often are not 
merely incidental but can be of substantial practical importance or emotional attachment to 
borrowers. State law typically requires auto loan servicers and repossession companies to secure 
and maintain borrowers’ property so that it may be returned to the borrower upon request. Some 
companies charge borrowers for the cost of retaining the property. 

In a public enforcement action, the Bureau found that an entity engaged in an unfair act or 
practice by withholding consumers’ personal property unless the consumers paid an upfront fee 
to recover the property. Many of the repossession agents employed by the entity-imposed fees on 
consumers for holding personal property in the repossessed vehicles. The agents often refused to 
return consumers’ personal property unless and until the consumers paid the fees. The Bureau 
found that the servicer was responsible for its agents withholding consumers’ personal property 
unless the consumer paid an upfront fee to recover it and thus caused substantial injury that was 
not reasonably avoidable and not outweighed by countervailing benefits to consumers or 
competition. Supervision has also identified this unfair act or practice at other servicers where 
the servicers withheld consumers’ personal property unless they paid an upfront fee. 

Charging for Collateral Protection Insurance after repossession 

Supervision found that servicers engaged in unfair acts or practices by collecting or attempting 
to collect force-placed collateral protection insurance (FPI) premiums after repossession even 
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though no actual insurance protection was provided for those periods. FPI automatically 
terminates on the date of repossession, and consumers should not be charged after this date. 
Despite this, servicers charged consumers for FPI after repossession in four different 
circumstances. First, servicers failed to communicate the date of repossession to the FPI service 
provider due to system errors. Second, servicers used an incorrect formula to calculate the FPI 
charges that needed to be removed due to the repossession. Third, servicers’ employees entered 
the wrong repossession date into their system of record, resulting in improper termination dates. 
Fourth, servicers charged consumers—who had a vehicle repossessed and subsequently reinstated 
the loan—post-repossession FPI premiums, including for the days the vehicle was in the servicer’s 
possession, despite the automatic termination of the policy on the date of repossession. These 
errors caused consumers substantial injury because they paid amounts they did not owe or were 
subject to collection attempts for amounts they did not owe. This injury was not reasonably 
avoidable because consumers did not control the servicers’ cancellation processes. The substantial 
injury to consumers was not outweighed by any countervailing benefits to consumers or 
competition. 

The Bureau’s Expectations 

As explained in greater detail above, the Bureau has held auto lenders, loan holders, and 
servicers accountable if they or their agents commit UDAAPs when repossessing automobiles, 
including when they: 

• Repossessed vehicles if consumers’ loan account is current, even if there was a prior 
delinquency. 
 

• Repossessed vehicles if consumers entered an agreement to extend the loan. 
 

• Repossessed vehicles if consumers followed any instructions the company said would result 
in avoiding repossession. 
 

• Repossessed vehicles from consumers who have filed for bankruptcy, and thus are 
protected by an automatic stay of collection activity. 
 

• Repossessed vehicles as a result of processing payments in a different order than had been 
communicated to consumers. 
 

• Repossessed vehicles after unlawful fees pushed the consumer’s account into default. 
 

• Withhold personal property found in repossessed vehicles until consumers pay an upfront 
fee to recover the property. 
 

• Charged for collateral protection insurance after a vehicle is repossessed. 
 

• To prevent these unfair, deceptive, or abusive acts or practices, entities should consider 
doing the following: 
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o Review policies and procedures, including call scripts, to ensure that they provide 
employees with accurate information about steps consumers can take to prevent 
repossession. 

 
o Review policies and procedures regarding cancellation of repossession orders to ensure 

that there is an appropriate process for cancelling repossessions if consumers take steps 
that should result in cancellation. 

 
o Ensure prompt communications between the servicer and repossession service provider 

when the servicer cancels a repossession. For example, servicers may call repossession 
service providers to confirm cancelation or use mobile phone applications that push 
cancellation updates to repossession service providers’ phones. 

 
o Monitor repossession service providers for compliance with repossession cancellations. 
 
o Incorporate monitoring of wrongful repossession in regular monitoring and audits of 

communications with consumers. 
 

o Ensure that the entity has a corrective action program to address any violations 
identified and to reimburse consumers for the direct and indirect costs incurred as a 
result of unlawful repossessions when appropriate. 

 
o Review payment allocation policies and procedures to validate that they are consistent 

with the payment allocation order disclosed in contracts and other consumer facing 
disclosures, such as websites. 

 
o Monitor for illegal fees charged after repossession. 

 
o Review consumer contracts to validate that any fees charged to consumers are 

authorized under the terms of applicable contracts. 
 

o Review consumer complaints regarding repossession and ensure there is an 
appropriate channel for receiving, investigating, and properly resolving consumer 
complaints relating to wrongful repossession and illegal fees after repossession. 

 
o Perform regular reviews of service providers, including repossession vendors, as to 

their pertinent practices. 
 

o Monitor any FPI program to ensure that consumers are not charged for unnecessary 
FPI. This may include review of FPI cancellation rates. 

Conclusion 

The Bureau will continue to review closely the practices of entities repossessing automobiles 
for potential UDAAPs, including the practices described above. The Bureau will use all 
appropriate tools to hold entities accountable if they engage in UDAAPs in connection with these 
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practices. 

Regulatory Requirements 

The Bulletin constitutes a general statement of policy exempt from the notice and comment 
rulemaking requirements of the Administrative Procedure Act (APA). It is intended to provide 
information regarding the Bureau’s general plans to exercise its supervisory and enforcement 
discretion for institutions under its jurisdiction and does not impose any legal requirements on 
external parties, nor does it create or confer any substantive rights on external parties that could 
be enforceable in any administrative or civil proceeding. Because no notice of proposed rulemaking 
is required in issuing the Bulletin, the Regulatory Flexibility Act also does not require an initial 
or final regulatory flexibility analysis. The Bureau has also determined that the issuance of the 
Bulletin does not impose any new or revise any existing recordkeeping, reporting, or disclosure 
requirements on covered entities or members of the public that would be collections of information 
requiring approval by the Office of Management and Budget under the Paperwork Reduction Act. 

What You Need to Do: 

Review the Bulletin, and your bank’s practices, for any necessary action to be taken. 

CFPB: Updated Exam Manual for Evaluating UDAAPs (March 16, 
2022) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_unfair-deceptive-abusive-acts-practices-
udaaps_procedures.pdf 

Text 

The CFPB published an updated exam manual for evaluating UDAAPs, which notes that 
discrimination may meet the criteria for “unfairness” by causing substantial harm to consumers 
that they cannot reasonably avoid, where that harm is not outweighed by countervailing benefits 
to consumers or competition. Consumers can be harmed by discrimination regardless of whether 
it is intentional. Discrimination can be unfair in cases where the conduct may also be covered by 
ECOA, as well as in instances where ECOA does not apply. For example, denying access to a 
checking account because the individual is of a particular race could be an unfair practice even in 
those instances where ECOA may not apply. 

The CFPB enforces several laws that can target discriminatory practices. Government 
regulators and private plaintiffs have commonly relied on the Equal Credit Opportunity Act 
(ECOA), a fair lending law which covers extensions of credit. However, certain discriminatory 
practices may also trigger liability under the Consumer Financial Protection Act (CFPA), which 
prohibits unfair, deceptive, and abusive acts and practices (UDAAPs). 

https://files.consumerfinance.gov/f/documents/cfpb_unfair-deceptive-abusive-acts-practices-udaaps_procedures.pdf
https://files.consumerfinance.gov/f/documents/cfpb_unfair-deceptive-abusive-acts-practices-udaaps_procedures.pdf
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The CFPB will examine for discrimination in all consumer finance markets, including credit, 
servicing, collections, consumer reporting, payments, remittances, and deposits. CFPB examiners 
will require supervised companies to show their processes for assessing risks and discriminatory 
outcomes, including documentation of customer demographics and the impact of products and fees 
on different demographic groups. The CFPB will look at how companies test and monitor their 
decision-making processes for unfair discrimination, as well as discrimination under ECOA. 

What You Need to Do: 

Review the revised Exam Manual; incorporate any necessary changes into policy and procedures; 
train staff. UDAAP will be reviewed in detail in Q3 CBC. 

CFPB: Compliance Bulletin 2022-05: Unfair and Deceptive Acts or 
Practices that Impede Consumer Reviews (March 22, 2022) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_bulletin-2022-05_unfair-deceptive-acts-
practices-impede-consumer-reviews.pdf 

Summary 

Reviews of products and services help to promote fair, transparent, and competitive markets. 
When firms frustrate the ability of consumers to post honest reviews of products and services that 
they use, they may be engaged in conduct prohibited by the Consumer Financial Protection Act 
(CFPA). The Consumer Financial Protection Bureau (Bureau) is issuing this bulletin to remind 
regulated entities of the CFPA’s requirements and explain how the Bureau intends to exercise its 
enforcement and supervisory authorities on this issue. 

Date 

This bulletin is applicable as of March 28, 2022. 

Background 

Role of Consumer Reviews 

Numerous studies and surveys have confirmed the importance of online reviews across the 
economy. For example, one prominent study estimated that a one-star rating increase on Yelp.com 
translated to an increase of 5 to 9 percent in revenues for a restaurant. Another study found that 
a one-point boost in a hotel’s online ratings on travel sites is tied to an 11 percent jump in room 
rates, on average. To date, academic research has not focused specifically on markets for consumer 

https://files.consumerfinance.gov/f/documents/cfpb_bulletin-2022-05_unfair-deceptive-acts-practices-impede-consumer-reviews.pdf
https://files.consumerfinance.gov/f/documents/cfpb_bulletin-2022-05_unfair-deceptive-acts-practices-impede-consumer-reviews.pdf
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financial products and services. But online reviews are also commonplace in many of those 
markets, and the Bureau expects them to play an increasing role in helping consumers choose 
between financial providers. This can create an incentive for dishonest market participants to 
attempt to manipulate the review process, rather than compete based on the value of their 
services, which can frustrate a competitive marketplace. 

The Bureau notes that consumer reviews can be important to two groups of consumers: the 
consumers who read and rely upon reviews, as well as the consumers who take the time to express 
their viewpoints by writing them in the first place. Of course, these groups can be overlapping. 
Firms that interfere with consumer reviews can harm both of these groups. 

Public Policy Regarding Consumer Reviews 

Congress unanimously enacted the Consumer Review Fairness Act in 2016, in response to 
abuses by companies that restricted consumer reviews. As the legislative history of the statute 
explains, the “wide availability” of consumer reviews “has caused consumers to rely on them more 
heavily as credible indicators of product or service quality. In turn, businesses have sought to 
avoid negative reviews . . . through provisions of form contracts with consumers restricting such 
reviews. These provisions typically impose monetary or other penalties for publishing negative 
comments regarding the provider’s services or products.”4 The legislative history explains that 
these “gag clauses or non-disparagement clauses” are harmful to consumers. 

As discussed below, the Consumer Review Fairness Act protects “covered communications.” A 
covered communication is defined as “a written, oral, or pictorial review, performance assessment 
of, or other similar analysis of, including by electronic means, the goods, services, or conduct of a 
person by an individual who is party to a form contract with respect to which such person is also 
a party.” For simplicity, this bulletin will refer to “covered communications” as consumer reviews. 

Relatedly, a “form contract” is defined as a contract with standardized terms that is: “used by 
a person in the course of selling or leasing the person’s goods or services;” and “imposed on an 
individual without a meaningful opportunity for such individual to negotiate the standardized 
terms.” 

The Consumer Review Fairness Act provides, with limited exceptions, that “a provision of a 
form contract is void from the inception of such contract” if the provision: 

A. prohibits or restricts the ability of an individual who is a party to the form contract to engage 
in a covered communication; 

B. imposes a penalty or fee against an individual who is a party to the form contract for 
engaging in a covered communication; or 

C. transfers or requires an individual who is a party to the form contract to transfer to any 
person any intellectual property rights in review or feedback content, with the exception 
of a non-exclusive license to use the content, that the individual may have in any otherwise 
lawful covered communication about such person, or the goods or services provided by such 
person. 

For simplicity, this bulletin will refer to these various types of provisions as restrictions on 
consumer reviews. 
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Violations of the Consumer Financial Protection Act (CFPA) 

Sections 1031 and 1036 of the CFPA prohibit a covered person or service provider from 
engaging in an “unfair, deceptive, or abusive act or practice” that is “in connection with any 
transaction with a consumer for a consumer financial product or service, or the offering of a 
consumer financial product or service.” There are a number of ways that covered persons or service 
providers could violate this prohibition by interfering with consumer reviews. 

Deceiving Consumers Who Wish to Leave Consumer Reviews, Using Purported 
Contractual Restrictions That Are Unenforceable 

“An act or practice is deceptive if: (1) there is a representation, omission, or practice that (2) is 
likely to mislead consumers acting reasonably under the circumstances, and (3) the 
representation, omission, or practice is material.” 

It is well-established that material misrepresentations to consumers that are unsupported 
under applicable law can be deceptive. In particular, including an unenforceable material term in 
a consumer contract is deceptive, because it misleads consumers into believing the contract term 
is enforceable. The Bureau’s examiners have repeatedly cited such unenforceable contract 
provisions in their supervisory work. Moreover, disclaimers in a contract such as “subject to 
applicable law” do not cure the misrepresentation caused by the inclusion of an unenforceable 
contract term. Additionally, subsequent disclaimers cannot cure a misrepresentation. 

Consistent with these principles, it would generally be deceptive to include a restriction on 
consumer reviews in a form contract, given that the restriction would be void under the Consumer 
Review Fairness Act. Consumers can be expected to read the language to mean what it says: that 
they are restricted in their ability to provide consumer reviews. But that is not the case, since the 
provision is void under applicable law. And the option to post candid reviews about products or 
services would be material to the many American consumers who do so. Moreover, the Bureau 
believes that enforcing the deception prohibition is particularly important in this context, given 
that consumer reviews are a significant driver of competition in the modern economy. 

In addition, if a covered person or service provider attempts to pressure a consumer to remove 
an already posted negative review, by invoking a restriction on consumer reviews that is void 
under the Consumer Review Fairness Act, that would also generally be a deceptive act or practice. 
Note that this would be an additional deceptive act or practice, not a precondition for establishing 
the kind of deceptive act or practice already described. Damage can be done by chilling consumers’ 
reviews even if, unknown to the consumer, the covered person or service provider does not later 
follow up by invoking the contract provision against consumers who post negative reviews. 
Accordingly, in other contexts, Bureau examiners have found unenforceable contract provisions 
to be deceptive regardless of whether the provision is ultimately enforced. But if a covered person 
or service provider does invoke the void contract provision against the consumer (for example, by 
claiming that the consumer is contractually required to remove a negative review, or that the 
consumer is contractually required to stop posting such reviews, or assessing a penalty or fee if 
the consumer does not remove a negative review), that can be expected to further deepen the 
materially misleading impression that the affected consumers would have. It would be natural for 
consumers to believe that they need to remove existing negative reviews, stop posting such 
reviews, or pay the purported penalty or fee, which is not the case. 
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Unfairly Depriving Consumers of Information Using Restrictions on Consumer Reviews 

In addition to deceiving consumers who wish to leave reviews, purported contractual 
restrictions on consumer reviews can unfairly harm the many other consumers who rely upon 
reviews when deciding what products and services to purchase. 

Under section 1031(c) of the CFPA, an act or practice is unfair if: (A) it causes or is likely to 
cause substantial injury to consumers which is not reasonably avoidable by consumers; and (B) 
such substantial injury is not outweighed by countervailing benefits to consumers or to 
competition. 

In applying the CFPA’s unfairness prohibition, the Bureau finds persuasive the reasoning of 
the Federal Trade Commission (FTC) in FTC v. Roca Labs, Inc. Roca Labs was an enforcement 
action that predated the Consumer Review Fairness Act, but it was cited in the that statute’s 
legislative history. In Roca Labs, the FTC alleged that the Defendants’ use of “contractual 
provisions that prohibit purchasers from speaking or publishing truthful or nondefamatory 
negative comments or reviews about the Defendants, their products, or their employees” was 
unfair under the Federal Trade Commission Act. The defendants’ conduct “caused or are likely to 
cause purchasers to refrain from commenting negatively about the Defendants or their products. 
By depriving prospective purchasers of this truthful, negative information, Defendants’ practices 
have resulted or are likely to result in consumers buying Roca Labs products they would not 
otherwise have bought.” This substantial injury was not reasonably avoidable by consumers or 
outweighed by countervailing benefits to consumers or to competition. The Bureau intends to 
apply similar unfairness principles if it encounters a covered person or service provider, acting 
within the scope of the CFPA, who uses contractual restrictions to restrict consumer reviews. 

Deceiving Consumers Who Read Consumer Reviews About the Nature of Those Reviews 

Whether or not there are any contractual restrictions on consumer reviews, covered persons 
or service providers can engage in a deceptive act or practice by manipulating consumers’ 
comprehension of the set of reviews that are available. Two recent FTC matters illustrate this 
concern. 

First, in the Sunday Riley matter, the FTC alleged that a company instructed its employees 
to leave reviews of its products on a third-party website, and also to “dislike” negative reviews left 
by real customers. The FTC found that this was deceptive. By engaging in this conduct, the 
company had “represented, directly or indirectly, expressly or by implication, that certain reviews 
. . . reflected the experiences or opinions of users of the products.” But the company “failed to 
disclose that the online consumer reviews were written by” the company’s employees, which 
“would be material to consumers . . . in connection with a purchase or use decision.” And, although 
in Sunday Riley the posters were the company’s own employees, the Bureau notes that another 
way that companies can deceive consumers is by paying nonemployees to post reviews that are 
materially misleading.\ 

Second, in the Fashion Nova matter, a company that sold products through a website allegedly 
had “four- and five-star reviews automatically post to the website, but did not approve or publish 
hundreds of thousands lower-starred, more negative reviews.” The FTC found that this was a 
deceptive act or practice, misleading consumers who read the website into believing that the 
posted ratings accurately reflected the consumer reviews submitted. 

Of course, there are also numerous other ways that firms could improperly manipulate 
consumer reviews. The Bureau intends to carefully scrutinize whether covered persons or service 
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providers are skewing consumers’ understanding of consumer reviews in a manner that is 
deceptive (or unfair or abusive). 

Conclusion 

In summary, covered persons and service providers are liable under the CFPA if they deceive 
consumers using restrictions on consumer reviews that are unenforceable under the Consumer 
Review Fairness Act, if they unfairly deprive consumers of information by using such restrictions, 
or if they deceive consumers who read reviews about the nature of those reviews. If the Bureau 
identifies a violation of the CFPA, it intends to use its authorities to hold the violators accountable 

Regulatory Matters 

This is a general statement of policy under the Administrative Procedure Act (APA). It 
provides background information about applicable law and articulates considerations relevant to 
the Bureau’s exercise of its authorities. It does not confer any rights of any kind. As a general 
statement of policy, it is exempt from the APA’s notice-and-comment rulemaking requirements. 
Because no notice of proposed rulemaking is required, the Regulatory Flexibility Act does not 
require an initial or final regulatory flexibility analysis. It also does not impose any new or revise 
any existing recordkeeping, reporting, or disclosure requirements on covered entities or members 
of the public that would be collections of information requiring approval by the Office of 
Management and Budget under the Paperwork Reduction Act of 1995. 

What You Need to Do: 

Train, train, train…monitor, monitor, monitor… 
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Section 4: Computer-Security Incident Notification 
Requirements 

Joint Agencies: Contact Information in Relation to Computer-
Security Incident Notification Requirements (March 29, 2022) 

Links 

FDIC: https://www.fdic.gov/news/financial-institution-letters/2022/fil22012.html 

FRB: https://www.federalreserve.gov/supervisionreg/srletters/SR2204.htm 

OCC: https://www.occ.gov/news-issuances/bulletins/2022/bulletin-2022-8.html# 

Text 

On November 23, 2021, the Federal Deposit Insurance Corporation (FDIC), the Board of 
Governors of the Federal Reserve System (FRB), and the Office of the Comptroller of the Currency 
(OCC) (collectively, the agencies) issued a joint final rule to establish computer-security incident 
notification requirements (Final Rule) for banking organizations and their bank service providers. 
Banks and their service providers must comply with the Final Rule starting May 1, 2022. 

As described in the Final Rule, this requirement will help promote early awareness of 
emerging threats to banking organizations and the broader financial system, helping the agencies 
react to these threats before they become systemic. 

FDIC Points of Contact for Banks 

FDIC-supervised banks can comply with the rule by reporting an incident to their case 
manager, who serves as the primary FDIC contact for all supervisory-related matters, or to any 
member of an FDIC examination team if the event occurs during an examination. If a bank is 
unable to access its supervisory team contacts, the bank may notify the FDIC by email at: 
incident@fdic.gov. 

FRB Points of Contact for Banks 

A banking organization whose primary federal regulator is the FRB must notify the FRB about 
a notification incident by email to incident@frb.gov or telephone to (866) 364-0096. The FRB must 
receive this notification from a banking organization as soon as possible and no later than 36 
hours after the banking organization determines that a notification incident has occurred. 

If a banking organization is in doubt as to whether it is experiencing a notification incident for 
purposes of notifying the FRB, the FRB encourages the banking organization to contact the FRB 
by email to incident@frb.gov or telephone to (866) 364-0096. 

https://www.fdic.gov/news/financial-institution-letters/2022/fil22012.html
https://www.federalreserve.gov/supervisionreg/srletters/SR2204.htm
https://www.occ.gov/news-issuances/bulletins/2022/bulletin-2022-8.html
mailto:incident@fdic.gov
mailto:incident@frb.gov
mailto:incident@frb.gov
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A banking organization should also contact its central point of contact about a notification 
incident. 

OCC Points of Contact for Banks 

Starting on May 1, 2022, banks may satisfy the notification requirement of the final rule by 
contacting their supervisory office or by using one of the following to communicate a notification 
incident: 

 BankNet 

o Registered BankNet members may securely submit an incident from the home page. 
The OCC recommends that users register for BankNet well before an incident occurs. 

 BankNet Help Desk 

o Email: BankNet@occ.treas.gov 

o Phone: (800) 641-5925 

If a bank is unsure whether it is experiencing a notification incident for purposes of the final 
rule, the bank should contact its supervisory office. 

Bank Service Providers 

A bank service provider must notify each affected banking organization customer as soon as 
possible when the bank service provider determines that it has experienced a computer-security 
incident that has materially disrupted or degraded, or is reasonably likely to materially disrupt 
or degrade, services provided to such banking organization for four or more hours. A bank service 
provider is required to provide notice of the incident to at least one bank-designated point of 
contact at each affected banking organization as soon as possible. If a banking organization 
customer has not previously provided a bank-designated point of contact, the bank service 
provider must notify the Chief Executive Officer and Chief Information Officer of the banking 
organization customer, or two individuals of comparable responsibilities, through any reasonable 
means. 

If a bank service provider is in doubt as to whether a material disruption or degradation in 
services provided to a banking organization customer for four or more hours may have a material 
adverse impact on a banking organization customer, the agencies encourage the bank service 
provider to contact the banking organization customer or its own legal adviser. 

What You Need to Do: 

Review and share with appropriate personnel 

 

https://www.banknet.gov/
https://www.banknet.gov/register/default.aspx
mailto:BankNet@occ.treas.gov


 

 

Young & Associates, Inc. •  www.younginc.com  •  Page 106 

Section 5: Crypto-Assets 

OCC: Acting Comptroller Discusses Crypto-Assets and Regulation 
(January 13, 2022) 

Link 

https://www.occ.gov/news-issuances/speeches/2022/pub-speech-2022-2.pdf 

Remarks before the British American Business Transatlantic Finance Forum 
Executive Roundtable 

***** 

Crypto has rapidly gone mainstream. Five years ago, the total market capitalization of all 
cryptocurrencies was around $100 billion. Today it is over $2 trillion. Anyone with an internet 
connection can invest in over 12,000 different cryptocurrencies, purchase digital art and 
collectibles through non-fungible tokens (NFTs), and buy “property” in the metaverse. Hundreds 
of organizations have emerged to provide wallet and custody services, to create new tokens, and 
to facilitate crypto trading. Credit and debit card issuers are offering Bitcoin rewards programs 
and facilitating crypto payments. Large corporations, like Tesla, PayPal, and Starbucks, are 
starting to accept cryptocurrency payments. Several publicly traded companies now hold Bitcoin 
in their investment portfolios. 

Crypto has also gone mainstream with consumers. Sixteen percent of U.S. adults say that they 
have owned, traded, or used some form of cryptocurrency. Notably, the underbanked and 
minorities have been especially interested in crypto. One survey found that 37 percent of the 
underbanked indicated that they own cryptocurrency, compared to 10 percent of the fully banked. 
A Harris poll reported that 18 percent of Blacks and 20 percent of Hispanics reportedly own crypto. 

This mainstreaming of crypto has occurred despite regulatory and legal uncertainty, and a 
series of scams, hacks, and other disruptive events. 

For financial regulators like me, this presents a host of questions. Where should regulatory 
attention be focused? What should be done? By whom? And why? 

Stabilizing Stablecoins 

Within crypto, stablecoins have received the most attention from regulators worldwide. This 
is for good reason. Stablecoins bridge the fiat and crypto worlds and serve as the blockchain-native 
medium of exchange on crypto trading platforms. They play a critical role in supporting and 
facilitating rapid growth in decentralized finance (DeFi). Stablecoins are the oxygen of the crypto 
ecosystem and serve as a key link to the fiat currency world. 

Stablecoins also present unique risks. Currently, crypto users trust that the largest stablecoins 

https://www.occ.gov/news-issuances/speeches/2022/pub-speech-2022-2.pdf
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are stable and equivalent to fiat: that is, the holders of USD-backed stablecoins believe they can 
redeem their stablecoins for US dollars on demand, at par, with no questions asked. This trust is 
similar to the trust that depositors have in their ability to withdraw their money from their bank 
on demand, at par, with no questions asked. Because there is trust, there is no need for stablecoin 
holders to actually redeem their stablecoins for fiat. They can focus on other things – which is the 
point. 

What if, however, that trust were to waver or be lost? Stablecoin holders, knowing that the 
first to redeem would have the highest chance of getting their money back, would rationally 
redeem immediately. It would not matter if the stablecoin issuer’s reserve could actually cover the 
redemptions or not – the attention of stablecoin holders would shift from the issuer to the behavior 
of other holders and a run would ensue. This dynamic played out in the 2008 financial crisis across 
banks, securities firms, structured finance vehicles, and money market funds. I saw this directly 
from my positions at the SEC and Treasury Department at the time. I heard bankers, treasurers, 
and risk managers bemoan the “unfairness” and “irrationality” of runs – “We’re money good,” they 
would say repeatedly. That statement misunderstands what a run is about. It isn’t just about the 
assets or the numbers. It is as much about how others act when there is uncertainty and the fear 
of being the sucker. 

The vulnerabilities that lead to a run generally do not appear suddenly out of nowhere. They 
build up over time and are largely ignored, until a small group of participants sense the tail risk, 
get nervous, and quietly begin to edge away. In the months leading up to Bear Stearns’ demise in 
early 2008, this “smart money” – at the time, certain large hedge funds – tried to quietly edge 
away from Bear by novating their trades to stronger banks. They didn’t want to spark a run, but 
they did want to cut their exposures before everyone else pulled away. Those moves, of course, 
raised flags for the market and by mid-March Bear was enduring a full-blown run. 

Stablecoins today are at risk of being subject to such dynamics, especially stablecoins with 
questionable or opaque reserve management practices. As long as there are inflows into crypto, 
nothing is likely to happen. At some point, however, those flows will slow and then reverse. As 
Warren Buffet famously quipped, “It is only when the tide goes out do you discover who’s been 
swimming naked.” 

Runs are like hurricanes or tornadoes. They are indiscriminate in their destruction. They do 
not distinguish between those who deserve to bear losses and those who are innocent. The 2008 
financial crisis showed this to be true for both traditional banks and especially for shadow banks. 
The growth and mainstreaming of crypto means that a stablecoin run would not just impact those 
directly invested in it. There would be collateral damage. And the potential scope of that damage 
will continue to grow as long as crypto expands. 

Fortunately, we have an effective tool to mitigate run risk: bank regulation. Stablecoin issuers 
subject to bank regulation would give holders of those stablecoins confidence that those coins were 
as reliable and “money good” as bank deposits. Even if the tide were to go out, the reserves would 
be there, overseen and examined by bank supervisors, and potentially even backstopped by access 
to a central bank’s discount window to meet short term liquidity needs if warranted. There would 
be no need for any holders to redeem or even to worry about redeeming a bank-regulated 
stablecoin. Bank regulation would give credibility to the “stable” part of stablecoins. 

Regulating stablecoin issuers as banks could also enable more innovation in crypto and make 
those innovations more durable. While innovation thrives in uncertain environments, solid 
foundations can help, especially when it comes to money and trust. Before the Civil War, the U.S. 
money system relied on a plethora of differently colored and sized pieces of paper, issued by 
different banks at different times, all purporting to represent the same U.S. dollar. Those notes 
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had value because they could be redeemed for gold or silver at the issuing bank. Of course, not all 
banks were able to meet those redemptions equally, so different notes traded at different discounts 
to par. This created opportunities for scams – stories of wildcat banks and unscrupulous bank 
note dealers are well chronicled in Joshua Greenberg’s book Bank Notes and Shinplasters. More 
importantly, the system was inherently inefficient and unstable. Merchants and citizens had to 
spend inordinate amounts of time tracking the discount rates of different bank notes just to 
transact and to know the value of their dollar holdings. Bank runs and failures were frequent. In 
1861 and 1862, Congress authorized the issuance of Demand Notes and United States Notes, 
commonly referred to as greenbacks. The following year, Congress passed the National Currency 
Act which established the Office of the Comptroller of the Currency to oversee national banks’ 
issuance of greenbacks and to ensure their safety and soundness. 

In crypto-speak, one might say that these actions by Congress in the early 1860s helped 
solidify “layer 1” of the U.S. economy by making a dollar that was fully interoperable and reliable. 
While it limited room for creativity with regard to bank notes, it allowed innovators to shift their 
focus elsewhere, to the real economy – “layer 2.” I don’t want to overstate the parallels between 
stablecoins and pre-Civil War bank notes. But the broad lesson seems applicable: strong, targeted 
federal regulation of money and banking can help establish a solid foundation for the economy 
enabling healthy innovation and growth. 

The Need for a Coordinated and Collaborative Regulatory Approach 

Looking at crypto more broadly, the nature of crypto-assets and the chimeric attributes of 
crypto use cases present a host of challenges from a policy and regulatory perspective. Scams are 
abundant and consumer complaints are rising. Crypto has been used by money launderers and 
organized crime. Risks abound in the DeFi space. Extreme leverage, volatility, and opacity about 
risks and returns are the norm. To date, the policy and regulatory responses have largely been 
focused on the most egregious cases and pressing issues (like stablecoins). 

As the crypto industry expands and linkages with the real economy and financial system grow, 
the consequences of a loss of trust in crypto – especially for consumers, traditional financial 
intermediaries, and the broader economy – are of increasing concern to those of us with 
responsibilities for ensuring a safe, sound, and fair financial system. Collaboration and 
coordination among regulators are necessary to keep up and respond effectively. Some action has 
already been taken. For example, both the OCC and the UK’s Financial Conduct Authority (FCA) 
have taken steps to better understand cryptocurrencies and consider how to regulate crypto firms 
under their remit. The OCC actively engages with the FCA and the Prudential Regulatory 
Authority (PRA) on these and other issues related to fintechs and digitalization. We have also 
been involved in crypto-focused projects with multilateral bodies, such as the Financial Action 
Task Force, the Basel Committee on Banking Supervision, and the Financial Stability Board. 

Domestically, the OCC teamed up with the Federal Reserve and FDIC last year on a bank-
focused crypto-asset policy sprint. The interagency team developed a common vocabulary, 
identified key risks related to crypto activity engagement by banks, and laid out a roadmap for 
areas and activities where supervisory clarity is most warranted. At the top of the list is crypto 
custody, which (like stablecoins) is foundational to crypto operating at scale safely. While banks 
and trust companies have a long and successful history of custody and safeguarding assets, the 
technology underlying crypto and the associated governance with certain tokens present a host of 
novel issues warranting careful analysis and consideration. 

The need for collaboration and coordination is particularly important with regards to large 
crypto intermediaries, which are increasingly operating globally and across a wide range of 
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activities. The largest crypto firms and platform operators today have tens of millions of users and 
handle hundreds of billions of dollars of transactions every month. Yet none is subject to 
comprehensive consolidated supervision where a single authority has a line of sight into the 
entirety of an intermediary’s activities. Large crypto intermediaries today may have multiple 
subsidiaries subject to different regulators, but no one regulator is able to understand how the 
firm as a whole operates, how much risk it is taking, and whether it is operating in a safe, sound, 
and fair manner. As large crypto intermediaries expand, engage in a wider range of activities and 
risk-taking, and deepen their interconnectedness with the traditional financial system, the risks 
from this lack of comprehensive consolidated supervision will increase, as will the need for 
interagency collaboration and coordination. 

Conclusion 

While the pace of innovation in crypto is exciting and the growth of the industry presents a 
host of opportunities for banks, the risks, the pace of change, and the lack of standards and 
controls in the crypto space suggest that a cautious and careful approach is warranted. The OCC, 
for instance, recently released an Interpretive Letter reminding banks that the permissibility of 
engaging in crypto activities is conditional on them demonstrating that they can do it safely and 
soundly. 

I am sure the panel will discuss not only these issues, but a wide variety of challenges and 
opportunities related to crypto-assets and the US/UK financial services sector. I look forward to 
participating on the panel and engaging further with all of you on these important topics. Thank 
you. 

What You Need to Do: 

For your information; stay informed, share with others. 

FRB: Money and Payments: The U.S. Dollar in the Age of Digital 
Transformation (January 20, 2022) 

Link 

https://www.federalreserve.gov/publications/files/money-and-payments-20220120.pdf 

Text 

The Federal Reserve Board (FRB) released a discussion paper that examines the pros and cons 
of a potential U.S. central bank digital currency (CBDC). It invites comment from the public and 
is the first step in a discussion of whether and how a CBDC could improve the safe and effective 
domestic payments system. The paper does not favor any policy outcome. 

The paper summarizes the current state of the domestic payments system and discusses the 
different types of digital payment methods and assets that have emerged in recent years, 

https://www.federalreserve.gov/publications/files/money-and-payments-20220120.pdf
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including stablecoins and other cryptocurrencies. It concludes by examining the potential benefits 
and risks of a CBDC, and identifies specific policy considerations. 

Consumers and businesses have long held and transferred money in digital forms, via bank 
accounts, online transactions, or payment apps. The forms of money used in those transactions 
are liabilities of private entities, such as commercial banks. Conversely, a CBDC would be a 
liability of a central bank, like the Federal Reserve. 

While a CBDC could provide a safe, digital payment option for households and businesses as 
the payments system continues to evolve, and may result in faster payment options between 
countries, there may also be downsides. They include how to ensure a CBDC would preserve 
monetary and financial stability as well as complement existing means of payment. Other key 
policy considerations include how to preserve the privacy of citizens and maintain the ability to 
combat illicit finance. The paper discusses these and other factors in more detail. 

To fully evaluate a potential CBDC, the Board's paper asks for public comment on more than 
20 questions. Comments will be accepted for 120 days (May 20, 2022) and can be submitted using 
this link: 

https://www.federalreserve.gov/apps/forms/cbdc 

What You Need to Do: 

For your information; stay informed, share with others. Take a look at the questions and respond, 
if interested, on or before May 20, 2022. 

 

https://www.federalreserve.gov/apps/forms/cbdc
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Section 6: Climate-Related Financial Risk 
Management for Large Financial Institutions 

FDIC: Request for Comment on Statement of Principles for Large 
Financial Institutions (March 30, 2022) 

Link 

https://www.fdic.gov/news/financial-institution-letters/2022/fil22013.html 

Note 

This request for comment only applies to institutions over $100 billion in asset size. If your 
bank is close to or over that asset size, we recommend you click on the link above and read the 
information thoroughly. Four banks that are smaller than $100 billion, which is virtually all of 
our attendees, this is simply an FYI. 

What You Need to Do: 

For your information; unless you have assets in excess of $100 billion. You still might want to 
review this information although it does not pertain “at this time.” 

https://www.fdic.gov/news/financial-institution-letters/2022/fil22013.html
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