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Section 1: Supervisory Information 

FRB: Consumer Compliance Outlook (April 29, 2022) 

Link 

https://d31hzlhk6di2h5.cloudfront.net/20220429/75/e4/e2/a5/02445b40ea6934df45e663fe/CC

O_Issue_1_2022.pdf 

Text 

The latest issue of Consumer Compliance Outlook is now available on the Outlook website. 

This issue includes an article titled “An Overview of Community Development Financial 

Institutions.” 

Note: the material in the Consumer Compliance Outlook is the intellectual property of the 12 

Federal Reserve Banks and cannot be copied without permission. 

Other topics, which may be of interest, include: 

• The CFPB’s Final Rule Under Regulation Z to Address LIBOR’s Sunset 

What You Need to Do 

The importance of CDFIs has been underscored by the economic impacts of the COVID-19 

pandemic This article diagnoses challenges CDFIs face in ensuring the financial system channels 

credit and capital to low- and moderate-income communities and communities of color. Review 

this information and train others who might benefit from it. Review the other topics, as necessary. 

CFPB: Supervisory Report Finds Unlawful Auto Repossessions, 

Breakdowns in Credit Report Disputes (May 2, 2022) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_supervisory-highlights_issue-26_2022-

04.pdf 

Text 

The Consumer Financial Protection Bureau (CFPB) released its Supervisory Highlights report 

on legal violations identified during supervisory examinations in the second half of 2021. The 

https://d31hzlhk6di2h5.cloudfront.net/20220429/75/e4/e2/a5/02445b40ea6934df45e663fe/CCO_Issue_1_2022.pdf
https://d31hzlhk6di2h5.cloudfront.net/20220429/75/e4/e2/a5/02445b40ea6934df45e663fe/CCO_Issue_1_2022.pdf
https://files.consumerfinance.gov/f/documents/cfpb_supervisory-highlights_issue-26_2022-04.pdf
https://files.consumerfinance.gov/f/documents/cfpb_supervisory-highlights_issue-26_2022-04.pdf
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report highlights findings from examinations of practices in the auto servicing, consumer 

reporting, credit cards, debt collection, deposits, mortgage origination, prepaid accounts, and 

remittances markets. 

Supervisory Observations 

Auto Servicing 

The Bureau continues to examine auto loan servicing activities, primarily to assess whether 

entities have engaged in any unfair, deceptive, or abusive acts or practices (UDAAPs) prohibited 

by the Consumer Financial Protection Act of 2010 (CFPA). 

Wrongful Repossessions 

Examiners have continued to identify wrongful repossessions at auto servicers. Recent 

examinations found that servicers engaged in unfair acts or practices when they repossessed 

vehicles after consumers took action that should have prevented the repossession. This caused 

substantial injury by depriving borrowers of the use of their vehicles, and many consumers also 

experienced consequences such as missed work, expenses for alternative transportation, 

repossession-related fees, detrimental credit reporting, and vehicle damage during the 

repossession process. Such injury was not reasonably avoidable because consumers had taken 

action they believed would halt repossession and there was no additional action the consumer 

could take to prevent the repossession. Finally, the injury was not outweighed by countervailing 

benefits to the consumer or to competition. In response to these findings, servicers are enhancing 

their procedures, including enhancing timely communications with repossession agents, and 

remediating consumers. 

Misleading Consumers About the Final Loan Payment Amount After Deferral 

Examiners found that servicers engaged in deceptive acts or practices when they misled 

consumers about the final loan payment amount after a deferral. Servicers may let consumers 

defer payments for many months when they experience financial difficulties, and the deferrals 

frequently increase the consumer’s final payment amount. Servicers sent consumers notices about 

their final payment amounts that included only imprecise conditional statements, such as stating 

that the final payment “may be larger.” These conditional statements, without additional 

information about the magnitude of the final payment, likely misled consumers to believe the 

payment would only increase somewhat, when in fact the final payment likely would dramatically 

increase, by amounts multiple times larger than a normal payment. The consumers’ 

interpretation of the representation was reasonable under the circumstances and was material 

because it likely impacted consumers’ financial planning. 

In response to these findings, servicers updated disclosure language and practices. Some 

servicers included estimated final payment amounts on deferral notices while other servicers 

provided consumers with access to online calculator tools to track their final payment amounts. 

Additionally, some servicers conducted affirmative outreach when the final payment date 

approached to offer workout options that allowed borrowers to pay the large final payments in 

more than one installment. 
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Overcharging for Add-On Products 

When consumers purchase an automobile, auto dealers and finance companies offer optional, 

add-on products that consumers can purchase. Some of the add-on products provide specific types 

of potential benefits, such as guaranteed asset protection (GAP) products that offer to help pay off 

an auto loan if the car is totaled or stolen and the consumer owes more than the car's depreciated 

value. The add-on products’ potential benefits apply only for specific time periods, such as four 

years after purchase or for the term of the loan, and only under certain circumstances. 

[Balance of this section omitted.] 

Consumer Reporting 

Companies in the business of regularly assembling or evaluating information about consumers 

for the purpose of providing consumer reports to third parties are “consumer reporting companies” 

(CRCs). These companies, along with the entities -- such as banks, loan servicers, and others -- 

that furnish information to the CRCs for inclusion in consumer reports, play a vital role in 

availability of credit and have a significant role to play in the fair and accurate reporting of credit 

information. They are subject to several requirements under the Fair Credit Reporting Act (FCRA) 

and its implementing regulation, Regulation V, including the requirement to reasonably 

investigate disputes and to furnish data subject to the relevant accuracy requirements. In recent 

reviews, examiners found deficiencies in CRCs’ compliance with FCRA dispute investigation 

requirements and furnisher compliance with FCRA and Regulation V accuracy and dispute 

investigation requirements. 

CRC Duty to Conduct Reasonable Reinvestigation of Disputed Information 

[Omitted.] 

CRC Duty to Provide Prompt Notice of Dispute to Furnisher 

The FCRA requires that when a CRC receives notice of a dispute from a consumer or reseller, 

the CRC must provide notification of the dispute to any person who provided any item of 

information in dispute before the expiration of the five-business-day period beginning on the date 

that the CRC received the notice of dispute. In several reviews of CRCs, examiners found that 

CRCs failed to send notifications of dispute to furnishers within five business days of receiving 

the dispute. After identification of these issues, CRCs were directed to cease violating the FCRA’s 

dispute notification timeliness requirements. 

CRC Duty to Provide Written Notice to the Consumer of the Results of the 

Reinvestigation 

Omitted. 

Furnisher Duty to Conduct Reasonable Investigations of Indirect Disputes 

After receiving notice of a dispute of the completeness or accuracy of any information from a 

CRC, furnishers are required to conduct an investigation with respect to the disputed information. 

Such investigations must include a review of all relevant information provided by the CRC, and 

the furnisher must complete the investigation and report the results to the CRC before the 
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expiration of the time period required for the CRC to complete its investigation and provide notice 

of the results to the consumer. When disputes are forwarded to furnishers by CRCs, the FCRA 

does not provide the furnisher with discretion to deem such disputes frivolous; for indirect 

disputes, only the CRC has discretion to determine that disputes are frivolous or irrelevant. 

Examples of failures to conduct reasonable investigations of indirect disputes from recent Bureau 

exams include: 

• Credit card furnishers failed to conduct any investigations of disputes received from CRCs 

or send results of dispute investigations to the CRCs due to furnishing system 

implementation issues. Credit card furnishers also failed to conduct reasonable 

investigation of disputes due to erroneously deeming thousands of indirect disputes as 

frivolous. Credit card furnishers also sent incorrect results of disputes to CRCs. For 

example, after completing the dispute investigation, furnishers included incorrect special 

comment codes on the automated credit dispute verification forms (ACDV) used to 

communicate the results to the CRCs. After identifying that incorrect results were sent to 

the CRCs, the furnishers sent updates to the CRCs reporting the correct special comment 

codes. 

 

• Deposit furnishers failed to conduct any investigations of disputes received from specialty 

CRCs or send results of dispute investigations to specialty CRCs. The furnishers stated the 

dispute investigations were not conducted because they were not aware that any disputes 

had been received from specialty CRCs, as a result of the furnishers’ insufficient dispute 

intake procedures. The specialty CRCs deleted the disputed information from the 

consumers’ files because the furnishers failed to timely investigate and respond to the 

disputes. In response to these findings, the furnishers developed revised dispute handling 

policies and procedures and compliance monitoring procedures to ensure all disputes are 

tracked and resolved completely within the time periods required by the FCRA. 

 

• Auto furnishers failed to conduct reasonable investigations of disputes received by CRCs. 

Specifically, furnishers incorrectly calculated consumers’ payment histories while 

processing dispute investigations, resulting in the furnishers including incorrect payment 

histories in the dispute results reported to the CRCs. 

In response to these findings, furnishers revised their training programs to ensure that dispute 

agents conduct reasonable investigations of disputes received from CRCs. Furnishers are also 

conducting reviews to identify and remediate all impacted accounts for which payment histories 

were reported inaccurately. 

Furnisher Duty to Report the Results of Direct Dispute Investigations to Consumers 

The FCRA and Regulation V require furnishers to complete their investigations of direct 

disputes received from consumers and to report the results to the consumer before the expiration 

of the time period that would have been required for the CRC to complete its investigation had 

the consumer sent the dispute to the CRC rather than the furnisher. 

In reviews of credit card furnishers, examiners found that the furnishers conducted 

investigations of direct disputes and sent the consumers response letters, but the letters failed to 

communicate the results of the investigations. Specifically, for disputes that resulted in 

corrections to disputed information, the furnishers used template response letters that included 

confusing language, which created ambiguity about whether changes had been made in response 
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to the dispute investigations. These letters failed to provide consumers with the results of the 

dispute investigations because they did not affirmatively inform the consumers that changes were 

made in response to their disputes. In response to these findings, the furnishers implemented 

revised template response letters, which do not contain ambiguous language and clearly 

communicate that changes were made in response to the dispute investigations. 

Furnisher Duty to Correct and Update Information 

The FCRA requires that when a furnisher determines that information furnished to CRCs is 

not complete or accurate, the furnisher must “promptly” notify the CRC of that determination and 

provide the CRC with any corrections to that information, or any additional information, that is 

necessary to make the information provided by the furnisher to the CRC complete and accurate. 

After determining that information furnished to CRCs is not complete or accurate, furnishers 

must also stop furnishing to CRCs information that remains not complete or accurate. 

In reviews of credit card furnishers, examiners found that furnishers failed to send updating 

or correcting information to CRCs after making a determination that information the furnishers 

had reported was not complete or accurate. For example, examiners found that after determining 

that accounts that had been given new account numbers were erroneously being furnished twice 

to the CRCs, once under the old account number and once under the new account number, the 

furnishers continued to furnish the duplicate accounts to the CRCs. Examiners also found that 

credit card furnishers violated this provision by failing to promptly update account statuses to 

settled-in-full, paid-in-full, voluntarily closed, or discharged in bankruptcy upon recognizing that 

the account statuses furnished did not match the account statuses in the furnishers’ systems of 

record. 

Supervision directed the furnishers to update their systems to allow for prompt updates to, 

and to prevent the continued furnishing of information determined to be incomplete or inaccurate. 

Furnisher Duty to Establish and Implement Reasonable Policies and Procedures 

Concerning the Accuracy and Integrity of Furnished Information 

Regulation V requires that furnishers establish and implement reasonable written policies 

and procedures regarding the accuracy and integrity of the information relating to consumers that 

it furnishes to a CRC. The policies and procedures must be appropriate to the nature, size, 

complexity, and scope of each furnisher’s activities.” Furnishers must consider and incorporate, 

as appropriate, the guidelines of Appendix E to Regulation V when developing their policies and 

procedures. These guidelines address key business functions, such as record retention, training, 

third-party oversight, and receipt of feedback from CRCs and others that contribute to a 

furnisher’s ability to ensure the accuracy and integrity of the data furnished to CRCs. 

In previous issues of Supervisory Highlights, we described supervisory findings of furnishers 

that violated these requirements. In recent supervisory reviews, we have identified further 

violations of the Regulation V requirement for reasonable written policies and procedures. 

• In reviews of credit card furnishers, examiners found furnishers’ policies and procedures 

had failed to specify how particular data fields, such as the date of first delinquency, should 

be populated when furnishing information about credit card accounts. 

 

• Credit card furnishers’ policies and procedures also had failed to provide for the retention 

of records for a reasonable period of time to substantiate the accuracy of consumer 
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information furnished to CRCs. For example, examiners identified multiple instances 

where furnishers failed to retain records relating to direct disputes for the time period 

required by their own policies due to automated system purges of dormant accounts 

occurring on a shorter cycle than the applicable retention period. 

 

• Examiners also found that had failed to perform account level analyses to determine which 

accounts should be reported in bankruptcy status after a consumer informs the furnisher 

of a bankruptcy filing. The furnishers’ processes resulted in the reporting of bankruptcy 

status codes for accounts that had already been paid and/or closed prior to the bankruptcy 

filing. 

 

• In reviews of auto loan furnishers, examiners found that furnishers had failed to 

incorporate content relating to the specific activities in which the furnishers engaged. For 

example, furnishers lacked procedures for furnishing accurate information in connection 

with leased automobiles returned to dealerships. 

 

• In reviews of deposit furnishers, examiners found that furnishers had no written policies 

or procedures for furnishing deposit account information to specialty CRCs. Examiners 

also found that furnishers, in developing their policies and procedures, did not consider 

and incorporate the guidelines in Appendix E to Regulation V with respect to conducting 

reasonable investigations of consumer disputes relating to furnished deposit account 

information. For example, examiners identified furnishers that claimed to handle disputes 

through their existing complaints procedures despite those procedures failing to address 

the specific requirements under the FCRA for investigating and resolving consumer 

disputes. 

After identification of these issues, furnishers are taking corrective actions including 

developing written policies and procedures regarding the accuracy and integrity of information 

furnished to CRCs and the proper handling of consumer disputes. 

Credit Card Account Management 

The Bureau assessed the credit card account management operations of supervised entities 

for compliance with applicable Federal consumer financial laws. Examinations of these entities 

identified violations of Regulation Z and deceptive acts, or practices prohibited by the CFPA. 

Billing Error Resolution Violations 

Omitted. 

Rate Re-Evaluation Violations 

Omitted. 
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Deceptive Advertising of Interest-Free Financing and Failure to Process Refunds in 

Accordance With Account Disclosures 

Omitted. 

Debt Collection 

The Bureau has supervisory authority to examine certain institutions that engage in consumer 

debt collection activities, including very large depository institutions, nonbanks that are larger 

participants in the consumer debt collection market, and nonbanks that are service providers to 

certain covered persons. Recent examinations of larger participant debt collectors identified risks 

of violations of the Fair Debt Collection Practices Act (FDCPA) and the CFPA. 

Using A False or Misleading Representation in Connection with the Collection of a 

Debt Caused by Identity Theft 

Omitted. 

Engaging in an Unfair Practice in Connection with the Collection of a Debt by Failing 

to Timely Refund Overpayments or Credit Balances 

Omitted. 

Deposits 

The CFPB continues its examinations of financial institutions for compliance with Regulation 

E, which implements the Electronic Fund Transfer Act (EFTA). The CFPB also examines for 

compliance with other relevant statutes and regulations, including Regulation DD, which 

implements the Truth in Savings Act, and the CFPA’s prohibitions regarding UDAAPs. 

Failure to Remove a Duplicative Hold on an Account 

Examiners found that institutions engaged in unfair acts or practices by erroneously placing 

multiple holds on certain mobile check deposits that were deemed suspicious rather than placing 

the single holds that were intended. Through transaction testing, examiners identified accounts 

where the institutions had charged a consumer overdraft fees because the institutions failed to 

lift the initial automatic holds on the amounts of mobile check deposits after an additional 

suspicious deposit hold was placed on the account. This practice caused, or was likely to cause, 

substantial injury due to consumers incurring fees and losing access to funds that were unrelated 

to the suspicious mobile check deposit. Consumers could not reasonably avoid the injury, given 

that they could not have prevented the institutions from failing to comply with their own internal 

procedures. And the injury was not outweighed by countervailing benefits to consumers or to 

competition. 

The institutions’ failures to implement policies and procedures that address these technical 

limitations led to the unfair practices. The institutions revised their policies and procedures 

governing holds and developed controls to monitor for and detect instances of duplicate holds. The 

institutions refunded the fees caused by these duplicate holds. 
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Failure to Honor a Timely Stop Payment Request 

Institutions violated the stop payment requirements of 12 C.F.R. § 1005.10(c) by failing to 

honor stop payment requests for preauthorized transfers tied to debit cards. Examiners found that 

the institutions’ systems did not enable stopping a payment tied to a debit card. The institutions 

clarified the policies for this area and revised trainings to address this issue in the future. 

Failure to Investigate and Determine Whether an Error Occurred 

Examiners continued to find issues with financial institutions failing to follow Regulation E 

error resolution procedures. Institutions violated Regulation E by failing to complete error 

investigations following consumers’ notices of error because the consumers did not submit an 

affidavit. Where consumers did not submit an affidavit, the institutions denied the error claims 

without investigating the merits of the error claims. A financial institution cannot require a 

consumer to file a police report or other documentation as a condition of initiating or completing 

an error investigation. The institutions updated policies and procedures and implemented 

remediation programs for affected consumers. 

The Bureau has discussed this issue in FAQs on Electronic Funds Transfers and in 

Supervisory Highlights, Issue 24, Summer 2021. 

Failure to Provide Consumers with Notice of Revocation of Provisional Credit 

Institutions violated 12 C.F.R. § 1005.11(d)(2) by failing to provide notices of revocation of 

provisional credit to consumers in connection with error investigations regarding check deposits 

at ATMs. 

Consumers filed error claims stating that checks deposited at ATMs in specific amounts were 

not properly credited to their accounts. The institutions provided the consumers with provisional 

credits in the amounts claimed by the consumers; however, when the institutions retrieved the 

checks, they determined the check amounts were for lesser amounts than the consumers alleged 

in the error claims. The institutions debited the differences and sent the consumers written letters 

indicating the investigations were complete and the provisional credits of the lesser amounts were 

final, not addressing the fact that the institutions debited the difference between the amounts of 

the original provisional credits and the face values of the checks. 

The institutions violated Regulation E by failing to state that they would be debiting the excess 

amounts originally provisionally credited from the consumers’ accounts, the dates the institutions 

would be debiting the excess provisional credits, or that the institutions would (as required by the 

regulation) honor certain transactions for five days after the notification. 

In response to these findings, the institutions provided additional Regulation E compliance 

training to applicable staff, transitioned certain monitoring and oversight functions to an 

independent quality assurance/quality control team, and have identified opportunities to enhance 

error resolution letter templates. 

Mortgage Origination 

Supervision assessed the mortgage origination operations of several supervised entities for 

compliance with applicable Federal consumer financial laws. Examinations of these entities 

identified violations of Regulation Z. 
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Compensating Loan Originators Differently Based on Product Type 

Regulation Z generally prohibits compensating mortgage loan originators in an amount that 

is based on the terms of a transaction. In the preamble to the Bureau’s 2013 Loan Originator Final 

Rule, the Bureau responded to questions from commenters about whether it was permissible to 

compensate differently based on product types, such as credit extended pursuant to government 

programs for low-and moderate-income borrowers. As explained by the Bureau there, it is not 

permissible to differentiate compensation based on credit product type, since products are simply 

a bundle of particular terms. 

Examiners found that certain lenders’ loan originator compensation agreements provided for 

higher loan originator compensation where Federal National Mortgage Association (Fannie Mae) 

conforming fixed rate loans surpassed a designated threshold percentage of the total loans closed 

by the loan originator. This compensation was higher than the compensation paid when such loans 

did not surpass the designated threshold percentage. Paying higher commissions under these 

circumstances constitutes paying compensation based on credit product type, which, in turn, 

violates the Loan Originator Rule as compensation based on the term of a transaction, since 

products are simply a bundle of particular terms. As a result of these findings, the lenders have 

agreed to change their compensation plans to bring them into compliance with the Loan 

Originator Rule. 

The Bureau previously discussed this issue in Supervisory Highlights, Issue 24, Summer 2021. 

Insufficient Documentation for Changed Circumstance 

Regulation Z requires a creditor to provide the consumer with good faith estimates on the Loan 

Estimate for certain transactions. The closing cost estimates are generally considered to be in 

good faith if the amount paid by or imposed on the consumer does not exceed the amount originally 

disclosed. A creditor is permitted to use a revised estimate of a charge instead of the estimate of 

the charge originally disclosed to reset tolerances when there is a valid changed circumstance 

permitted by Regulation Z that resulted in the increased costs. One such valid changed 

circumstance is where the consumer requests revisions to the credit terms. For a creditor to 

successfully reset tolerances as permitted by Regulation Z, it must, among other things, maintain 

documentation explaining the reason for revision. 

Examiners found that certain lenders failed to retain sufficient documentation to establish the 

changed circumstance’s validity. Specifically, the lenders disclosed an appraisal fee on initial Loan 

Estimates and subsequently disclosed appraisal rush fees, in a higher amount, on revised Loan 

Estimates. The lenders claimed the rush appraisals, which led to the appraisal rush fees, were 

requested by consumers. However, in each instance, the lender failed to maintain sufficient 

documentation evidencing the consumer’s request of the rush appraisals; in fact, the 

documentation maintained reflected that either the appraisal management company notified the 

lenders that a rush appraisal would be needed, or the lenders’ loan officers requested the rush 

appraisal. In certain instances, the lenders’ documentation included only a checked box indicating 

the consumer requested the rush appraisal, but there was no other evidence retained reflecting 

this occurred. In response to these findings, the lenders agreed to remediate affected consumers, 

revise their policies and procedures to ensure relevant documentation is obtained and maintained, 

and strengthen relevant quality control audit functions. 

Disclosures Failed to Reflect the Terms of Legal Obligation 

Regulation Z provides that closed-end disclosures, including the mortgage Closing Disclosure, 



Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 11 

must reflect the terms of the legal obligation between the parties. 

Examiners found violations of this provision relating to items on Closing Disclosures that did 

not reflect the legal obligation between the parties. Specifically, examiners identified instances 

where lenders’ Closing Disclosures failed to reflect the fully-indexed-rate as required by the 

promissory note because the lenders’ software miscalculated the disclosed rates. The software 

used a rounding method that is different from the method used in the corresponding promissory 

notes. The software automatically rounded up to the nearest one-eighth percent, despite the 

promissory note’s instruction to round to the nearest one-eighth percent – up or down. This 

practice resulted in Closing Disclosures that do not reflect the terms of the legal obligation 

between the parties, and likely affected files and loans transferred to other loan servicers. As a 

result of these findings, the relevant lenders committed to update the rounding methodology and 

enhance monitoring and testing procedures to ensure that disclosures to consumers reflect the 

terms of the legal obligation between the parties. 

Prepaid Accounts 

The Bureau’s Supervision program covers both institutions that issue prepaid accounts and 

prepaid account service providers. Recent examinations identified various violations of EFTA and 

Regulation E. 

Prepaid Account Agreement Submissions 

Omitted. 

Stop Payment Requests from Prepaid Account Users 

Omitted. 

Error Resolution Documentation Notice 

Examiners found violations related to the notice provided to consumers after an institution 

determined no error or a different error than alleged by the consumer had occurred upon the 

completion of a Regulation E error investigation. Section 1005.11(d)(1) requires a financial 

institution to report the results of its investigation, including a written explanation of the 

institution's findings and the consumer's right to request the documents that the institution relied 

on in making its determination. Upon request, the institution must promptly provide copies of 

these documents. 

Examiners determined that institutions violated 12 C.F.R. § 1005.11(d)(1) by failing to include 

a statement noting the consumer’s right to request the documents that the institution relied on in 

making its determination after determining no error or a different error occurred as part of the 

report of the results. Examiners also found that institutions failed to fulfill consumers’ subsequent 

requests to provide the documentation relied upon to make the determinations that no error 

occurred. 

In response to these findings, institutions updated their report of results letter templates to 

explicitly state the consumers’ right to request documents that the institutions relied on in making 

their error investigation determinations, and directed their service providers to institute 

compliance management system enhancements to ensure requests for documents were honored. 
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Remittances 

The Bureau continues to examine institutions under its supervisory authority for compliance 

with Regulation E, Subpart B (Remittance Rule). The Bureau also reviews for UDAAPs in 

connection with remittance transfers. Examiners identified violations of EFTA, Regulation E, and 

a deceptive act or practice. 

Deceptive Claims on Transfer Speeds for Remittance Transfers 

Examiners found remittance transfer providers engaged in deceptive acts or practices by 

making false and misleading representations of “instant” and “30 second” transfers, even though 

the transfers may not be completed in 30 seconds, or they may be otherwise delayed. Certain 

transfers could be delayed up to an additional 48 hours past the disclosed date of availability. 

These express claims, which failed to disclose or disclose adequately any exceptions, were likely 

to mislead consumers acting reasonably. And information about transfer speed would have been 

material to a consumer’s decision as to which remittance transfer provider to use. In response to 

these findings, institutions implemented additional UDAAP training for their staff and ensured 

that their compliance departments review advertisements. 

Remittance Transfer Account Agreement Waiver Violations 

Section 914 of EFTA, 15 U.S.C. § 1693l, states that “no writing or other agreement between a 

consumer and any other person may contain any provision which constitutes a waiver of any right 

conferred or cause of action created by this subchapter.” 

Examiners found multiple instances where remittance transfer service agreements with 

consumers violated EFTA’s prohibition on waivers of rights conferred or causes of action created 

by EFTA. Institutions violated EFTA by: 

• Including a hold harmless and indemnification requirement that purports to limit claims 

against the institution, thereby waiving rights conferred by EFTA Section 916. 

 

• Attempting to limit the consumer’s right to recover costs and attorney’s fees in a limited 

liability clause. 

 

• Stating that the entity makes “no representations or warranties regarding the time 

required to complete processing because the Service is dependent on many factors beyond 

our control.” 

In response to these findings, the entities undertook a number of corrective actions including 

updating their agreements to remove the offending language. 

Disclosure and Timing Issues on Receipts for Remittance Transfers 

Examiners found multiple issues with remittance providers failing to comply with disclosure 

and timing requirements set forth in the Remittance Rule. 

Section 1005.31(b)(2)(ii) requires remittance transfer providers to disclose on receipts the date 

in the foreign country in which funds will be available to the designated recipient. Institutions 

violated this section by failing to disclose on the remittance transfer receipts the date the funds 

are available to the designated recipient. The institutions disclosed when the funds were delivered 
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to the designated recipient’s bank, but not the date on which the funds would be available to the 

recipient. 

Section 1005.31(e)(2) requires the remittance transfer provider to provide the receipt required 

under § 1005.31(b)(2) no later than one business day after the date on which payment is made for 

remittance transfers made via mobile applications. Institutions violated this section in instances 

where they failed to issue receipts until after the funds were successfully delivered to the intended 

recipients, outside the timeline required by § 1005.31(b)(2). 

In response to these findings, institutions updated their policies to meet the timing 

requirements of the Remittance Rule. 

Failure to Develop and Maintain Written Policies and Procedures Designed to Ensure 

Compliance with the Remittance Transfer Rule, Including the Rule’s Recordkeeping 

Requirements 

Examiners found that institutions failed to develop and maintain written policies and 

procedures designed to ensure compliance with the error resolution requirements of the 

Remittance Transfer Rule as found in 12 C.F.R. § 1005.33(g). The absence of adequate written 

policies and procedures resulted in various violations of the substantive provisions of the error 

resolution requirements, including the erroneous exclusion of certain types of claims from the 

definition of an error under the Remittance Transfer Rule; improper delays in investigations, 

refunds and notices, and notices missing required information. 

Several institutions also failed to implement written policies and procedures regarding the 

retention of documentation related to error investigations under the Remittance Transfer Rule. 

In response to these findings, Supervision directed institutions to revise error resolution 

policies and procedures and provide additional training to relevant personnel. 

Disclosure, Timing and Refund Issues Relating to Error Investigations 

Institutions failed to provide notice of the results of error investigations, including the notice 

of available remedies, as is required. The institutions had erroneously coded the error claims as 

paid and the cases resolved, but failed to contact the senders to report on the results of their 

investigations. 

Examiners also found that institutions failed to provide refunds in the amounts needed to 

resolve the errors within one business day, or as soon as reasonably practicable, after receiving 

the sender’s instructions regarding the appropriate remedy, as is required. 

Examiners also determined that institutions failed to refund fees imposed for remittance 

transfers when the funds were not delivered to the designated recipients by the disclosed dates of 

availability, consistent with 12 C.F.R. § 1005.33(c)(2)(ii)(B), as a result of the institutions’ 

inabilities to reach the senders by phone. 

Examiners found that institutions issued error claim denial letters that did not disclose to the 

sender that the sender has the right to request documentation used in the investigation. 

In response to these findings, institutions changed their policies and procedures. 
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Student Loan Servicing 

The Bureau continues to examine student loan servicing activity, including at private student 

loan servicers, primarily to assess whether entities have engaged in any UDAAPs. Examiners 

identified three unfair acts or practices related to private student loan servicing. 

Failing to Make Incentive Payments 

Omitted. 

Failing to Issue Timely Refunds of Specified Payments After Loan Modifications 

Omitted. 

What You Need to Do 

Review this information and train others who might benefit from it. 

CFPB: 2021 Fair Lending Annual Report to Congress (May 6, 2022) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_2021-fair-lending_report_2022-05.pdf 

Text 

The CFPB released the Annual Fair Lending Report to Congress, detailing the important 

fair lending work undertaken in 2021, which focused on racial and economic equity issues and the 

COVID-19 recovery. Throughout 2021, the CFPB worked to ensure that individuals, small 

businesses, and communities had fair, equitable, and nondiscriminatory access to credit. 

Most importantly, the CFPB is looking ahead to the future of financial services markets, which 

will be increasingly shaped by predictive analytics, algorithms, and machine learning. While 

technology holds great promise, it can also reinforce historical biases that have excluded too many 

Americans from opportunities. 

In particular, the CFPB will be sharpening its focus on digital redlining and algorithmic bias. 

As more technology platforms, including Big Tech firms, influence the financial services 

marketplace, the CFPB will be working to identify emerging risks and to develop appropriate 

policy responses. In addition to focusing on specific financial products and services, the CFPB will 

also be analyzing how unfair and discriminatory practices harm specific population segments. 

The CFPB will also continue its cooperation with other regulators and law enforcement 

agencies with responsibilities to ensure fair lending and equal opportunity. For example, federal 

banking regulators recently proposed updates to the framework for assessing chartered banks for 

compliance with the Community Reinvestment Act. This development has the potential to 

https://files.consumerfinance.gov/f/documents/cfpb_2021-fair-lending_report_2022-05.pdf
https://www.fdic.gov/news/press-releases/2022/pr22039.html
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increase opportunities for Americans who have been historically excluded or left behind, including 

those in rural communities. 

The CFPB is committed to protecting individuals, small businesses, and communities from 

discrimination, holding institutional and individual bad actors accountable, and ensuring robust 

and comprehensive remedies for violations of the laws under our jurisdiction. 

Of particular note in the report, are the following violations cited during ECOA examinations 

by various FFIEC agencies: 

Regulation B Violations: 2021 

12 C.F.R. § 1002.4(a), 1002.7(d)(1): Discrimination 

Discrimination on a prohibited basis in a credit transaction; improperly requiring the signature 

of the applicant’s spouse or other person. 

12 C.F.R. § 1002.5(b), 12 C.F.R. § 1002.5(c), 12 C.F.R. § 1002.5(d): Inquiring about protected 

class 

Inquiring about the race, color, religion, national origin, or sex of an applicant or any other 

person in connection with a credit transaction, except as permitted in §§ 1002.5(b)(1) and (b)(2), 

or 1002.8 in the case of a special purpose credit program; requesting any information concerning 

an applicant’s spouse or former spouse, except as permitted in § 1002.5(c)(2); requesting the 

marital status of a person applying for individual, unsecured credit, except as permitted in § 

1002.5(d)(1) (for credit other than individual, unsecured, a creditor may inquire about the 

applicant’s marital status, but must only use the terms “married,” “unmarried,” and 

“separated”); inquiring as to whether income stated in an application is derived from alimony, 

child support, or separate maintenance payments, except as permitted in § 1002.5(d)(2); or 

requesting information about birth control practices, intentions concerning the bearing or 

rearing of children, or capability to bear children, except as permitted in § 1002.5(d)(3). 

12 C.F.R. § 1002.6(b)(8), (b)(9): Specific rules concerning use of information 

Failure to evaluate married and unmarried applicants by the same standards; in evaluating 

joint applicants, a creditor shall not treat applicants differently based on the existence, absence, 

or likelihood of a marital relationship between the parties; a creditor shall not consider race, 

color, religion, national origin, sex (or an applicant’s or other person’s decision not to provide 

the information) in any aspect of a credit transaction. 

12 C.F.R. § 1002.9(a)(1)(i), (a)(2), (b)(1); (b)(2); (c): Adverse Action 

Failure to provide notice to the applicant 30 days after receiving a completed application 

concerning the creditor’s approval of, counteroffer to, or adverse action on the application; 

failure to provide appropriate notice to the applicant 30 days after taking adverse action on an 

incomplete application; failure to provide sufficient information in an adverse action 

notification, including the specific reasons for the action taken. 

12 C.F.R. § 1002.13(a)(1): Information for Monitoring Purposes 

Failure to request as part of an application for credit for purchase or refinancing of a dwelling 

occupied or to be occupied by the applicant as a principal residence, where the extension of 

credit will be secured by the dwelling the following information regarding the applicant(s): 

ethnicity and race; sex; marital status; and age. 

https://www.consumerfinance.gov/about-us/newsroom/statement-of-cfpb-director-rohit-chopra-fdic-board-member-on-the-notice-of-proposed-rulemaking-regarding-the-community-reinvestment-act/
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12 C.F.R. § 1002.14 (a)(1), (a)(2), (a)(3), (a)(4): Appraisals and Valuations 

Failure to provide appraisals and other valuations. 

What You Need to Do 

Review this information and train others who might benefit from it. 

CFPB: Report on Mortgage Servicing Metrics (May 16, 2022) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_mortgage-servicing-covid-19-pandemic-

response-metrics_report_2022-05.pdf 

Text 

The Consumer Financial Protection Bureau (CFPB) published a report examining mortgage 

servicers’ responses to the COVID-19 pandemic. The data, collected across 16 large servicers from 

May through December 2021, reveal homeowners continue to face significant risks and challenges 

connected to working with their mortgage servicers. This problem is particularly acute for those 

borrowers struggling to make their mortgage payments after exiting COVID-19 hardship 

forbearances. 

The mortgage metrics report reveals the challenges borrowers faced as CARES Act protections 

began to expire, and homeowners transitioned to restarting their monthly payments. At the end 

of 2021, approximately 330,000 homeowners had delinquent loans, their loans were no longer in 

forbearance, and they had no loss mitigation solution in place. One challenge for borrowers was 

their inability to reach, or get a timely response from, their mortgage servicer’s call center. 

Mortgage servicer call centers are vital links between the homeowner and servicer that answer 

homeowners’ questions and provide them with information to make important decisions about 

their loans. The extent of these challenges varied significantly among servicers. 

The CFPB has prioritized oversight of mortgage servicers throughout the pandemic. In August 

2021, the CFPB published an initial review of mortgage servicer performance. This report 

similarly uses data collected from examinations of 16 servicers. The 16 servicers represent a broad 

cross-section of the mortgage servicing industry. They are different in terms of the types of loans 

they service (VA, FHA, GSE, PLS, or portfolio), the pre-COVID pandemic delinquency status of 

the loans they service, and even the geography of where their serviced loans are located. The 

differences help to shed light on performance across the mortgage servicing market, and they may 

also help explain some of the variation identified in the report. 

The findings from this report are pulled from key data points – including call center metrics, 

COVID-19 hardship forbearance exits, delinquency rates, and borrower profiles – all of which 

provide insights into the performance of mortgage servicers in serving borrowers in need of 

mortgage repayment assistance. 

https://files.consumerfinance.gov/f/documents/cfpb_mortgage-servicing-covid-19-pandemic-response-metrics_report_2022-05.pdf
https://files.consumerfinance.gov/f/documents/cfpb_mortgage-servicing-covid-19-pandemic-response-metrics_report_2022-05.pdf
https://files.consumerfinance.gov/f/documents/cfpb_mortgage-servicing-covid-19-pandemic-response-metrics_report_2021-08.pdf
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Key findings from this report include: 

▪ Many borrowers exited COVID-19 hardship forbearance with no loss mitigation 

solution in place. The 16 servicers reported that over 330,000 borrowers’ loans remained 

delinquent – with no loss mitigation solution in place – at the end of 2021. Delinquency 

rates were higher for private loans – between 25% and 39% – than for federally backed 

loans – between 11% and 17%. While servicers have made progress working through 

delinquent loans, exiting a COVID-19 hardship forbearance with no loss mitigation 

solution in place puts a borrower at a heightened risk of foreclosure. 

▪ Some mortgage servicers significantly lag industry peers in call center response 

times. Call metrics showed average hold times of more than ten minutes and call 

abandonment rates exceeding 30% for some servicers. The call metrics indicate that some 

borrowers may have difficulty establishing live contact and obtaining assistance over the 

phone to resolve their mortgage questions or challenges. These metrics varied among 

servicers, with some servicers performing well and others poorly. 

▪ Data on borrowers’ language preferences remained limited. While the CFPB 

consistently has recommended that servicers collect and maintain information on 

borrowers’ preferred language, several servicers marked that many of their borrowers’ 

preferred language was unknown. Among the servicers who provided language preference 

data, the percentage of borrowers in delinquency and who had a non-English language 

preference, increased during the reviewed period. Conversely, the percentage of borrowers 

in delinquency and who identified English as their preferred language, decreased. Recent 

action by the Federal Housing Finance Agency requiring mortgage originators to inquire 

about language preference at the time of origination could help close the gap in delinquency 

rates between English and non-English speakers. 

▪ Some mortgage servicers relied on systems that could not provide information 

on key metrics. Some servicers did not track or were otherwise unable to provide several 

requested metrics. Additionally, some servicers reported inconsistent data. The report 

notes that some servicers are not fully able to track and report high-quality data. The 

CFPB is concerned about whether these servicers are able to ensure that all borrowers, 

and particularly those borrowers most in need of assistance, receive adequate and timely 

assistance in compliance with federal consumer financial protection law. 

The CFPB’s continued monitoring and supervision of the mortgage market shows borrowers 

are still struggling with the after-effects of the pandemic, and the CFPB is encouraging mortgage 

servicers to enhance outreach to borrowers exiting forbearance and closely monitor data on 

borrower demographics and outcomes. 

What You Need to Do 

Review this information and train others who might benefit from it. 

  

https://www.fhfa.gov/Media/PublicAffairs/Pages/FHFA-Announces-Mandatory-Use-of-the-Supplemental-Consumer-Information-Form.aspx
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CFPB: Consumer Financial Protection Circular 2022-01 System of 

Consumer Financial Protection Circulars to Agencies Enforcing 

Federal Consumer Financial Law (May 16, 2022) 

Link 

https://www.consumerfinance.gov/compliance/circulars/circular-2022-01-system-of-consumer-

financial-protection-circulars-to-agencies-enforcing-federal-consumer-financial-law/ 

Text 

To promote consistency among enforcers and fair competition in the market, the Consumer 

Financial Protection Bureau (CFPB) is launching a new system to provide guidance to other 

agencies with consumer financial protection responsibilities on how the CFPB intends to enforce 

federal consumer financial law. The CFPB will issue Consumer Financial Protection 

Circulars to the broad set of government agencies responsible for enforcing federal consumer 

financial law. 

The CFPB is the principal federal regulator responsible for administering the federal 

consumer financial laws, see 12 U.S.C. 5511, including the Consumer Financial Protection Act’s 

prohibition on unfair, deceptive, and abusive acts or practices, and eighteen other “enumerated 

consumer laws.” However, the CFPB is not the only enforcer of these laws; enforcement 

responsibility is spread among a large set of state and federal government agencies. This includes 

most notably state attorneys general and state regulators and prudential regulators such as the 

Federal Deposit Insurance Corporation, the Office of the Comptroller of the Currency, the Board 

of Governors of the Federal Reserve System, and the National Credit Union Administration. Some 

federal consumer financial laws are also enforceable by other federal agencies, including the 

Department of Justice, the Federal Trade Commission, the Farm Credit Administration, the 

Department of Transportation, and the Department of Agriculture. In addition, some of these laws 

provide for private enforcement. 

Given the broad variety of agencies responsible for enforcing federal consumer financial law, 

there is a risk that companies might encounter inconsistent enforcement strategies and 

approaches. One of the CFPB’s five statutory objectives is to ensure federal consumer financial 

law is enforced consistently regardless of the status of a person as a chartered bank or nonbank. 

Many entities are subject to the jurisdiction of multiple agencies, and to maintain certainty of 

expectations for those companies with multiple regulators, it is important for state and federal 

government agencies to consistently enforce the laws that the CFPB administers. Consistency is 

also imperative to creating a level playing field between companies that compete in the same 

market but are subject to the jurisdiction of different enforcers. And Consumer Financial 

Protection Circulars will provide transparency to partner agencies regarding the CFPB’s intended 

approach when cooperating in enforcement actions. 

As described more fully below, Consumer Financial Protection Circulars will be policy 

statements under the Administrative Procedure Act and will be released publicly to increase 

transparency for the benefit of the public and regulated entities. Consumer Financial Protection 

Circulars will provide background information about applicable law, articulate considerations 

relevant to the CFPB's exercise of its authorities, and advise other parties with authority to 

enforce federal consumer financial law. The Director of the CFPB will authorize issuance of each 

https://www.consumerfinance.gov/compliance/circulars/circular-2022-01-system-of-consumer-financial-protection-circulars-to-agencies-enforcing-federal-consumer-financial-law/
https://www.consumerfinance.gov/compliance/circulars/circular-2022-01-system-of-consumer-financial-protection-circulars-to-agencies-enforcing-federal-consumer-financial-law/
https://www.consumerfinance.gov/compliance/circulars/about/
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Consumer Financial Protection Circular, and the CFPB will publish them on its website and in 

the Federal Register. 

The CFPB is beginning to identify a number of issues that would benefit from clear and 

consistent enforcement, and the CFPB intends to issue new Consumer Financial Protection 

Circulars to advance these goals. The CFPB strongly encourages enforcers of federal consumer 

financial law to contact the CFPB with suggestions for new Consumer Financial Protection 

Circulars. The CFPB is also interested in receiving feedback on any Consumer Financial 

Protection Circulars it issues. Enforcers, and the broader public, can also provide feedback and 

comments to Circulars@cfpb.gov. 

What You Need to Do 

This is strictly for your information. 

CFPB: Consumer Financial Protection Circular 2022-02 Deceptive 

Representations Involving the FDIC’s Name or Logo or Deposit 

Insurance (May 17, 2022) 

Link 

https://www.consumerfinance.gov/compliance/circulars/circular-2022-02-deception-

representations-involving-the-fdics-name-or-logo-or-deposit-insurance/ 

Text 

Question Presented 

When do representations involving the name or logo of the Federal Deposit Insurance 

Corporation (FDIC) or about deposit insurance constitute a deceptive act or practice in violation 

of the Consumer Financial Protection Act (CFPA)? 

Response 

Covered persons or service providers likely violate the CFPA’s prohibition on deception if they 

misuse the name or logo of the FDIC or engage in false advertising or make misrepresentations 

to consumers about deposit insurance, regardless of whether such conduct (including the 

misrepresentation of insured status) is engaged in knowingly. Representations about deposit 

insurance may be particularly relevant with respect to new financial products or services, 

especially those involving new technologies such as digital assets, including crypto assets. 

Analysis 

The Consumer Financial Protection Bureau administers a number of laws and regulations 

relating to the offering or providing of deposit accounts, including these provisions: 

mailto:Circulars@cfpb.gov
https://www.consumerfinance.gov/compliance/circulars/circular-2022-02-deception-representations-involving-the-fdics-name-or-logo-or-deposit-insurance/
https://www.consumerfinance.gov/compliance/circulars/circular-2022-02-deception-representations-involving-the-fdics-name-or-logo-or-deposit-insurance/
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▪ The Truth in Savings Act and its implementing regulation (Regulation DD), which enable 

consumers to make informed decisions about their accounts at depository institutions 

through the use of uniform disclosures; 

▪ The Electronic Fund Transfer Act and its implementing regulation (Regulation E), which 

protect consumers engaging in electronic fund transfers and remittance transfers; 

▪ Portions of the Federal Deposit Insurance Act (FDI Act) and its implementing regulations, 

which require depository institutions lacking Federal deposit insurance to make certain 

disclosures; 

▪ The CFPA, which, among other things, prohibits unfair, deceptive, or abusive acts or 

practices. 

Deposit insurance has long been a means to promote confidence in the banking system. The 

most common form of deposit insurance is administered by the Federal Deposit Insurance 

Corporation (FDIC). The FDIC insures deposits at FDIC-insured banks and savings associations 

up to the maximum deposit insurance amount, currently $250,000, per depositor, per FDIC-

insured bank, for each account ownership category. 

Representations about deposit insurance may be particularly relevant with respect to new 

financial products or services, especially those involving new technologies such as digital assets, 

including crypto assets. New technologies may yield significant benefits for consumers, workers, 

and small businesses. Nonetheless, especially with respect to new technologies, some market 

participants may seek to entice consumers to use their products or services by deceptively 

advertising that uninsured products or services are FDIC-insured. These misrepresentations 

disadvantage financial institutions that truthfully market FDIC-insured accounts to consumers. 

Such misrepresentations also harm consumers, who may find that their assets are not insured in 

a time of financial distress. 

The CFPB issued this Circular to emphasize that covered persons and service providers are 

required to comply with the CFPA with respect to representations to consumers involving the 

name or logo of the FDIC and representations about deposit insurance. The CFPB is issuing this 

Circular in connection with the FDIC’s adoption of a regulation on related subject matter 

involving section 18(a)(4) of the FDI Act, 12 U.S.C. 1828(a)(4). Thus, the Circular is particularly 

focused on misrepresentations to consumers about FDIC insurance. This Circular describes 

certain misrepresentations to consumers that can violate the CFPA’s prohibition on deceptive acts 

or practices in connection with a transaction with a consumer for a consumer financial product or 

service, or the offering of a consumer financial product or service. This Circular notes that 

misrepresentations to consumers may violate the CFPA regardless of whether they are made 

knowingly. 

Section 18(a)(4) of the FDI Act, 12 U.S.C. 1828(a)(4), prohibits any person from engaging in 

false advertising or misusing the name or logo of the FDIC to represent or imply that uninsured 

deposits are FDIC-insured and from making knowing misrepresentations about the extent or 

manner of deposit insurance provided to any deposits. Under the CFPA, covered persons and 

service providers are prohibited from committing or engaging in an unfair, deceptive, or abusive 

act or practice in connection with the offering or provision of a consumer financial product or 

service. A covered person includes any person that engages in offering or providing financial 

products or services for use by consumers primarily for personal, family, or household purposes. 

Financial products or services are defined to include, for example, engaging in deposit-taking 

activities, transmitting or exchanging funds, or otherwise acting as a custodian of funds or any 

financial instrument for use by or on behalf of a consumer, as well as (subject to certain exceptions) 
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selling, providing, or issuing stored value or payment instruments. 

Material misrepresentations are “deceptive” practices in violation of the CFPA. Like FDI Act 

section 18(a)(4)(A), which prohibits any false advertising or misuse of the name or logo of the 

FDIC, but unlike under FDI Act section 18(a)(4)(B), which prohibits knowing misrepresentations 

regarding the extent or manner that deposits are insured, a misrepresentation to consumers may 

violate the CFPA’s prohibition on deception regardless of whether the misrepresentation was 

made knowingly. Additionally, disclaimers may not cure otherwise deceptive messages or 

practices. 

Covered persons or service providers likely violate the CFPA’s prohibition on deception if they 

misuse the name or logo of the FDIC or engage in false advertising or make misrepresentations 

to consumers about deposit insurance, regardless of whether such conduct (including the 

misrepresentation of insured status) is engaged in knowingly. Representations made by covered 

persons or service providers about FDIC insurance will typically be material. Accordingly, for 

example, if a person engages in or purports to engage in deposit-taking activity by accepting (or 

offering to accept) funds for use by consumers, and that person misrepresents that such funds are 

insured by the FDIC, that person likely violates the CFPA’s prohibition on deception, even if the 

misrepresentation was not made knowingly. Similarly deceptive are claims that consumer 

financial products or services are “regulated” by the FDIC or “insured” or “eligible for” FDIC 

insurance if those claims expressly or implicitly indicate that the product is FDIC-insured when 

that is not in fact the case. In particular, firms offering or providing digital assets, including crypto 

assets, may be particularly prone to making such deceptive claims to consumers about FDIC 

deposit insurance coverage. 

What You Need to Do 

Review this information and train others who might benefit from it. 
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CFPB: Consumer Financial Protection Circular 2022-03 Adverse 

Action Notification Requirements in Connection with Credit 

Decisions Based on Complex Algorithms (May 26, 2022) 

Link 

https://www.consumerfinance.gov/compliance/circulars/circular-2022-03-adverse-action-

notification-requirements-in-connection-with-credit-decisions-based-on-complex-algorithms/ 

Text 

Question Presented 

When creditors make credit decisions based on complex algorithms that prevent creditors from 

accurately identifying the specific reasons for denying credit or taking other adverse actions, 

do these creditors need to comply with the Equal Credit Opportunity Act’s requirement to 

provide a statement of specific reasons to applicants against whom adverse action is taken? 

Response 

Yes. ECOA and Regulation B require creditors to provide statements of specific reasons to 

applicants against whom adverse action is taken. Some creditors may make credit decisions 

based on certain complex algorithms, sometimes referred to as uninterpretable or “black-box” 

models, that make it difficult—if not impossible—to accurately identify the specific reasons for 

denying credit or taking other adverse actions. The adverse action notice requirements of 

ECOA and Regulation B, however, apply equally to all credit decisions, regardless of the 

technology used to make them. Thus, ECOA and Regulation B do not permit creditors to use 

complex algorithms when doing so means they cannot provide the specific and accurate 

reasons for adverse actions. 

Analysis 

ECOA makes it unlawful for any creditor to discriminate against any applicant, with respect 

to any aspect of a credit transaction, on the basis of race, color, religion, national origin, sex or 

marital status, age (provided the applicant has the capacity to contract), because all or part of 

the applicant’s income derives from any public assistance program, or because the applicant 

has in good faith exercised any right under the Consumer Credit Protection Act. 

In addition, ECOA provides that a creditor must provide a statement of specific reasons in 

writing to applicants against whom adverse action is taken. “Adverse actions” include denying 

an application for credit, terminating an existing credit account, making unfavorable changes 

to the terms of an existing account, and refusing to increase a credit limit. 

Pursuant to Regulation B, a statement of reasons for adverse action taken “must be specific 

and indicate the principal reason(s) for the adverse action.” Regulation B explains that 

“statements that the adverse action was based on the creditor’s internal standards or policies 

or that the applicant, joint applicant, or similar party failed to achieve a qualifying score on 

the creditor’s credit scoring system are insufficient.” The Official Interpretations to Regulation 

https://www.consumerfinance.gov/compliance/circulars/circular-2022-03-adverse-action-notification-requirements-in-connection-with-credit-decisions-based-on-complex-algorithms/
https://www.consumerfinance.gov/compliance/circulars/circular-2022-03-adverse-action-notification-requirements-in-connection-with-credit-decisions-based-on-complex-algorithms/
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B explain that “the specific reasons disclosed must relate to and accurately describe the factors 

actually considered or scored by a creditor.” Moreover, while Appendix C of Regulation B 

includes sample forms intended for use in notifying an applicant that adverse action has been 

taken, “if the reasons listed on the forms are not the factors actually used, a creditor will not 

satisfy the notice requirement by simply checking the closest identifiable factor listed.” With 

respect to adverse actions based on a credit scoring system specifically, the Official 

Interpretations explain that: 

the reasons disclosed must relate only to those factors actually scored in the system. 

Moreover, no factor that was a principal reason for adverse action may be excluded from 

disclosure. The creditor must disclose the actual reasons for denial (for example, “age of 

automobile”) even if the relationship of that factor to predicting creditworthiness may not 

be clear to the applicant. 

ECOA’s notice requirements “were designed to fulfill the twin goals of consumer protection 

and education.” In terms of consumer protection, “the notice requirement is intended to 

prevent discrimination ex ante because ‘if creditors know they must explain their decisions 

they will effectively be discouraged’ from discriminatory practices.” The notice requirement 

“fulfills a broader need” as well by educating consumers about the reasons for the creditor’s 

action. As a result of being informed of the specific reasons for the adverse action, consumers 

can take steps to try to improve their credit status or, in cases “where the creditor may have 

acted on misinformation or inadequate information, to rectify the mistake.” In addition, 

Congress also believed ECOA’s notice requirement would have “a beneficial competitive effect 

on the credit marketplace.” 

Creditors who use complex algorithms, including artificial intelligence or machine learning, in 

any aspect of their credit decisions must still provide a notice that discloses the specific 

principal reasons for taking an adverse action. Whether a creditor is using a sophisticated 

machine learning algorithm or more conventional methods to evaluate an application, the legal 

requirement is the same: Creditors must be able to provide applicants against whom adverse 

action is taken with an accurate statement of reasons. The statement of reasons “must be 

specific and indicate the principal reason(s) for the adverse action.” A creditor cannot justify 

noncompliance with ECOA, and Regulation B’s requirements based on the mere fact that the 

technology it employs to evaluate applications is too complicated or opaque to understand. A 

creditor’s lack of understanding of its own methods is therefore not a cognizable defense 

against liability for violating ECOA and Regulation B’s requirements. 

What You Need to Do 

For you information. This is unlikely to pertain to anyone attending the CBC.. 

OCC: Semiannual Risk Perspective (June 23, 2022) 

Link 

https://www.occ.gov/publications-and-resources/publications/semiannual-risk-

perspective/files/pub-semiannual-risk-perspective-spring-2022.pdf 

https://www.occ.gov/publications-and-resources/publications/semiannual-risk-perspective/files/pub-semiannual-risk-perspective-spring-2022.pdf
https://www.occ.gov/publications-and-resources/publications/semiannual-risk-perspective/files/pub-semiannual-risk-perspective-spring-2022.pdf
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Text 

The Office of the Comptroller of the Currency (OCC) reported the key issues facing the federal 

banking system in its Semiannual Risk Perspective for Spring 2022. 

As banks continue to navigate the operational- and market-related impacts of the pandemic 

along with substantial government stimulus, current geopolitics have tightened financial 

conditions and increased downside risk to economic growth. The OCC highlighted operational, 

compliance, interest rate, and credit risks, among the key risk themes in the report. 

Highlights from the report include: 

▪ Bank financial performance faces challenges from inflation, a rising interest rate 

environment, and other implications related to the pandemic and geopolitical events. 

▪ Operational risk is elevated as banks respond to an evolving and increasingly complex 

operating environment. Cyber risk remains elevated. 

▪ Compliance risk is heightened as banks navigate the current operational environment, 

regulatory changes, and policy initiatives. (see details below) 

▪ Credit risk remains moderate as banks face some areas of weakness and potential longer-

term implications related to the pandemic, inflation, and direct and indirect impacts of the 

war in Ukraine. 

▪ Across key risk areas, banks are experiencing challenges retaining and replacing staff with 

specialized experience due to increasing turnover. During this period of increasing 

volatility, these staffing challenges present increased risk. 

The report also highlights an OCC initiative to act on climate-related financial risks to the 

federal banking system. 

The report covers risks facing national banks, federal savings associations, and federal 

branches and agencies based on data as of December 31, 2021. The report presents information in 

five main areas: the operating environment, bank performance, a special section on climate-

related topics in emerging risks, trends in key risks, and supervisory actions. The report focuses 

on issues that pose threats to those financial institutions regulated by the OCC and is intended 

as a resource to the industry, examiners, and the public. 

 

Compliance Risk is Heightened, Driven by Regulatory Changes and Policy 

Initiatives that Continue to Challenge Bank Risk Management 

Bank Secrecy Act / Anti Money Laundering (BSA / AML) and Office of Foreign Assets 

Control (OFAC) 

The Financial Crimes Enforcement Network (FinCEN) issued a notice to call attention to an 

upward trend in environmental crimes and associated illicit financial activity. Environmental 

crimes have a strong association with corruption and transnational criminal organizations. 

Combating corruption and transnational criminal organizations are among the priorities FinCEN 

announced in the Anti-Money Laundering and Countering the Financing of Terrorism National 

Priorities issued on June 30, 2021. Environmental crimes contribute to climate risk by threatening 

ecosystems, decreasing biodiversity, and increasing carbon dioxide in the atmosphere. 
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As experienced during the pandemic and recent natural disasters, fraud related to government 

relief programs is a significant risk. The potential for increasing frequency and scope of natural 

disasters also presents risks related to banks’ business continuity planning. Banks are encouraged 

to consider the potential for environmental crime and other emerging financial crime risks in 

BSA/AML and OFAC risk assessments, staffing assessments, and long-term planning. 

The U.S. Department of the Treasury’s OFAC is implementing significant economic and trade 

sanctions imposed by the U.S. on numerous individuals and entities in response to Russia’s 

invasion of Ukraine. These sanctions are complex and evolving. Financial institution management 

should assess the applicability and impact of sanctions on their institutions and customers, 

including the impact of sanctions imposed by both the U.S. and other countries on foreign 

branches, overseas offices, and subsidiaries. Financial institutions are encouraged to engage with 

their legal counsel or contact OFAC for additional guidance related to current and future sanctions 

as necessary. 

In addition, FinCEN issued two alerts related to the Russia sanctions. The first alert advises 

all financial institutions to report any suspicious activity and be vigilant against potential efforts 

to evade the expansive sanctions and other U.S.-imposed restrictions implemented in connection 

with the Russian Federation’s invasion of Ukraine. The second alert advises on the importance of 

identifying and quickly reporting suspicious transactions involving real estate, luxury goods, and 

other high-value assets of sanctioned Russian elites and their family members and associates. 

FinCEN also issued an advisory on kleptocracy and foreign public corruption more broadly, urging 

financial institutions to focus their efforts on detecting the proceeds of foreign public corruption, 

namely bribery, embezzlement, extortion, and the misappropriation of public assets. 

Consumer Compliance 

Effective change management and compliance risk management processes remain important 

to identify, measure, monitor, and control the evolving and emerging risks related to consumer 

products and services. Banks continue to manage the impact of forbearance programs and the 

elevated volume of customers on deferred payment and loss mitigation programs. Supervisory 

focus remains on fair lending risk identification and management, regulatory changes, and policy 

initiatives. In addition to operational and program challenges brought on by the response to the 

COVID-19 pandemic, many banks have increased their use of third-party relationships, including 

with FinTech’s, to introduce new products and services. These changes increase the level of 

compliance risk related to ensuring clear and appropriate disclosures, clearly defining ownership 

of compliance-related processes, and monitoring and testing controls, including complaint 

monitoring and post-implementation testing to ensure new products and services have been 

implemented as expected and disclosed. 

Bank compliance functions also are experiencing challenges retaining and replacing staff. A 

lack of access to subject matter expertise may result in increased compliance and operational 

risks, particularly if existing compliance processes, controls, testing, and training become subject 

to funding cutbacks or limitations, or if future compliance management program enhancements 

and maintenance are delayed. 

Additionally, compliance and operational risk may increase or evolve if banks begin using, or 

expand use of, third-party relationships for support or to fill critical roles, especially if banks do 

not conduct appropriate due diligence on third parties or select inexperienced or unqualified third 

parties. Such risk also may increase if banks expand the use of telework either to remain 

competitive or retain employees; or if they hire from different geographical areas to fill openings. 



Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 26 

Community Reinvestment Act / Fair Lending 

In December 2021, the OCC rescinded the June 5, 2020, rule (June 2020 rule) implementing 

the Community Reinvestment Act (CRA) and replaced it with a revised CRA rule based on 

requirements in place prior to the June 2020 rule. To assist with these transitions, the OCC issued 

Bulletin 2022-4, “Community Reinvestment Act: Frequently Asked Questions Regarding the Final 

Rule to Rescind the OCC’s June 2020 CRA Rule.” 

On May 5, 2022, the OCC, the Board of Governors of the Federal Reserve System, and the 

FDIC jointly issued a notice of proposed rulemaking to strengthen and modernize the CRA 

regulatory framework. 

Additionally, recent fair lending supervisory efforts have focused on redlining risk 

identification and management and ensuring that banks are appropriately identifying, 

measuring, monitoring, and managing fair access to financial services. 

What You Need to Do 

For OCC banks; review the information, share with others as appropriate. For all others, this is 

strictly for your information. 
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Section 2: COVID-19 Pandemic 

Note: This Section is a Continuation of Pandemic Preparedness that 

Appeared in Last Quarter’s Regulatory Update. These Articles Cover 

April 1, 2022, through July 1, 2022. 

CFPB: Homeowner Assistance Fund (HAF) Flyer (June 09, 2022) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_mortserv_haf-program-flyer.pdf 

Text 

The purpose of this flyer is to provide borrowers with information about Homeowner 

Assistance Fund (HAF) programs in their area. This flyer is not required by a regulation. 

However, it may be a helpful resource for mortgage servicers to use in communicating and 

assisting their borrowers. 

The flyer has two option designs: 

1) a longer version with more detail that might be useful as a separate page from other 

mortgage notices sent to the borrower (although it may be provided in the same envelope) 

and 

2) a shorter version that might be added to an existing mortgage notice. 

Inclusion and use of either option should be done as permitted by applicable law. 

  

https://files.consumerfinance.gov/f/documents/cfpb_mortserv_haf-program-flyer.pdf
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Option 1   

Get Homeowner Assistance Fund help 

1) What is the Homeowner Assistance Fun (HAF)? 

The Homeowner Assistance Fund (HAF) is a federal assistance program that helps 

homeowners who have been financially impacted by COVID-19 pay their mortgage or other home 

expenses. 

The HAF program available to you will depend on your area. Each state or territory developed 

its own program. Programs were also developed by Tribes (or their Tribally Designated Housing 

Entity), the Department of Hawaiian Home Lands, and the District of Columbia. 

2) Am I Eligible? 

To be eligible, you must: 

▪ Have experienced a financial hardship associated with the COVID-19 pandemic. 

▪ Apply for assistance for your primary residence. 

▪ Have household income at or below your state’s program requirements. Most state programs 

limit eligibility to households with less than 150% of the median income in your area or 

$79,900, whichever is higher. Some programs have established lower limits, so check your 

program’s income requirements before applying. 

▪ Meet additional requirements specific to the program where you are applying. 

3) How Do I Apply? 

Visit www.consumerfinance.gov/haf/ to check your local program. Application processes may 

vary by location. You will need to verify that you meet income requirements and may need to 

provide additional necessary documentation. 

4) Questions? 

For any other questions, see www.consumerfinance.gov/haf/ or contact a HUD-approved 

housing counseling agency at www.consumerfinance.gov/find-a-housing-counselor or (800) 569- 

4287. They can help guide you through the application process. 

Option 2 

Financially Impacted by COVID-19? 

Homeowners with financial hardships who have been impacted by COVID-19 can apply for 

assistance with their mortgage payments, property taxes, and other housing costs. 

Learn more about the program at www.consumerfinance.gov/haf or by calling (800) 569-4287. 

 

The flyers are translated into six other languages as well: Spanish, Chinese, Vietnamese, 

Korean, Tagalog, and Arabic. 

As mortgage servicers that already collect the language preference of borrowers know, 

collecting information on a borrower’s language preference allows servicers to better serve their 

http://www.consumerfinance.gov/haf/
http://www.consumerfinance.gov/haf/
http://www.consumerfinance.gov/find-a-housing-counselor
http://www.consumerfinance.gov/haf
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borrowers. The CFPB has noted the need to provide fair and transparent access to products and 

services for LEP borrowers, and that failure to serve LEP borrowers could give rise to violations 

of Federal consumer financial laws, including the Equal Credit Opportunity Act. For more 

information on use of language preference information and serving LEP consumers in compliance 

with applicable law, see the CFPB’s Statement Regarding the Provision of Financial Products and 

Services to Consumers with Limited English Proficiency issued on January 13, 2021. 

Mortgage servicers and borrowers can find additional Homeowner Assistance Fund 

information in multiple languages on the CFPB’s website: 

https://www.consumerfinance.gov/coronavirus/mortgage-and-housing-assistance/help-for-

homeowners/get-homeowner-assistance-funds/ 

Further, additional resources for mortgage servicers to provide information to borrowers about 

mortgage assistance during the COVID-19 pandemic, including videos, social media posts, email 

campaigns, and handouts, can be found here: 

https://www.consumerfinance.gov/coronavirus/mortgage-and-housing-assistance/housing-

insecurity-media-toolkit/ 

What You Need to Do 

This is OPTIONAL; it may be a useful resource for you to assist homeowners who have been 

financially impacted by COVID-19. 

 

https://www.consumerfinance.gov/coronavirus/mortgage-and-housing-assistance/help-for-homeowners/get-homeowner-assistance-funds/
https://www.consumerfinance.gov/coronavirus/mortgage-and-housing-assistance/help-for-homeowners/get-homeowner-assistance-funds/
https://www.consumerfinance.gov/coronavirus/mortgage-and-housing-assistance/housing-insecurity-media-toolkit/
https://www.consumerfinance.gov/coronavirus/mortgage-and-housing-assistance/housing-insecurity-media-toolkit/
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Lending Issues 
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Section 1: Home Mortgage Disclosure Act 

FFIEC: 2022 HMDA Reporting Getting It Right! (April 1, 2022) 

Link 

https://www.ffiec.gov/hmda/pdf/2022Guide.pdf 

Text 

The Guide is a valuable resource for assisting all institutions in their HMDA reporting. It 

includes a summary of responsibilities and requirements, directions for assembling the necessary 

tools, and instructions for reporting HMDA data. 

What You Need to Do: 

A very useful tool for HMDA reporters. You should download a copy. 

CFPB: A Beginner’s Guide to Accessing and Using Home Mortgage 

Disclosure Act Data (June 2022) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_beginners-guide-accessing-using-hmda-

data_guide_2022-06.pdf 

Text 

The purpose of this 30-page guide is to introduce HMDA data to potential users who have little 

to no experience with handling and analyzing raw data. This guide covers the basics of what 

HMDA data are and how to access the data, as well as a step-by-step guide for using HMDA data. 

The guide will instruct the beginner user how to find and download HMDA data, select subsets 

and filters for the data, and begin to analyze the HMDA data using pivot tables, grouping data 

together, and matching data across datasets. 

For these exercises, you will need a computer with internet access and Microsoft Excel. The 

methods described are examples only of how to understand the HMDA data and do not describe 

all the ways the data can be used and understood. 

https://www.ffiec.gov/hmda/pdf/2022Guide.pdf
https://files.consumerfinance.gov/f/documents/cfpb_beginners-guide-accessing-using-hmda-data_guide_2022-06.pdf
https://files.consumerfinance.gov/f/documents/cfpb_beginners-guide-accessing-using-hmda-data_guide_2022-06.pdf
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In addition, the CFPB cautions against drawing legal conclusions from a particular analysis 

suggested in this guide. Legal compliance may depend on a variety of factors that may not be 

accounted for in an analysis provided using the methods described here. 

What You Need to Do: 

A new tool for HMDA reporters. You may want to review it. 

FFIEC: Availability of 2021 Data on Mortgage Lending (June 16, 

2022) 

Link 

https://ffiec.cfpb.gov/data-publication/snapshot-national-loan-level-dataset/2021 

Text 

The Federal Financial Institutions Examination Council (FFIEC) announced the availability 

of data on 2021 mortgage lending transactions reported under the Home Mortgage Disclosure Act 

(HMDA) by 4,338 U.S. financial institutions. 

The HMDA data are the most comprehensive publicly available information on mortgage 

market activity. The data are used by industry, consumer groups, regulators, and others to assess 

potential fair lending risks and for other purposes. The data help the public assess how financial 

institutions are serving the housing needs of their local communities and facilitate federal 

financial regulators’ fair lending, consumer compliance, and Community Reinvestment Act 

examinations. 

The Snapshot National Loan-Level Dataset (Snapshot) contains the national HMDA datasets 

as of May 1, 2022. Key observations from the Snapshot include the following: 

• For 2021, the number of reporting institutions declined by about 3.1 percent from 4,475 in 

the previous year to 4,338. 

• The 2021 data include information on 23.3 million home loan applications. Among them, 

21.1 million were closed end and 1.8 million were open-end. Another 350,000 records are 

from financial institutions making use of Economic Growth, Regulatory Relief, and 

Consumer Protection Act’s partial exemptions and did not indicate whether the records 

were closed end or open-end. 

• The share of mortgages originated by non-depository, independent mortgage companies 

has increased and, in 2021, accounted for 63.9 percent of first lien, one- to four-family, site-

built, owner-occupied home-purchase loans, up from 60.7 percent in 2020. 

• In terms of borrower race and ethnicity, the share of closed-end home purchase loans for 

first lien, one- to four-family, site-built, owner-occupied properties made to Black or African 

American borrowers rose from 7.3 percent in 2020 to 7.9 percent in 2021, the share made 

to Hispanic-White borrowers increased slightly from 9.1 percent to 9.2 percent, and those 

https://ffiec.cfpb.gov/data-publication/snapshot-national-loan-level-dataset/2021
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flnks.gd%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDAsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMjA2MTYuNTk1MDI5NTEiLCJ1cmwiOiJodHRwczovL2ZmaWVjLmNmcGIuZ292L2RhdGEtcHVibGljYXRpb24vc25hcHNob3QtbmF0aW9uYWwtbG9hbi1sZXZlbC1kYXRhc2V0In0.hcHMYhkMchnWbAjfgU3b19M6cuLcbhaZpkx2diGX7sA%2Fs%2F709805429%2Fbr%2F133196313633-l&data=05%7C01%7Cdneiss%40younginc.com%7Ce50cee5435774f67a86808da4fc71fef%7C6dc119d899df493494d1e48f315d5b00%7C1%7C0%7C637910013926443413%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=KkkC8tO12bY4pe%2Fsy6OmcsHVpiA0w1d6ONJLH9Fgv8o%3D&reserved=0
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made to Asian borrowers increased from 5.5 percent to 7.1 percent. 

• In 2021, Black or African American and Hispanic-White applicants experienced denial 

rates for first lien, one- to four-family, site-built, owner-occupied conventional, closed-end 

home purchase loans of 15.7 percent and 9.8 percent respectively, while the denial rates 

for Asian and non-Hispanic-White applicants were 7.5 percent and 5.6 percent 

respectively. 

The FFIEC also released several other data products to serve a variety of data users: 

• The HMDA Dynamic National Loan-Level Dataset is updated on a weekly basis to reflect 

late submissions and resubmissions. 

• Aggregate and Disclosure Reports provide summary information on individual financial 

institutions and geographies. 

• The HMDA Data Browser allows users to create custom tables and download datasets that 

can be further analyzed. 

In addition, beginning in late March 2022, the FFIEC made available Loan/Application 

Registers for each HMDA filer of 2021 data, modified to protect borrower privacy. 

What You Need to Do: 

Optional (however, encouraged); use this information to analyze your HMDA data. The 

aforementioned Guide will provide assistance. 

 

https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flnks.gd%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDEsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMjA2MTYuNTk1MDI5NTEiLCJ1cmwiOiJodHRwczovL2ZmaWVjLmNmcGIuZ292L2RhdGEtcHVibGljYXRpb24vZHluYW1pYy1uYXRpb25hbC1sb2FuLWxldmVsLWRhdGFzZXQifQ.V2zylsO4nY-ZUQ-bs7ozOlB21-iSOWhE6lvHLgokPxg%2Fs%2F709805429%2Fbr%2F133196313633-l&data=05%7C01%7Cdneiss%40younginc.com%7Ce50cee5435774f67a86808da4fc71fef%7C6dc119d899df493494d1e48f315d5b00%7C1%7C0%7C637910013926443413%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=mHRt%2FEUMvE03zyt0NEda5IglKg6r94DFu7twEEFCN1Q%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flnks.gd%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDIsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMjA2MTYuNTk1MDI5NTEiLCJ1cmwiOiJodHRwczovL2ZmaWVjLmNmcGIuZ292L2RhdGEtcHVibGljYXRpb24vIn0.V_Vnez3LhxMtstQDyn9Gb0WmzNVNNOiYYv3kquOApl0%2Fs%2F709805429%2Fbr%2F133196313633-l&data=05%7C01%7Cdneiss%40younginc.com%7Ce50cee5435774f67a86808da4fc71fef%7C6dc119d899df493494d1e48f315d5b00%7C1%7C0%7C637910013926443413%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=kYEFKAn08J4DdjiVdYUhOZWh83%2ByYToQoaOMgeIjLgY%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flnks.gd%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDMsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMjA2MTYuNTk1MDI5NTEiLCJ1cmwiOiJodHRwczovL2ZmaWVjLmNmcGIuZ292L2RhdGEtYnJvd3Nlci8ifQ.X_sxCyLrVftcD7u2rXYdWF8xndLzm-UBT6saB1i8mZU%2Fs%2F709805429%2Fbr%2F133196313633-l&data=05%7C01%7Cdneiss%40younginc.com%7Ce50cee5435774f67a86808da4fc71fef%7C6dc119d899df493494d1e48f315d5b00%7C1%7C0%7C637910013926443413%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=hwGtCA%2Fw0ixBC4f5vcLNBTtN0Y0o0pnQ6JjTukqQm6A%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flnks.gd%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDQsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMjA2MTYuNTk1MDI5NTEiLCJ1cmwiOiJodHRwczovL2ZmaWVjLmNmcGIuZ292L2RhdGEtcHVibGljYXRpb24vbW9kaWZpZWQtbGFyLzIwMTkifQ.qJiIb8lD2Z-UBED3qhdDnKM60ELjh4xZDd9XRUZn9HI%2Fs%2F709805429%2Fbr%2F133196313633-l&data=05%7C01%7Cdneiss%40younginc.com%7Ce50cee5435774f67a86808da4fc71fef%7C6dc119d899df493494d1e48f315d5b00%7C1%7C0%7C637910013926443413%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=XoucRX%2BIzWhcBfvrbFb7HZzitZwvz91K48OyVJApXwQ%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flnks.gd%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDQsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMjA2MTYuNTk1MDI5NTEiLCJ1cmwiOiJodHRwczovL2ZmaWVjLmNmcGIuZ292L2RhdGEtcHVibGljYXRpb24vbW9kaWZpZWQtbGFyLzIwMTkifQ.qJiIb8lD2Z-UBED3qhdDnKM60ELjh4xZDd9XRUZn9HI%2Fs%2F709805429%2Fbr%2F133196313633-l&data=05%7C01%7Cdneiss%40younginc.com%7Ce50cee5435774f67a86808da4fc71fef%7C6dc119d899df493494d1e48f315d5b00%7C1%7C0%7C637910013926443413%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=XoucRX%2BIzWhcBfvrbFb7HZzitZwvz91K48OyVJApXwQ%3D&reserved=0
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Section 2: Equal Credit Opportunity Act 

CFPB: Spanish Translation of Certain Sample Forms in Appendix C 

(April 29, 2022) 

Link 

https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-

requirements/equal-credit-opportunity-act/model-credit-application-and-sample-notification-

forms/ 

Text 

The CFPB released Spanish translations for certain adverse action model and sample notices 

included in Regulation B. 

• C-1: Notice of Action Taken and Statement of Reasons – Adverse Action based on 

outside source other than CRA 

• C-2: Notice of Action Taken and Statement of Reasons 

• C-3: Notice of Action Taken – Credit Score 

• C-4: Notice of Action Taken – Counteroffer 

• C-5: Disclosure of Right to Request Specific Reason for Credit Denial 

• C-6: Notice of Incomplete Application 

• C-7: Notice of Action Taken – Business Credit 

• C-8: Disclosure of Right to Request Specific Reason for Credit Denial – Business 

Credit 

This release is part of the CFPB’s ongoing emphasis on ensuring fair access to competitive and 

transparent markets for all consumers, including those with limited English proficiency. 

The CFPB is also taking this opportunity to remind financial institutions of their obligation to 

serve the communities where they do business, including communities with limited English 

proficiency – as well as to encourage them to use the translations as they work with Spanish-

speakers in their community. 

What You Need to Do: 

Review and implement as appropriate. A great deal will depend upon the ethnic (language) 

makeup of your communities, and your software company’s response to these new notices. 

  

https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/equal-credit-opportunity-act/model-credit-application-and-sample-notification-forms/
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/equal-credit-opportunity-act/model-credit-application-and-sample-notification-forms/
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/equal-credit-opportunity-act/model-credit-application-and-sample-notification-forms/
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CFPB: Advisory Opinion on Coverage of Fair Lending Laws (May 9, 

2022) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_revoking-terms-of-existing-credit-

arrangement_advisory-opinion_2022-05.pdf 

Text 

The Consumer Financial Protection Bureau (CFPB) published an advisory opinion to affirm 

that the Equal Credit Opportunity Act (ECOA), a landmark federal civil rights law protecting 

individuals and businesses against discrimination in accessing and using credit, bars lenders from 

discriminating against customers after they have received a loan, not just during the application 

process. 

Summary 

The Consumer Financial Protection Bureau (Bureau) issued this advisory opinion to affirm 

that the Equal Credit Opportunity Act and Regulation B protect not only those actively seeking 

credit but also those who sought and have received credit.  

Dates 

This advisory opinion is applicable on May 18, 2022. 

Background 

The Bureau issued this advisory opinion to affirm that the Equal Credit Opportunity Act 

(ECOA) and Regulation B protect both those actively seeking credit and those who sought and 

have received credit. ECOA is a landmark civil rights law that protects individuals and businesses 

against discrimination in accessing and using credit—“a virtual necessity of life” for most people. 

Congress enacted ECOA in 1974, initially to address “widespread discrimination . . . in the 

granting of credit to women.” Accordingly, ECOA made it unlawful for “any creditor to 

discriminate against any applicant on the basis of sex or marital status with respect to any aspect 

of a credit transaction.” From the beginning, this prohibition has protected both those actively 

seeking credit and those who sought and have received credit.  

Then as now, ECOA defined “applicant” to mean “any person who applies to a creditor directly 

for an extension, renewal, or continuation of credit, or applies to a creditor indirectly by use of an 

existing credit plan for an amount exceeding a previously established credit limit.” The drafters 

of these provisions emphasized that ECOA’s prohibition on discrimination “applies to all credit 

transactions including the approval, denial, renewal, continuation, or revocation of any open-end 

consumer credit account.” Among other examples of the sort of discrimination against “applicants” 

that ECOA would bar, its drafters cited a scenario in which a lender required a “newly married 

woman whose creditworthiness has otherwise remained the same” to reapply for her existing 

credit arrangement as a new applicant. The Act also created a private right of action under which 

https://files.consumerfinance.gov/f/documents/cfpb_revoking-terms-of-existing-credit-arrangement_advisory-opinion_2022-05.pdf
https://files.consumerfinance.gov/f/documents/cfpb_revoking-terms-of-existing-credit-arrangement_advisory-opinion_2022-05.pdf
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aggrieved “applicant(s)” can hold liable a creditor that fails to comply with “any requirement 

imposed under ECOA.” And it provided that this private right of action extends to violations of 

any requirement imposed under ECOA’s implementing regulations.  

Congress originally tasked the Board of Governors of the Federal Reserve System (Board) with 

prescribing those regulations. The Board issued those rules, known as Regulation B, the year after 

ECOA was enacted and several days before the Act took effect. From the beginning, Regulation B 

made clear that the new law’s protections against credit discrimination cover both those currently 

applying to receive credit and those who have already received it. It did so by defining “applicant” 

to expressly include not only “any person who applies to a creditor directly for an extension, 

renewal or continuation of credit” but also, “with respect to any creditor any person to whom credit 

is or has been extended by that creditor.” In explaining this provision, the Board noted that 

ECOA’s express terms and its legislative history “demonstrate that Congress intended to reach 

discrimination ‘in any aspect of a credit transaction.’”  

Two years after enacting ECOA, Congress significantly broadened the Act to prohibit 

discrimination on bases in addition to sex and marital status. These bases now generally include 

“race, color, religion, national origin, sex or marital status, or age” as well as the receipt of public-

assistance income. In what the Senate drafters called “one of the amendments’ most important 

provisions,” the amendments also provided that “each applicant against whom adverse action is 

taken shall be entitled to a statement of reasons for such action from the creditor.” The 

amendments defined “adverse action” as “a denial or revocation of credit, a change in the terms of 

an existing credit arrangement, or a refusal to grant credit in substantially the amount or on 

substantially the terms requested.” Thus, since 1976, ECOA has provided that “applicants” are 

entitled to an explanation when the terms of an existing credit arrangement are altered or the 

credit cancelled outright, among other circumstances.  

ECOA’s notice requirements “were designed to fulfill the twin goals of consumer protection 

and education.” In terms of consumer protection, “the notice requirement is intended to prevent 

discrimination ex ante because ‘if creditors know they must explain their decisions they will 

effectively be discouraged’ from discriminatory practices.” The notice requirement “fulfills a 

broader need” as well by educating consumers about the reasons for the creditor’s action. As a 

result of being informed of the specific reasons for the adverse action, consumers can take steps 

to try to improve their credit status or, in cases “where the creditor may have acted on 

misinformation or inadequate information to rectify the mistake. 

Following the ECOA Amendments of 1976, the Board amended Regulation B, including by 

adding new provisions to implement ECOA’s notice requirement. The amended rule defined 

“adverse action” to include “a termination of an account or an unfavorable change in the terms of 

an account that does not affect all or substantially all of a class of the creditor’s accounts.” And it 

required that adverse action notices give a “statement of reasons” for the action that is “specific” 

and “indicates the principal reason(s) for the adverse action.”  

Finally, the Board made a “minor editorial change” to Regulation B’s definition of “applicant” 

in order to “express more succinctly the fact that the term includes both a person who requests 

credit and a debtor,” a debtor being one who has already requested and received credit. Whereas 

Regulation B originally defined “applicant” to include one who “applies to a creditor directly for 

an extension, renewal or continuation of credit” as well as, “with respect to any creditor any person 

to whom credit is or has been extended by that creditor,” the revised definition simply stated that 

“applicant” includes “any person who requests or who has received an extension of credit from a 

creditor.” Although the Board revised other parts of the definition over the years, it never departed 

from the bedrock understanding of the term “applicant” as including any person “who has 
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received” an extension of credit.  

The Dodd-Frank Wall Street Reform and Consumer Protection Act, enacted in 2010, revoked 

primary rulemaking responsibility under ECOA from the Board and transferred it to the newly 

created Bureau. Shortly thereafter, the Bureau republished the Board’s ECOA regulations, 

including the definition of “applicant,” without material change. In addition, the Bureau’s 

Supervision and Examination Manual makes clear that creditors subject to the Bureau’s 

supervisory jurisdiction must comply with ECOA and Regulation B’s requirements with respect 

to existing accounts. For instance, the Examination Manual explains that “notification of adverse 

action taken on an existing account must also be made within 30 days.”  

Coverage 

This advisory opinion applies to all “creditors” as defined in section 702 of ECOA. As used in 

this advisory opinion, “existing account holder” refers to an applicant who has applied for and 

received an extension of credit. “Existing account” or “existing credit arrangement” refers to an 

extension of credit previously made by a creditor other than an extension of credit that is closed 

or inactive. This advisory opinion has no application to any other circumstance and does not offer 

a legal interpretation of any other provisions of law.  

Legal Analysis 

ECOA and Regulation B plainly protect applicants who have received credit and are existing 

account holders, not just those in the process of applying for credit. This has been the longstanding 

position of the Bureau, and the view of federal agencies prior to the Bureau’s creation. Despite 

this well-established interpretation, the Bureau is aware that some creditors fail to acknowledge 

that ECOA and Regulation B plainly apply to circumstances that take place after an extension of 

credit has been granted, including a revocation of credit or an unfavorable change in the terms of 

a credit arrangement. In addition, the Bureau is aware that some creditors fail to provide 

applicants with required notifications that include a statement of the specific reasons for the 

adverse action taken or disclose an applicant’s right to such a statement. But ECOA’s text, history, 

purpose, and judicial interpretation all point the same way: As used in ECOA, the term “applicant” 

includes persons who applied for and have received credit. Any uncertainty about ECOA’s 

protections for existing borrowers is dispelled by Regulation B.  

Statutory Text 

“It is a fundamental canon of statutory construction that the words of a statute must be read 

in their context and with a view to their place in the overall statutory scheme.” Reading together 

the relevant provisions of ECOA makes clear that the term “applicant” is not limited to those who 

are in the process of applying for credit. The Supreme Court’s analysis in Robinson v. Shell Oil 

Co. is instructive. In that case, the Court held that the term “employees” in Section 704(a) of Title 

VII includes those who were former employees when the discrimination occurred. 

Writing for a unanimous Court, Justice Thomas explained that although “at first blush, the 

term ‘employees’ would seem to refer to those having an existing employment relationship with 

the employer in question,” that “initial impression . . . does not withstand scrutiny in the context 

of § 704(a).” 

For one thing, the Court observed, there is “no temporal qualifier in the statute such as would 

make plain that § 704(a) protects only persons still employed at the time of the retaliation.” The 
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same reasoning applies to the term “applicant” in ECOA, which is not expressly limited to those 

currently in the process of seeking credit. The Court further noted that “a number of other 

provisions in Title VII use the term ‘employees’ to mean something more inclusive or different 

than ‘current employees.’” The same reasoning applies to the term “applicant” used in ECOA.  

Reading ECOA’s definition of “applicant” alongside the Act’s other provisions makes clear that 

the term includes applicants who have received credit and become existing borrowers. For 

example, ECOA’s core anti-discrimination provision protects “applicants” from discrimination 

“with respect to any aspect of a credit transaction”—not just during the application process itself. 

The phrase “any aspect of a credit transaction” is most naturally read to include both the initial 

formation of a credit agreement as well as the performance of that agreement. Consistent with 

this ordinary meaning, Regulation B has always defined the term “credit transaction” to 

encompass “every aspect of an applicant’s dealings with a creditor,” including elements of the 

transaction that take place after credit has been extended. The expansive language of this 

provision shows an intent to sweep broadly, beyond just the initial process of requesting credit, to 

bar discrimination in all parts of a credit arrangement. Indeed, the main Senate report 

accompanying ECOA specifically noted that “the prohibition applies to all credit transactions 

including . . . revocation of any open-end consumer credit account.”  

Similarly, ECOA’s disclosure provision requires that creditors give a statement of reasons to 

“each applicant” against whom they take “adverse action.” ECOA defines “adverse action” to 

include a “revocation of credit” as well as a “change in the terms of an existing credit 

arrangement.” These are actions that can be taken only with respect to persons who have already 

received credit.  

ECOA’s private right of action points in the same direction. It allows an aggrieved “applicant” 

to bring suit against creditors who fail to comply with ECOA or Regulation B. These references to 

“applicants” cannot be understood to refer only to those with pending credit applications. 

Otherwise, a person whose application was denied on a prohibited basis would have no recourse 

under ECOA’s private right of action, which Congress intended would be the Act’s “chief 

enforcement tool.” Instead, these references further confirm that the term “applicant” is not 

limited to those currently applying for credit. 

Legislative History 

[Omitted.] 

Statutory Purpose 

Reading “applicant” to protect individuals and businesses from discrimination both during the 

process of requesting credit and once credit has been extended furthers ECOA’s purpose. It 

prevents a creditor from canceling an existing account because of a borrower’s race. It bars a 

creditor from unfavorably modifying the terms of an existing account—perhaps by lowering the 

amount available on a line of credit—because of a borrower’s national origin. It stops a creditor 

from requiring women with existing accounts to reapply for their credit upon getting married. And 

it ensures that a creditor would be required to provide a statement of reasons to the applicant in 

any of these situations. This is the most plausible interpretation of ECOA.  

Finally, reading “applicant” in this way - i.e., ECOA protects applicants from discrimination 

both during the process of requesting credit and once credit has been extended— precludes obvious 

paths to evasion. A creditor that wished to deny credit applications on a prohibited basis, or to 
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offer credit on inferior terms for the same prohibited reason, cannot do so by simply extending 

credit on the terms requested and later revoking or amending the terms of the credit arrangement. 

Nor can a creditor use similar means to avoid ever having to explain to an applicant the reasons 

for an adverse action. This interpretation of ECOA, therefore, forecloses a potential loophole that 

could effectively swallow much of the Act. Such a loophole would be plainly inconsistent with 

ECOA.  

Judicial Precedent 

Those courts that have properly read the term “applicant” in its statutory context, including 

the only court of appeals to have addressed the issue, have agreed that the statute protects 

existing borrowers. In Kinnell v. Convenient Loan Co., the Tenth Circuit considered a claim that 

a creditor discriminated in violation of ECOA when it refused to accept a late payment on an 

existing loan and instead accelerated the remaining balance due. The court rejected the argument 

that the plaintiff was not an “applicant” under ECOA because he was no longer actively seeking 

credit. ECOA, the court explained, prohibits discrimination “with respect to any aspect of a credit 

transaction,” and was meant “to protect people from the ‘denial or termination of credit’” on a 

prohibited basis. The lender’s reading of “applicant” would mean that “any sua sponte action on 

the part of the creditor would not be actionable. Such an interpretation improperly narrows the 

scope of the ECOA.” The court noted that its reading of “applicant” was directly supported by 

Regulation B. 

At least one district court has reached the same conclusion. In Powell v. Pentagon Fed. Credit 

Union, the court held that the plaintiff, who alleged that his existing credit plan was terminated 

on a prohibited basis, was an “applicant” under ECOA. The court relied on ECOA’s requirement 

that “applicants” receive notice when their credit is revoked and on the longstanding definition in 

Regulation B. The court observed that the contrary interpretation would be wholly at odds with 

ECOA’s purposes because it “would preclude a plaintiff with an existing account from bringing a 

claim for the discriminatory revocation of that account.” The court found nothing to “suggest that 

Congress’ intent to discourage discrimination against applicants somehow ceases when the 

alleged discrimination is against existing credit customers.”  

The Bureau acknowledges that a few other district court decisions have interpreted “applicant” 

to include only persons actively seeking credit, but the Bureau does not believe this interpretation 

is persuasive. No court of appeals has endorsed these district courts’ narrow reading. These 

district court decisions read “applicant” in isolation instead of reading this statutory term in 

context, as required by the Supreme Court. For example, these decisions did not attempt to square 

their interpretation with ECOA’s requirement that “applicants” receive an explanation when their 

existing credit is terminated or modified. Nor did they grapple with the clear loophole their 

interpretation would create or the degree to which it would frustrate the Act’s remedial purposes.  

Regulation B 

Regulation B has always defined the term “applicant” to include those who applied for and 

have received credit. Other provisions reflect the same interpretation. Neither the Board nor the 

Bureau has ever amended the rule to reflect a contrary understanding of the term.  

As described above, the best interpretation of ECOA is that the term “applicant” includes 

existing borrowers. It was thus reasonable for the Board and then the Bureau to adopt that 

interpretation in Regulation B. Adopting the contrary reading would have led to the serious 

textual inconsistencies described above and run directly contrary to the statute’s purposes. 
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Regulation B’s definition avoids those difficulties and, in the process, serves to “carry out” and 

“effectuate” the purposes of ECOA. And because the contrary interpretation would open a glaring 

loophole in ECOA, Regulation B’s definition is “necessary or proper . . . to prevent circumvention 

or evasion” of the Act.  

Notably, Regulation B has expressly included existing borrowers as applicants since the rule 

was first promulgated through notice-and-comment rulemaking in 1975. Indeed, the 

interpretation of “applicant” discussed here has been confirmed by numerous federal agencies for 

decades. For example, nine separate agencies or offices, including the Department of Justice, 

Federal Trade Commission, and the Board, previously published a statement confirming their 

view that ECOA prohibits discrimination in the treatment of existing borrowers, such as by 

“treating a borrower differently in servicing a loan or invoking default remedies” or “using 

different standards for pooling or packaging a loan in the secondary market.” The same view is 

reflected in the manual used by the Federal Deposit Insurance Corporation, Office of the 

Comptroller of the Currency, and other financial regulators to conduct examinations of financial 

institutions for compliance with fair lending laws. The Bureau has consistently taken the same 

view of “applicant,” including by reissuing the Board’s original definition; issuing guidance that 

Regulation B “covers creditor activities before, during, and after the extension of credit;” and 

taking enforcement action to address violations of ECOA against existing borrowers. In short, the 

Bureau’s interpretation is longstanding and well established. 

What You Need to Do: 

Review and train others as appropriate. While not new material, it is important that your staff is 

aware of the breadth and depth of the law and regulation. 
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Section 3: Servicemembers Civil Relief Act 

HUD: Form HUD-92070 SCRA Notice Disclosure (May 3, 2022) 

Link 

https://www.hud.gov/sites/dfiles/OCHCO/documents/92070.pdf 

Text 

The expiration date of form HUD-92070 has been updated to 11/30/2024. 

What You Need to Do: 

Replace form HUD-92070 with new form that now expires 11/30/2024. No other changes were 

made to the form. 

 

https://www.hud.gov/sites/dfiles/OCHCO/documents/92070.pdf
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Section 4: Fair Debt Collection Practices Act 

CFPB: Advisory Opinion – Pay-to-Pay Fees (June 29, 2022) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_convenience-fees_advisory-opinion_2022-

06.pdf 

Text 

The Consumer Financial Protection Bureau (CFPB) issued an advisory opinion affirming that 

federal law often prohibits debt collectors from charging “pay-to-pay” fees. These charges, 

commonly described by debt collectors as “convenience fees,” are imposed on consumers who want 

to make a payment in a particular way, such as online or by phone. 

The advisory opinion interprets the language in Section 808 of the Fair Debt Collection 

Practices Act (FDCPA), which prohibits debt collectors from collecting any amount that is not 

expressly authorized by the underlying agreement or permitted by law. The FDCPA was passed 

in 1977 in response to widespread abuses in the debt collection industry, which Congress 

acknowledged was not subject to appropriate regulation under existing laws at the time. In 2010, 

the Consumer Financial Protection Act transferred primary responsibility for the FDCPA, 

including issuing regulations and ensuring compliance, to the CFPB. 

The advisory opinion covers the following on debt collection practices: 

▪ Identifies scope of illegal fees: The collection of any fee is prohibited unless the fee 

amount is in the consumer’s contract or affirmatively permitted by law. 

▪ Affirms that silence in the law is not an authorization: A debt collector may only 

collect a fee when it is authorized by the agreement creating the debt or is “permitted by 

law.” Where no law expressly authorizes a fee, it is not “permitted by law,” even if no law 

expressly prohibits it. 

▪ Clarifies role of payment processors: Debt collectors violate the FDCPA when using 

payment processors who charge unauthorized fees at a minimum if the debt collector 

receives a kickback from the payment processor. 

This advisory opinion is effective on July 5, 2022. 

 

  

https://files.consumerfinance.gov/f/documents/cfpb_convenience-fees_advisory-opinion_2022-06.pdf
https://files.consumerfinance.gov/f/documents/cfpb_convenience-fees_advisory-opinion_2022-06.pdf
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Advisory Opinion 

Background 

Congress enacted the FDCPA in 1977 to “eliminate abusive debt collection practices by debt 

collectors, to insure that those debt collectors who refrain from using abusive debt collection 

practices are not competitively disadvantaged, and to promote consistent State action to protect 

consumers against debt collection abuses.” The statute was a response to “abundant evidence of 

the use of abusive, deceptive, and unfair debt collection practices by many debt collectors,” which 

Congress attributed to the “inadequacy” of “existing laws and procedures,” including State laws. 

To remedy this, the FDCPA imposes various requirements and restrictions on debt collectors’ debt 

collection activity. Relevant here is section 808, which provides that a “debt collector may not use 

unfair or unconscionable means to collect or attempt to collect any debt.” Section 808 then states 

that “without limiting the general application of the foregoing, the following conduct is a violation 

of this section” and enumerates eight specifically prohibited practices, including the “collection of 

any amount (including any interest, fee, charge, or expense incidental to the principal obligation) 

unless such amount is expressly authorized by the agreement creating the debt or permitted by 

law.” 

At the time of the FDCPA’s enactment, the Federal Trade Commission (FTC) was the agency 

that administered, and had primary responsibility for enforcing, the FDCPA. Then, in 2010, 

Congress passed the Dodd-Frank Wall Street Reform and Consumer Protection Act, which created 

the CFPB and granted it authority to administer, implement, and enforce the FDCPA. Congress 

also provided the CFPB authority to prescribe rules under the FDCPA. Pursuant to that authority, 

in 2020, the CFPB issued Regulation F, which implements the FDCPA, to prescribe rules 

governing the activities of debt collectors. The CFPB implemented FDCPA section 808(1) at 12 

CFR 1006.22(b) by “generally mirroring the statute, with minor wording and organizational 

changes for clarity.” In particular, the CFPB stated that the “term ‘any amount’ includes any 

interest, fee, charge, or expense incidental to the principal obligation.” 

In 2013, the CFPB launched its supervisory program over certain larger participants in the 

consumer debt collection market. Through these examinations, the CFPB ascertains compliance 

with the FDCPA, and now Regulation F, as well as other Federal consumer financial laws. The 

CFPB also periodically publishes Supervisory Highlights with anonymized findings and analysis 

from these supervisory examinations, as well as compliance bulletins to provide entities with 

guidance on complying with certain legal requirements. 

For example, in 2017, the CFPB issued a compliance bulletin (Bulletin) that “provides 

guidance to debt collectors about compliance with the FDCPA when assessing phone pay fees,” a 

type of pay-to-pay fee. The Bulletin summarizes CFPB staff’s conclusion that, under section 

808(1), debt collectors may collect such pay-to-pay fees only if the underlying contract or state law 

expressly authorizes those fees. In particular, the Bulletin states that in at least one supervisory 

exam, CFPB examiners found that a debt collector “violated section 808(1) when they charged fees 

for taking mortgage payments over the phone” where the underlying contracts creating the debt 

did not expressly authorize collecting such fees and where the relevant State law did not 

“expressly permit collecting such fees.” 

Coverage 

This advisory opinion applies to debt collectors as defined in section 803(6) of the FDCPA and 

implemented in Regulation F, 12 CFR 1006.2(i). As used in this advisory opinion, pay-to-pay 

fees—sometimes called convenience fees—refers to fees incurred by consumers to make debt 
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collection payments through a particular channel, such as over the telephone or online. 

Legal Analysis 

1. Any Amount 

Section 808(1) of the FDCPA prohibits debt collectors, in relevant part, from “collecting any 

amount (including any interest, fee, charge, or expense incidental to the principal obligation).” As 

the Supreme Court has explained, the “word ‘any’ has an expansive meaning, that is, ‘one or some 

indiscriminately of whatever kind.’” In addition, under its ordinary meaning, the term “including” 

typically indicates a partial list. The CFPB interprets 

the words “any” and “including” as used in section 808(1) consistent with their ordinary 

meanings. Accordingly, the CFPB clarifies that FDCPA section 808(1) and Regulation F, 12 CFR 

1006.22(b), apply to any amount collected by a debt collector in connection with the collection of a 

debt, including, but not limited to, any interest, fee, charge, or expense that is incidental to the 

principal obligation. 

Consistent with this interpretation, the CFPB further clarifies that pay-to-pay fees charged to 

consumers for accepting a consumer’s payment on a debt through a particular payment channel 

are an “amount” within the meaning of FDCPA section 808(1) and Regulation F, 12 CFR 

1006.22(b). The CFPB acknowledges that some courts have held otherwise, finding that pay-to-

pay fees do not violate FDCPA section 808(1) because such fees are not “incidental to the principal 

obligation.” But, as explained, the CFPB interprets section 808(1) to apply to “any amount,” even 

if such amount is not “incidental to” the principal obligation. 

2. Permitted by Law 

Section 808(1) of the FDCPA prohibits, in relevant part, the collection of any amount “unless 

such amount is expressly authorized by the agreement creating the debt or permitted by law.” The 

word “permit” is susceptible to multiple meanings, but it tends to refer to “affirmative 

authorization,” and the CFPB reads section 808(1) to use the word in that sense. Dictionaries 

provide that “permit” can mean either “to consent to expressly or formally,” suggesting affirmative 

authorization, or to “allow” or “to acquiesce, by failure to prevent,” suggesting that the lack of a 

prohibition is sufficient. However, “allow and permit have an important connotative difference. 

Allow . . . suggests merely the absence of opposition, or refraining from a proscription. In contrast, 

permit suggests affirmative sanction or approval.” Use of the word “permit,” rather than “allow,” 

therefore suggests that affirmative authorization, rather than a mere lack of a prohibition, is 

required. Furthermore, as the Supreme Court has instructed, “words of a statute must be read in 

their context,” and here, “permit” is used not in isolation but as part of the phrase “permitted by 

law.” While in some contexts one may “permit” something by failing to prevent it, it is far less 

natural to understand “permitted by law” to mean “permitted by the absence of any law 

prohibiting it.” 

The CFPB therefore interprets FDCPA section 808(1) to prohibit a debt collector from 

collecting any amount unless such amount either is expressly authorized by the agreement 

creating the debt (and is not prohibited by law) or is expressly permitted by law. That is, the CFPB 

interprets FDCPA section 808(1) to permit collection of an amount only if: (1) the agreement 

creating the debt expressly permits the charge and some law does not prohibit it; or (2) some law 

expressly permits the charge, even if the agreement creating the debt is silent. The CFPB’s 

interpretation of the phrase “permitted by law” applies to any “amount” covered under section 
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808(1), including pay-to-pay fees. 

Under the CFPB’s interpretation, an amount is impermissible if both the agreement creating 

the debt and other law are silent. For example, under the CFPB’s interpretation, amounts, 

including pay-to-pay fees, that are neither expressly authorized by the agreement creating the 

debt nor expressly authorized by law are impermissible under FDCPA section 808(1) and 

Regulation F, 12 CFR 1006.22(b), even if such amounts are the subject of a separate, valid 

agreement under State contract law. Although some courts have adopted this “separate 

agreement” interpretation to permit debt collectors to collect, for example, certain pay-to-pay fees, 

the CFPB declines to do so. Such a reading would render the part of section 808(1) that refers to 

amounts “expressly authorized by the agreement creating the debt” superfluous because a lawful 

agreement creating the debt is, by definition, an agreement valid under State contract law. In 

addition, the separate agreement interpretation ignores section 808(1)’s focus on the “amount” 

being “expressly authorized by the agreement creating the debt” or “permitted by law.” Under 

section 808(1), it is not enough for the agreement to be “permitted by law”; rather, the “amount” 

itself must be. Contract law standing alone does not provide for the collection of any specific 

amounts—and no principle of contract law says debt collectors may collect pay-to-pay fees. Thus, 

while it may have been permissible under contract law for a debt collector to enter into separate 

agreements with consumers, contract law does not permit the “amount” at issue, i.e., the pay-to-

pay fees. 

The CFPB’s interpretation of “permitted by law” in FDCPA section 808(1) is consistent with 

the previous interpretation in a CFPB compliance bulletin as discussed in part I.A., as well as 

with the prior interpretation of FTC staff and the holdings of the majority of courts to address the 

issue. In particular, in 1988, FTC staff issued Commentary that set forth “staff interpretations” 

of the FDCPA. As relevant here, FTC staff stated that, under section 808(1), a “debt collector may 

attempt to collect a fee or charge in addition to the debt if the contract creating the debt is silent, 

but the charge is otherwise expressly permitted by state law.” Conversely, FTC staff stated that 

“a debt collector may not collect an additional amount if the contract does not provide for collection 

of the amount and state law is silent.” 

The CFPB’s interpretation is also consistent with the FDCPA’s statutory purposes. As noted 

in part I.A, Congress passed the FDCPA because it found that existing laws and procedures, 

including at the state level, were inadequate to protect consumers. Given this concern, it would 

be particularly unnatural to understand “permitted by law” to mean “permitted because no law 

prohibits it.” Accordingly, the CFPB interprets FDCPA section 808(1) and Regulation F, 12 CFR 

1006.22(b), to prohibit debt collectors from collecting any amount, including any pay-to-pay fee, 

not expressly authorized in the agreement creating the debt unless there is some law that 

affirmatively authorizes the collection of that amount. 

3. Payment Processors 

Debt collectors may violate FDCPA section 808(1) and Regulation F, 12 CFR 1006.22(b), when 

using payment processors who charge consumers pay-to-pay fees. For instance, a debt collector 

collects an amount under section 808(1) at a minimum when a third-party payment processor 

collects a pay-to-pay fee from a consumer and remits to the debt collector any amount in 

connection with that fee, whether in installments or in a lump sum. 

What You Need to Do: 

Review and train others as appropriate. This may have little or no impact on your operations. 
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Depository Issues 
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Section 1: Electronic Fund Transfers Act 

CFPB: Spanish Translation of Prepaid Model Forms (April 29, 2022) 

Link 

https://www.consumerfinance.gov/compliance/compliance-resources/consumer-cards-

resources/prepaid-cards/prepaid-model-forms-samples/ 

Text 

The CFPB has released Spanish translations for certain model and sample forms included in 

the Prepaid Rule in Regulation E. 

• Model Form A-10(a): Short Form Disclosures for Government Benefit Accounts 

• Model Form A-10(b): Short Form Disclosures for Payroll Card Accounts 

• Model Form A-10(c): Short Form Disclosures for Prepaid Accounts, Example 1 

• Model Form A-10(d): Short Form Disclosures for Prepaid Accounts, Example 2 

• Model Form A-10(e): Short Form Disclosures for Prepaid Accounts with Multiple Service 

Plans 

• Sample Form A-10(f): Long Form Disclosures for Prepaid Accounts 

This release is part of the CFPB’s ongoing emphasis on ensuring fair access to competitive and 

transparent markets for all consumers, including those with limited English proficiency. 

The CFPB is also taking this opportunity to remind financial institutions of their obligation to 

serve the communities where they do business, including communities with limited English 

proficiency – as well as to encourage them to use the translations as they work with Spanish-

speakers in their community. 

What You Need to Do: 

Review and implement as appropriate, based on the products you offer. Once again, your need for 

these forms will be based on the communities in which you operate, and the implementation speed 

of your software company.  

 

https://www.consumerfinance.gov/compliance/compliance-resources/consumer-cards-resources/prepaid-cards/prepaid-model-forms-samples/
https://www.consumerfinance.gov/compliance/compliance-resources/consumer-cards-resources/prepaid-cards/prepaid-model-forms-samples/
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Section 2: FDIC Deposit Insurance Rules 

FDIC: Final Rule Relating to False Advertising, Misrepresentations 

About Insured Status, and Misuse of the FDIC’s Name or Logo (May 

17, 2022) 

Link 

https://www.fdic.gov/news/board-matters/2022/2022-05-17-notice-dis-a-fr.pdf 

Text 

Summary 

The Federal Deposit Insurance Corporation has adopted a final rule to implement section 

18(a)(4) of the Federal Deposit Insurance Act. The final rule establishes the process by which the 

Federal Deposit Insurance Corporation will identify and investigate conduct that may violate 

section 18(a)(4) of the Federal Deposit Insurance Act, the standards under which such conduct 

will be evaluated, and the procedures which the Federal Deposit Insurance Corporation will follow 

when formally and informally enforcing the provisions of section 18(a)(4) of the Federal Deposit 

Insurance Act. 

Dates 

The rule is effective on July 5, 2022. 

Background 

The FDIC has steadfastly and proactively sought to protect consumers by limiting the use of 

the FDIC’s name, seal, and logo to insured depository institutions (IDIs) and preventing false and 

misleading representations about the manner and extent of FDIC deposit insurance (deposit 

insurance). Section 18(a)(4) of the Federal Deposit Insurance Act, 12 U.S.C. 1828(a)(4) (Section 

18(a)(4)), prohibits any person from engaging in false advertising by misusing the name or logo of 

the FDIC or from making knowing misrepresentations about the existence of or the extent or 

manner of deposit insurance. Section 18(a)(4) provides the FDIC independent authority to 

investigate and take administrative enforcement actions, including the power to issue cease and 

desist orders and impose civil money penalties, against any person who misuses the FDIC name 

or logo or makes misrepresentations about deposit insurance. 

Although the FDIC has broad statutory authority in this area, the FDIC has never issued 

specific regulations regarding false representations related to deposit insurance or the misuse of 

the FDIC’s name or logo. Recently, the FDIC has observed an increasing number of instances 

where financial service providers or other entities or individuals have misused the FDIC’s name 

or logo or have made false or misleading representations about deposit insurance. Therefore, the 

https://www.fdic.gov/news/board-matters/2022/2022-05-17-notice-dis-a-fr.pdf
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FDIC adopts the following rule, which provides certain procedures the FDIC will follow for 

identifying, investigating, and taking formal and informal action to address potential violations 

of Section 18(a)(4). The rule also provides for an established point-of-contact responsible for 

receiving complaints about potential violations of Section 18(a)(4) and responding to inquiries 

about deposit insurance coverage representations. 

Requests for Information, the Proposed Rule, and Comments Received 

[Omitted.] 

The Final Rule 

For the reasons stated above, the final rule adopts the proposed rule with certain limited 

changes. The FDIC is amending section 328.101 to add a definition for the terms, “Consumer,” to 

identify those intended to be protected under the regulation. The FDIC is also amending section 

328.102(b)(3)(ii), adding a new section 328.102(b)(5), and redesignating section 328.102(b)(5) as 

328.102(b)(6) in order to clarify how marketing related to deposit networks can comply with the 

regulation. 

Additionally, the FDIC is adding a new section 328.109 to make clear that, in accordance with 

the plain language of Section 18(a), the existence of the FDIC’s authority to pursue enforcement 

actions under this subpart does not impact the authority of any other state or federal agency or 

individual to pursue any other action authorized by any law. The FDIC is also making a minor, 

technical amendment to section 328.107 to provide clarity regarding the General Counsel’s 

delegated authority to initiate and prosecute formal enforcement actions under the final rule. 

Finally, the FDIC is redesignating the existing regulations in part 328 as subpart A to part 

328, entitled “Advertisement of Membership,” and is establishing a new subpart B to part 328, 

entitled “False Advertising, Misrepresentation of Insured Status, and Misuse of the FDIC’s Name 

or Logo” containing the new regulations described herein. Finally, the FDIC is making technical 

amendments to section 328.3, limiting the applicability of definitions in that section to subpart A 

of part 328, and not to part 328, generally. 

Expected Effects 

The final rule will primarily affect non-bank entities and individuals who are potentially 

misusing the FDIC’s name or logo or are making misrepresentations about deposit insurance. The 

FDIC currently insures 4,960 depository institutions that could also be affected; however, in 

practice, the final rule will primarily affect non-bank entities and private individuals. Since the 

adoption of Section 18(a)(4) in 2008, the FDIC has issued only one formal enforcement order 

against a non-bank entity for misuse of the FDIC’s name or logo or for misrepresentations or false 

advertising in relation to deposit insurance. However, between January 1, 2019, and December 

31, 2020, the FDIC reached informal resolutions regarding the potential misuse of the FDIC’s 

name or logo and/or misrepresentations relation to deposit insurance in at least 165 instances. 

Based on this experience, the FDIC estimates that the final rule will apply to relatively few formal 

enforcement actions and conservatively estimates that it will affect fewer than 165 informal 

resolutions with non-bank entities and individuals each year. 

As discussed previously, the final rule will clarify the FDIC’s procedures for evaluating 

potential violations of Section 18(a)(4). The final rule will generally be consistent with existing 

practices used by the FDIC with respect to these matters. Further the rule will not affect the 
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application of related criminal prohibitions under 18 U.S.C. § 709. Therefore, the FDIC believes 

that the final rule is unlikely to have any significant effect on formal and informal enforcement of 

the Section 18(a)(4) prohibitions. 

The final rule could pose some indirect disclosure costs on non-depository entities. The rule’s 

description of “material omission” provides that a statement that a product is insured or 

guaranteed by the FDIC violates the rule if non-depository entities who make representations 

about deposit insurance fail to directly or indirectly identify the IDIs into which consumers’ 

deposits may be placed. As described above, a non-bank entity may comply with this provision by 

publicly disclosing the name(s) of all IDI(s) with which the entity has existing direct or indirect 

business relationships for the placement of deposits and into which consumers’ deposits may be 

placed. If the non-bank entity places deposits through a deposit network, it may publicly disclose 

the name(s) of the IDIs that are part of the deposit network. Such a list could be provided in 

writing or through a hyperlink to a website containing this information. Such a website could be 

maintained by the non-bank entity or the deposit network. In turn, the rule could result in deposit 

networks making publicly available lists of the IDIs with which they have existing business 

relationships for the placement of deposits, to the degree those entities are not already doing so. 

In either case, the FDIC believes that any such costs are likely to be relatively small. 

The FDIC believes that the final rule will benefit FDIC-insured institutions and members of 

the public by further clarifying what constitutes a violation of Section 18(a)(4), by creating a 

process by which institutions and members of the public can report suspected instances of false 

advertising, misuse, or misrepresentation regarding deposit insurance, and by establishing clear 

procedures by which the FDIC will investigate and, where necessary, formally and informally 

resolve potential violations of Section 18(a)(4). Specifically, the added transparency on the FDIC’s 

processes for investigating potential instances of misuse or misrepresentation and, if needed, 

resolution are expected to benefit the parties involved by establishing a common understanding 

of those processes. 

Alternatives 

The FDIC has considered alternatives to the rule but believes that adopting subpart B to Part 

328 represents the most appropriate option. As discussed previously, Section 18(a)(4) establishes 

prohibitions against the misuse of the FDIC’s name or logo and prohibits misrepresentations and 

false advertising in relation to deposit insurance. The FDIC considered the status quo alternative 

of not adopting a regulation. However, the FDIC believes that the final rule is the most 

appropriate action because it provides clarity for the public regarding what constitutes misuse of 

FDIC name or logo or misrepresentation with respect to FDIC insurance, how the FDIC will 

identify and investigate suspected instances of misuse or misrepresentation, and the process by 

which the FDIC will pursue formal or informal resolution of instances of misuse or 

misrepresentation. 

Part 328 – Advertisement of Membership, False Advertising, Misrepresentation of 

Insured Status and Misuse of the FDIC’S Name or Logo 

Subpart B— False Advertising, Misrepresentation of Insured Status, and Misuse of 

the FDIC’s Name or Logo 
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§ 328.100 - Scope 

This Subpart applies to any person who: (1) falsely represents, expressly or by implication, that 

any deposit liability, obligation, certificate, or share is FDIC-insured by using the FDIC’s name or 

logo; (2) knowingly misrepresents, expressly or by implication, that any deposit liability, 

obligation, certificate, or share is insured by the FDIC if such an item is not so insured; (3) 

knowingly misrepresents, expressly or by implication, the extent to which or the manner in which 

any deposit liability, obligation, certificate, or share is insured by the FDIC, if such an item is not 

insured to the extent or manner represented; or (4) aids or abets another in any of the foregoing. 

§ 328.101 – Definitions 

For purposes of this subpart: 

(a) Advertisement means a commercial message, in any medium, that is designed to attract 

public attention or patronage to a product, business, or service. 

(b) Appropriate Federal Banking Agency has the meaning set forth in section 3(q) of the FDI 

Act (12 U.S.C. 1813(q)). 

(c) Consumer means any current or potential depositor, including natural persons, organizations, 

corporate entities, and governmental bodies. 

(d) FDI Act means the Federal Deposit Insurance Act, 12 U.S.C. 1811 et seq. 

(e) FDIC means the Federal Deposit Insurance Corporation. 

(f) FDIC-Associated Images means the Seal of the FDIC, alone or within the letter C of the term 

FDIC; the Official Sign and Symbol of the FDIC, as set forth in 12 CFR 328.1; the Official 

Advertising Statement, as set forth in 12 CFR 328.3(b); any similar images; and any other 

signs and symbols that may represent or imply that any deposit, liability, obligation certificate, 

or share is insured or guaranteed in whole or in part by the FDIC. 

(g) FDIC-Associated Terms means the abbreviation “FDIC,” and the following words or phrases: 

“Federal Deposit Insurance Corporation,” “Federal Deposit,” “Federal Deposit Insurance,” 

“FDIC-insured,” “FDIC insurance,” “insured by FDIC,” “member FDIC;” any similar words or 

phrases; or any other terms that may represent or imply that any deposit, liability, obligation 

certificate, or share is insured or guaranteed by the FDIC. 

(h) Federal Banking Agency has the meaning set forth in section 3(z) of the FDIC (12 U.S.C. 

1813(z)). 

(i) General Counsel means the General Counsel of the FDIC or his or her designee. 

(j) Hybrid Product has the same meaning as set forth under 12 CFR 328.3(e)(1)(ii). 

(k) Institution-Affiliated Party (IAP) has the same meaning as set forth under section 3(u) of 

the FDI Act, 12 U.S.C. 1813(u). 

(l) Insured Deposit has the same meaning as set forth under section 3(m) of the FDI Act, 12 

U.S.C. 1813(m). 

(m) Insured Depository Institution has the same meaning as set forth under section 3(c)(2) of 

the FDI Act, 12 U.S.C. 1813(c)(2). 
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(n) Non-Deposit Product has the same meaning as set forth under 12 CFR 328.3(e)(1)(i). 

(o) Person means a natural person, sole proprietor, partnership, corporation, unincorporated 

association, trust, joint venture, pool, syndicate, agency or other entity, association, or 

organization, including a Regulated Institution as defined in paragraph (p) of this section. 

(p) Regulated Institution means any institution for which the FDIC, the Office of the 

Comptroller of the Currency, or the Board of Governors of the Federal Reserve System is the 

“appropriate Federal banking agency” under section 3(q) of the FDI Act, 12 U.S.C. 1813(q). 

(q) Third-Party Publisher means any party that publishes, places, distributes, or circulates 

advertising or marketing materials, regardless of the platform or media used for distribution, 

containing FDIC-Associated Images, FDIC-Associated Terms, or other claims regarding FDIC 

insurance or guarantees. Third-Party Publishers include, but are not limited to publishers and 

distributors of written, visual, or print advertising; broadcasters of video or audio 

advertisements; telemarketers; internet or web-based distributors, including internet service 

providers, and email marketers; and direct mail marketers and distributors. 

(r) Uninsured Financial Product means any Non-Deposit Product, Hybrid-Product, 

investment, security, obligation, certificate, share, or financial product other than an “Insured 

Deposit” as defined in paragraph (l) of this section. 

§ 328.102 – Prohibition 

Use of the FDIC Name or Logo 

(1) No person may represent or imply that any Uninsured Financial Product is insured or 

guaranteed by the FDIC by using FDIC-Associated Terms as part of any business name or 

firm name of any person; 

(2) No person may represent or imply that any Uninsured Financial Product is insured or 

guaranteed by the FDIC by using FDIC-Associated Terms or by using FDIC-Associated 

Images as part of an Advertisement, solicitation, or other publication or dissemination. 

(3) This subsection applies, but is not limited, to: 

(i) An Advertisement for any Uninsured Financial Product that features or includes one or 

more FDIC-Associated Terms or FDIC-Associated Images, without a clear, 

conspicuous, and prominent disclaimer that the products being offered are not FDIC 

insured or guaranteed; 

(ii) An Advertisement for any Uninsured Financial Product that may be backed or 

guaranteed by an entity other that the FDIC, but features or includes one or more 

FDIC-Associated Terms or FDIC-Associated Images, without a clear, conspicuous, 

prominent, and accurate explanation as to the actual nature and source of the 

guarantee; 

(iii) An Advertisement for any Non-Deposit Product or Hybrid Product by a Regulated 

Institution that includes any statement or symbol which implies or suggests the 

existence of deposit insurance relating to the Non-Deposit product or Hybrid Product; 

(iv) Publication or dissemination of information, regardless of the media or platform, that 

suggests or implies that the party making the representation is an FDIC-insured 
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institution if this is not in fact true. 

(v) Publication or dissemination of information, regardless of the media or platform, that 

suggests or implies that the party making the representation is associated with an 

FDIC-insured institution if the nature of the association is not clearly, conspicuously, 

prominently, and accurately described. 

(vi) Publication or dissemination of information, regardless of the media or platform, that 

suggests or implies that the party making the representation is the FDIC or any office, 

division, or subdivision thereof, if this is not in fact true. 

(vii) Publication or dissemination of information, regardless of the media or platform, that 

suggests or implies that the party making the representation is associated with the 

FDIC or any office, division, or subdivision thereof, if the nature of the association is 

not clearly, conspicuously, prominently, and accurately described. 

False or Misleading Representations regarding FDIC Insurance 

(1) No person may knowingly make false or misleading representations about deposit 

insurance, including: 

(i) that any deposit liability, obligation, certificate, or share is insured under this subpart 

if such a deposit is not so insured; 

(ii) the extent to which any deposit liability, obligation, certificate, or share is insured 

under this subpart if such item is not insured to the extent represented; or 

(iii) the manner in which any deposit liability, obligation, certificate, or share is insured 

under this subpart if such item is not insured in the manner represented. 

(2) For the purposes of this subsection, a statement is deemed to be a statement regarding 

deposit insurance, if it: 

(i) includes any FDIC-Associated Images or FDIC-Associated Terms; 

(ii) makes any representation, suggestion, or implication about the existence of FDIC 

insurance or the extent or manner of coverage; or 

(iii) makes any representation, suggestion, or implication about the existence, extent, or 

effectiveness of any guarantee by FDIC in the event of financial distress by Insured 

Depository Institutions, whether a specific Insured Depository Institution or Insured 

Depository Institutions generally, including but not limited to bank failure, insolvency, 

or receivership of such institutions. 

(3) For the purposes of this subsection, a statement regarding deposit insurance violates this 

section, if: 

(i) the statement contains any material representations which would have the tendency or 

capacity to mislead a reasonable consumer, regardless of whether any such consumer 

was actually misled; or 

(ii) the statement omits material information that would be necessary to prevent a 

reasonable consumer from being misled, regardless of whether any such consumer was 

actually misled. 

(4) Without limitation, a false or misleading representation is deemed to be material if it 
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states, suggests, or implies that: 

(i) Uninsured Financial Products are insured or guaranteed by the FDIC; 

(ii) Insured Deposits (whether generally or at a particular Regulated Institution) are not 

insured or guaranteed by the FDIC; 

(iii) the amount of deposit insurance coverage is different (whether greater or less) than 

actually provided under the FDI Act; 

(iv) the circumstances under which deposit insurance may be paid are different than 

actually provided under the FDI Act; 

(v) the requirements to qualify for deposit insurance, or the process by which deposit 

insurance would be paid, are different from what is provided under the FDI Act and its 

implementing regulations, including false or misleading claims related to actions 

required of consumers to qualify for or obtain such insurance; or 

(vi) Regulated Institutions may convert Insured Deposits into another form of liability that 

is not insured, such as unsecured debt or equity. 

(5) Without limitation, a statement regarding deposit insurance will be deemed to omit 

material information if the absence of such information could lead a reasonable consumer 

to believe any of the material misrepresentations set forth in paragraph (b)(4) of this 

section or could otherwise result in a reasonable consumer being unable to understand the 

extent or manner of deposit insurance provided. For example, if a statement is made by a 

person other than an Insured Depository Institution that represents or implies that an 

advertised product is insured or guaranteed by the FDIC, it will be deemed to be a material 

omission to fail to identify the Insured Depository Institution(s) with which the 

representing party has a direct or indirect business relationship for the placement of 

deposits and into which the consumer’s deposits may be placed. 

(6) Without limitation, a representation is deemed to have been knowingly made if the person 

making the representation: 

(i) has made false or misleading representations regarding deposit insurance; 

(ii) has been advised by the FDIC in an advisory letter, as provided in § 328.106(a) or has 

been advised by another governmental or regulatory authority, including, but not 

limited to, another Federal banking agency, the Federal Trade Commission, the U.S. 

Department of Justice, or a state bank supervisor, that such representations are false 

or misleading; and 

(iii) thereafter, continues to make these, or substantially similar, representations. 

§ 328.103 – Inquiries and Complaints 

Should any person have reason to believe that anyone is or may be acting in violation of section 

18(a) of the FDI Act (12 U.S.C. 1828(a)) or this subpart, or have questions regarding the accuracy 

of deposit-related representations, such individuals may contact the FDIC at the FDIC 

Information and Support Center, https://ask.fdic.gov/fdicinformationandsupportcenter/s/, or by 

telephone at: 1-877-275-3342 (1- 877-ASK-FDIC). 
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§ 328.104 – Investigations of Potential Violations 

(a) The General Counsel has delegated authority to investigate potential violations of section 18(a) 

of the FDI Act (12 U.S.C. 1828(a)) and this subpart. 

(b) Such investigations will be conducted as prescribed under section 10(c) of the FDI Act (12 

U.S.C. 1820(c)) and subpart K of part 308 of the FDIC’s Rules of Practice and Procedure (12 

CFR 308.144- 150). Notwithstanding the general confidentiality provisions of 12 CFR 308.147, 

in cases that may pose a risk of imminent harm to consumers, the FDIC may disclose or 

confirm the existence of an investigation that does not involve an Insured Depository 

Institution or a known IAP thereof. Such disclosure must not disclose any information 

obtained or uncovered during the course of the investigation. 

§ 328.105 – Referral to Appropriate Authority 

(a) If, in connection with the receipt of an inquiry or complaint, or during the course of an 

investigation, informal resolution, or formal enforcement under this subpart: 

(1) the FDIC becomes aware of conduct by a Regulated Institution for which another Federal 

banking agency is the appropriate Federal banking agency or an Institution-Affiliated 

Party of such an institution, that appears to violate section 18(a) of the FDI Act (12 U.S.C. 

1828(a)), the FDIC may recommend that the appropriate Federal banking agency take 

appropriate enforcement action. If the appropriate Federal banking agency does not take 

the recommended action within 30 days, the FDIC may pursue any and all remedies 

available under section 18(a) or the FDI Act (12 U.S.C. 1828(a)) and this subpart; 

(2) the FDIC becomes aware of conduct that the FDIC has reason to believe violates a civil law 

or regulations within the jurisdiction of another regulatory authority, the FDIC may take 

steps to notify the appropriate authority; and 

(3) the FDIC becomes aware of conduct that the FDIC has reason to believe violates 18 U.S.C. 

709, the FDIC may notify FDIC’s Office of Inspector General for referral to the appropriate 

criminal law enforcement authority. 

(b) To the extent that any records are provided to a regulatory or criminal law enforcement 

authority, as set forth in paragraph (a), of this section, the provision of such records will be 

made in accordance with the requirements of part 309. Where such records were obtained 

during the course of an investigation, informal resolution, or formal enforcement action, the 

General Counsel will be considered the Director of the Corporation’s Division having primary 

authority over records so obtained. 

§ 328.106 – Informal Resolution 

(a) If the FDIC has reason to believe that any person may be misusing an FDIC-associated image 

or FDIC-associated term or otherwise violating § 328.102(a), or may be making false or 

misleading representations regarding deposit insurance in violation of § 328.102(b), the FDIC 

may issue an advisory letter to such a person and/or any person who aids or abets another in 

such conduct, including any Third-Party Publisher. Generally, such an advisory letter will: 

(1) Alert the recipient of advisory letter of the basis for the FDIC’s concerns; 
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(2) Request that the person and/or Third-Party Publisher: 

(i) take reasonable steps to prevent any violations of section 18(a) of the FDI Act (12 U.S.C. 

1828(a)) and this subpart; 

(ii) commit in writing to refrain from such violations in the future; and 

(iii) notify the FDIC in writing that the identified concerns have been fully addressed and 

remediated; and 

(3) Offer the person or Third-Party Publisher the opportunity to provide additional 

information, documentation, or justifications to substantiate the representations made or 

otherwise refute the FDIC’s expressed concerns. 

(b) Except in cases where the FDIC has reason to believe that consumers or Insured Depository 

Institutions may suffer harm arising from continued violations, recipients of advisory letters 

described in paragraph (a) of this section, will be provided not less than fifteen (15) days to 

provide the requested commitment, explanation, or justification. 

(c) Where a recipient of an advisory letter described in paragraph (a) of this section, provides the 

FDIC with the requested written commitments within the timeframe specified in the letter, 

and where any required remediation has been verified by FDIC staff, the FDIC will generally 

take no further administrative enforcement against such a party under § 328.107. 

(d) Where a recipient of an advisory letter described in paragraph (a) of this section, fails to 

respond to the letter; fails to make the requested commitments; or fails to provide additional 

information, documentation, or justifications that the FDIC, in its discretion, finds adequate 

to substantiate the representations made or otherwise refute the concerns set forth in the 

advisory letter, the FDIC may pursue all remedies set forth in this subpart. 

(e) Nothing in this section will prevent the FDIC from commencing a formal enforcement action 

under § 328.107 at any time before or after the issuance of an advisory letter under this section 

if: 

(1) the FDIC has reason to believe that consumers or Insured Depository Institutions may 

suffer harm arising from continued violations; or 

(2) the person to whom such an advisory letter would be sent has previously received a similar 

advisory letter from the FDIC under § 328.106(a). 

§ 328.107 – Formal Enforcement Actions 

(a) Enforcement Authority - For the purpose of enforcing the requirements of Section 18(a)(4) 

of the FDI Act (12 U.S.C. 1818(a)(4)) and this subpart, the General Counsel has delegated 

authority to bring administrative enforcement actions against any person under sections 8(b), 

(c), (d), and (i) of the FDI Act (12 USC 1818(b), 1818(c), 1818(d), and 1818(i)). In the case of 

conduct by a Regulated Institution for which another Federal banking agency is the 

appropriate Federal banking agency or an institution-affiliated party of such an institution, 

the General Counsel may not bring an enforcement action under this subpart unless the FDIC 

has provided the appropriate Federal banking agency with notice as set forth in section 

105(a)(1) of this subpart and the appropriate Federal banking agency failed to take the 

recommended action. 
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(b) Venue - Unless the person who is the subject of the enforcement action consents to a different 

location, the venue for an administrative action commenced under Section 18(a)(4) of the FDI 

Act (12 U.S.C. 1818(a)(4)), will be as follows: 

(1) In a case where the person who is the subject of the action is an Insured Depository 

Institution or an IAP of an Insured Depository Institution, in the federal judicial district 

or territory in which the home office of the Insured Depository Institution is located; 

(2) In a case where the person who is the subject of the action is not an Insured Depository 

Institution or an IAP of an Insured Depository Institution, the federal judicial district or 

territory where the person who is the subject of the action resides, if the subject resides in 

the United States. If the subject of the action does not reside in the United States, the 

venue will be where the subject of the action conducts business or the federal judicial 

district for the District of Columbia. 

(3) For the purposes of paragraph (1) of this section, a natural person is deemed to reside in 

the federal judicial district where the natural person is domiciled. A person other than a 

natural person is deemed to reside in the federal judicial district where it is headquartered 

or has its principal place of business. 

(c) Rules of Practice and Procedure. All actions brought and maintained under this section 

will be subject to the FDIC’s Rules of Practice and Procedure, Subparts A - C of Part 308 (12 

CFR 308.1 – 308.109) 

§ 328.108 – Appeals Process 

(a) A person who is the subject of a final order issued after an administrative action commenced 

pursuant to this subpart may obtain judicial review of such order in accordance with the 

procedures set forth in section 8(h)(2) of the FDI Act (12 U.S.C. 1818(h)(2)). 

(b) Petitions for review under this section may be filed in the court of appeals for the circuit where 

the hearing was held or the United States Court of Appeals for the District of Columbia Circuit. 

§ 328.109 – Other Actions Preserved 

No provision of this subpart shall be construed as barring any action otherwise available, under 

the laws or regulations of the United States or any state, to any federal or state agency or person. 

What You Need to Do: 

Review and train others as appropriate. This final rule will be discussed in detail as a main topic 

for the fourth quarter 2022 CBC. 
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CFPB: Consumer Financial Protection Circular 2022-02 (May 17, 

2022) 

Link 

https://www.consumerfinance.gov/compliance/circulars/circular-2022-02-deception-

representations-involving-the-fdics-name-or-logo-or-deposit-insurance/ 

Text 

The Consumer Financial Protection Bureau (CFPB) released an enforcement memorandum 

today that addresses prohibited practices on claims about Federal Deposit Insurance Corporation 

(FDIC) insurance. Specifically, firms cannot misuse the name or logo of the FDIC or make 

deceptive representations about deposit insurance. The issue has taken on renewed importance 

with the emergence of financial technologies – such as crypto-assets, including stable coins – and 

the risks posed to consumers if they are lured to these or other financial products or services 

through misrepresentations or false advertising. 

The Consumer Financial Protection Act prohibits deceptive acts and practices, including 

deceptive representations involving the name or logo of the FDIC or deposit insurance, by covered 

firms. Deposit insurance has long been a means to promote confidence in the banking system, and 

misrepresentation of those protections undermines consumer confidence and market competition. 

The most common form of deposit insurance is administered by the FDIC. Currently, the FDIC 

insures deposits at FDIC-insured banks and savings associations up to $250,000 per depositor, 

per FDIC-insured bank, for each account ownership category. 

The Consumer Financial Protection Circular provides guidance to consumer protection 

enforcers that covered firms likely violate the Consumer Financial Protection Act’s prohibition on 

deception if they misuse the name or logo of the FDIC or engage in false advertising or make 

material misrepresentations to the public about deposit insurance, regardless of whether such 

conduct (including the misrepresentation of insured status) is engaged in knowingly. The 

Consumer Financial Protection Act is enforced by the CFPB, banking regulators, and the states. 

Specifically, the Circular emphasizes that: 

▪ Misrepresenting the FDIC logo or name will typically be a material 

misrepresentation. Material misrepresentations are deceptive practices in violation of 

the Consumer Financial Protection Act. Representations made by covered firms to 

consumers about FDIC insurance will typically be material. The misuse of the name or 

logo of the FDIC or engagement in false advertising or making misrepresentations to 

consumers about deposit insurance, regardless of whether such conduct is engaged in 

knowingly, is likely deceptive. 

▪ Misrepresentation or misuse of the FDIC name or logo harms customers and puts 

them at significant risk of unexpected losses. Customers can be at risk of loss if they 

discover their assets are not insured during a time of financial distress. Because of their 

relatively recent entrance into the consumer marketplace, emerging financial products and 

services--such as digital assets, including crypto-assets--may present particularly acute 

risks to consumers. Claims that financial products or services are “regulated” by the FDIC 

https://www.consumerfinance.gov/compliance/circulars/circular-2022-02-deception-representations-involving-the-fdics-name-or-logo-or-deposit-insurance/
https://www.consumerfinance.gov/compliance/circulars/circular-2022-02-deception-representations-involving-the-fdics-name-or-logo-or-deposit-insurance/
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or “insured” or “eligible for” FDIC insurance are likely deceptive if those claims expressly 

or implicitly indicate that the product or service is FDIC-insured when that is not in fact 

the case. 

▪ Misuse of the FDIC name or logo harms honest companies. A covered firm 

deceptively advertising that its products or services are FDIC-insured may convince 

individuals to purchase that firm’s products or services when the individuals may have 

otherwise selected similar products or services from one of the firm’s competitors engaged 

in honest advertising and marketing. 

The Consumer Financial Protection Circular was issued in connection with the FDIC’s 

adoption of a regulation implementing a statutory provision that prohibits any person or 

organization from engaging in false advertising or misusing the name or logo of the FDIC and 

from making knowing misrepresentations about the extent or manner of FDIC deposit insurance. 

The CFPB will exercise its authorities to ensure the public is protected from risks and harms that 

arise when firms deceptively use the FDIC logo or name or make deceptive misrepresentations 

about deposit insurance, regardless of whether those misrepresentations are made knowingly. 

What You Need to Do: 

Review and train others as appropriate. This will be a mail topic for the fourth quarter 2022 CBC. 

FDIC: Small Entity Compliance Guide related to Simplification of 

Deposit Insurance Rules for Trust and Mortgage Servicing Accounts 

(May 18, 2022) 

Link 

https://www.fdic.gov/news/financial-institution-letters/2022/fil22023a.pdf 

Text 

Summary 

On January 28, 2022, the Federal Deposit Insurance Corporation (FDIC) published a final rule 

to amend the deposit insurance regulations for trust accounts and mortgage servicing accounts. 

The changes are intended to make the deposit insurance rules easier to understand for depositors 

and bankers, facilitate more timely insurance determinations for trust accounts in the event of a 

bank failure, and enhance consistency of insurance coverage for mortgage servicing account 

deposits. The final rule will take effect on April 1, 2024, providing depositors and banks more than 

two years to prepare for the changes in coverage. 

The FDIC is adding a Small Entity Compliance Guide to its website to assist insured 

depository institutions and community banking organizations in understanding and preparing for 

the changes in deposit insurance coverage. 

https://www.fdic.gov/news/financial-institution-letters/2022/fil22023a.pdf
https://www.fdic.gov/news/financial-institution-letters/2022/fil22023a.pdf
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Statement of Applicability: The contents of, and material referenced in, this FIL apply to 

all FDIC-insured financial institutions. 

Highlights 

• The FDIC is updating its Banker Resources Guide Deposit Insurance Page with the Small 

Entity Compliance Guide (Community Bank Information) to promote understanding of the 

regulations. 

• The final rule amends the deposit insurance regulations by merging the revocable and 

irrevocable trusts categories into one category. 

• The final rule amends the regulation to expand the current per-borrower coverage of up to 

$250,000 to include any funds paid into the account to satisfy the principal and interest 

obligation of the mortgagors to the lender. 

• Some depositors within excess of $1.25 million in trusts deposits at a particular IDI may 

want to make changes given the new coverage limits that take effect on April 1, 2024. 

  

https://www.fdic.gov/resources/bankers/
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Small Entity Compliance Guide 

Simplification of Deposit Insurance Rules 

12 CFR Part 330 

Introduction 

This guide is intended to help insured depository institutions (IDIs), including community 

banking organizations, and other interested parties understand the FDIC’s recently published 

rule entitled “Simplification of Deposit Insurance Rules,” which prospectively amends the deposit 

insurance rules governing certain types of trust accounts and mortgage servicing accounts. This 

guide addresses the trust account and mortgage servicing account rules as they will be 

implemented beginning on April 1, 2024. This guide does not have the effect of law or regulation. 

In addition to this guide, IDIs and other interested parties should review the FDIC’s rule, 

published in the Federal Register on January 28, 2022, at 87 FR 4455, with the effective date of 

April 1, 2024. 

Applicable Statutes 

The FDI Act establishes the parameters of deposit insurance coverage, and provides coverage 

up to the standard maximum deposit insurance amount, currently $250,000, for each deposit 

“maintained by a depositor in the same capacity and the same right.” 12 U.S.C. § 1821(a)(1)(C) 

and (E); 12 C.F.R. §330.3(a). Part 330 of the Code of Federal Regulations implements the FDI 

Act’s deposit insurance provisions by defining the terms necessary to afford coverage under the 

FDI Act and providing rules for the recognition of deposit ownership in various circumstances. 

These rights and capacities are commonly known as insurance categories and have been defined 

through statutes and regulations. 12 C.F.R. §330.3(a). The final rule affects the coverage rules for 

the revocable trust, irrevocable trust, and mortgage servicing account categories currently found 

in 12 C.F.R. §§ 330.10, 330.13, and 330.7(d), respectively. The changes to the trust rules are 

inapplicable to trusts that have an IDI as trustee. 12 C.F.R. § 330.12. 

Overview of Changes for Certain Types of Trust Deposits 

The FDIC is simplifying its regulations governing deposit insurance coverage for certain types 

of deposits held in connection with trusts to make the regulations easier for depositors and 

bankers to understand, and to promote more timely deposit insurance determinations in the event 

of an IDI’s failure. The final rule amends the deposit insurance regulations by merging the 

revocable trust and irrevocable trust categories, currently found in § 330.10 and § 330.13, 

respectively, into one category, “trust accounts,” which will be codified under § 330.10. Under the 

final rule, coverage for deposits in the trust accounts category is determined using a simple 

calculation. The calculation is the same calculation that the FDIC first adopted in 2008 for 

revocable trust accounts with five or fewer beneficiaries. In particular, the final rule provides that 

certain types of trust deposits will be aggregated by grantor and insured in an amount up to the 

standard maximum deposit insurance amount (currently $250,000) multiplied by the number of 

the trust’s eligible beneficiaries, not to exceed five. This, in effect, limits coverage for a grantor’s 
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trust deposits at each IDI to a total of $1,250,000 in this coverage category; in other words, 

maximum coverage of $250,000 per beneficiary for up to five beneficiaries. Under the final rule, 

coverage does not depend upon the allocation of funds among beneficiaries or contingencies in a 

trust agreement. 

In addition to the calculation method described above, the final rule retains two other features 

previously used in the revocable trust deposit insurance calculation under § 330.10: (1) eligible 

beneficiaries and (2) future trusts. First, the definition of eligible beneficiary includes natural 

persons, charitable organizations, and non-profit entities recognized as such under the IRS Code 

of 1986. This definition was previously used in the revocable trust category, but not in the 

irrevocable trust category; it is being retained unaltered in the combined category. Second, future 

trusts are not eligible beneficiaries, but rather are viewed by the FDIC as a mechanism for 

disbursement of the funds. Thus, if a future trust is a beneficiary of a trust under the new rule, 

the FDIC will look through that entity to its beneficiaries to determine if those beneficiaries are 

eligible and determine how many exist. If the beneficiaries of the existing and future trusts 

overlap, each will be counted as a single eligible beneficiary. 

Overview of Changes for Mortgage Servicing Accounts 

The deposit insurance regulations include a specific rule for deposits maintained by mortgage 

servicers. 

The final rule amends the regulation to expand the current per-borrower coverage of up to 

$250,000 to include any funds paid into the account to satisfy the principal and interest obligation 

of the mortgagors to the lender, regardless of the origin of the funds. This extends per-borrower 

coverage to funds paid into the account by parties other than the borrower, including servicers, as 

long as the funds are used to satisfy mortgagors’ principal and interest obligations to the lender. 

The changes made by the final rule will provide consistent treatment for all mortgage servicing 

account balances held to satisfy principal and interest obligations to a lender and will address an 

aspect of servicing arrangements that was not previously covered by the mortgage servicing rule. 

Effect on Small Entities 

The forthcoming changes in coverage for revocable trust deposits currently insured under § 

330.10, irrevocable trust deposits currently insured under § 330.13, and mortgage servicing 

accounts do not require any action on the part of IDIs or depositors. Some depositors, namely those 

with in excess of $1.25 million in trust deposits at a particular IDI, may want to review their 

coverage and make changes to either their trust agreements or trust accounts given the new 

coverage limits that take effect on April 1, 2024. 

One comment to the proposed rule suggested that banks would conduct outreach to affected 

depositors prior to the effective date of the final rule. While affected depositor outreach is not 

required, IDIs that choose to conduct outreach may wish to utilize the following methodology: (1) 

aggregate trust accounts that would be insured in this new combined category of insurance, both 

revocable (formal or informal, including payable-on-death accounts) and irrevocable, by grantor, 

(2) review the aggregate account balances held in those aggregated accounts, and (3) determine 

the number of unique, eligible beneficiaries allocable to each of those accounts. If the aggregate 

account balance exceeds $250,000 multiplied by the number of unique, eligible beneficiaries, or 

$1,250,000 total for accounts with five or more beneficiaries, those depositors may wish to review 
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their accounts or agreements and make adjustments, based on the new rule. Further, any 

depositor education materials that an IDI maintains will need to be updated to reflect the changes 

in coverage made by the final rule. In addition, the FDIC is planning to update its publications 

and other materials to help educate the industry and depositors on the changes. 

Effective Date 

The final rule takes effect on April 1, 2024. 

Resources 

“Simplification of Deposit Insurance Rules” 87 Fed. Reg. 4455 (January 28, 2022). 

FDIC’s Final Rule to simplify deposit insurance, 87 Fed. Reg. 4455 (January 28, 2022), 

available at https://www.fdic.gov/news/press-releases/2022/pr22004.html 

FIL – 07-2022 Final Rulemaking on Simplification of Deposit Insurance Rules for Trust and 

Mortgage Servicing Accounts (January 21, 2022) available at https://www.fdic.gov/news/financial-

institution-letters/2022/fil22007.html 

What You Need to Do: 

General information on the final rule that will be effective April 1, 2024. More information will be 

forthcoming. Keep informed and begin preparing for the implementation of the final rule. 

 

https://www.fdic.gov/news/press-releases/2022/pr22004.html
https://www.fdic.gov/news/financial-institution-letters/2022/fil22007.html
https://www.fdic.gov/news/financial-institution-letters/2022/fil22007.html
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Other Issues 
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Section 1: BSA / AML 

FinCEN: Advisory on Kleptocracy and Foreign Public Corruption 

(April 14, 2022) 

Link 

https://www.fincen.gov/sites/default/files/advisory/2022-04-

14/FinCEN%20Advisory%20Corruption%20FINAL%20508.pdf 

Text 

The Financial Crimes Enforcement Network (FinCEN) issued an advisory on kleptocracy and 

foreign public corruption, urging financial institutions to focus their efforts on detecting the 

proceeds of foreign public corruption—a priority for the U.S. Government as it continues to 

implement the U.S. Strategy on Countering Corruption. The advisory provides typologies and 

potential indicators of kleptocracy and other forms of foreign public corruption, namely bribery, 

embezzlement, extortion, and the misappropriation of public assets. 

Kleptocrats and other corrupt public officials steal the public’s wealth for personal gain and 

use their positions of power and access to state-owned resources for their personal benefit. Like 

other criminal actors, corrupt public officials launder the proceeds of their corruption through a 

variety of means, including funneling money through shell companies or by purchasing various 

high-end assets, such as real estate, yachts, private jets and high value art. 

The advisory highlights financial red flag indicators to assist financial institutions in 

preventing, detecting, and reporting suspicious transactions associated with kleptocracy and 

foreign public corruption. For purposes of suspicious activity reporting, financial institutions 

should consider the relevant facts and circumstances of each transaction, in keeping with their 

risk-based approach to compliance. 

Additionally, the U.S. Department of the Treasury last month launched the Kleptocracy Asset 

Recovery Rewards Program, which offers rewards payments for information leading to seizure, 

restraint, or forfeiture of assets linked to foreign government corruption, including the 

Government of the Russian Federation. More information on eligibility for rewards payments and 

on submission of relevant information to the U.S. government can be found here 

(https://home.treasury.gov/about/offices/terrorism-and-financial-intelligence/terrorist-financing-

and-financial-crimes/kleptocracy-asset-recovery-rewards-program). Those individuals with 

information are encouraged to contact Kleptocracy_Rewards@Treasury.gov or call +1 202-622-

2050. 

  

https://www.fincen.gov/sites/default/files/advisory/2022-04-14/FinCEN%20Advisory%20Corruption%20FINAL%20508.pdf
https://www.fincen.gov/sites/default/files/advisory/2022-04-14/FinCEN%20Advisory%20Corruption%20FINAL%20508.pdf
https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2022-a001
https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2022-a001
https://www.whitehouse.gov/wp-content/uploads/2021/12/United-States-Strategy-on-Countering-Corruption.pdf
https://home.treasury.gov/about/offices/terrorism-and-financial-intelligence/terrorist-financing-and-financial-crimes/kleptocracy-asset-recovery-rewards-program
https://home.treasury.gov/about/offices/terrorism-and-financial-intelligence/terrorist-financing-and-financial-crimes/kleptocracy-asset-recovery-rewards-program
https://home.treasury.gov/about/offices/terrorism-and-financial-intelligence/terrorist-financing-and-financial-crimes/kleptocracy-asset-recovery-rewards-program
mailto:Kleptocracy_Rewards@Treasury.gov
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Advisory on Kleptocracy and Foreign Public Corruption 

Introduction 

Last year, President Biden established the fight against corruption as a core national security 

interest. The proceeds of foreign public corruption travel across national borders and can affect 

economies and political systems far from the origin of the proceeds. Foreign public corruption 

disproportionately harms the most vulnerable in societies, often depriving these populations of 

critical public services. In the United States, the proceeds of foreign public corruption can distort 

our markets, taint our financial system, and can erode public trust in government institutions. 

Foreign public corruption can also violate U.S. law. 

Kleptocratic regimes and corrupt public officials may engage in bribery, embezzlement, 

extortion, or the misappropriation of public assets, among other forms of corrupt behavior, to 

advance their strategic, financial, and personal goals. In doing so, they may exploit the U.S. and 

international financial systems to launder illicit gains, including through the use of shell 

companies, offshore financial centers, and professional service providers who enable the 

movement and laundering of illicit wealth, including in the United States and other rule-of-law-

based democracies. These practices harm the competitive landscape of financial markets and often 

have long-term corrosive effects on good governance, democratic institutions, and human rights 

standards. 

Russia is of particular concern as a kleptocracy because of the nexus between corruption, 

money laundering, malign influence and armed interventions abroad, and sanctions evasion. 

Corruption is widespread throughout the Russian government and manifests itself as bribery of 

officials, misuse of budgetary resources, theft of government property, kickbacks in the 

procurement process, extortion, and improper use of official positions to secure personal profits. 

Russia’s further invasion of Ukraine, for example, highlights foreign public corruption perpetrated 

by kleptocratic regimes like that of Russian President Vladimir Putin. Russia’s actions in Ukraine 

are supported and enabled by Russia’s elites and oligarchs who control a majority of Russia’s 

economic interests. These individuals have a mutually beneficial relationship with President 

Putin that allows them to misappropriate assets from the Russian people while helping President 

Putin maintain his tight control on power. Oligarchs are believed to be directly financing off-

budget projects that include political malign influence operations and armed interventions 

abroad. The U.S. government has imposed sanctions on many of these individuals and the 

businesses and state-owned entities they control as part of U.S. efforts to hold President Putin 

and his supporters accountable for Russia’s further invasion of Ukraine, and to restrict their 

access to assets to finance Russia’s destabilizing activities globally. 

This advisory provides financial institutions with typologies and potential indicators 

associated with kleptocracy and other forms of foreign public corruption, namely bribery, 

embezzlement, extortion, and the misappropriation of public assets. 

The information contained in this advisory is derived from FinCEN’s analysis of Bank Secrecy 

Act (BSA) data, open-source reporting, and information from law enforcement partners. 
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Typologies of Kleptocracy and Foreign Public Corruption 

Wealth Extraction 

Foreign public corruption can take many forms, including bribery, extortion, embezzlement, 

or misappropriation of public funds and assets. This corruption can occur at every level of 

government. For instance, in Russia, President Putin has allowed the resources of the Russian 

people to be siphoned off by oligarchs and elites, who amassed their fortunes through their 

personal connections to Putin and the abuse of state-owned entities and assets. This activity is 

not unique to Russia, however. Kleptocratic activities throughout the world are often associated 

with other criminal behavior, such as human rights abuses. 

Bribery and Extortion 

Bribery schemes often involve payments to foreign government officials by persons and 

entities to obtain or retain business, or for other benefits. Such schemes, which generally benefit 

both parties involved, may be employed to influence political outcomes, secure lucrative contracts 

with governments or state-owned enterprises, gain access to natural resources, or obtain 

fraudulent documents such as passports or visas, among other purposes. In certain situations, 

however, parties can be coerced and extorted by corrupt public officials to pay bribes in order to 

gain access to or continue their operations in the country of concern. Bribes and extortion 

payments can be made through third-party facilitators, as well as through legal entities that are 

controlled by family members and close associates, to conceal the ultimate beneficiary of the 

payment. In many cases, the payments are laundered through a network of shell companies, 

offshore financial centers, or professional service providers. Financial accounts into or from which 

bribes are deposited or withdrawn are sometimes established outside of a public official’s country 

of residence to evade detection and financial institutions’ sanctions screening and anti-money 

laundering/countering the financing of terrorism (AML/CFT) controls. 

Bribery schemes with a U.S. nexus may be prosecuted in the United States under a range of 

laws, including the Foreign Corrupt Practices Act (FCPA). Information provided by financial 

institutions through Suspicious Activity Reports (SARs) assists U.S. law enforcement in 

identifying and prosecuting these activities. 

• Bribery involving Russian state-owned entity: In November 2019, the former 

president of Transportation Logistics Inc. (TLI), a Maryland-based transportation 

company, was found guilty after a federal trial for his role in a scheme to bribe an official 

at a subsidiary of Russia’s State Atomic Energy Corporation and on related fraud and 

conspiracy charges. According to the evidence presented at trial, the defendant, Mark 

Lambert, participated in a scheme to bribe Vadim Mikerin, a Russian official at JSC 

Techsnabexport (TENEX), a subsidiary of Russia’s State Atomic Energy Corporation and 

the sole supplier and exporter of Russian Federation uranium and uranium enrichment 

services to nuclear power companies worldwide, in order to secure contracts with TENEX. 

Lambert conspired with others at TLI to pay bribes to Mikerin through offshore bank 

accounts associated with shell companies, at Mikerin’s direction. In order to conceal the 

bribes, Lambert and his co-conspirators caused fake invoices to be prepared, purportedly 

from TENEX to TLI, which described services that were never provided, and then Lambert 



Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 68 

and others caused TLI to wire the corrupt payments for those fictitious services to shell 

companies in Latvia, Cyprus, and Switzerland. 

 

• Bribery Scheme in Brazil: Odebrecht S.A., a global construction conglomerate based in 

Brazil, admitted in its guilty plea agreement with DOJ that it paid $788 million in bribes 

to or for the benefit of government officials in 12 countries, including Angola, Argentina, 

Brazil, Colombia, Dominican Republic, Ecuador, Guatemala, Mexico, Mozambique, 

Panama, Peru, and Venezuela between 2001 and 2016. Braskem S.A., a Brazilian 

petrochemical company, also admitted to paying approximately $250 million to Odebrecht 

to use to pay bribes to politicians and political parties in Brazil as well as at least one 

official at Petróleo Brasileiro S.A., the state-controlled oil company of Brazil. The criminal 

conduct was directed by the highest levels of the company, with the bribes paid through a 

complex network of shell companies, off-book transactions, and off-shore bank accounts. In 

all, this conduct resulted in corrupt payments and/or profits totaling approximately $3.336 

billion. In April 2021, the former president of Braskem S.A. pled guilty to bribery charges 

and agreed to pay $2.2 million in forfeiture. 

Misappropriation or Embezzlement of Public Assets 

Misappropriation or embezzlement of public assets broadly encompass the theft, diversion, or 

misuse of public funds or resources for personal benefit or enrichment. These assets may involve 

government funds, services, contracts, or publicly owned natural resources, among others. Public 

officials or their associates may exploit or deceive corporations, including financial institutions 

that seek to do business with the government, into redirecting government resources for their own 

profit. Embezzlement or misappropriation of public assets can also be tied to a bribery scheme. 

Several types of procurement, such as in the defense and health sectors, large infrastructure 

projects, and development and other types of assistance, appear to pose a particularly high risk of 

being associated with corruption-related money laundering. Below are recent examples of 

misappropriation or embezzlement of public assets by corrupt public officials: 

• Corruption in Belarus: The U.S. Department of the Treasury’s Office of Foreign Assets 

Control (OFAC) recently sanctioned Alyaksandr Ryhorovich Lukashenka, the head of the 

corrupt government in Belarus whose patronage network benefits his inner circle and 

regime. Lukashenka, who was originally sanctioned in 2006, has rewarded businessmen 

close to him with benefits and privileges in exchange for kickbacks to himself and his 

regime. For example, Lukashenka enacted strategic policies that facilitated tobacco 

smuggling by U.S. designated Aliaksei Aleksin, granting Aleksin a virtual monopoly over 

the Belarusian tobacco industry. 

 

• Corruption in El Salvador: On December 9, 2021, OFAC designated Martha Carolina 

Recinos De Bernal. Recinos was the head of a multiple-ministry, multi-million-dollar 

corruption scheme in El Salvador involving suspicious procurements in the construction of 

a hospital, in addition to directing various government ministers to authorize several 

suspicious pandemic-related purchases, including millions of dollars in surgical masks and 

millions more on hospital gowns from companies with no apparent ties to the healthcare 

or manufacturing industries. Additionally, Recinos directed a corruption scheme in which 
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government-purchased food baskets intended for COVID-19 relief were diverted for 

political gain and votes in municipal and legislative elections. 

Laundering Illicit Proceeds 

Kleptocrats and other corrupt public officials typically use the same methods to launder their 

illicit gains as those used by other illicit actors, whether drug traffickers or transnational 

organized crime syndicates. 

Shell Companies and Offshore Financial Accounts 

Corrupt actors often use shell companies to obscure the ownership and origin of illicit funds. 

Corrupt actors may also leverage their family members and close associates to create shell 

companies and open business or personal accounts on their behalf while retaining control of the 

accounts. These shell companies can be used to facilitate the payment of bribes as well as the 

illicit movement of funds stemming from the misuse of state assets and government contracts. 

In addition, these shell companies and offshore accounts are frequently established in foreign 

jurisdictions whose corporate formation regimes and financial sector offer limited transparency to 

law enforcement, regulators, or financial institutions. From these offshore financial centers, the 

funds are integrated into the broader financial system through investments and acquisitions. 

FinCEN has taken several steps to curb the use of shell companies in the United States. 

Customer Due Diligence regulations took effect in 2018, requiring certain financial institutions to 

collect beneficial ownership information of legal entity customers at the time of account opening. 

More recently, FinCEN has begun implementing the Corporate Transparency Act (CTA), enacted 

as part of the Anti-Money Laundering Act of 2020. The CTA requires, among other things, that 

Treasury create a beneficial ownership information database. 

Purchase of Real Estate, Luxury Goods and Other High-Value Assets 

Corrupt officials and others involved in bribery and other forms of corruption often purchase 

various U.S. assets, such as luxury real estate and hotels, private jets, artwork, and motion picture 

companies, to launder the proceeds of their corruption. The use of anonymous companies or straw 

purchasers to acquire high-value assets that maintain relatively stable value is attractive to all 

types of illicit actors, both domestic and foreign. Real estate may offer an attractive vehicle for 

storing wealth or laundering illicit gains due to its high value, its potential for appreciation, and 

the potential use of layered and opaque transactions to obfuscate a property’s ultimate beneficial 

owner. The purchase of real estate in connection with criminal conduct also may include complicit 

real estate professionals as well as the use of legal entities and nominees to avoid detection. 

• Recently, the U.S. government announced it would work with allies and partners to block 

President Putin and certain Russian elites’ assets in the United States and elsewhere, 

including their real estate, private jets, and mega yachts. For example, OFAC recently 

sanctioned the family of Dmitriy Sergeevich Peskov, a close ally of President Putin and 

lead propagandist and spokesperson for the Russian Federation. Peskov’s family is 

reported to own real estate in Russia and elsewhere valued at more than $10 million, and 
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to have access to a number of luxury vehicles, including private aircrafts and yachts, which 

they use for travel across the world. 

 

Financial Red Flag Indicators of Kleptocracy and Foreign Public Corruption 

FinCEN has identified the following financial red flag indicators to assist financial institutions 

in detecting, preventing, and reporting suspicious transactions associated with kleptocracy and 

foreign public corruption. Because no single financial red flag indicator is determinative of illicit 

or suspicious activity, financial institutions should consider the relevant facts and circumstances 

of each transaction, in keeping with their risk-based approach to compliance. 

1. Transactions involving long-term government contracts consistently awarded, through an 

opaque selection process, to the same legal entity or entities that share similar beneficial 

ownership structures. 

 

2. Transactions involving services provided to state-owned companies or public institutions 

by companies registered in high-risk jurisdictions. 

 

3. Transactions involving official embassy or foreign government business conducted 

through personal accounts. 

 

4. Transactions involving public officials related to high-value assets, such as real estate or 

other luxury goods, that are not commensurate with the reported source of wealth for the 

public official or that fall outside that individual’s normal pattern of activity or lifestyle. 

 

5. Transactions involving public officials and funds moving to and from countries with 

which the public officials do not appear to have ties. 

 

6. Use of third parties to shield the identity of foreign public officials seeking to hide the 

origin or ownership of funds, for example, to hide the purchase or sale of real estate. 

 

7. Documents corroborating transactions involving government contracts (e.g., invoices) 

that include charges at substantially higher prices than market rates or that include 

overly simple documentation or lack traditional details (e.g., valuations for good and 

services). 

 

8. Transactions involving payments that do not match the total amounts set out in the 

underlying documentation, or that involve vague payment details or the use of old or 

fraudulent documentation to justify transfer of funds. 

 

9. Transactions involving fictitious email addresses and false invoices to justify payments, 

particularly for international transactions. 

 

10. Assets held in the name of intermediate legal entities whose beneficial owner or owners 

are tied to a kleptocrat or his or her family member. 
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Suspicious Activity Reporting 

A financial institution is required to file a SAR if it knows, suspects, or has reason to suspect 

a transaction conducted or attempted by, at, or through the financial institution involves funds 

derived from illegal activity, or attempts to disguise funds derived from illegal activity; is designed 

to evade regulations promulgated under the BSA; lacks a business or apparent lawful purpose; or 

involves the use of the financial institution to facilitate criminal activity, including sanctions 

evasion. All statutorily defined financial institutions may voluntarily report suspicious 

transactions under the existing suspicious activity reporting safe harbor. 

When a financial institution files a SAR, it is required to maintain a copy of the SAR and the 

original or business record equivalent of any supporting documentation for a period of five years 

from the date of filing the SAR. Financial institutions must provide any requested SAR and all 

documentation supporting the filing of a SAR upon request by FinCEN or an appropriate law 

enforcement or supervisory agency. When requested to provide supporting documentation, 

financial institutions should take special care to verify that a requestor of information is, in fact, 

a representative of FinCEN or an appropriate law enforcement or supervisory agency. A financial 

institution should incorporate procedures for such verification into its BSA compliance or 

AML/CFT program. These procedures may include, for example, independent employment 

verification with the requestor’s field office or face-to-face review of the requestor’s credentials. 

 

SARs and OFAC Sanctions 

Longstanding FinCEN guidance provides clarity regarding when a financial institution must 

satisfy its obligation to file a SAR on a transaction involving a designated person when also filing 

a blocking report with OFAC. Relatedly, ransomware attacks and payments on which financial 

institutions file SARs should also be reported to OFAC at OFAC_Feedback@treasury.gov if there 

is any reason to suspect a potential sanctions nexus with regard to a ransomware payment. 

 

SAR Filing Instructions 

FinCEN requests that financial institutions reference this alert by including the key term 

“CORRUPTION FIN-2022-A001” in SAR field 2 (Filing Institution Note to FinCEN) and the 

narrative to indicate a connection between the suspicious activity being reported and the activities 

highlighted in this alert. Financial institutions may highlight additional advisory or alert 

keywords in the narrative, if applicable. 

Financial institutions wanting to expedite their report of suspicious transactions 

that may relate to the activity noted in this alert should call the Financial Institutions 

Toll-Free Hotline at (866) 556-3974 (7 days a week, 24 hours a day). 

Financial institutions should include any and all available information relating to the account 

and locations involved in the reported activity, identifying information and descriptions of any 

legal entities or arrangements involved and associated beneficial owners, and any information 

about related persons or entities involved in the activity. Financial institutions also should provide 

any and all available information regarding other domestic and foreign financial institutions 

involved in the activity; where appropriate, financial institutions should consider filing a SAR 

jointly on shared suspicious activity. 
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Other Relevant BSA Reporting Requirements 

Financial institutions and other entities or persons also may have other relevant BSA 

reporting requirements that provide information in connection with the subject of this alert. These 

include obligations related to the Currency Transaction Report (CTR), Report of Cash Payments 

Over $10,000 Received in a Trade or Business (Form 8300), Report of Foreign Bank and Financial 

Accounts (FBAR), Report of International Transportation of Currency or Monetary Instruments 

(CMIR), Registration of Money Services Business (RMSB), and Designation of Exempt Person 

(DOEP). These standard reporting requirements may not have an obvious connection to illicit 

finance, but may ultimately prove highly useful to law enforcement. 

 

Form 8300 Filing Instructions 

When filing a Form 8300 involving a suspicious transaction relevant to this alert, FinCEN 

requests that the filer selects Box 1b (“suspicious transaction”) and include the key term 

“CORRUPTION FIN-2022-A001” in the “Comments” section of the report. 

 

Due Diligence 

Due Diligence Obligations (Senior Foreign Political Figures) 

Financial institutions should establish risk-based controls and procedures that include 

reasonable steps to ascertain the status of an individual as a senior foreign political figure (along 

with their families and their associates, together often referred to as foreign “politically exposed 

persons” (PEPs)) and to conduct scrutiny of assets held by such individuals. 

FinCEN’s Customer Due Diligence (CDD) Rule requires banks, brokers or dealers in 

securities, mutual funds, and futures commission merchants and introducing brokers in 

commodities (FCM/IBs) to identify and verify the identity of beneficial owners of legal entity 

customers, subject to certain exclusions and exemptions. Among other things, this facilitates the 

identification of legal entities that may be owned or controlled by foreign PEPs. 

Enhanced Due Diligence Obligations for Private Banking Accounts 

In addition to these general risk-based due diligence obligations, under section 312 of the USA 

PATRIOT Act (31 U.S.C. § 5318(i)) and its implementing regulations, certain U.S. financial 

institutions must implement a due diligence program for private banking accounts held for non-

U.S. persons that is designed to detect and report any known or suspected money laundering or 

other suspicious activity. 

General Obligations for Correspondent Account Due Diligence and AML/CFT 

Programs 

Banks, brokers or dealers in securities, mutual funds, and FCM/IBs also are reminded to 

comply with their general due diligence obligations for correspondent accounts under 31 CFR § 

1010.610(a), in addition to their general AML/CFT program obligations under 31 U.S.C. § 5318(h) 
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and its implementing regulations (which apply to all U.S. financial institutions). MSBs have 

parallel requirements with respect to foreign agents or foreign counterparties, as described in 

FinCEN Interpretive Release 2004-1, which clarifies that the AML program regulation requires 

MSBs to establish adequate and appropriate policies, procedures, and controls commensurate 

with the risk of money laundering and the financing of terrorism posed by their relationship with 

foreign agents or foreign counterparties. 

 

Information Sharing 

Information sharing among financial institutions is critical to identifying, reporting, and 

preventing evolving sanctions evasion, ransomware/cyberattacks, and the laundering of the 

proceeds of corruption, among other illicit activity. Financial institutions and associations of 

financial institutions sharing information under the safe harbor authorized by section 314(b) of 

the USA PATRIOT Act are reminded that they may share information with one another regarding 

individuals, entities, organizations, and countries suspected of possible terrorist financing or 

money laundering. FinCEN strongly encourages such voluntary information sharing. 

 

For Further Information 

Questions or comments regarding the contents of this advisory to the FinCEN Regulatory 

Support Section at frc@fincen.gov. 

 

What You Need to Do: 

Increase awareness of Kleptocracy/Kleptocrats; review and share with appropriate staff. 

FinCEN: Renewal and Expansion of Real Estate Geographic 

Targeting Orders (April 29, 2022) 

Link 

https://www.fincen.gov/news/news-releases/fincen-renews-and-expands-real-estate-

geographic-targeting-orders 

Text 

The Financial Crimes Enforcement Network (FinCEN) announced the renewal and expansion 

of its Geographic Targeting Orders (GTOs) that require U.S. title insurance companies to identify 

the natural persons behind shell companies used in all-cash purchases of residential real estate. 

The terms of the GTOs are effective beginning April 30, 2022, and ending on October 26, 2022. 

The GTOs continue to provide valuable data on the purchase of residential real estate by persons 

possibly involved in various illicit enterprises. Renewing the GTOs will further assist in tracking 

mailto:frc@fincen.gov
https://www.fincen.gov/news/news-releases/fincen-renews-and-expands-real-estate-geographic-targeting-orders
https://www.fincen.gov/news/news-releases/fincen-renews-and-expands-real-estate-geographic-targeting-orders
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illicit funds and other criminal or illicit activity, as well as inform FinCEN’s future regulatory 

efforts in this sector. 

FinCEN renewed the GTOs that cover certain counties within the following major U.S. 

metropolitan areas: Boston; Chicago; Dallas-Fort Worth; Honolulu; Las Vegas; Los Angeles; 

Miami; New York City; San Antonio; San Diego; San Francisco; and Seattle. 

FinCEN, working in conjunction with our law enforcement partners, identified additional 

regions that present greater risks for illicit finance activity through all-cash purchases of 

residential real estate. Accordingly, FinCEN expanded the geographic coverage of the GTOs to 

parts of the District of Columbia, Northern Virginia, and Maryland (DMV) metropolitan area, the 

Hawaiian islands of Maui, Hawaii, and Kauai, and Fairfield County, Connecticut. 

The purchase amount threshold remains $300,000 for each covered metropolitan area, with 

the exception of the City and County of Baltimore, where the purchase threshold is $50,000. 

 

What You Need to Do: 

For you information. The targeting order only impacts title companies, not banks; no action is 

required. 

FinCEN: Advisory on Elder Financial Exploitation (June 15, 2022) 

Link 

https://www.fincen.gov/sites/default/files/advisory/2022-06-

15/FinCEN%20Advisory%20Elder%20Financial%20Exploitation%20FINAL%20508.pdf 

Text 

Introduction 

The Financial Crimes Enforcement Network (FinCEN) is issuing this advisory to alert 

financial institutions to the rising trend of EFE targeting older adults and to highlight new EFE 

typologies and red flags since FinCEN issued the first EFE Advisory in 2011. FinCEN is also 

issuing this advisory in support of World Elder Abuse Awareness Day, which has been 

commemorated on June 15 every year since 2006 and provides an opportunity for communities 

around the world to promote a better understanding of abuse and neglect of older adults by raising 

awareness of the related cultural, social, economic, and demographic factors. 

According to the U.S. Department of Justice, elder abuse, which includes EFE among other 

forms of abuse, affects at least 10 percent of older adults each year in the United States, with 

millions of older adults losing more than $3 billion to financial fraud annually as of 2019. Despite 

the fact that EFE is the most common form of elder abuse, the majority of incidents go unidentified 

and unreported as victims may choose not to come forward out of fear, embarrassment, or lack of 

resources. Older adults are targets for financial exploitation due to their income and accumulated 

https://www.fincen.gov/sites/default/files/advisory/2022-06-15/FinCEN%20Advisory%20Elder%20Financial%20Exploitation%20FINAL%20508.pdf
https://www.fincen.gov/sites/default/files/advisory/2022-06-15/FinCEN%20Advisory%20Elder%20Financial%20Exploitation%20FINAL%20508.pdf
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life-long savings, in addition to the possibility that they may face declining cognitive or physical 

abilities, isolation from family and friends, lack of familiarity or comfort with technology, and 

reliance on others for their physical well-being, financial management, and social interaction. The 

COVID-19 pandemic exacerbated these vulnerabilities for many older adults. In 2020, over 62,000 

suspicious activity reports (SARs) related to EFE were filed, totaling what the Consumer 

Financial Protection Bureau (CFPB) estimates to be $3.4 billion in suspicious transactions, an 

increase from $2.6 billion in 2019. This is the largest year-to-year increase since 2013. This trend 

has continued with over 72,000 SARs related to EFE filed in 2021 and, according to the Federal 

Trade Commission (FTC), older adults now account for 35 percent of the victims associated with 

filed fraud reports in cases when a consumer provided an age. 

The U.S. government has multiple initiatives in place to counter perpetrators and facilitators 

of EFE. In support of this whole-of-government approach, FinCEN collaborates with law 

enforcement, regulatory agencies, and financial institutions to ensure that SARs appropriately 

identify and report suspicious activity potentially indicative of EFE. Financial institutions are 

uniquely situated to detect possible financial exploitation through their relationships with older 

customers. They therefore play a critical role in helping to identify, prevent, and report EFE to 

law enforcement and their state-based Adult Protective Services, and any other appropriate first 

responder as well as assisting older customers who fall victim to financial exploitation. The 

information contained in this advisory is derived from FinCEN’s analysis of Bank Secrecy Act 

(BSA) data, open-source reporting, and law enforcement partners. 

 

Trends and Typologies of EFE and Associated Payments 

EFE schemes generally involve either theft or scams. Perpetrators of elder theft are often 

known and trusted persons of older adults, while scams, which can disproportionally affect older 

adults, frequently involve fraudsters, often located outside of the United States, with no known 

relationship to their victims. Regardless of the relationship, these criminals can place older adults 

in financially, emotionally, and physically compromising situations, and the resulting loss of 

income and life-long earnings can be devastating to the financial security, dignity, and quality of 

life of the victims. 

 

Elder Theft 

Schemes involving the theft of an older adult’s 

assets, funds, or income by a trusted person. 

Elder Scams 

Scams involving the transfer of money to a 

stranger or imposter for a promised benefit or 

good that the older adult did not receive. 

 

Unfortunately, perpetrators of EFE schemes often do not stop after first exploiting their 

victims. In both elder theft and scams, older adults are often re-victimized and subject to 

potentially further financial loss, isolation, and emotional or physical abuse long after the initial 

exploitation due to the significant illicit gains at stake. Scammers may also sell victims’ personally 

identifiable information (PII) on the black market to other criminals who continue to target the 

victims using new and emerging scam typologies. 
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Elder Theft 

Perpetrators of elder theft are often family members and non-family caregivers who abuse 

their relationship and position of trust. As identified by FinCEN in 2019 in its analysis of a 

statistically significant, random sampling of SAR narratives, a family member was involved in 

the theft of assets from older adults in 46 percent of elder theft cases reported between 2013 and 

2019. Trusted persons who commit elder theft can also include familiar associates and 

acquaintances such as neighbors, friends, financial services providers, other business associates, 

or those in routine close proximity to the victims. 

Instances of elder theft often follow a similar methodology in which trusted persons may use 

deception, intimidation, and coercion against older adults in order to access, control, and misuse 

their finances. Criminals frequently exploit victims’ reliance on support and services and will take 

advantage of any cognitive and physical disabilities, or environmental factors such as social 

isolation, to establish control over the victims’ accounts, assets, or identity. This can take many 

forms, including the exploitation of legal guardianships and power of attorney arrangements, or 

the use of fraudulent investments such as Ponzi schemes to defraud older adults of their income 

and retirement savings. These relationships enable trusted persons to repeatedly abuse the 

victims by liquidating savings and retirement accounts, stealing Social Security benefit checks 

and other income, transferring property and other assets, or maxing out credit cards in the name 

of the victims until most of their assets are stolen. 

 

Case Study on Elder Theft 

Housekeeper and Co-Conspirators Exploit Dementia-afflicted Older Adult 

A woman in Charlotte, North Carolina was convicted and sentenced to 97 months in prison 

and two years of supervised release for conspiracy to commit wire fraud and money laundering 

conspiracy. Donna Graves, who was the ringleader of the criminal conspiracy, conspired to engage 

in a scheme to defraud a victim identified in court documents as “K.T.” The victim was an elderly 

widow who lived alone and suffered from dementia and other physical and mental challenges. 

During the relevant time period, Graves and her co-conspirators (Gerald Maxwell Harrison and 

Elizabeth Robin Williams) exploited K.T.’s vulnerabilities and defrauded the victim through a web 

of forged documents, lies, and deceptions. According to evidence presented at Graves’ trial, 

beginning in 2014, Graves and Williams provided housekeeping services for the victim through a 

business owned and operated by Graves. Over the course of the scheme, the co-conspirators 

isolated the victim from her friends and family, induced the victim to give them power and control 

over her personal affairs, and fabricated a power of attorney purporting to give Graves and 

Williams control over the victim’s financial affairs. Once they gained access and control, Graves, 

Williams, and Harrison moved the victim out of her residence in Indian Land, South Carolina, 

first to an apartment in Charlotte, and later to a rental home in Mint Hill, refusing to let the 

victim’s friends and family know where she was living. Over the course of the scheme, Graves and 

her co-conspirators failed to provide the victim with proper medical care, which greatly diminished 

the victim’s health. Furthermore, once the victim’s money was depleted, the co-conspirators 

abandoned the victim, who was later moved to a nursing home in New York, where she passed 

away in large part due to the mental and physical deterioration she had suffered in the hands of 

Graves and her co-conspirators. 
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Elder Scams 

In elder scams, criminals defraud victims into sending payments and disclosing PII under false 

pretenses or for a promised benefit or good the victims will never receive. These scammers are 

often located outside of the United States and have no known previous relationship to the victims. 

Elder scams often follow a similar methodology in which scammers contact older adults under a 

fictitious persona via phone call, robocall, text message, email, mail, in-person communication, 

online dating apps and websites, or social media platforms. In order to appear legitimate and 

establish trust with older adults, scammers commonly impersonate government officials, law 

enforcement agencies, technical and customer support representatives, social media connections, 

or family, friends, and other trusted persons. Perpetrators often create high-pressure situations 

by appealing to their victims’ emotions and taking advantage of their trust or by instilling fear to 

solicit payments and PII. Scammers often request victims to make payments through wire 

transfers at money services businesses (MSBs), but are increasingly requesting payments via 

prepaid access cards, gift cards, money orders, tracked delivery of cash and high-valued personal 

items through the U.S. Postal Service, ATM deposits, cash pick-up at the victims’ houses, and 

convertible virtual currency (CVC). 

Further, elder scams are sometimes facilitated through money mules who transfer or move 

illicit funds at the direction of the scammers. A victim of an elder scam can also serve as a money 

mule: the scammer convinces the victim to set up a bank account or limited liability corporation 

(LLC) in the victim’s own name to receive, withdraw, deposit, or transfer multiple third-party 

payments from other victimized older adults to accounts controlled by the scammer under the 

illusion of a “business opportunity.” In some circumstances, victims of EFE acting as money mules 

may be prosecuted for this illegal activity and are liable for repaying the victims. They may also 

be subject to damaged credit and further victimized through their stolen PII. 

Common Elder Scam Typologies 

• Government imposter scams: Scammers frequently target older adults by impersonating 

officials from U.S. government agencies that are often well-known or provide services to 

older adults, such as the Social Security Administration (SSA), the Department of Health 

and Human Services/Centers for Medicare and Medicaid Services (HHS/CMS), and the 

Internal Revenue Service (IRS), among others. The scammers may threaten the 

individuals with arrest or seizure of their bank accounts for crimes they supposedly 

committed, such as tax evasion. Scammers may also claim that victims’ Social Security 

numbers are suspended due to suspicious activity and demand PII and payment to resolve 

the supposed matter with the government. 

 

• Romance scams: These scams (also referred to as “online dating,” “confidence,” or 

“sweetheart” scams) grew to a record level in 2021 with $547 million in reported losses. 

Romance scams involve fraudsters creating a fictitious profile on an online dating app or 

website to establish a close or romantic relationship with older adults to exploit their 

confidence and trust. Online scammers may offer to meet in person (though they almost 

never do) and ask victims to send money for travel expenses, a sudden “hardship” they 

experience such as medical costs or legal fees, or a supposed investment or business deal. 

The scammers often solicit payments over an extended period of time and victims may also 

send PII as the perpetrators gain the trust of the victims. In some cases, romance scam 

victims are convinced to open bank accounts and LLCs to receive and send funds as money 

mules so the scammers can launder their ill-gotten gains from third-party scams. 
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• Emergency/person-in-need scams: These schemes (also known as “grandparent scams”) 

involve scammers contacting older adults and impersonating a grandchild, another 

relative, an attorney, emergency medical personnel, or a law enforcement official to deceive 

victims into believing that a loved one is in an emergency situation (e.g., a car accident, 

medical emergency, under arrest, or stranded in a foreign country) and needs money sent 

immediately to resolve the situation. 

 

• Lottery and sweepstakes scams: These scams are a type of advance-fee scheme in which 

scammers, typically located in jurisdictions outside of the United States, impersonate 

lottery or sweepstakes representatives, and lawyers claiming that the victims have won a 

lottery, prize, or sweepstakes. Scammers may target older adults regardless of whether the 

victims have previously played the lottery or entered in a sweepstakes. The scammers 

instruct the victims to pay for supposed shipping, taxes, or other fees in order to claim their 

prize or lottery winnings. Victims never receive their prize or lottery winnings and are 

often re-victimized with additional requests for payments throughout the scheme until 

they run out of money. 

 

• Tech and customer support scams: These scammers impersonate well-known 

companies as tech and customer support representatives to falsely claim that a virus or 

other malware has compromised the victims’ computers. Scammers may request remote 

access to diagnose the alleged problem and will typically attempt to solicit payment for 

fraudulent software products and tech support services. They also often exploit the remote 

access to install malware and steal PII and credit card numbers to further defraud the 

victims. After victims make payments, perpetrators often call back and offer refunds to the 

victims, claiming their tech and customer support services are no longer available. 

Perpetrators then will claim to send refund money to the victims’ bank accounts but falsely 

claim that too much money was refunded. The scammers then induce victims to send 

payments purportedly to reimburse the tech and customer support company for its “over-

refund.” Victims can lose hundreds or thousands of dollars to such refund schemes. A 

recent evolution of the refund scheme involves perpetrators claiming to be online retailers 

and purporting to offer a refund for unauthorized transactions on the victims’ accounts. 

 

Case Study of Elder Scams 

India-based Government Imposter Scam 

An Indian national was sentenced to 22 years in prison for conspiracy and identity theft in 

connection with his operation of an overseas robocall scam that defrauded thousands of victims 

out of more than $10 million. The victims, many of whom are elderly, continue to endure 

significant financial hardship from the defendant’s vast fraud enterprise. According to court 

documents, Shehzadkhan Pathan, 40, operated a call center in Ahmedabad, India, from which 

automated robocalls were made to victims in the United States. After establishing contact with 

victims through these automated calls, Pathan and other “closers” at his call center would coerce, 

cajole, and trick victims into sending bulk cash through physical shipments and electronic money 

transfers. Pathan and his conspirators used a variety of schemes to convince victims to send 

money, including impersonating law enforcement officers from the Federal Bureau of 

Investigation and Drug Enforcement Administration and representatives of other government 

agencies, such as the Social Security Administration, to threaten victims with severe legal and 
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financial consequences. Conspirators also convinced victims to send money as initial installments 

for falsely promised loans. Pathan is the fourth of six defendants in this case to be sentenced for 

their role in the conspiracy. 

 

Behavioral and Financial Red Flags of EFE and Associated Payments 

FinCEN has identified behavioral and financial red flags to help financial institutions detect, 

prevent, and report suspicious activity connected to EFE. These red flags build off of the red flags 

in FinCEN’s 2011 Advisory, all of which remain relevant, and do not reflect all behavioral and 

financial red flags of EFE. As no single red flag is determinative of illicit or suspicious activity, 

financial institutions should consider the surrounding facts and circumstances, such as a 

customer’s historical financial activity, whether the transactions are in line with prevailing 

business practices, and whether the customer exhibits multiple red flags, before determining if a 

behavior or transaction is suspicious or otherwise indicative of EFE. In line with their risk-based 

approach to compliance with the BSA, financial institutions are also encouraged to perform 

additional due diligence where appropriate. Financial institutions should remain alert to any 

suspicious activity indicating that their customers are perpetrators, facilitators, or victims of EFE. 

Behavioral Red Flags 

Victims of EFE may have limited and irregular contact with others. For some, their only 

outside contact may involve visiting or communicating with their local financial institution, 

including at the bank branch, check-cashing counter, or MSB. Therefore, it is critical for customer-

facing staff to identify and consider the behavioral red flags when conducting transactions 

involving their older customers, particularly suspicious behavior that also involves the financial 

red flags highlighted below. Such information should be incorporated into SAR filings and 

reported to law enforcement as appropriate. Financial institutions are reminded that behavioral 

red flags of EFE and the names of staff who witnessed them should be included in the SAR 

narrative to assist future law enforcement investigations. Behavioral red flags of EFE may 

include: 

1. An older customer’s account shows sudden and unusual changes in contact information or 

new connections to emails, phone numbers, or accounts that may originate overseas. 

 

2. An older customer with known physical, emotional, and cognitive impairment has 

unexplainable or unusual account activity. 

 

3. An older customer appears distressed, submissive, fearful, anxious to follow others’ 

directions related to their financial accounts, or unable to answer basic questions about 

account activity. 

 

4. An older customer mentions how an online friend or romantic partner is asking them to 

receive and forward money to one or more individuals on their behalf or open a bank 

account for a “business opportunity.” 
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5. During a transaction, an older customer appears to be taking direction from someone with 

whom they are speaking on a cell phone, and the older customer seems nervous, leery, or 

unwilling to hang up. 

 

6. An older customer is agitated or frenzied about the need to send money immediately in the 

face of a purported emergency of a loved one, but the money would be sent to the account 

of a seemingly unconnected third-party business or individual. 

 

7. A caregiver or other individual shows excessive interest in the older customer’s finances or 

assets, does not allow the older customer to speak for himself or herself, or is reluctant to 

leave the older customer’s side during conversations. 

 

8. An older customer shows an unusual degree of fear or submissiveness toward a caregiver, 

or expresses a fear of eviction or nursing home placement if money is not given to a 

caretaker. 

 

9. The financial institution is unable to speak directly with the older customer, despite 

repeated attempts to contact him or her. 

 

10. A new caretaker, relative, or friend suddenly begins conducting financial transactions on 

behalf of an older customer without proper documentation. 

 

11. An older customer’s financial management changes suddenly, such as through a change of 

power of attorney, trust, or estate planning vehicles, to a different family member or a new 

individual, particularly if such changes appear to be done under undue influence, coercion, 

or forgery or the customer has diminished cognitive abilities and is unable to agree to or 

understand the consequences of the new arrangement. 

 

12. An older customer lacks knowledge about his or her financial status, or shows a sudden 

reluctance to discuss financial matters. 

Financial Red Flags 

Identification of financial red flags of EFE and the associated payments are critical to 

detecting, preventing, and reporting suspicious activity potentially indicative of EFE. In addition 

to the financial red flags set out in DOJ and CFPB notices, financial red flags of EFE may include: 

13. Dormant accounts with large balances begin to show constant withdrawals. 

 

14. An older customer purchases large numbers of gift cards or prepaid access cards. 

 

15. An older customer suddenly begins discussing and buying CVC. 

 

16. An older customer sends multiple checks or wire transfers with descriptors in the memo 

line such as “tech support services,” “winnings,” or “taxes.” 
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17. Uncharacteristic, sudden, abnormally frequent, or significant withdrawals of cash or 

transfers of assets from an older customer’s account. 

 

18. An older customer receives and transfers money interstate or abroad to recipients with 

whom they have no in-person relationship, and the explanation seems suspicious or 

indicative of a scam or money mule scheme. 

 

19. Frequent large withdrawals, including daily maximum currency withdrawals from an 

ATM. 

 

20. Sudden or frequent non-sufficient fund activity. 

 

21. Uncharacteristic nonpayment for services, which may indicate a loss of funds or of access 

to funds. 

 

22. Debit transactions that are inconsistent for the older customer. 

 

23. Uncharacteristic attempts to wire large sums of money. 

 

24. Closing of CDs or accounts without regard to penalties. 

 

Suspicious Activity Reporting 

A financial institution is required to file a SAR if it knows, suspects, or has reason to suspect 

a transaction conducted or attempted by, at, or through the financial institution involves funds 

derived from illegal activity, or attempts to disguise funds derived from illegal activity; is designed 

to evade regulations promulgated under the BSA; lacks a business or apparent lawful purpose; or 

involves the use of the financial institution to facilitate criminal activity, including EFE. All 

statutorily defined financial institutions may voluntarily report suspicious transactions under the 

existing suspicious activity reporting safe harbor. 

When a financial institution files a SAR, it is required to maintain a copy of the SAR and the 

original or business record equivalent of any supporting documentation for a period of five years 

from the date of filing the SAR. Financial institutions must provide any requested SAR and all 

documentation supporting the filing of a SAR upon request by FinCEN or an appropriate law 

enforcement or supervisory agency. When requested to provide supporting documentation, 

financial institutions should take special care to verify that a requestor of information is, in fact, 

a representative of FinCEN or an appropriate law enforcement or supervisory agency. A financial 

institution should incorporate procedures for such verification into its BSA compliance or 

AML/CFT program. These procedures may include, for example, independent employment 

verification with the requestor’s field office or face-to-face review of the requestor’s credentials. 

 

SAR Filing Instructions 

When filing a SAR, financial institutions should provide all pertinent available information 

about the activity in the SAR form and narrative. Reporting on how perpetrators of EFE 

communicate with and target older adults is also useful to law enforcement investigations. 
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FinCEN requests that financial institutions reference this advisory by including the 

key term below in SAR field 2 (“Filing Institution Note to FinCEN”) and the narrative to 

indicate a connection between the suspicious activity being reported and the activities highlighted 

in this advisory. 

“EFE FIN-2022-A002” 

Financial institutions that suspect EFE activity should also mark the check box for Elder 

Financial Exploitation (SAR Field 38(d)). FinCEN first added an “Elder Financial Exploitation” 

checkbox to the SAR Form in 2012 and encourages financial institutions to mark the box when 

filing an EFE-related SAR. For authorized federal, state, and local law enforcement, the checkbox 

makes it easier to locate and analyze BSA data related to EFE as detailed above. 

Financial institutions should include any and all available information relating to the account 

and locations involved in the reported activity, identifying information and descriptions of any 

legal entities or arrangements involved and associated beneficial owners, and any information 

about related persons or entities involved in the activity. Financial institutions also should provide 

any and all available information regarding other domestic and foreign financial institutions 

involved in the activity; where appropriate, financial institutions should consider filing a SAR 

jointly on shared suspicious activity. 

Financial Institutions Wanting to Expedite their Report of Suspicious Transactions 

that May Relate to the Activity Noted in this Advisory May Call the Financial 

Institutions Toll-Free Hotline at (866) 556-3974 (7 Days a Week, 24 Hours a Day). 

Filers are reminded, as stated in FinCEN’s Electronic Filing Instructions, that the narrative 

section of the report is critical to understanding the nature and circumstances of the suspicious 

activity. The care with which the narrative is completed may determine whether the described 

activity and its possible criminal nature are clearly understood by investigators. Filers must 

provide a clear, complete, and concise description of the activity, including what was unusual or 

irregular that caused suspicion. Filers are also encouraged to determine their obligations to report 

suspected EFE under state law and report suspected EFE to law enforcement and their state-

based Adult Protective Services. 

FinCEN Notes that the Tips Below Are Best Practices in Regard to Filing a SAR for 

Suspected EFE and Are Not Regulatory Obligations: 

• Provide a statement in the narrative documenting the age and location (county/city) of the 

target or victim. Provide details about the reporting entity’s response, e.g., whether 

accounts were closed, whether the person was warned that transactions appear to involve 

fraud, if the person was not permitted to conduct new transactions, etc. 

 

• Provide details about the amounts involved and whether any amounts were refunded to 

the older customer (as of the submission date of the SAR). 

 

• Reference supporting documentation, including any photos or video footage, in the 

narrative. 

 

• Cross-report the circumstances leading to the filing of EFE SARs directly to local law 

enforcement if there is any indication that a) a crime may have been committed and/or b) 

the older adult may still be at risk for victimization by the suspected abuser. Filers should 
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note that the filing of a SAR is not a substitute for any requirement in a given state to 

report suspected EFE to law enforcement and Adult Protective Services. 

 

• Take advantage of the law enforcement contact field to indicate if the suspicious activity 

was also reported to law enforcement or Adult Protective Services, as well as the name and 

phone number of the contact person. 

 

• Provide direct liaisons or points of contact at the reporting entity related to the SAR so 

investigators can ask questions and request additional documentation in a timely manner. 

 

• Expedite responses to law enforcement requests for supporting documents. 

 

Other Relevant BSA Reporting Requirements 

Financial institutions and other entities or persons also may have other relevant BSA 

reporting requirements that provide information in connection with the subject of this advisory. 

These include obligations related to the Currency Transaction Report (CTR), Report of Cash 

Payments Over $10,000 Received in a Trade or Business (Form 8300), Report of Foreign Bank 

and Financial Accounts (FBAR), Report of International Transportation of Currency or Monetary 

Instruments (CMIR), Registration of Money Services Business (RMSB), and Designation of 

Exempt Person (DOEP). These standard reporting requirements may not have an obvious 

connection to illicit finance, but may ultimately prove highly useful to law enforcement. 

 

Form 8300 Filing Instructions 

When filing a Form 8300 involving a suspicious transaction relevant to this advisory, FinCEN 

requests that the filer selects Box 1b (“suspicious transaction”) and include the key term “EFE 

FIN-2022-A002” in the “Comments” section of the report. 

 

Information Sharing 

Information sharing among financial institutions is critical to identifying, reporting, and 

preventing EFE, among other illicit activity. Financial institutions and associations of financial 

institutions sharing information under the safe harbor authorized by section 314(b) of the USA 

PATRIOT Act are reminded that they may share information with one another regarding 

activities they suspect may involve possible terrorist financing or money laundering. FinCEN 

strongly encourages such voluntary information sharing. 

 

Rapid Response Program 

Through the Rapid Response Program (RRP), FinCEN helps victims, and their financial 

institutions recover funds stolen as the result of certain cyber-enabled financial crime schemes, 

including cyber-enabled fraud against older adults. The RRP is a partnership between FinCEN; 

U.S. law enforcement (including the FBI, the U.S. Secret Service, Homeland Security 

Investigations, and the U.S. Postal Inspection Service); and foreign partner agencies that, like 

FinCEN, are the financial intelligence units (FIUs) of their respective jurisdictions. FinCEN uses 
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its authority to share financial intelligence rapidly with counterpart FIUs and encourages foreign 

authorities to interdict the fraudulent transactions, freeze funds, and stop and recall payments 

using their authorities under their own respective legal and regulatory frameworks. A victim of a 

cyber-enabled crime, or the victim’s financial institution, must file a complaint with federal law 

enforcement to initiate the RRP. 

The RRP has been used to confront cyber threats involving over 80 foreign jurisdictions, and 

has the capacity to reach more than 160 foreign jurisdictions through FIU-to-FIU channels. 

Through these collaborative efforts, FinCEN has successfully assisted in the recovery of over $1.1 

billion. For more information, please see FinCEN’s Fact Sheet on the Rapid Response Program 

(RRP). 

 

Other U.S. Government EFE Reporting Options 

In addition to filing a SAR, financial institutions should refer their older customers who may 

be a victim of EFE to the DOJ’s National Elder Fraud Hotline at 833-FRAUD-11 or 833-372- 8311 

for support, resources, and assistance with reporting suspected fraud to the appropriate 

government agencies. Filers should immediately report any imminent threat or physical danger 

to their local FBI office or local law enforcement. FinCEN encourages filers to collaborate with 

other stakeholders in their communities to enhance responses and engage in professional training 

opportunities, community education prevention, and awareness activities and initiatives. Filers 

can find whether there is an existing collaboration on elder fraud prevention and response in their 

area by contacting Adult Protective Services or their local Area Agency on Aging. 

 

For Further Information 

Questions regarding the contents of this advisory should be addressed to the FinCEN Resource 

Center at frc@fincen.gov. 

 

What You Need to Do: 

This is important and warrants your serious attention; please review in detail and train entire 

staff. 

FinCEN: Statement on BSA Due Diligence for Independent ATM 

Owners or Operators (June 22, 2022) 

Link 

https://www.fincen.gov/sites/default/files/2022-

06/Statement%20for%20Independent%20ATM%20Owners%20or%20Operators_508.pdf 

mailto:frc@fincen.gov
https://www.fincen.gov/sites/default/files/2022-06/Statement%20for%20Independent%20ATM%20Owners%20or%20Operators_508.pdf
https://www.fincen.gov/sites/default/files/2022-06/Statement%20for%20Independent%20ATM%20Owners%20or%20Operators_508.pdf
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Text 

The Financial Crimes Enforcement Network (FinCEN) is issuing this statement to provide 

clarity to banks on how to apply a risk-based approach to conducting customer due diligence (CDD) 

on independent Automated Teller Machine (ATM) owners or operators, consistent with the 

requirements set out in FinCEN’s 2016 CDD Rule. Some independent ATM owners and operators 

have reported difficulty in obtaining and maintaining access to banking services, which 

jeopardizes the important financial services they provide, including to persons in underserved 

markets. 

ATMs offer fast and convenient access to cash and are an important channel in providing 

financial services. Independent ATMs may be found in a wide variety of public and retail venues 

and are not owned by banks. An independent ATM operator is an individual or an entity that is 

in the business of owning, leasing, managing, or otherwise controlling access to the interior of an 

ATM, including its internal cash vault. The independent ATM operator may be the same or 

different from the independent ATM owner. For all types of independent ATMs, owners or 

operators generally need bank accounts to supply cash for the ATMs and to settle the electronic 

funds transfers used to process the ATM transactions. 

FinCEN reminds banks that not all independent ATM owner or operator customers pose the 

same level of money laundering, terrorist financing (ML/TF), or other illicit financial activity risk, 

and not all independent ATM owner or operator customers are automatically higher risk. Further, 

banks that operate in compliance with applicable Bank Secrecy Act/ anti-money laundering 

(BSA/AML) regulatory requirements and reasonably manage and mitigate risks related to the 

unique characteristics of customer relationships are neither prohibited nor discouraged from 

providing banking services to independent ATM owner or operator customers, including those 

that are Independent Sales Organizations (ISOs). 

CDD Requirements 

Understanding a customer’s risk profile enables banks to apply appropriate policies, 

procedures, and processes to manage and mitigate risk, and comply with BSA/AML regulatory 

requirements. Like all bank accounts, those held by independent ATM owners or operators are 

subject to BSA/AML regulatory requirements. In addition to CDD, these include requirements 

related to customer identification, beneficial ownership of legal entity customers, currency 

transaction reporting, and suspicious activity reporting. Banks must apply a risk-based approach 

to CDD in developing the risk profiles of their customers, including independent ATM owners or 

operators, and are required to establish and maintain written procedures reasonably designed to 

identify and verify beneficial owners of legal entity customers. More specifically, banks must adopt 

appropriate risk-based procedures for conducting CDD that, among other purposes, enable banks 

to: (i) understand the nature and purpose of customer relationships for the purpose of developing 

a customer risk profile, and (ii) conduct ongoing monitoring to identify and report suspicious 

transactions and, on a risk basis, to maintain and update customer information. Consistent with 

a risk-based approach, the level and type of CDD should be appropriate for the risks presented by 

each customer. The CDD Rule does not require banks to conduct additional due diligence or to 

institute due diligence processes unique to independent ATM owner or operator customers. 
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Considerations for a Risk-Based Approach 

No specific customer type, including independent ATM owners and operators, automatically 

presents a higher risk of ML/TF or other illicit financial activity; rather, the potential risk to a 

bank depends on the presence or absence of numerous factors. The ML/TF risk for independent 

ATM owners or operators can vary depending on the facts and circumstances specific to the 

customer relationship, such as transaction volume, locations of the ATMs, and the source of funds 

to replenish the ATMs. Independent ATM owners or operators that fund their ATM replenishment 

solely with cash withdrawn from their account at a bank may pose a relatively lower ML/TF risk 

because the bank knows the source of funds and can compare the volume of cash usage to 

electronic funds transfer settlements to identify suspicious activity. Conversely, independent ATM 

owners or operators that replenish ATMs from other or unknown cash sources may present 

potentially higher ML/TF risks, as the source of cash can be difficult for the bank to verify. 

Although FinCEN’s CDD Rule does not specifically require the collection of this information, the 

following customer information may be useful for banks in making determinations on the ML/TF 

risk profile of independent ATM owner or operator customers: 

• Organizational structure, including key principals and management. 

 

• Information pertaining to the operating policies, procedures, and internal controls of the 

ATM owner or operator. 

 

• ATM currency servicing arrangements, contracts, and responsibilities (e.g., cash vault 

services, third-party providers, and self-service). 

 

• Information regarding the source of funds if the bank account is not used to replenish the 

ATM. Sources of cash may include proceeds generated by the core retail business of the 

owner, proceeds from a loan or revolving credit line, or cash originating from an account 

maintained at another bank. 

 

• Location where the independent ATM owner or operator customer is organized, and where 

they maintain their places of business, including locations of owned or operated ATMs. 

 

• Description of expected and actual ATM activity levels, including currency transactions. 

 

• Information to better understand whether ATM operations are generally ancillary to other 

retail operations or the primary business of the independent ATM owner or operator 

customer. 

Conclusion 

FinCEN is issuing this statement to reaffirm that the level of ML/TF risk associated with 

independent ATM owner or operators varies; these bank customers do not automatically present 

a higher ML/TF risk. FinCEN continues to encourage banks to manage customer relationships 

and mitigate risks based on those customer relationships rather than declining to provide banking 

services to entire categories of customers. The application of a risk-based approach for 

independent ATM owners or operators is consistent with existing CDD and other BSA/AML 

requirements. 
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What You Need to Do: 

If applicable, please review and share with appropriate staff. 

FinCEN: Financial Action Task Force Identifies Jurisdictions with 

Anti-Money Laundering and Combating the Financing of Terrorism 

and Counter-Proliferation Deficiencies (June 23, 2022) 

Link 

https://www.fincen.gov/news/news-releases/financial-action-task-force-identifies-

jurisdictions-anti-money-laundering-and-2 

Text 

The Financial Crimes Enforcement Network (FinCEN) is informing U.S. financial institutions 

that the Financial Action Task Force (FATF), an intergovernmental body that establishes 

international standards for anti-money laundering, countering the financing of terrorism, and 

countering the financing of proliferation of weapons of mass destruction (AML/CFT/CPF), has 

issued public statements updating its lists of jurisdictions with strategic AML/CFT/CPF 

deficiencies following its plenary meeting this month. U.S. financial institutions should consider 

the FATF’s stance toward these jurisdictions when reviewing their obligations and risk-based 

policies, procedures, and practices. 

On June 17, 2022, the FATF removed Malta from its list of Jurisdictions under Increased 

Monitoring and added Gibraltar. 

The FATF’s list of High-Risk Jurisdictions Subject to a Call for Action remains the same with 

Iran and the Democratic People’s Republic of Korea (DPRK) still subject to the FATF’s 

countermeasures. 

As part of the FATF’s listing and monitoring process to ensure compliance with its 

international standards, the FATF issued two statements: 

(1) Jurisdictions under Increased Monitoring, which publicly identifies jurisdictions with 

strategic deficiencies in their AML/CFT/CPF regimes that have committed to, or are 

actively working with, the FATF to address those deficiencies in accordance with an agreed 

upon timeline and; 

(2) High-Risk Jurisdictions Subject to a Call for Action, which publicly identifies jurisdictions 

with significant strategic deficiencies in their AML/CFT/CPF regimes and calls on all 

FATF members to apply enhanced due diligence, and, in the most serious cases, apply 

counter-measures to protect the international financial system from the money laundering, 

terrorist financing, and proliferation financing risks emanating from the identified 

countries. 

https://www.fincen.gov/news/news-releases/financial-action-task-force-identifies-jurisdictions-anti-money-laundering-and-2
https://www.fincen.gov/news/news-releases/financial-action-task-force-identifies-jurisdictions-anti-money-laundering-and-2
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/increased-monitoring-june-2022.html
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/call-for-action-june-2022.html
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Jurisdictions Under Increased Monitoring 

With respect to the FATF-identified Jurisdictions under Increased Monitoring, U.S. covered 

financial institutions are reminded of their obligations to comply with the due diligence 

obligations for foreign financial institutions (FFI) under 31 CFR § 1010.610(a) in addition to their 

general obligations under 31 U.S.C. § 5318(h) and its implementing regulations. 

As required under 31 CFR § 1010.610(a), covered financial institutions should ensure that 

their due diligence programs, which address correspondent accounts maintained for FFIs, include 

appropriate, specific, risk-based, and, where necessary, enhanced policies, procedures, and 

controls that are reasonably designed to detect and report known or suspected money laundering 

activity conducted through or involving any correspondent account established, maintained, 

administered, or managed in the United States. 

Furthermore, money services businesses (MSBs) have parallel requirements with respect to 

foreign agents or foreign counterparties, as described in FinCEN Interpretive Release 2004-1, 

which clarifies that the AML program regulation requires MSBs to establish adequate and 

appropriate policies, procedures, and controls commensurate with the risk of money laundering 

and the financing of terrorism posed by their relationship with foreign agents or foreign 

counterparties. 

Additional information on these parallel requirements (covering both domestic and foreign 

agents and foreign counterparts) may be found in FinCEN’s Guidance on Existing AML Program 

Rule Compliance Obligations for MSB Principals with Respect to Agent Monitoring. 

Such reasonable steps should not, however, put into question a financial institution’s ability 

to maintain or otherwise continue appropriate relationships with customers or other financial 

institutions, and should not be used as the basis to engage in wholesale or indiscriminate de-

risking of any class of customers or financial institutions. 

Financial institutions should also refer to previous interagency guidance on providing services 

to foreign embassies, consulates, and missions. 

The United Nations (UN) adopted several resolutions implementing economic and financial 

sanctions. Member States are bound by the provisions of these UN Security Council Resolutions 

(UNSCRs), and certain provisions of these resolutions are especially relevant to financial 

institutions. Financial institutions should be familiar with the requirements and prohibitions 

contained in relevant UNSCRs. 

In addition to UN sanctions, the U.S. Government maintains a robust sanctions program. For 

a description of current Office of Foreign Assets Control (OFAC) sanctions programs, please 

consult OFAC’s Sanctions Programs and Country Information. 

High-Risk Jurisdictions Subject to a Call for Action 

With respect to the FATF-identified High-Risk Jurisdictions Subject to a Call for Action, 

specifically, countermeasures, financial institutions must comply with the extensive U.S. 

restrictions and prohibitions against opening or maintaining any correspondent accounts, directly 

or indirectly, for North Korean or Iranian financial institutions. In the case of the DPRK and Iran, 

existing U.S. sanctions and FinCEN regulations already prohibit any such correspondent account 

relationships. 

In the case of Iran, the Government of Iran and Iranian financial institutions remain persons 

https://www.fincen.gov/sites/default/files/federal_register_notice/31cfr12142004.pdf
https://www.fincen.gov/resources/statutes-regulations/guidance/guidance-existing-aml-program-rule-compliance-obligations
https://www.fincen.gov/resources/statutes-regulations/guidance/guidance-existing-aml-program-rule-compliance-obligations
https://www.un.org/securitycouncil/sanctions/information
https://home.treasury.gov/policy-issues/financial-sanctions/sanctions-programs-and-country-information
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whose property and interests in property are blocked under E.O. 13599 and section 560.211 of the 

Iranian Transactions and Sanctions Regulations (ITSR). U.S. financial institutions and other U.S. 

persons continue to be broadly prohibited under the ITSR from engaging in transactions or 

dealings with Iran, the Government of Iran, and Iranian financial institutions, including opening 

or maintaining correspondent accounts for Iranian financial institutions. These sanctions impose 

obligations on U.S. persons that go beyond the relevant FATF recommendations. In addition to 

OFAC-administered sanctions, on October 25, 2019, FinCEN found Iran to be a Jurisdiction of 

Primary Money Laundering Concern and issued a final rule, pursuant to Section 311 of the USA 

PATRIOT Act, imposing the fifth special measure available under Section 311. This rule prohibits 

U.S. financial institutions from opening or maintaining correspondent accounts for, or on behalf 

of, an Iranian financial institution, and the use of foreign financial institutions’ correspondent 

accounts at covered United States financial institutions to process transactions involving Iranian 

financial institutions (31 C.F.R. § 1010.661). 

Countries Removed 

For jurisdictions removed from the FATF listing and monitoring process, U.S. financial 

institutions should take the FATF’s decisions and the reasons behind the delisting into 

consideration when assessing risk, consistent with financial institutions’ obligations under 31 

C.F.R. § 1010.610(a) and 31 C.F.R. § 1010.210. 

If a financial institution knows, suspects, or has reason to suspect that a transaction involves 

funds derived from illegal activity or that a customer has otherwise engaged in activities 

indicative of money laundering, terrorist financing, or other violation of federal law or regulation, 

the financial institution must file a Suspicious Activity Report. 

Questions or comments regarding the contents of this release should be addressed to the 

FinCEN Regulatory Support Section at frc@fincen.gov 

 

What You Need to Do: 

Share with BSA Officer. There will be little or no impact on the rest of your staff. 

FinCEN/BIS: Joint Alert on Potential Russian and Belarusian 

Export Control Evasion Attempts (June 28, 2022) 

Link 

https://www.fincen.gov/sites/default/files/2022-

06/FinCEN%20and%20Bis%20Joint%20Alert%20FINAL.pdf 

Text 

FinCEN and the U.S. Department of Commerce’s Bureau of Industry and Security 

Urge Increased Vigilance for Potential Russian and Belarusian Export Control 

https://www.fincen.gov/news/news-releases/imposition-fifth-special-measure-against-islamic-republic-iran-jurisdiction
mailto:frc@fincen.gov
https://www.fincen.gov/sites/default/files/2022-06/FinCEN%20and%20Bis%20Joint%20Alert%20FINAL.pdf
https://www.fincen.gov/sites/default/files/2022-06/FinCEN%20and%20Bis%20Joint%20Alert%20FINAL.pdf
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Evasion Attempts 

The Financial Crimes Enforcement Network (FinCEN) and the U.S. Department of 

Commerce’s Bureau of Industry and Security (BIS) are issuing a joint alert urging financial 

institutions to be vigilant against efforts by individuals or entities to evade BIS export controls 

implemented in connection with the Russian Federation’s (Russia) further invasion of Ukraine. 

This joint alert provides financial institutions with an overview of BIS’s current export 

restrictions; a list of commodities of concern for possible export control evasion; and select 

transactional and behavioral red flags to assist financial institutions in identifying suspicious 

transactions relating to possible export control evasion. This alert further reminds financial 

institutions of their Bank Secrecy Act (BSA) reporting obligations and details how suspected 

export control evasion activity may also be reported to BIS enforcement authorities. 

 

Overview of Recent BIS Actions in Response to the Invasion of Ukraine 

Since February 24, 2022, BIS has implemented a series of stringent export controls that 

restrict Russia’s access to specific technologies and other items that it needs to sustain its military 

activity in Ukraine. These controls primarily target Russia’s defense, aerospace, and maritime 

sectors. They also include other targets such as Russia’s energy production sector as well as luxury 

goods used by Russian elites. These controls are aligned with export controls implemented by 37 

U.S. allies and partners and represent the most comprehensive application of Commerce’s export 

authorities targeting a single country. The United States has also applied restrictions to Belarus 

in response to its substantial enabling of Russia’s war effort. These actions are part of a 

coordinated international endeavor to apply economic pressure on Russia and Belarus to degrade 

the military capabilities that Russia uses to wage its war, and to restrict Russia’s access to items 

that can support the country’s defense industrial base and military and intelligence services. They 

also increase the costs on Russian and Belarusian persons who support the government of Russia 

and its invasion of Ukraine. 

These recent BIS actions also build on export restrictions that the United States previously 

established following Russia’s occupation of Crimea in 2014, and in response to other malign 

Russian activities. Some of these prior restrictions remain in effect, while others have been 

expanded in scope through BIS’s recent regulatory actions. These actions have imposed controls 

on a range of items subject to the Export Administration Regulations (EAR) that had not 

previously required export licenses when destined for Russia or Belarus. The new controls place 

significant restrictions on (i) U.S. exports, reexports, and in-country transfers to Russia, and (ii) 

products destined for Russia and manufactured abroad with certain U.S. technology, software, or 

tooling. BIS imposed similar controls on items subject to the EAR and destined for Belarus, 

including broad in-country transfer controls. With this joint alert, FinCEN is partnering with BIS 

to assist U.S. financial institutions in identifying customers and transactions that may pose 

elevated risks of attempted export control evasion. 

 

Commodities of Concern 

Based upon historical information and current developments, BIS has identified the following 

commodities as presenting special concern because of their potential diversion to and end use by 

Russia and Belarus to further their military and defense capabilities: 
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Item Export Control 

Classification 

Number 

Item Export Control 

Classification 

Number 

Aircraft Parts/ Equipment Omitted Sonar Systems Omitted 

Antennas Omitted Spectrophotometers Omitted 

Breathing Systems Omitted Test Equipment Omitted 

Cameras Omitted Thrusters Omitted 

GPS Systems Omitted Underwater 

Communications 

Omitted 

Inertial Measurement 

Units 

Omitted Vacuum Pumps Omitted 

Integrated Circuits Omitted Water Fabrication 

Equipment 

Omitted 

Oil Field Equipment Omitted Wafer Substrates Omitted 

 

BIS remains concerned about exports that support the development of maritime technology, 

microelectronics, and other technologies that can be used to support Russia’s military and defense 

sector. As such, all of the items listed above require a BIS license prior to export or reexport to 

Russia or Belarus. Additionally, the use of certain of these items by third countries to create final 

products that may be subsequently exported to Russia or Belarus is also prohibited. This is not a 

complete listing of commodities sought by or prohibited for end-users in Russia and Belarus, but 

this list of commodities that present special concern can assist in the risk-based screening of 

export-related financial transactions. 

 

Applying a Risk-Based Approach to Trade Finance 

Financial institutions, particularly banks but also credit card operators and foreign exchange 

dealers, may be involved in providing financing, processing payments, or performing other 

services associated with international trade. These services include, but are not limited to, 

processing payments for exported goods, issuing lines of credit for exporters, providing or handling 

the payments supported by letters of credit, processing payments associated with factoring of 

accounts receivables by an exporter, providing general credit or working capital loans, and issuing 

or paying insurance on the shipping and delivery of goods to protect the exporter from nonpayment 

by the buyer. 

Financial institutions with customers in maritime or export/import industries should rely on 

the financial institutions’ internal risk assessments to employ appropriate risk mitigation 

measures consistent with their underlying BSA obligations. This approach to compliance with the 

BSA may include appropriate due diligence policies and procedures as required by law and 

regulation, such as, where applicable, FinCEN’s customer due diligence and beneficial ownership 

requirements. 

Financial institutions directly involved in providing trade finance for exporters also may have 
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access to information relevant to identifying potentially suspicious activity. This may include their 

customers’ end-use certificates, export documents, or other more extensive documentation 

associated with letters of credit-based trade financing. Or it may include information about the 

other parties to the transactions that may be contained in payment transmittal orders they receive 

or handle as an intermediary institution, such as Society for Worldwide Interbank Financial 

Telecommunications (SWIFT) messages, which are increasingly associated with open account 

trade transactions. For other export-related financial activity potentially visible to financial 

institutions, see the text box above. 

 

Select Red Flag Indicators of Export Control Evasion 

Illicit actors use a variety of methods when trying to acquire items controlled under the EAR. 

To evade scrutiny, illicit actors often attempt to procure EAR99 items—a category generally 

referring to low-tech consumer goods not specified on the Commerce Control List that do not 

require a license for export, re-export, or transfer to most destinations. Illicit actors also will 

engage complicit shippers (or customs brokers) to obscure either the nature of the goods or their 

ultimate destinations, similar to efforts with other illicit goods. 

FinCEN and BIS are providing a select list of potential red flag indicators of export control 

evasion that may be relevant to financial institutions and other covered institutions or persons, 

including flags derived from recent BSA reporting. Consideration of these indicators, in 

conjunction with conducting appropriate risk-based customer and transactional due diligence, will 

assist in determining whether an identified activity may be connected to export control evasion. 

As no single financial red flag is necessarily indicative of illicit or suspicious activity, all the 

surrounding facts and circumstances should be considered before determining whether a specific 

transaction is suspicious or associated with potential export control evasion. 

Transactional and Behavioral Red Flags: 

1. A customer in the maritime industry transports commodities of concern and uses trade 

corridors known to serve as possible transshipment points for exports to Russia and Belarus. 

 

2. The nature of a customer’s underlying business (specifically military or government-related 

work), type of service(s) or product(s) offered, and geographical presence pose additional risks 

of unintentional involvement in the evasion of export controls for Russia and Belarus. 

 

3. A customer acquires new vessels for no apparent economic or business purpose or for use in 

shipping corridors involving one or more of the identified transshipment countries. 

 

4. A customer purchases or sells vessels or other properties and goods identified as having been 

involved with or being blocked property under U.S. or partner country sanctions. 

 

5. Transactions involving entities with little to no web presence. 

 

6. Transactions involving a change in shipments or payments that were previously scheduled to 

go to Russia or Belarus, or a company located in Russia or Belarus, but that are now going to 

a different country/company. 
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7. Transactions involving payments being made from entities located in third-party countries not 

otherwise involved with the transactions and known to be a potential transshipment point for 

exports to Russia and Belarus. 

 

8. Last-minute changes to transactions associated with an originator or beneficiary located in 

Russia or Belarus. 

 

9. Parties to transactions with addresses that do not appear consistent with the business or are 

otherwise problematic (e.g., either the physical address does not exist, or it is residential). 

 

10. Transactions involving consolidated shipments of luxury goods that previously would have 

been destined for Russia or Belarus, but are now destined for a transshipment country or a 

country without restrictions on exports/re-exports to Russia or Belarus. 

 

11. Rapid shifts to new purchasers of transactions involving restricted luxury goods. 

 

12. Transactions involving freight-forwarding firms that are also listed as the product’s final end 

customer, especially items going to traditional Russian transshipment hubs. 

 

13. Transactions associated with atypical shipping routes for a product and destination. 

 

14. Transactions involving entities whose website or business registration states the entities work 

on “special purpose projects.” 

 

15. Transactions involving companies that display a certificate from the Federal Security Service 

of the Russian Federation (FSB RF), which allows these companies to work on projects 

classified as a state secret. 

 

16. Transactions involving companies that are physically co-located with or have shared 

ownership with an entity on the BIS Entity List or the Department of the Treasury’s Specially 

Designated Nationals and Blocked Persons List. 

 

17. New or existing accounts and transactions by individuals with previous convictions for 

violating U.S. export control laws, particularly if appearing to involve export and import 

activities or services. 

 

18. When combined with other derogatory information, large dollar or volume purchases, 

including through the use of business credit cards, of items designated as EAR99 (or large 

volume or dollar purchases at wholesale electrical/industrial merchants, electrical parts and 

equipment providers, or electronic parts providers), in the United States or abroad, especially 

if paired with purchases at shipping companies. 

 

19. Companies or individuals with links to Russian state-owned corporations (including shared 

ownership, as well as branches of, subsidiaries of, or shareholders in such state-owned 

corporations) involved in export-related transactions or the provision of export-related 

services. 
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20. Export transactions identified through correspondent banking activities involving non-U.S. 

parties that have shared owners or addresses with Russian state-owned entities or designated 

companies. 

 

21. Use of business checking or foreign exchange accounts by U.S.-based merchants involved in 

the import and export of electronic equipment where transactions are conducted with third 

country-based electronics and aerospace firms that also have offices in Russia or Belarus. 

 

22. Transactions identified through correspondent banking activities connected to Russian 

petroleum-related firms or firms that resell electronics and other similar items to Russian 

firms 

 

Suspicious Activity and Other BSA Reporting 

A financial institution is required to file a SAR if it knows, suspects, or has reason to suspect 

a transaction conducted or attempted by, at, or through the financial institution involves funds 

derived from illegal activity, or attempts to disguise funds derived from illegal activity; is designed 

to evade regulations promulgated under the BSA; lacks a business or apparent lawful purpose; or 

involves the use of the financial institution to facilitate criminal activity, including sanctions or 

export control evasion. All statutorily defined financial institutions may voluntarily report 

suspicious transactions under the existing suspicious activity reporting safe harbor. 

When a financial institution files a SAR, it is required to maintain a copy of the SAR and the 

original or business record equivalent of any supporting documentation for a period of five years 

from the date of filing the SAR. Financial institutions must provide any requested SAR and all 

documentation supporting the filing of a SAR upon request by FinCEN or an appropriate law 

enforcement or supervisory agency. When requested to provide supporting documentation, 

financial institutions should take special care to verify that a requestor of information is, in fact, 

a representative of FinCEN or an appropriate law enforcement or supervisory agency. A financial 

institution should incorporate procedures for such verification into its BSA compliance or AML 

program. These procedures may include, for example, independent employment verification with 

the requestor’s field office or face-to-face review of the requestor’s credentials. 

 

SAR Filing Instructions 

FinCEN requests that financial institutions reference this alert by including the key term 

“FIN2022-RUSSIABIS” in SAR field 2 (Filing Institution Note to FinCEN) and the narrative to 

indicate a connection between the suspicious activity being reported and the activities highlighted 

in this alert. Financial institutions may highlight additional advisory or alert keywords in the 

narrative, if applicable. FinCEN also requests that financial institutions check box 38(z) (Other 

Suspicious Activity) and note “Russia Export Restrictions Evasion”. If known, please also indicate 

in field 45(z) (Other Product Types) the appropriate North American Industry Code(s) (NAICs) for 

the involved product, and/or the appropriate financial instrument or payment mechanism in field 

46. 

Financial Institutions Wanting to Expedite their Report of Suspicious Transactions 

that May Relate to the Activity Noted in this Alert Should Call the Financial 

Institutions Toll-Free Hotline at (866) 556-3974 (7 Days a Week, 24 Hours a Day). 
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Financial institutions should include any and all available information relating to the products 

or services involved in the suspicious activity, including all available transportation and trade 

financing documentation, accounts and locations involved, identifying information and 

descriptions of any legal entities or arrangements involved or associated with beneficial owners, 

and any information about related persons or entities (including transportation companies or 

services) involved in the activity. Financial institutions also should provide any and all available 

information regarding other domestic and foreign financial institutions and businesses or persons 

involved in the activity. Where appropriate, financial institutions should consider filing a SAR 

jointly on shared suspicious activity. 

 

Other Relevant BSA Reporting Requirements 

Financial institutions and other covered institutions or persons also may have other relevant 

BSA reporting requirements that provide information in connection with the subject of this alert. 

These include obligations related to the Currency Transaction Report (CTR), Report of Cash 

Payments Over $10,000 Received in a Trade or Business (Form 8300), Report of Foreign Bank 

and Financial Accounts (FBAR), Report of International Transportation of Currency or Monetary 

Instruments (CMIR), Registration of Money Service Business (RMSB), and Designation of Exempt 

Person (DOEP). These standard reporting requirements may not have an obvious connection to 

Russia-related illicit finance, but may ultimately prove highly useful to law enforcement. 

 

Form 8300 Filing Instructions 

Covered institutions or persons may file a Form 8300 voluntarily for any suspicious 

transaction, even if the total amount does not exceed $10,000. When filing a Form 8300 involving 

a suspicious transaction relevant to this alert, FinCEN requests that the filer selects Box 1b 

(“suspicious transaction”) and include the key term “FIN-2022-RUSSIABIS” in the “Comments” 

section of the report. 

 

Additional Reporting Options for Suspected Export Control Evasion 

 

In addition to filing a SAR, financial institutions may wish to consider reporting suspected 

export control evasion activity directly to BIS through its web-based confidential Enforcement 

Lead/Tip form, located at the following webpage: 

https://bis.doc.gov/index.php/component/rsform/form/14-reporting-

violationsform?task=forms.edit. 

Alternatively, suspected violations may be reported via email to EELEAD@bis.doc.gov or to 

the BIS Enforcement Hotline: 800-424-2980. 

For Further Information 

Questions or comments regarding the contents of this alert should be sent to the FinCEN 

Regulatory Support Section at frc@fincen.gov. 

What You Need to Do: 

Share with BSA Officer. 

https://bis.doc.gov/index.php/component/rsform/form/14-reporting-violationsform?task=forms.edit
https://bis.doc.gov/index.php/component/rsform/form/14-reporting-violationsform?task=forms.edit
mailto:EELEAD@bis.doc.gov
mailto:frc@fincen.gov
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Section 2: Community Reinvestment Act 

OCC: Community Development Investments – Partners in Recovery: 

Community Reinvestment and Resilience (April 7, 2022) 

Link 

https://www.occ.gov/publications-and-resources/publications/community-affairs/community-

developments-investments/apr-2022/ca-cdi-newsletter-apr-2022.html 

Text 

The Office of the Comptroller of the Currency (OCC) published the latest edition of the 

Community Developments Investments newsletter, “Partners in Recovery: Community 

Reinvestment and Resilience.” 

This edition highlights how banks can collaborate with community development financial 

institutions, minority depository institutions, and other community-based groups to help rebuild 

communities recovering from the COVID-19 pandemic and natural disasters. 

The newsletter explains three federal emergency programs that have provided loans, grants, 

and other resources for low- and moderate-income and minority communities and businesses 

recovering from the disproportionate effects of the pandemic. The newsletter highlights bank-

community partnerships that have helped communities rebuild following disasters and the 

pandemic. These partnerships offer lessons on how such bank collaborations can help communities 

better prepare for future crises through climate resilience planning and investment. 

This edition is part of a group of resources available to banks interested in exploring 

community development and economic inclusion opportunities in their communities. These 

resources are available on http://www.occ.gov/communityaffairs. Banks interested in learning 

more about these opportunities may contact the OCC’s District Community Affairs Officers located 

throughout the nation. 

What You Need to Do: 

OCC banks should read this information. For others, this is for your information. 

  

https://www.occ.gov/publications-and-resources/publications/community-affairs/community-developments-investments/apr-2022/ca-cdi-newsletter-apr-2022.html
https://www.occ.gov/publications-and-resources/publications/community-affairs/community-developments-investments/apr-2022/ca-cdi-newsletter-apr-2022.html
https://www.occ.gov/topics/consumers-and-communities/community-affairs/index-community-affairs.html
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Joint Agencies: Proposal to Strengthen and Modernize Community 

Reinvestment Act Regulations (May 5, 2022) 

Links 

FDIC: https://www.fdic.gov/news/financial-institution-letters/2022/fil22018.html 

FRB: https://www.federalreserve.gov/newsevents/pressreleases/bcreg20220505a.htm 

OCC: https://www.occ.gov/news-issuances/bulletins/2022/bulletin-2022-14.html 

Text 

Summary 

The Federal Deposit Insurance Corporation, Office of the Comptroller of the Currency, and the 

Board of Governors of the Federal Reserve System are requesting comment on a joint Notice of 

Proposed Rulemaking on the Community Reinvestment Act. The NPR is intended to strengthen 

and modernize the rule that implements the CRA by: 

• Expanding access to credit, investment, and basic banking services in low– and moderate–

income (LMI) communities, which are CRA’s core goals; 

• Adapting to changes in the banking industry, including mobile and internet banking by 

modernizing assessment areas while maintaining a focus on branch–based areas; 

• Providing greater clarity, consistency, and transparency in the application of the 

regulations through the use of standardized metrics as part of CRA evaluation and 

clarifying eligible CRA activities focused on LMI communities and under–served rural 

communities; 

• Tailoring CRA rules and data collection to bank size and business model; and 

• Maintaining a unified approach among the regulators. 

Statement of Applicability: The contents of, and material referenced in, this FIL apply to 

all FDIC-insured financial institutions. 

Highlights: 

• Higher thresholds. The NPR would set new thresholds for small and intermediate banks. 

Under the proposal, Small Banks are defined as those with assets of up to $600 million and 

Intermediate Banks are those with asset of at least $600 million but less than $2 billion. 

Large Banks are those with assets of at least $2 billion. 

• No New Data Collection or Reporting. Small Banks and Intermediate Banks would 

have no new data collection and reporting requirements and existing data would be used 

whenever possible. 

• Update CRA to address changes in banking industry. The NPR would modernize the 

https://www.fdic.gov/news/financial-institution-letters/2022/fil22018.html
https://www.federalreserve.gov/newsevents/pressreleases/bcreg20220505a.htm
https://www.occ.gov/news-issuances/bulletins/2022/bulletin-2022-14.html
https://www.fdic.gov/news/board-matters/2022/2022-05-05-notice-dis-a-fr.pdf
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approach to the delineation of AAs and would apply performance standards and metrics for 

retail and CD activities tailored to bank size and business model. 

• Establish four tests for Large Banks. Four tests below would apply to Large Banks, 

including those evaluated under a strategic plan, although certain provisions of the Retail 

Services and Products Test and Community Development Services Test would apply only 

to Large Banks that had average quarterly assets, computed annually, of over $10 billion 

in both of the prior two calendar years: 

o Retail Lending Test. A retail lending screen would be used to measure a bank’s 

retail lending relative to its capacity to lend in a particular facility-based assessment 

areas. Geographic and borrower distribution metrics would be used to assess the 

bank’s lending performance with respect to LMI individuals and LMI areas, and 

small businesses and small farms. 

o Retail Services and Products Test. This test would measure the delivery 

systems and deposit and other products of a bank through the use of certain metrics 

and performance context. 

o Community Development (CD) Financing Test. This test would use a CD 

metric paired with an impact review to evaluate the quantitative and qualitative 

aspects of a bank’s CD financing activity. 

o Community Development Services Test. This test would use some metrics, for 

example hours for each CD activity, but would remain mostly qualitative to measure 

responsiveness to community needs. 

• CD Activities: Eligibility of qualifying activities would be expanded in certain areas, 

including for mission–based entities and Native Land Areas. A non-exhaustive list of, and 

confirmation process for, qualifying activities would provide increased certainty and clarity 

on what qualifies for CRA credit. 

• Data Collection, Maintenance, and Reporting for Large Banks: Large Banks over 

$10 billion would be required to collect, maintain, and report data for their retail deposits, 

retail lending, retail services, CD loans and investments, CD services, and assessment 

areas. Large Banks with assets between $2 billion and $10 billion would be subject to some 

data collection and reporting requirements. Small Banks and Intermediate Banks would 

collect data in the normal course of business as they do currently. 

• Performance Conclusions and Ratings: Under the proposed rule, the agencies would 

assign a bank, except a small bank, conclusion scores, including a single score at the 

institution level to arrive at the bank’s overall statutory rating assigned by the agencies. 

Comments are Due by August 5, 2022 

The entire proposed rule (678 pages) can be obtained using this link: 

https://www.fdic.gov/news/board-matters/2022/2022-05-05-notice-dis-a-fr.pdf 

A Fact Sheet on the proposed rule is provided below: 

  

https://www.fdic.gov/news/board-matters/2022/2022-05-05-notice-dis-a-fr.pdf
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Community Reinvestment Act Proposal Fact Sheet 

May 2022 

The Community Reinvestment Act, or CRA, became law in 1977 and remains one of the 

seminal pieces of legislation to address systemic inequities in access to credit. The CRA encourages 

banks to help meet the credit needs of the entire community in which they do business, with a 

particular focus on low- and moderate- income (LMI) communities, consistent with safe and sound 

operations. The last significant interagency revision to the CRA regulations occurred in 1995. 

The joint proposal from the Federal Reserve Board, the Federal Deposit Insurance 

Corporation, and the Office of the Comptroller of the Currency has the following key elements: 

• Expand access to credit, investment, and basic banking services in low- and 

moderate-income communities. 

Under the proposal, the agencies would evaluate bank performance across the varied activities 

they conduct and communities in which they operate so that CRA is a strong and effective tool to 

address inequities in access to credit. The proposal would promote community engagement and 

financial inclusion. It would also emphasize smaller value loans and investments that can have 

high impact and be more responsive to the needs of LMI communities. 

• Adapt to changes in the banking industry, including internet and mobile banking. 

The proposal would update CRA assessment areas to include activities associated with online 

and mobile banking, branchless banking, and hybrid models. 

• Provide greater clarity, consistency, and transparency. 

The proposal would adopt a metrics-based approach to CRA evaluations of retail lending and 

community development financing, which includes public benchmarks, for greater clarity and 

consistency. It also would clarify eligible CRA activities, such as affordable housing, that are 

focused on LMI, undeserved, and rural communities. 

• Tailor CRA evaluations and data collection to bank size and type. 

The proposal recognizes differences in bank size and business models. It provides that smaller 

banks would continue to be evaluated under the existing CRA regulatory framework with the 

option to be evaluated under aspects of the new proposed framework. 

What You Need to Do: 

Review the proposed rule; the comment period ends/ended August 5, 2022. We will now wait for 

the final rule and then begin implementation of a new “strengthened/modernized” CRA rule. 
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Joint Agencies: Host State Loan-to-Deposit Ratios (June 28, 2022) 

Link 

FDIC: https://www.fdic.gov/news/press-releases/2022/pr22052.html 

FRB: https://www.federalreserve.gov/newsevents/pressreleases/bcreg20220628a.htm 

OCC: https://www.occ.gov/news-issuances/bulletins/2022/bulletin-2022-17.html 

Text 

Federal bank regulatory agencies issued the host state loan-to-deposit ratios that are used to 

evaluate compliance with section 109 of the Riegle-Neal Interstate Banking and Branching 

Efficiency Act of 1994. These ratios replace those from June 2021. 

By law, a bank is generally prohibited from establishing or acquiring branches outside of its 

home state primarily for the purpose of acquiring additional deposits. This prohibition seeks to 

ensure that interstate bank branches will not take deposits from a community without the bank 

also reasonably helping to meet the credit needs of that community. 

 

Section 109 Host State Loan To Deposit Ratios 

The Board of Governors of the Federal Reserve System (Board), the Federal Deposit Insurance 

Corporation (FDIC), and the Office of the Comptroller of the Currency (OCC) (collectively, the 

agencies) are making public the host state loan-to-deposit ratios that the agencies will use to 

determine compliance with section 109 of the Riegle-Neal Interstate Banking and Branching 

Efficiency Act of 1994 (Interstate Act). 

The host state loan-to-deposit ratio is the ratio of total loans in a state to total deposits from 

the state for all banks that have that state as their home state. 

For state-chartered banks and FDIC-supervised savings banks, the home state is the state 

where the bank was chartered. 

For national banks, the home state is the state where the bank’s main office is located. 

The home state of a foreign bank is determined by 12 USC 3103(c) and applicable agency 

regulations at 12 CFR 28.11(n) (OCC), 12 CFR 211.22 (Board), and 12 CFR 347.202(m) (FDIC) 

In general, section 109 prohibits a bank from establishing or acquiring a branch or branches 

outside of its home state primarily for the purpose of deposit production. Section 106 of the Gramm-

Leach-Bliley Act of 1999 amended coverage of section 109 of the Interstate Act to include any 

branch of a bank controlled by an out-of-state bank holding company. 

To determine compliance with section 109, the appropriate agency first compares a bank’s 

estimated statewide loan-to-deposit ratio to the estimated host state loan-to-deposit ratio for a 

particular state. 

The statewide loan-to-deposit ratio relates to an individual bank and is the ratio of a bank’s 

https://www.fdic.gov/news/press-releases/2022/pr22052.html
https://www.federalreserve.gov/newsevents/pressreleases/bcreg20220628a.htm
https://www.occ.gov/news-issuances/bulletins/2022/bulletin-2022-17.html
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loans to its deposits in a particular state where the bank has interstate branches. 

• If the bank’s statewide loan-to-deposit ratio is at least one-half of the published host state 

loan-to-deposit ratio, the bank has complied with section 109. 

A second step is conducted if a bank’s estimated statewide loan-to-deposit ratio is less than one-

half of the published ratio for that state or if data are not available at the bank to conduct the first 

step. 

• The second step requires the appropriate agency to determine whether the bank is 

reasonably helping to meet the credit needs of the communities served by the bank’s 

interstate branches. 

A bank that fails both steps is in violation of section 109 and subject to sanctions by the 

appropriate agency. 

Due to the legislative intent against imposing regulatory burden, no additional data were 

collected from institutions to implement section 109. However, since insufficient lending data were 

available on a geographic basis to calculate the host state loan-to-deposit ratios directly, the 

agencies used a proxy to estimate the ratios. Accordingly, the agencies calculated the host state 

loan-to-deposit ratios using data obtained from the Consolidated Reports of Condition and Income 

(call reports) and Summary of Deposits Surveys (summary of deposits), as of June 30, 2021. For 

each home state bank, the agencies calculated the percentage of the bank’s total deposits 

attributable to branches located in its home state (determined from the summary of deposits), and 

applied this percentage to the bank’s total domestic loans (determined from the call reports) to 

estimate the amount of loans attributable to the home state. The host state loan-to-deposit ratio 

was then calculated by separately totaling the loans and deposits for the home state banks, and 

then dividing the sum of the loans by the sum of the deposits. 

Section 109 directs the agencies to determine, from relevant sources, the host state loan-to-

deposit ratios. As discussed in the preamble to the joint final rule, Prohibition Against Use of 

Interstate Branches Primarily for Deposit Production (62 FR 47728, 47731, September 10, 1997), 

implementing section 109, banks designated as wholesale or limited purpose banks under the 

Community Reinvestment Act (CRA) were excluded from the host state loan-to-deposit calculation, 

recognizing that these banks could have very large loan portfolios, but few, if any, deposits. 

Likewise, credit card banks, which typically have large loan portfolios but few deposits, were also 

excluded, regardless of whether they had a limited purpose designation for CRA purposes. 

Beginning in 2001, special purpose banks, including bankers’ banks, were excluded because these 

banks do not engage in traditional deposit taking or lending. 

The estimated host state loan-to-deposit ratios, and any changes in the way the ratios are 

calculated, will be publicized on an annual basis. 
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Section 109 of the Interstate Banking and 

Branching Efficiency Act 

Host State Loan-to-Deposit Ratios 

Using Data as of June 30, 2021 

(Excludes wholesale or limited purpose 

Community Reinvestment Act-designated 

banks, credit card banks, and special 

purpose banks) 

State or U.S. Territory Host State Loan-to 

Deposit Ratio 

Illinois 71% 

Indiana 79% 

Kansas 72% 

Michigan 87% 

Missouri 71% 

Montana 66% 

North Dakota 76% 

Ohio 69% 

Wisconsin 81% 

What You Need to Do: 

If applicable, for your review and information; share with appropriate staff. 
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Joint Agencies: List of Distressed or Underserved Nonmetropolitan 

Middle-Income Geographies (July 1, 2022) 

Links 

OCC: https://www.occ.gov/news-issuances/news-releases/2022/nr-ia-2022-79.html 

FDIC: https://www.fdic.gov/news/press-releases/2022/pr22054.html 

FRB: https://www.federalreserve.gov/newsevents/pressreleases/bcreg20220701a.htm 

Text 

Federal bank regulatory agencies made available the 2022 list of distressed or underserved 

nonmetropolitan middle-income geographies. These are geographic areas where revitalization or 

stabilization activities are eligible to receive Community Reinvestment Act (CRA) consideration 

pursuant to the definition of community development under the agencies’ regulations. 

Distressed or underserved nonmetropolitan middle-income geographies are designated by the 

agencies in accordance with their CRA regulations. The designations continue to reflect local 

economic conditions, including unemployment, poverty, and population changes. 

The 2022 list uses the County Intercensal Estimates for 2000-2010 for population estimates 

because the County Intercensal Estimates for 2010-2020 are not yet available. 

Revitalization or stabilization activities in these geographies are eligible to receive CRA 

consideration under the community development definition for 12 months after publication of the 

current list. As with past lists, the agencies apply a one-year lag period for geographies that were 

included in 2021 but are no longer designated as distressed or underserved in the current list. 

The current and previous years’ lists can be found on the FFIEC website, along with 

information about the data sources used to generate those lists. 

https://www.ffiec.gov/cra/distressed.htm 

See pages 104 - 117 for your State’s 2022 List of Distressed or Underserved Nonmetropolitan 

Middle-Income Geographies. 

What You Need to Do: 

This is important for CRA community development consideration; please share with CRA Officer. 

 

  

https://www.occ.gov/news-issuances/news-releases/2022/nr-ia-2022-79.html
https://www.fdic.gov/news/press-releases/2022/pr22054.html
https://www.federalreserve.gov/newsevents/pressreleases/bcreg20220701a.htm
https://www.ffiec.gov/cra/distressed.htm
https://www.ffiec.gov/cra/distressed.htm
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ILLINOIS 
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INDIANA 
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KANSAS 
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KANSAS (CON’T)

 

 

 

  



Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 108 

MICHIGAN 
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MICHIGAN (CON’T) 
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MICHIGAN (CON’T) 

 

   



Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 111 

MISSOURI 
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MISSOURI (CON’T) 
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MONTANA 
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NORTH DAKOTA 

 
 

  



Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 115 

NORTH DAKOTA (CON’T) 
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OHIO 
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WISCONSIN 
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OCC/FDIC/FRB: Notice of Correction (July 5, 2022) 

Link 

https://www.govinfo.gov/content/pkg/FR-2022-07-05/pdf/C1-2022-10111.pdf 

Text 

In proposed rule document 2022-10111 appearing on pages 33884–34066 in the issue of June 

3, 2022, make the following correction: 

On page 33976, in the second column, the duplicate formulas are corrected to read as set forth 

below: 

The bank state community development financing metric would be calculated using the same 

formula as the bank assessment area community development financing metric and would include 

all of a bank’s community development activities and deposits in the state area (based on either 

collected deposits data, or Summary of Deposits data, as applicable), without distinguishing 

between those inside or outside of the bank’s assessment areas. 

For example, if a bank has conducted an annual average of $200,000 in qualifying community 

development financing activities and has an annual average of $10 million in deposits associated 

with a state during an evaluation period, the bank state community development financing metric 

for that evaluation period would be 2.0 percent. 

CD loans + CD Investments ($200,000) = 

deposits ($10,000,000) 

 

Bank State Community Development Financing Metric (2.0 percent) 

What You Need to Do: 

Referencing the proposed rule, this is a correction to the Federal Register; just for your 

information. 

 

https://www.govinfo.gov/content/pkg/FR-2022-07-05/pdf/C1-2022-10111.pdf
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Section 3: UDAAP 

FDIC: Consumer Compliance Supervisory Highlights (March 31, 

2022) 

NOTE: This is repeat information from Q2 2022 Reg Update 

Link 

https://www.fdic.gov/regulations/examinations/consumer-compliance-supervisory-

highlights/documents/ccs-highlights-march2022.pdf 

Text 

The FDIC’s Consumer Compliance Supervisory Highlights is a publication that features 

articles of interest to the banking industry. Its purpose is to enhance transparency regarding the 

FDIC’s consumer compliance supervisory activities and provide a high-level overview of consumer 

compliance issues identified in 2021 through the FDIC’s supervision of state non-member banks 

and thrifts. Topics include supervisory observations related to consumer protection laws, 

examples of practices that may be useful to institutions in mitigating risks, regulatory 

developments, consumer compliance resources, and an overview of consumer complaint trends. 

Re-Presentment of Unpaid Transactions: Heightened Risk for Section 5 Violations 

Background 

Financial institutions commonly charge a non-sufficient funds (NSF) fee when a charge is 

presented for payment but cannot be covered by the balance in the account. Some financial 

institutions charged additional NSF fees for the same transaction when a merchant re-presented 

an automated clearinghouse (ACH) payment or check on more than one occasion after the 

transaction was declined. Disclosure and fee practices for re-presentments may result in 

heightened risk of violations of Section 5 of the FTC Act, which covers both business and consumer 

accounts. Re-presentment practices have recently been spotlighted in public statements by other 

Federal and state regulators, and announcements by financial institutions including those 

regulated by the FDIC. Re-presented transactions have also been the subject of a number of recent 

class action lawsuits involving financial institutions, including some supervised by the FDIC. 

These lawsuits generally allege breach of contract due to the omission of key terms related to the 

assessment of representment fees. Lawsuit settlements have resulted in customer restitution and 

legal fee reimbursements. 

Findings 

During 2021, the FDIC identified consumer harm when financial institutions charged multiple 

NSF fees for the re-presentment of unpaid transactions. Some disclosures and account agreements 

https://www.fdic.gov/regulations/examinations/consumer-compliance-supervisory-highlights/documents/ccs-highlights-march2022.pdf
https://www.fdic.gov/regulations/examinations/consumer-compliance-supervisory-highlights/documents/ccs-highlights-march2022.pdf
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explained that one NSF fee would be charged “per item” or “per transaction.” These terms were 

not clearly defined, and disclosure forms did not explain that the same transaction might result 

in multiple NSF fees if re-presented. 

While case-specific facts would determine whether a practice is in violation of a law or 

regulation, the failure to disclose material information to customers about re-presentment 

practices and fees may be deceptive. This practice may also be unfair if there is the likelihood of 

substantial injury for customers, if the injury is not reasonably avoidable, and if there is no 

countervailing benefit to customers or competition. For example, there is risk of unfairness if 

multiple fees are assessed for the same transaction in a short period of time without sufficient 

notice or opportunity for consumers to bring their account to a positive balance. 

Additionally, although class action settlements may result in banks providing some restitution 

to its customers, the FDIC has determined that, in some instances, the restitution provided did 

not fully redress the harm caused by the practice. As such, the FDIC required such institution to 

provide additional restitution. 

Mitigating Risk 

The FDIC has observed various risk-mitigating activities that financial institutions have 

taken to reduce potential risk of consumer harm and avoid potential violations of Section 5 of the 

FTC Act. These include: 

• Eliminating NSF fees. 

 

• Declining to charge more than one NSF fee for the same transaction, regardless of whether 

the item is represented. 

 

• Disclosing the amount of NSF fees and how such fees will be imposed, including: { 

Information on whether multiple fees may be assessed in connection with a single 

transaction; { The frequency with which such fees can be assessed; and { The maximum 

number of fees that can be assessed in connection with a single transaction. 

 

• Reviewing customer notification practices related to NSF transactions and the timing of 

fees to provide the customer with an ability to avoid multiple fees for re-presented items. 

 

• Conducting a comprehensive review of policies, practices, and disclosures related to re-

presentments to ensure the manner in which NSF fees are charged is communicated 

clearly and consistently. 

 

• Working with service providers to retain comprehensive records so that re-presented items 

can be identified. 

What You Need to Do: 

We believe this is important to repeat; please review your disclosures and processes to make sure 

there are no discrepancies that can cause UDAAP problems. 
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Section 4: Crypto-Assets 

FDIC: Notification of Engaging in Crypto-Related Activities (April 7, 

2022) 

Link 

https://www.fdic.gov/news/financial-institution-letters/2022/fil22016.html#letter 

Text 

Notification and Supervisory Feedback Procedures for FDIC-Supervised 

Institutions Engaging in Crypto-Related Activities 

Background and Scope 

The FDIC is issuing this letter to address the engagement by FDIC-supervised institutions in 

crypto-related activities. Crypto-related activities may pose significant safety and soundness 

risks, as well as financial stability and consumer protection concerns. Moreover, these risks and 

concerns are evolving as crypto-related activities are not yet fully understood. 

The FDIC notes that there is little consistency in the definitions associated with many crypto 

assets and crypto-related activities, which makes it difficult to categorically identify these assets 

and activities. Further, the structure and scope of these activities are rapidly changing and 

expanding. As a result of the dynamic nature of crypto-related activities, it is difficult for 

institutions, as well as the FDIC, to adequately assess the safety and soundness, financial 

stability, and consumer protection implications without considering each crypto-related activity 

on an individual basis. Therefore, the FDIC is requesting all FDIC-supervised institutions that 

are considering engaging in crypto-related activities to notify the FDIC of their intent and to 

provide all necessary information that would allow the FDIC to engage with the institution 

regarding related risks. Any FDIC-supervised institution that is already engaged in crypto-related 

activities should promptly notify the FDIC. Institutions notifying the FDIC are also encouraged 

to notify their state regulator. 

Risk Considerations 

Below is a description (not all-inclusive) of some of the crypto-related risks about which the 

FDIC is concerned. Different risks may apply differently to various activities. 

Safety and Soundness 

Crypto-related activities present new, heightened, or unique credit, liquidity, market, pricing, 

and operational risks that could present safety and soundness concerns. For example, there are 

fundamental ownership issues, including whether it is possible for ownership to be clearly 

https://www.fdic.gov/news/financial-institution-letters/2022/fil22016.html#letter
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validated and confirmed. Further, there are significant anti-money laundering/countering the 

financing of terrorism implications and concerns related to crypto assets, including reported 

instances of crypto assets being used for illicit activities. Relatedly, there are implications to 

information technology (IT) and information security, including IT risk exposure and whether 

sufficient frameworks are available, in relation to the level of risk, to maintain the confidentiality, 

integrity, and availability of information systems. 

There are concerns about the credit risk exposure posed by the crypto asset or the structure 

that the asset is held in, including whether it is possible to measure the degree of asset quality, 

credit risk, and counterparty risk exposure. This also includes whether it is possible to determine 

whether the asset is bankable and whether it is possible for insured depository institutions to 

manage those risks and exposures. Significant market risk is also evident, as it is uncertain 

whether adequate methods for pricing and valuation exist. Moreover, accounting, auditing, and 

financial reporting treatment of crypto assets and crypto-related activities is evolving. There are 

also significant liquidity implications for insured depository institutions, such as liquidity risk 

exposure (particularly when crypto assets with very volatile values are involved). 

Financial Stability 

The FDIC is concerned that certain crypto assets or crypto-related activities may pose systemic 

risks to the financial system. Systemic risks could be created as an unintended consequence 

resulting from the structure of a crypto asset or through the interconnected nature of certain 

crypto-related activities. For example, a disruption in crypto-asset transactions or crypto-related 

activities could result in a “run” on financial assets backing a crypto asset or crypto-related 

activity. Like other runs, this could create a self-reinforcing cycle of redemptions and fire sales of 

financial assets, which, in turn, could disrupt critical funding markets. Further, operational 

failures related to crypto assets or crypto-related activities could have a destabilizing effect on the 

insured depository institutions engaging in such activities. 

Consumer Protection 

The FDIC is concerned about risks to consumers related to crypto-related activities. For 

example, the FDIC is concerned about the risk of consumer confusion regarding crypto assets 

offered by, though, or in connection with insured depository institutions, as consumers may not 

understand the role of the bank or the speculative nature of certain crypto assets as compared to 

traditional banking products, such as deposit accounts. In addition, insured depository 

institutions face risks in effectively managing the application of consumer protection 

requirements, including laws related to unfair or deceptive acts or practices, to new and changing 

crypto-related activities. 

Notification of Engagement in Crypto-Related Activities 

Prior to engaging in, or if currently engaged in, a crypto-related activity, an FDIC-supervised 

institution promptly should notify the appropriate FDIC Regional Director. The FDIC will request 

that the institution provide information necessary to allow the agency to assess the safety and 

soundness, consumer protection, and financial stability implications of such activities. The 

information requested by the FDIC will vary on a case-specific basis depending on the type of 

crypto-related activity. However, the initial notification to the FDIC Regional Director should 

describe the activity in detail and provide the institution’s proposed timeline for engaging in the 

activity.
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Upon receipt, the FDIC will review the notification and information received, request 

additional information as needed, and consider the safety and soundness, financial stability, and 

consumer protection considerations of the proposed activity. The FDIC will provide relevant 

supervisory feedback to the FDIC-supervised institution, as appropriate, in a timely manner. 

Legal Implications 

Pursuant to Section 39 of the FDI Act, the FDIC has established in Part 364 (including 

Appendices A and B) safety and soundness standards for all FDIC-supervised institutions. As 

noted, activities involving new and rapidly emerging technologies can amplify risk to the insured 

depository institutions themselves, consumers, and the Deposit Insurance Fund. FDIC-supervised 

institutions should be able to demonstrate their ability to conduct crypto-related activities in a 

safe and sound manner. 

What You Need to Do: 

The FDIC is requesting all FDIC-supervised institutions that are considering engaging in crypto-

related activities to notify the FDIC of their intent and to provide all necessary information that 

would allow the FDIC to engage with the institution regarding related risks. Any FDIC-supervised 

institution that is already engaged in crypto-related activities should promptly notify the FDIC. 

Institutions notifying the FDIC are also encouraged to notify their state regulator. 


