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Section 1: Supervisory Information 

FRB: Consumer Affairs Letter (CA 22-5) – Standard Information 
Request (SIR) Process (July 8, 2022) 

Link 

https://www.federalreserve.gov/supervisionreg/caletters/caltr2205.htm 

Text 

Applicability:  

This guidance applies to the supervision of community banking organizations, defined as 
institutions supervised by the Federal Reserve with total consolidated assets of $10 billion or less 
and their subsidiaries. 

The purpose of this letter is to reinforce the importance of effective communication practices 
during consumer compliance examinations of community banking organizations. As such, this 
letter introduces a Standard Information Request (SIR) Process to improve the consistency, 
efficiency, and effectiveness of consumer compliance examination planning and scoping processes. 

This letter complements and should be read in conjunction with the Federal Reserve’s risk-
focused supervisory guidance outlined in CA 13-19, “Community Bank Risk-Focused Consumer 
Compliance Supervision Program.” 

https://www.federalreserve.gov/supervisionreg/caletters/caltr1319.htm 

For institutions covered under CA 13-19, Federal Reserve staff follow a risk-focused approach 
to consumer compliance examinations, which begins with updating the institutional profile and 
risk assessment, continues through the scoping process to the execution of the examination work 
program, and concludes with the issuance of the consumer compliance examination report. As 
part of this process, Federal Reserve staff will leverage available information and, when 
necessary, obtain additional information through documentation requests and discussions with 
bank management. Effective communication with supervised institutions during this process is a 
priority, and Federal Reserve staff should implement the effective communication practices 
outlined in this letter. 

SIR Process 

The SIR Process establishes a standard approach for gathering information from banks during 
the examination planning and scoping process and establishes general timeframes within which 
Federal Reserve staff should routinely operate. The goals of the SIR Process are to: 

• appropriately tailor information requests to include only the information necessary to 
scope the examination and avoid asking for information that is available from other 

https://www.federalreserve.gov/supervisionreg/caletters/caltr2205.htm
https://www.federalreserve.gov/supervisionreg/caletters/caltr1319.htm
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sources; 

• provide generally consistent information requests to support the Federal Reserve’s risk-
focused supervision program; and 

• reduce the duration of examination planning and scoping processes and minimize 
disruption to bank operations. 

Federal Reserve staff will typically send an initial request for information no more than 15 
weeks prior to commencement of examination activities. Additional requests, if necessary, should 
be limited and requested as close as practicable to when the information will be used. Federal 
Reserve staff will provide bank management with adequate time to respond to all information 
requests and will coordinate examination planning activities with bank management by 
communicating relevant timelines and process steps. 

Information gathered from the SIR process will be used to develop or update the institutional 
profile and assess risk as necessary to appropriately scope the examination. During the scoping 
process, Federal Reserve staff will also schedule an opening examination discussion with bank 
management to gather additional institutional information to help support the exam scoping 
work. 

The SIR Process enhances communication and facilitates the efficient flow of information 
during the examination planning and scoping phase. Effective communications are similarly 
important throughout other phases of the examination process and are essential for an effective, 
efficient, and transparent supervisory program. As such, Federal Reserve staff should, in 
accordance with existing guidance, continue to discuss with bank management communication 
expectations to facilitate information exchange between bank and Federal Reserve staff. 

Reserve Banks should distribute this letter to supervised community state member banks in 
their districts, as well as to appropriate supervisory and examination staff. Questions regarding 
this letter should be sent via the Board’s public website. 

What You Need to Do 

This is informational for Federal Reserve regulated banks; share with others as appropriate. 

FRB: Consumer Compliance Outlook (August 8, 2022) 

Link 

https://consumercomplianceoutlook.org/ 

Text 

Note: the material in the Consumer Compliance Outlook is the intellectual property of the 12 
Federal Reserve Banks and cannot be copied without permission. 

https://consumercomplianceoutlook.org/
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The latest issue of Consumer Compliance Outlook is now available on the Outlook website. 
This issue features an article titled “Merger Lessons Learned.” 

This article is intended to assist compliance professionals and enhance consumer protection 
by providing a glimpse into compliance risks resulting from merger and acquisition (M&A) 
activity. Federal Reserve staff have identified five themes of consumer compliance risk in recent 
acquisitions: geographic considerations; compliance considerations; operational considerations; 
staffing considerations; and culture considerations. 

Other articles, which may be of interest, include: 

• Commercial Flood Insurance Compliance – Washing Away Common Pitfalls 

This article discusses some common pitfalls for commercial flood insurance compliance, 
provides examples to assist in ensuring appropriate flood insurance coverage is in place, and 
reviews FEMA’s recent Risk Rating 2.0 initiative and its effect on premiums for commercial 
properties. 

What You Need to Do 

Both topics may be of interest, certainly flood insurance compliance. This information may be a 
useful training tool. 

CFPB: Semiannual Regulatory Agenda – Small Business Lending 
Data Collection Under the ECOA (August 8, 2022) 

Link 

https://www.govinfo.gov/content/pkg/FR-2022-08-08/pdf/2022-14616.pdf 

Text 

The Consumer Financial Protection Bureau (Bureau) published this agenda as part of the 
Spring 2022 Unified Agenda of Federal Regulatory and Deregulatory Actions. The Bureau 
reasonably anticipates having the regulatory matters identified below under consideration during 
the period from June 1, 2022 to May 31, 2023 

• Small Business Lending Data Collection Under the Equal Credit Opportunity Act 

Section 1071 of the Dodd-Frank Wall Street Reform and Consumer Protection Act (Dodd-
Frank Act) amended the Equal Credit Opportunity Act (ECOA) to require, subject to rules 
prescribed by the Bureau, financial institutions to report information concerning credit 
applications made by women-owned, minority-owned, and small businesses. On October 8, 2021, 
a Notice of Proposed Rulemaking (NPRM) was published in the Federal Register. The Bureau’s 
next action for the section 1071 rulemaking is the issuance of a final rule. 

NOTE: The CFPB will be hosting two events to begin discussing the technical implementation 

https://www.govinfo.gov/content/pkg/FR-2022-08-08/pdf/2022-14616.pdf
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that will be needed to prepare for the Bureau’s Small Business Lending Data Collection 
Rulemaking, which is a required rulemaking under Section 1071 of the Dodd-Frank Act. The 
events begin in August, and there will be one virtual and one in-person event. These events are 
targeted towards in-house technologists at financial institutions and providers or vendors that 
support financial institutions in building, modifying, or using software systems for regulatory 
compliance. 

At the events, to prepare industry for technical implementation that will be needed for a data 
submission rulemaking like the Small Business Lending Data Collection Rule and begin obtaining 
input on technologist needs, the CFPB’s Technical Team will provide information and examples 
from historical practices on the following topics: 

• how the CFPB builds regulatory compliance technology systems, like data submission 
platforms; 

• possible approaches to authentication and application programming interfaces (APIs); 

• technical data submission standards, edits, and validations; and 

• technologist implementation support previously offered, including accepting feedback on 
what may be helpful for this implementation.   

The events will not discuss or seek input on the merits or potential outcome of any ongoing 
rulemakings or take questions pertaining to the substance of such rulemakings. 

Note: Both meetings have already occurred. 

What You Need to Do 

The Small Business Lending Data Collection Final Rule is expected to be published on, or before, 
March 31, 2023. In advance, two Technical Readiness events were held in August and September 
2022. These two events were targeted towards in-house technologists and providers/vendors that 
support FIs. Nothing to do now but wait for the Final Rule. 

FDIC: Fair Housing Rule, Consumer Protection in Sales of Insurance 
Rule; Technical Correction (August 8, 2022) 

Link 

https://www.govinfo.gov/content/pkg/FR-2022-08-08/pdf/2022-16961.pdf 

Text 

The final regulations that are subject to this technical correction are the Fair Housing Rule 
and the Consumer Protection in Sales of Insurance Rule. The Fair Housing Rule prohibits FDIC-
supervised institutions from engaging in discriminatory advertising involving residential real 
estate-related transactions. The Consumer Protection in Sales of Insurance Rule prohibits certain 

https://www.govinfo.gov/content/pkg/FR-2022-08-08/pdf/2022-16961.pdf


Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 6 

actions in connection with retail sales practices, solicitations, advertising, or offers of insurance 
products. 

Need for, and Effects of, the Technical Correction 

Historically, the FDIC operated two separate offices to handle its consumer assistance and 
depositor assistance functions, the Consumer Response Center and the Deposit Insurance Section 
respectively. To improve the efficiency and effectiveness of these offices and better serve 
consumers and depositors, the FDIC consolidated the two offices under one organization, entitled 
the National Center for Consumer and Depositor Assistance. 

To ensure that consumers have the most up to date information on how to contact the FDIC 
to submit consumer complaints and deposit insurance inquiries, the FDIC is making technical 
corrections to 12 CFR part 338 and 12 CFR part 343 to replace references to the ‘‘Consumer 
Response Center’’ with the ‘‘National Center for Consumer and Depositor Assistance,’’ and to 
correct web addresses. 

This technical correction may benefit some consumers by making it easier for them to contact 
the FDIC regarding complaints or questions about deposit insurance. The correction does not 
change any FDIC requirements affecting its supervised institutions. 

Date  

Effective August 8, 2022. 

PART 338 - FAIR HOUSING 

§ 338.4 Fair Housing Poster. 

* * * * * 

(b) The Equal Housing Lender Poster shall be at least 11 by 14 inches in size and have the 
following text: 
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 We Do Business in Accordance with Federal Fair Lending Laws. 
 UNDER THE FEDERAL FAIR HOUSING ACT, IT IS ILLEGAL, ON THE BASIS OF 

RACE, COLOR, NATIONAL ORIGIN, RELIGION, SEX, HANDICAP, OR FAMILIAL STATUS 
(HAVING CHILDREN UNDER THE AGE OF 18) TO: 

• Deny a loan for the purpose of purchasing, constructing, improving, repairing or maintaining a 
dwelling or to deny any loan secured by a dwelling; or 

• Discriminate in fixing the amount, interest rate, duration, application procedures, or other 
terms or conditions of such a loan or in appraising property. 

 IF YOU BELIEVE YOU HAVE BEEN DISCRIMINATED AGAINST, YOU SHOULD SEND 
A COMPLAINT TO: 

Assistant Secretary for Fair Housing and Equal Opportunity, Department of Housing and 
Urban Development, Washington, DC 20410. 

 For processing under the Federal Fair Housing Act 
 AND TO: 

 Federal Deposit Insurance Corporation, National Center for Consumer and Deposit 
Assistance, https://ask.fdic.gov/fdicinformationandsupportcenter.  

 For processing under the FDIC Regulations. 
 UNDER THE EQUAL CREDIT OPPORTUNITY ACT, IT IS ILLEGAL TO DISCRIMINATE 

IN ANY CREDIT TRANSACTION: 
• On the basis of race, color, national origin, religion, sex, marital status, or age; 

• Because income is from public assistance; or 
• Because a right has been exercised under the Consumer Credit Protection Act. 

 IF YOU BELIEVE YOU HAVE BEEN DISCRIMINATED AGAINST, YOU SHOULD SEND 
A COMPLAINT TO: 

 Federal Deposit Insurance Corporation, National Center for Consumer and Deposit 
Assistance, https://ask.fdic.gov/fdicinformationandsupportcenter.  

 

* * * * * 

 

PART 343 - CONSUMER PROTECTION IN SALES OF INSURANCE 

Appendix A to Part 343—Consumer Grievance Process 

Any consumer who believes that any institution or any other person selling, soliciting, advertising, 
or offering insurance products or annuities to the consumer at an office of the institution or on 
behalf of the institution has violated the requirements of this part should contact the Division of 
Depositor and Consumer Protection, National Center for Consumer and Deposit Assistance, 
Federal Deposit Insurance Corporation, 1100 Walnut Street, Box #11, Kansas City, MO 64106, or 
telephone 1–877–275–3342, or FDIC Electronic Customer Assistance Form at 
https://ask.fdic.gov/fdicinformationandsupportcenter. 

https://ask.fdic.gov/fdicinformationandsupportcenter
https://ask.fdic.gov/fdicinformationandsupportcenter
https://ask.fdic.gov/fdicinformationandsupportcenter
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What You Need to Do 

For FDIC institutions, new signs will be required. See below 
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FDIC: Fair Housing Rule, Consumer Protection in Sales of Insurance 
Rule; Technical Correction (August 12, 2022) 

Link 

https://www.govinfo.gov/content/pkg/FR-2022-08-12/pdf/2022-17370.pdf 

Text 

The Federal Deposit Insurance Corporation (FDIC) published a document in the Federal 
Register of August 8, 2022, making technical corrections to two regulations to reflect a 
reorganization and change in the name of its former Consumer Response Center to the National 
Center for Consumer and Depositor Assistance. The document incorrectly listed the name of the 
National Center for Consumer and Depositor Assistance. This document corrects the regulations. 

Date 

Effective August 12, 2022. 

This document augments the corrections to parts 338 (Fair Housing) and 343 (Consumer 
Protection in Sales of Insurance) that the FDIC published in the Federal Register on August 8, 
2022 (87 FR 49079), and corrects the name of the National Center for Consumer and Depositor 
Assistance. 

 

PART 338 - FAIR HOUSING 

§ 338.4 [Amended] 

Amend § 338.4 by removing the phrase ‘‘National Center for Consumer and Deposit Assistance’’ 
wherever it appears in paragraph (b) and adding ‘‘National Center for Consumer and Depositor 
Assistance’’ in its place. 

PART 343—CONSUMER PROTECTION IN SALES OF INSURANCE 

Amend appendix A to part 343 by removing the phrase ‘‘National Center for Consumer and 
Deposit Assistance’’ wherever it appears and adding ‘‘National Center for Consumer and 
Depositor Assistance’’ in its place. 

What You Need to Do 

FDIC-supervised banks and thrifts should revise their EHL posters by removing the name and 
address of the former Consumer Response Center and replace it with: Federal Deposit Insurance 
Corporation, National Center for Consumer and Depositor Assistance, 

 https://ask.fdic.gov/fdicinformationandsupportcenter 

The change to the Consumer Protection in Sales of Insurance rule does not impact banks and 

https://www.govinfo.gov/content/pkg/FR-2022-08-12/pdf/2022-17370.pdf
https://ask.fdic.gov/fdicinformationandsupportcenter
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thrifts; it merely amends the address stated in an appendix of the rule for consumers to contact. 

CFPB: Consumer Financial Protection Circular 2022-04 – Insufficient 
Data Protection or Security for Sensitive Consumer Information 
(August 11, 2022) 

Link 

https://www.consumerfinance.gov/compliance/circulars/circular-2022-04-insufficient-data-
protection-or-security-for-sensitive-consumer-information/ 

Text 

The Consumer Financial Protection Bureau (CFPB) confirmed in a circular (2022-04) that 
financial companies may violate federal consumer financial protection law when they fail to 
safeguard consumer data. The circular provides guidance to consumer protection enforcers, 
including examples of when firms can be held liable for lax data security protocols. 

This circular provides examples of widely implemented data security practices. The circular 
does not suggest that particular security practices are specifically required under the Consumer 
Financial Protection Act. However, the circular notes some examples where the failure to 
implement the following data security measures might increase the risk that a firm’s conduct 
triggers liability under the Consumer Financial Protection Act, including: 

 Multi-factor Authentication: Multi-factor authentication greatly increases the level of 
difficulty for adversaries to compromise enterprise user accounts, and thus gain access to 
sensitive customer data. Multi-factor authentication can protect against credential 
phishing, such as those using the Web Authentication standard supported by web 
browsers. 

 Adequate Password Management: Unauthorized use of passwords is a common data 
security issue, as is the use of default enterprise logins or passwords. Username and 
password combinations can be sold on the dark web or posted for free on the internet, 
creating risk of future breaches. For firms that are still using passwords, password 
management policies and practices allow for ways to monitor for breaches at other entities 
where employees may be re-using logins and passwords. 

 Timely Software Updates: Software vendors and creators, including open-source 
software libraries and projects, often send out patches and other updates to address 
continuously emerging threats. Upon announcement of these updates to address 
vulnerabilities, hackers immediately become aware that firms using older versions of 
software are potential targets to exploit. Protocols to immediately update software and 
address vulnerabilities once they become publicly known can reduce vulnerabilities. 

 

 

https://www.consumerfinance.gov/compliance/circulars/circular-2022-04-insufficient-data-protection-or-security-for-sensitive-consumer-information/
https://www.consumerfinance.gov/compliance/circulars/circular-2022-04-insufficient-data-protection-or-security-for-sensitive-consumer-information/
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Consumer Financial Protection Circular 2022-04 
Insufficient data protection or security for sensitive consumer information 

Question presented 

Can entities violate the prohibition on unfair acts or practices in the Consumer 
Financial Protection Act (CFPA) when they have insufficient data protection or 
information security? 

Summary answer 

Yes. In addition to other federal laws governing data security for financial institutions, 
including the Safeguards Rules issued under the Gramm-Leach-Bliley Act (GLBA), “covered 
persons” and “service providers” must comply with the prohibition on unfair acts or practices in 
the CFPA. Inadequate security for the sensitive consumer information collected, processed, 
maintained, or stored by the company can constitute an unfair practice in violation of 12 U.S.C. 
5536(a)(1)(B). While these requirements often overlap, they are not coextensive. 

Acts or practices are unfair when they cause or are likely to cause substantial injury that is 
not reasonably avoidable or outweighed by countervailing benefits to consumers or competition. 
Inadequate authentication, password management, or software update policies or practices are 
likely to cause substantial injury to consumers that is not reasonably avoidable by consumers, 
and financial institutions are unlikely to successfully justify weak data security practices based 
on countervailing benefits to consumers or competition. Inadequate data security can be an unfair 
practice in the absence of a breach or intrusion. 

Analysis 

Widespread data breaches and cyberattacks have resulted in significant harms to consumers, 
including monetary loss, identity theft, significant time and money spent dealing with the impacts 
of the breach, and other forms of financial distress. Providers of consumer financial services are 
subject to specific requirements to protect consumer data. In 2021, the Federal Trade Commission 
(FTC) updated its Safeguards Rule implementing Section 501(b) of GLBA, to set forth specific 
criteria relating to the safeguards that certain nonbank financial institutions must implement as 
a part of their information security programs. These safeguards, among other things, limit who 
can access customer information, require the use of encryption to secure such information, and 
require the designation of a single qualified individual to oversee an institution’s information 
security program and report at least annually to the institution’s board of directors or equivalent 
governing body. The federal banking agencies also have issued interagency guidelines to 
implement Section 501 of GLBA. 

In certain circumstances, failure to comply with these specific requirements may also violate 
the CFPA’s prohibition on unfair acts or practices. The CFPA defines an unfair act or practice as 
an act or practice: (1) that causes or is likely to cause substantial injury to consumers, (2) which 
is not reasonably avoidable by consumers, and (3) is not outweighed by countervailing benefits to 
consumers or competition. 
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A practice causes substantial injury to consumers when it causes significant harm to a few 
consumers or a small amount of harm to many consumers. For example, inadequate data security 
measures can cause significant harm to a few consumers who become victims of targeted identity 
theft as a result, or it can cause harm to potentially millions of consumers when there are large 
customer-base-wide data breaches. Information security weaknesses can result in data breaches, 
cyberattacks, exploits, ransomware attacks, and other exposure of consumer data. 

Further, actual injury is not required to satisfy this prong in every case. A significant risk of 
harm is also sufficient. In other words, this prong of unfairness is met even in the absence of a 
data breach. Practices that “are likely to cause” substantial injury, including inadequate data 
security measures that have not yet resulted in a breach, nonetheless satisfy this prong of 
unfairness. 

Consumers cannot reasonably avoid the harms caused by a firm’s data security failures. They 
typically have no way of knowing whether appropriate security measures are properly 
implemented, irrespective of disclosures provided. They do not control the creation or 
implementation of an entity’s security measures, including an entity’s information security 
program. And consumers lack the practical means to reasonably avoid harms resulting from data 
security failures. 

Where companies forgo reasonable cost-efficient measures to protect consumer data, like those 
measures identified below, the Consumer Financial Protection Bureau (CFPB) expects the risk of 
substantial injury to consumers will outweigh any purported countervailing benefits to consumers 
or competition. The CFPB is unaware of any instance in which a court applying an unfairness 
standard has found that the substantial injury caused or likely to have been caused by a company’s 
poor data security practices was outweighed by countervailing benefits to consumers or 
competition. Given the harms to consumers from breaches involving sensitive financial 
information, this is not surprising. 

Relevant Precedent 

On July 22, 2019, the CFPB alleged that Equifax violated the CFPA’s prohibition on unfair 
acts or practices. The FTC also alleged that Equifax violated the FTC Act and the FTC’s 
Safeguards Rule, which implements Section 501 of GLBA and establishes certain requirements 
that nonbank financial institutions must adhere to in order to protect financial information. 

In its complaint against Equifax, the CFPB alleged an unfairness violation based on Equifax’s 
failure to provide reasonable security for sensitive personal information it collected, processed, 
maintained, or stored within computer networks. In particular, Equifax violated the prohibition 
on unfairness (as well as the FTC’s Safeguards Rule) by using software that contained a known 
vulnerability and failing to patch the vulnerability for more than four months. Hackers exploited 
the vulnerability to steal over 140 million names, dates of birth, and SSNs, as well as millions of 
telephone numbers, email addresses, and physical addresses, and hundreds of thousands of credit 
card numbers and expiration dates. 

Before the Equifax matter, law enforcement actions related to inadequate authentication 
triggered liability under the FTC Act’s prohibition on unfair practices. In 2006, the FTC sued 
online check processor Qchex and related entities for violating the FTC Act. The FTC alleged that 
it was an unfair practice to create and deliver checks without verifying that the person requesting 
the check was authorized to draw checks on the associated bank account. Qchex created checks 
“even when the customer’s name differed from the name on the bank account listed on the checks 
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or from the name on the credit card account the customer used to pay for [Qchex’s] services.” 

Even after setting up certain identity verification procedures, Qchex bypassed those 
procedures for some customers. Ultimately, a court observed, “it was a simple matter for 
unscrupulous opportunists to obtain identity information and draw checks from accounts that 
were not their own.” That court confirmed that Qchex injured consumers by creating and 
delivering unverified checks, in violation of Section 5 of the FTC Act. Implementation of common-
sense practices—including those that are now required under the FTC’s Safeguards Rule—
protects consumers from injury and that, in turn, mitigates potential liability for businesses. 

Liability for unfair acts or practices has also been triggered in the context of password 
management and routine software updates. In 2012, the FTC sued multiple entities associated 
with the Wyndham hospitality company for their failures “to employ reasonable and appropriate 
measures to protect personal information against unauthorized access” in violation of the FTC 
Act’s prohibitions on deceptive and unfair acts and practices. The inadequate data security 
practices included “using outdated operating systems that could not receive security updates or 
patches to address known security vulnerabilities,” servers that used “well-known default user 
IDs and passwords…which were easily available to hackers through simple Internet searches,” 
and password management policies that did not require “the use of complex passwords for access 
to the Wyndham-branded hotels’ property management systems and allow[ing] the use of easily 
guessed passwords.” 

The FTC alleged that, due to these and other deficient security measures, “intruders were able 
to gain unauthorized access to [Wyndham’s] computer network…on three separate occasions” and 
retrieved “customers’ payment card account numbers, expiration dates, and security codes.” One 
such incident led to “the compromise of more than 500,000 payment card accounts, and the export 
of hundreds of thousands of consumers’ payment card account numbers to a domain registered in 
Russia.” When Wyndham argued that data security issues were outside the bounds of the FTC’s 
unfairness authority, the courts confirmed that “the FTC has authority to regulate cybersecurity 
under the unfairness prong of” Section 5(a) of the FTC Act and that regulated entities have 
adequate notice that cybersecurity issues could lead to violations of that provision. 

In March 2022, the FTC announced an administrative complaint and proposed consent orders 
against Residual Pumpkin Entity, LLC and PlanetArt, LLC, respectively the former and current 
operators of CafePress, a customized merchandise e-commerce platform. The FTC’s complaint 
documented several inadequate data security practices, including the failure to “implement patch 
management policies and procedures to ensure timely remediation of critical security 
vulnerabilities,” the failure to “establish or enforce rules sufficient to make user credentials (such 
as username and password) hard to guess,” the failure to disclose security incidents to relevant 
parties, and inadequate “measures to prevent account takeovers through password resets using 
data known to have been obtained by hackers.” 

While the prohibition on unfair practices is fact-specific, the experience of the agencies 
suggests that failure to implement common data security practices will significantly increase the 
likelihood that a firm may be violating the prohibition. In the examples below, the Circular 
describes conduct that will typically meet the first two elements of an unfairness claim (likely to 
cause substantial injury to consumers that is not reasonably avoidable by consumers), and thus 
increase the likelihood that an entity’s conduct triggers liability under the CFPA’s prohibition of 
unfair practices. 

1. Multi-factor authentication 

Multi-factor authentication (MFA) is a security enhancement that requires multiple 
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credentials (factors) before an account can be accessed. Factors fall into three categories: 
something you know, like a password; something you have, like a token; and something you 
are, like your fingerprint. A common MFA setup is supplying both a password and a temporary 
numeric code in order to log in. Another MFA factor is the use of hardware identification 
devices. MFA greatly increases the level of difficulty for adversaries to compromise enterprise 
user accounts, and thus gain access to sensitive customer data. MFA solutions that protect 
against credential phishing, such as those using the Web Authentication standard supported 
by web browsers, are especially important. 

If a covered person or service provider does not require MFA for its employees or offer multi-
factor authentication as an option for consumers accessing systems and accounts, or has not 
implemented a reasonably secure equivalent, it is unlikely that the entity could demonstrate 
that countervailing benefits to consumers or competition outweigh the potential harms, thus 
triggering liability. 

2. Password Management 

Unauthorized use of passwords is a common data security issue. Username and password 
combinations can be sold on the dark web or posted for free on the internet, which can be used 
to access not just the accounts in question, but other accounts held by the consumer or 
employee. 

If a covered person or service provider does not have adequate password management policies 
and practices, it is unlikely they would succeed in showing countervailing benefits to 
consumers or competition that outweigh the potential harms, thus triggering liability. This 
includes failing to have processes in place to monitor for breaches at other entities where 
employees may be re-using logins and passwords (including notifying users when a password 
reset is required as a result), and includes use of default enterprise logins or passwords. 

3. Timely Software Updates 

Software vendors regularly update software to address security vulnerabilities within a 
program or product. When patches are released, the public, including hackers, become aware 
of the prior vulnerabilities. Therefore, when companies use commonly available software, 
including open-source software and open-source libraries, and do not install a patch that has 
been released for that software or take other mitigating steps if patching is not possible, they 
neglect to fix a security vulnerability that has become widely known. As noted in the CFPB’s 
complaint against Equifax, Equifax’s 2017 failure to patch a known vulnerability resulted in 
hackers gaining access to Equifax’s systems that exposed the personal information of nearly 
148 million consumers. 

If covered persons or service providers do not routinely update systems, software, and code 
(including those utilized by contractors) or fail to update them when notified of a critical 
vulnerability, it is unlikely they would succeed in showing countervailing benefits to 
consumers or competition that outweigh the potential harms, thus triggering liability. This 
includes not having asset inventories of which systems contain dependencies on certain 
software to make sure software is up to date and highlight needs for patches and updates. It 
also includes the use of versions of software that are no longer actively maintained by their 
vendors. 
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What You Need to Do 

Please review and share this information with the Security Officer as well as the IT staff. 

CFPB: Supervisory Highlights – Student Loan Servicing Special 
Edition (September 29,2022) 

Link 

https://s3.amazonaws.com/cfpb-hmda-public/prod/help/2023-hmda-fig.pdf 

https://files.consumerfinance.gov/f/documents/cfpb_student-loan-servicing-supervisory-
highlights-special-edition_report_2022-09.pdf 

Text 

The Consumer Financial Protection Bureau (CFPB) released a special edition of Supervisory 
Highlights on recent examination findings covering the practices of student loan servicers, and 
schools that lend to students directly. The exams found that these schools had improper blanket 
policies of withholding transcripts to force students to make payments. These findings come after 
the CFPB announced earlier this year that it would examine the operations of colleges that 
operate lending businesses. The CFPB’s exams also found that student loan servicers illegally 
hampered borrowers’ access to federal student loan payment relief and cancellation programs 
including Income-Driven Repayment, Public Service Loan Forgiveness and Teacher Loan 
Forgiveness. The CFPB directed servicers to act to remediate these issues. 

Transcript Withholding 

Under the Consumer Financial Protection Act, Congress gave the CFPB supervisory authority 
over entities that originate private education loans, including institutional loans. The CFPB 
examines private student lenders of all sizes, including entities that operate school-based lenders 
that extend loans directly to students. 

Many in-house lenders employ a practice of withholding transcripts when a student borrower 
has an outstanding debt. Transcript withholding is designed to gain leverage over borrowers and 
coerce them into making payments, as it is difficult to seek employment or transfer education 
credits to another school without an official transcript. Even when borrowers enter into payment 
agreements with a school, the transcript might not be released until the debt is paid in full. 

The CFPB’s examinations found that the blanket withholding of transcripts to pressure 
borrowers is an abusive practice under the Consumer Financial Protection Act. 

https://s3.amazonaws.com/cfpb-hmda-public/prod/help/2023-hmda-fig.pdf
https://files.consumerfinance.gov/f/documents/cfpb_student-loan-servicing-supervisory-highlights-special-edition_report_2022-09.pdf
https://files.consumerfinance.gov/f/documents/cfpb_student-loan-servicing-supervisory-highlights-special-edition_report_2022-09.pdf
https://www.consumerfinance.gov/about-us/newsroom/consumer-financial-protection-bureau-to-examine-colleges-in-house-lending-practices/
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Servicers’ Unlawful Impediments to Borrower Benefit Programs 

The examinations also found many cases where federal loan servicers improperly denied 
borrower applications for loan cancellation through Teacher Loan Forgiveness or Public Service 
Loan Forgiveness. Servicers illegally misrepresented borrowers’ eligibility dates and the number 
of payments the borrower needed to make to qualify for relief. Servicers also provided 
misinformation about borrowers’ entitlement to progress toward loan forgiveness during the 
pandemic payment suspension. The CFPB directed servicers to address consumer harm caused 
by these actions, and it will continue to monitor servicers’ practices to ensure that student loan 
borrowers are not illegally excluded from relief provided for them under federal law. 

Separately, the CFPB reviewed the transfer of millions of borrower account records to different 
servicers, including the nine million borrower accounts transferred in July 2021 after the student 
loan servicers PHEAA and Granite State announced they were ending their contracts with the 
Department of Education. The CFPB partnered with the Department of Education and many state 
regulators in oversight of these account transfers to identify and address points of concern. 

What You Need to Do 

This is likely to be of little significance; unless your bank makes “private student loans.” In which 
case, please review the applicable sections of this special edition of Supervisory Highlights. 
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Section 2: COVID-19 Pandemic 

Note: This section is a continuation of Pandemic Preparedness that 
appeared in last quarter’s Regulatory Update. These articles cover 
July 1, 2022 through September 30, 2022. 

 

 

There were no COVID-19 Pandemic issuances during this period. 
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Lending Issues 
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Section 1: Home Mortgage Disclosure Act 

FFIEC: Updated Filing Instruction Guide (FIG) for Data Collected in 
2023 (September 6, 2022) 

Link 

https://s3.amazonaws.com/cfpb-hmda-public/prod/help/2023-hmda-fig.pdf 

Text 

What’s in the FIG? 

The 2023 Filing Instructions Guide (FIG) is a compendium of resources to help you file annual 
HMDA data collected in 2023 with the Consumer Financial Protection Bureau (Bureau)in 
2024. The FIG includes the following sections: 

1.1 Changes to the Submission Process for Data Collected in 2023 

This section provides a summary of the changes made to the submission process for filing 
HMDA data collected in 2023 with the Bureau. 

This section may be useful for employees in a variety of roles, for example, your institution’s: 

 Compliance Officer 
 Staff who collect, prepare, and submit HMDA data 
 HMDA technology support staff 

1.2 2023 File Specifications 

This section provides information including valid values, how to format your loan/application 
register, and how to file your HMDA data collected in 2023 with the Bureau. 

This section may be useful for employees in a variety of roles, for example, your institution’s: 

 Staff who collect, prepare, and submit HMDA data 
 HMDA technology support staff 

1.3 2023 Data Specifications 

On October 15, 2015, the Bureau issued a final rule (2015 HMDA Final Rule) amending 
Regulation C. In August 2017, the Bureau issued a final rule amending the 2015 HMDA Rule 
primarily to make technical corrections and clarify amendments (2017 HMDA Final Rule).In 
August 2018, the Bureau issued an interpretive and procedural rule (2018 HMDA Rule) to 
implement and clarify the amendments to HMDA made by section 104(a) of the Economic 
Growth, Regulatory Relief, and Consumer Protection Act (the Act). Beginning with data 
collected in 2018, HMDA filers should report the data points described in the 2015 HMDA 

https://s3.amazonaws.com/cfpb-hmda-public/prod/help/2023-hmda-fig.pdf
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Final Rule and the 2017 HMDA Final Rule, as modified by the 2018 HMDA Rule for insured 
depository institutions and insured credit unions reporting transactions covered by a partial 
exemption. 

This section provides instructions for what to enter into each data field in the loan/application 
register. 

This section may be useful for employees in a variety of roles, for example, your institution’s: 

 Compliance officer 
 Staff who collect, prepare, and submit HMDA data 

1.4 2023 Edit Specifications 

This section lists the edits that financial institutions must run on HMDA data before filing 
with the Bureau. 

This section may be useful for employees in a variety of roles, for example, your institution’s: 

 Staff who collect, prepare, and submit HMDA data 

 

Changes to the Submission Process for Data Collected in 2023 

2.1 Items that have changed: 

There are no significant changes to the submission process for data collected in 2023 and 
reported in 2024. 

2.2 Items that have not changed: 

The data fields to be collected and reported have not changed: 

The required data fields for the 2023 data have not changed from the 2022 data collection and 
reporting requirements. Please refer to Regulation C, the 2018 HMDA Rule, and the Data 
Specification section for the 2023 requirements. 

The loan/application register file format for submitting your HMDA data: 

Financial institutions will submit data collected in a pipe delimited text file (.txt). Data fields 
will be separated by a pipe character, “|”, and will not be fixed length. Do not include leading 
zeros for the purpose of making a data field a specific number of characters. Additional 
information regarding the loan/application register file format can be found in the “Self Service 
Knowledge Portal” located at https://ffiec.cfpb.gov. For additional questions, contact 
hmdahelp@cfpb.gov. 

Text entries in alphanumeric fields do not need to use all uppercase letters with the exception 
of: 

 “NA” used when the reporting requirement is not applicable; 
 Two-letter state codes; 
 A capital “E” at the beginning of any “Exempt” response. 

The way you submit your HMDA data: 

https://ffiec.cfpb.gov/
mailto:hmdahelp@cfpb.gov
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Filers will submit their HMDA data using a web interface referred to as the HMDA Platform. 
Information regarding the HMDA Platform can be located at: https://ffiec.cfpb.gov. 

We recommend that HMDA filers use a modern browser, such as the latest version of Google 
Chrome™, Mozilla® Firefox®, Microsoft Edge™, or other modern browsers. 

The following submission methods will not be permitted: 

 PC Diskette and CD-ROM 
 Submission via Web (from the Data Entry Software (DES)) 
 E-mail to HMDASUB@FRB.GOV 
 Paper Submissions 

The process by which you validate the edit report: 

Financial institutions must address all edits prior to submitting their HMDA data. In contrast 
to the previous process for filing data with the Federal Reserve Board (FRB), all edits must now 
be addressed prior to filing HMDA data with the Bureau in order to complete the submission 
process. 

The edit report will be web-based: 

 Edit reports will not be e-mailed to filers in PDF format. Instead, the Bureau edit 
reports will be viewed and can be downloaded from the HMDA Platform. 

 Responses to the edits will not be faxed or e-mailed to the Bureau. The HMDA 
Platform will guide filers through the process of addressing edits. 

The agency with which you file resubmissions of your HMDA data: 

A resubmission means that you have already filed your HMDA submission and received a 
confirmation receipt, but you are submitting again for the same filing year. 

Beginning with data collected in 2017, filers will resubmit their HMDA data to the Bureau. 

The Officer Certification process: 

As part of the submission process, an authorized representative of your institution with 
knowledge of the data submitted shall certify to the accuracy and completeness of the data 
submitted. Filers will not fax or e-mail the signed certification. 

The contact information for HMDA Help: 

Technical questions about reporting HMDA data collected in or after 2017 should be directed 
to hmdahelp@cfpb.gov. 

Technical questions about reporting HMDA data collected in or before 2016 should be directed 
to hmdahelp@frb.gov. 

 

2023 File Specifications 

The following information describes the format used when filing HMDA data with the Bureau. 

Omitted (pages 12-53); for your review 

https://ffiec.cfpb.gov/
mailto:HMDASUB@FRB.GOV
mailto:hmdahelp@cfpb.gov
mailto:hmdahelp@frb.gov
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2023 Data Specifications 

This section provides instructions on entering data in the loan/application register for HMDA 
data collected in 2023. This document is not a substitute for Regulation C. Refer to Regulation 
C for a complete explanation of the reporting requirement for each data field. 

Data fields are presented in the order they are recorded in the loan/application register. Data 
fields are identified by the corresponding 2023 File Specifications table and data field number, 
followed by the Regulation C paragraph containing the relevant reporting requirements. For 
example, (1-2) Paragraph 5(a)(3)(i) refers to the data field listed in table 1, data field 2 in the 
2023 File Specifications document, and the reporting requirement found at 12 CFR § 
1003.5(a)(3)(i). The blue underlined words provide hyperlinks to the referenced Regulation C 
paragraph. 

Omitted (pages 54-94); for your review 

 

2023 Edit Specifications 

HMDA edits are rules to assist filers in checking the accuracy of HMDA data prior to 
submission. There are four types of edits: 

Syntactical: Edits that check whether the loan/application register is in the correct format 
and whether the data covers the correct filing year. A syntactical edit occurs, for example, if 
none of the rows in the loan/application register begin with the number two (2) to indicate that 
the following data fields contain information relating to the reported loan or application. The 
loan/application register cannot be submitted until the filer corrects all syntactical edit errors 
and re-uploads the updated loan/application register to the HMDA Platform. 

Validity: Edits that check whether there are valid values in each data field. A validity edit 
occurs, for example, if the contact person’s telephone number does not follow the format “999-
999-9999.” The loan/application register cannot be submitted until the filer corrects all validity 
edit errors and re-uploads the updated loan/application register to the HMDA Platform. 

Quality: Edits that check whether entries in the individual data fields or combinations of data 
fields conform to expected values. A quality edit occurs, for example, if the reported Tax 
Identification Number does not match the Tax Identification Number the institution reported 
on the previous year’s loan/application register. The loan/application register cannot be 
submitted until the filer either confirms the accuracy of all values flagged by quality edits in 
the HMDA Platform or corrects the flagged values and re-uploads the updated loan/application 
register to the HMDA Platform. 

Macro Quality: Edits that check whether the submitted loan/application register as a whole 
conforms to expected values. A macro quality edit occurs, for example, if the reported 
percentage of multifamily loans exceeds 10% of the loan/application register entries. The 
loan/application register cannot be submitted until the filer either confirms the accuracy of all 
the values flagged by the macro quality edits in the HMDA Platform or corrects the flagged 
values and re-uploads the updated loan/application register to the HMDA Platform. 

Omitted (pages 95-160); for your review 
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Additional information 

6.1 Frequently Asked Questions 

The Frequently Asked Questions are available in the Self Service Knowledge Portal at 
https://ffiec.cfpb.gov. 

6.2 HMDA Help 

Technical questions about reporting HMDA data collected in or after 2017 should be directed 
to hmdahelp@cfpb.gov. 

Technical questions about reporting HMDA data collected in or before 2016 should be directed 
to hmdahelp@frb.gov. 

What You Need to Do: 

The FIG is a very useful HMDA tool. Your HMDA Officer should review this information for 
changes effective for the 2023 data collection requirements. 

FFIEC: Updated Supplemental Guide for Quarterly Filers for Data 
Collected in 2023 (September 6, 2022) 

Link 

https://s3.amazonaws.com/cfpb-hmda-public/prod/help/supplemental-guide-for-quarterly-
filers-for-2023.pdf 

Text 

What’s in the Supplemental Guide for Quarterly Filers? 

The Supplemental Guide for Quarterly Filers is a guide for all institutions required beginning 
with data collected in 2020 to report quarterly HMDA data. The guide provides instructions for 
reporting quarterly data to the Consumer Financial Protection Bureau (Bureau). 

1.1 Institutions Required to File Quarterly 

Beginning January 1, 2020, the 2015 HMDA Final Rule requires quarterly reporting for 
financial institutions that reported a combined total of at least 60,000 applications and covered 
loans, excluding purchased covered loans, for the preceding calendar year. Thus, in addition 
to their annual data submission, these larger-volume reporters will submit HMDA data for 
each of the first three quarters of the year on a quarterly basis. Further information can be 
found in Regulation C, 12 CFR 1003.5(a)(1)(ii). 

https://ffiec.cfpb.gov/
mailto:hmdahelp@cfpb.gov
mailto:hmdahelp@frb.gov
https://s3.amazonaws.com/cfpb-hmda-public/prod/help/supplemental-guide-for-quarterly-filers-for-2023.pdf
https://s3.amazonaws.com/cfpb-hmda-public/prod/help/supplemental-guide-for-quarterly-filers-for-2023.pdf
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As of April 1st, 2021, the Bureau rescinds the Statement on Supervisory and Enforcement 
Practices Regarding Quarterly Reporting Under the Home Mortgage Disclosure Act and 
instructs all financial institutions required to file quarterly to do so beginning with their 2021 
Q1 data, due on or before May 31st, 2021, for all covered loans and applications with a final 
action taken date between January 1st and March 31st, 2021. 

Quarterly Reporting Specific Instructions: Institutions reporting quarterly data should 
follow the applicable annual Filing Instructions Guide and incorporate changes specific to 
quarterly reporting documented in this Supplemental Quarterly Reporting Guide. 

Omitted (pages 6-9); for your review 

 

Changes to HMDA Edits 

Omitted (page 10); for your review 

 

Additional Information 

Omitted (page 11); for your review 

What You Need to Do: 

This is unlikely to be of significance unless your FI will be required (at least 60,000 applications 
and covered loans) to file quarterly HMDA data in 2023; in which case, please review and pass 
along to appropriate staff. 
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Section 2: Flood Disaster Protection Act 

FEMA: Congressional Reauthorization for the National Flood 
Insurance Program (September 30, 2022) 

Link 

https://www.fema.gov/flood-insurance/rules-legislation/congressional-reauthorization 

Text 

Congress must periodically renew the National Flood Insurance Program’s (NFIP) statutory 
authority to operate. On Sept. 30, 2022, the President signed legislation passed by Congress that 
extends the National Flood Insurance Program’s (NFIP’s) authorization to Dec. 16, 2022. 

Congress must now reauthorize the NFIP by no later than 11:59 p.m. on December 
16, 2022. 

FEMA and Congress have never failed to honor the flood insurance contracts in place with 
NFIP policyholders. Should the NFIP’s authorization lapse, FEMA would still have authority to 
ensure the payment of valid claims with available funds. However, FEMA would stop selling and 
renewing policies for millions of properties in communities across the nation. 

NFIP reauthorization is an opportunity for Congress to take bold steps to reduce the 
complexity of the program and strengthen the NFIP’s financial framework so that the program 
can continue helping individuals and communities take the critical step of securing flood 
insurance. 

What You Need to Do: 

We haven’t had to worry about this for the last couple of years; now, again, Congress is issuing 
short-term reauthorization of the NFIP. Next date to remember is December 16, 2022. Be 
prepared to initiate alternate procedures in case the NFIP is not reauthorized in a timely manner. 

 

 

https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.fema.gov%2Fflood-insurance%2Frules-legislation%2Fcongressional-reauthorization&data=05%7C01%7Cdneiss%40younginc.com%7Cbe8f09b499034ced830208daa6123e47%7C6dc119d899df493494d1e48f315d5b00%7C1%7C0%7C638004894558079557%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=in7WP6akvs3xQqGrVJgjOzaAJ52TtHZVKClLUUHs1XI%3D&reserved=0
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Section 3: Fair Debt Collection Practices Act 

CFPB: Compliance Aid – Debt Collection Rule FAQs (July 27, 2022) 

Link 

https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-
requirements/debt-collection/debt-collection-rule-faqs/#electronic-communication 

Text 

The CFPB has added a new section to the Debt Collection Rule Frequently Asked Questions 
(FAQs). The new FAQs address questions related to the electronic communication and unusual or 
inconvenient time and place provisions in the Debt Collection Rule. 

Prohibitions on Third-Party Communications 

1. What is the Debt Collection Rule’s general prohibition on third-party 
communications? 

Answer: 

Unless one or more of the exceptions discussed in Debt Collection Prohibitions on Third-Party 
Communications Question 2 applies, a debt collector must not communicate in connection with 
the collection of any debt with any person other than: 

 the consumer; 

 the consumer’s attorney; 

 a consumer reporting agency (if otherwise permitted by law); 

 the creditor; 

 the creditor’s attorney; or 

 the debt collector’s attorney. 

12 CFR § 1006.6(d)(1). 

For purposes of the general prohibition on third-party communications, the term “consumer” 
includes not only the natural person who is obligated or allegedly obligated to pay a debt but 
also that natural person’s: (1) spouse; (2) parent (if the natural person is a minor); (3) legal 
guardian; and (4) confirmed successor in interest. If the natural person who is obligated or 
allegedly obligated to pay the debt is deceased, the term consumer also includes the executor 
or administrator of the natural person’s estate as well as the natural person’s surviving spouse, 
surviving parents (if the natural person was a minor), and confirmed successor in interest. 12 

https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#electronic-communication
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#electronic-communication
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#prohibitions-2
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#prohibitions-2
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CFR § 1006.6(a)(1)-(5); Comments 6(a)(1)-1, (a)(2)-1, and (a)(4)-1 

For more information on the prohibition against third-party communications, see Section 6 in 
the Debt Collection Small Entity Compliance Guide. 

Updated July 27, 2022 

 

2. Are there exceptions to the general prohibition against third-party 
communications? 

Answer: 

Yes. The prohibition on third-party communications does not apply when a debt collector 
communicates with a person: 

 With the prior consent of the consumer given directly to the debt collector. A debt collector 
has not obtained the consumer’s direct prior consent if the consumer provided the consent 
to another third party, such as a creditor or a prior debt collector. See Comment 6(b)(4)(i)-
2. Furthermore, direct prior consent must be given in advance of the communication to 
which it applies. Direct prior consent does not apply to the communication in which it is 
given. 

 With the express permission of a court of competent jurisdiction. 

 As reasonably necessary to effectuate a post-judgment judicial remedy. 

 For the purpose of acquiring location information, as provided in 12 CFR § 1006.10. 

12 CFR § 1006.6(d)(2). 

For more information on the prohibition against third-party communications, see Section 6 in 
the Debt Collection Small Entity Compliance Guide. 

Updated July 27, 2022 

 

3. Does the general prohibition on third-party communications apply to electronic 
communications from a debt collector about a debt? 

Answer: 

Yes, the prohibition on third-party communications applies to electronic communications from 
a debt collector to a person about a debt. 

For more information on the prohibition against third-party communications, see Section 6 in 
the Debt Collection Small Entity Compliance Guide. 

Updated July 27, 2022 

Electronic Communication 

1. Does the Debt Collection Rule require debt collectors to communicate 
electronically with consumers? 

https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_small-entity-compliance-guide.pdf
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_small-entity-compliance-guide.pdf
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_small-entity-compliance-guide.pdf
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Answer: 

No. Nothing in the Debt Collection Rule requires a debt collector to communicate with 
consumers electronically. For example, absent additional facts, if a consumer sends a debt 
collector a text message, nothing in the Debt Collection Rule requires the debt collector to reply 
with a text message. 

If a debt collector chooses to communicate with consumers electronically there are a number 
of provisions in the Debt Collection Rule that apply. The following is a non-exhaustive list of 
provisions that apply to electronic communications with consumers that debt collectors should 
consider before communicating electronically about a debt: 

 The Debt Collection Rule’s general prohibition against harassing, oppressive, or abusive 
conduct. See generally 12 CFR § 1006.14(a), Debt Collection Call Frequency Question 1, 
and Section 7 in the Debt Collection Small Entity Compliance Guide. 

 The Debt Collection Rule’s general prohibition against deception, specifically if a debt 
collector sends private messages using social media without identifying himself or herself 
as a debt collector. See generally 12 CFR § 1006.18(d) and Section 8.3 in the Debt Collection 
Small Entity Compliance Guide. 

 The Debt Collection Rule’s prohibition on using an employer-provided email address. See 
generally 12 CFR § 1006.22(f)(3) and Section 9.6 of the Debt Collection Small Entity 
Compliance Guide. 

 The Debt Collection Rule’s prohibition contacting persons through a social media platform 
if the communication or attempt to communicate is viewable by the general public or the 
person’s social media contacts. See generally 12 CFR § 1006.22(f)(4) and Section 9.7 of the 
Debt Collection Small Entity Compliance Guide. 

 The Debt Collection Rule’s prohibition on communicating or attempting to communicate 
with consumers at unusual or inconvenient times or places. See generally 12 CFR § 
1006.6(b)(1), Debt Collection Unusual or Inconvenient Times or Places Questions 1-3, and 
Section 4.1 of the Debt Collection Small Entity Compliance Guide. 

 The Debt Collection Rule’s requirements regarding consumer cease communication 
requests. See generally 12 CFR §§ 1006.6(c)(1) and 14(h)(1), as well as Section 4.5 and 7.2 
of the Debt Collection Small Entity Compliance Guide. 

 The Debt Collection Rule’s requirements regarding opt-out notice requirements for 
electronic communications. See generally 12 CFR § 1006.6(e), Debt Collection Electronic 
Communication: Opt-Out Notice Questions 1-3, and Section 5 of the Debt Collection Small 
Entity Compliance Guide. 

 The Debt Collection Rule’s required disclosures in initial communication and subsequent 
communications with a consumer that the debt collector is attempting to collect a debt and 
that any information obtained will be used for that purpose. See generally 12 CFR § 
1006.18(e) and Section 11 of the Debt Collection Small Entity Compliance Guide. 

 The Debt Collection Rule’s general prohibition against third-party communications. For 
more information, see 12 CFR § 1006.6(d)(1)-(3) and Section 6.2 in the Debt Collection 
Small Entity Compliance Guide. 

Updated July 27, 2022 

https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#telephone-call-frequency-1
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_small-entity-compliance-guide.pdf
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_small-entity-compliance-guide.pdf
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_small-entity-compliance-guide.pdf
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_small-entity-compliance-guide.pdf
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_small-entity-compliance-guide.pdf
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_small-entity-compliance-guide.pdf
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#unusual-inconvenient-times-places
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_small-entity-compliance-guide.pdf
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_small-entity-compliance-guide.pdf
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#opt-out-notice
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#opt-out-notice
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_small-entity-compliance-guide.pdf
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_small-entity-compliance-guide.pdf
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_small-entity-compliance-guide.pdf
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_small-entity-compliance-guide.pdf
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_small-entity-compliance-guide.pdf


Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 29 

Electronic Communication: Opt-out Notice 

1. Under the Debt Collection Rule, can a person limit debt collector 
communications? 

Answer: 

Yes, under the Debt Collection Rule, if a person requests that a debt collector not use a specific 
method of communication or communication media in connection with the collection of a debt, 
a debt collector must not communicate or attempt to communicate with a person through that 
requested method or medium. 12 CFR § 1006.14(h)(1). 

For example, if a person tells a debt collector to “stop calling,” the person has requested that 
the debt collector not use telephone calls to communicate with that person, and the debt 
collector is prohibited from communicating or attempting to communicate with the person 
through telephone calls. Similarly, if a person tells a debt collector to “stop emailing me,” the 
person has requested that the debt collector not use email to communicate with the person. 
Comment 14(h)(1)-3.i. The debt collector may ask follow-up questions regarding preferred 
communication media to clarify a person’s statements. Comment 14(h)(1)-1. 

Within a medium of communication, a person may request that a debt collector not use a 
specific email address or telephone number. For example, if a person has two mobile telephone 
numbers, the person may request that the debt collector not use one or both mobile telephone 
numbers. Comment 14(h)(1)-2. Similarly, if a consumer opts out of receiving emails at a 
particular email address or text messages at a particular telephone number, the consumer has 
requested that the debt collector not use that email address or telephone number to 
electronically communicate with the consumer. Comment 14(h)(1)- 3.ii. 

If a person opts out of receiving electronic communications from a debt collector, the debt 
collector may send an electronic confirmation of the person’s request to opt out, provided that 
the electronic confirmation contains no information other than a statement confirming the 
person’s request and the debt collector’s intent to honor the person’s request. 12 CFR § 
1006.14(h)(2)(i). Any other communications or attempts to communicate sent to that particular 
email address or telephone number after the consumer opts out violate the Debt Collection 
Rule’s prohibition on harassing, oppressive, or abusive conduct, unless an exception applies or 
it is otherwise required by applicable law. 12 CFR § 1006.14(h)(1) and 14(h)(2)(iii). However, 
if a person initiates contact with a debt collector using a medium of communication that the 
person previously requested the debt collector not use, the debt collector may respond once 
through the same medium of communication used by the person. 12 CFR § 1006.14(h)(2)(ii). 

For more information on the Debt Collection Rule’s opt-out notice requirements, see Debt 
Collection Electronic Communication: Opt-out Notice Questions 2 and 3 and Section 5 of the 
Debt Collection Small Entity Compliance Guide. For more information on prohibited 
communication media and consumer requests to cease communication through certain media, 
see Section 7.2 of the Debt Collection Small Entity Compliance Guide. 

Updated July 27, 2022 

 

2. What is the Debt Collection Rule’s opt-out notice requirement for electronic 
communications? 

Answer: 
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The Debt Collection Rule requires a debt collector to include a clear and conspicuous opt-out 
notice in all electronic communications and electronic attempts to communicate with a 
consumer in connection with the collection of a debt. The opt-out notice must describe a 
reasonable and simple method by which the consumer can opt out of further electronic 
communications or attempts to communicate by the debt collector to the specific email address, 
telephone number for text messages, or other electronic-medium address to which the 
electronic communication or electronic attempt to communicate is sent. 12 CFR § 1006.6(e). 
The opt-out notice requirement applies if the electronic communication or attempt to 
communicate is sent by email, by text message, or by any other electronic medium that uses a 
specific electronic address. 12 CFR § 1006.6(e). 

For more information on the Debt Collection Rule’s opt-out notice requirements, see Debt 
Collection Electronic Communication: Opt-out Notice Questions 1and 3 and Section 5 of the 
Debt Collection Small Entity Compliance Guide. 

Updated July 27, 2022 

 

3. What are considered reasonable and simple methods for opting out of electronic 
communications under the Debt Collection Rule? 

Answer: 

Reasonable and simple methods for opting out include providing an electronic means to opt 
out, such as a hyperlink, or allowing the consumer to opt out by replying to the communication 
with the word “stop.” However, requiring a consumer who receives the opt-out notice 
electronically to opt out by postal mail, telephone, or visiting a website without providing a 
link does not satisfy the requirement to provide a reasonable and simple method for opting 
out. Comments 6(d)(4)(ii)(C)(4)-1 and 6(e)-1. 

For example, suppose a debt collector sends a text message to a consumer’s mobile telephone 
number with the following instruction: “Reply STOP to stop texts to this telephone number.” 
Assuming that it is readily noticeable and legible to consumers, this instruction constitutes a 
clear and conspicuous statement describing a reasonable and simple method to opt out of 
receiving further text messages from the debt collector to that telephone number. 

For more information on the Debt Collection Rule’s opt-out notice requirement, see Debt 
Collection Electronic Communication: Opt-out Notice Questions 1 and 2 and Section 5 of the 
Debt Collection Small Entity Compliance Guide. 

Updated July 27, 2022 

 

4. Is a debt collector required to honor a consumer’s request to opt out of electronic 
communications if the request does not conform to the debt collector’s opt-out 
instructions? 

Answer: 

Yes. A consumer is not required to use the debt collector’s preferred or stated opt-out method, 
or the specific terms contained in the debt collector’s opt-out instructions, to opt out of 
electronic communications from a debt collector about a debt. 
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The Debt Collection Rule generally prohibits debt collectors from communicating with 
consumers through a medium of communication, including a medium of electronic 
communication, if the consumer requests that the debt collector not use that medium. 12 CFR 
§ 1006.14(h). And the Debt Collection Rule requires debt collectors who communicate 
electronically with consumers to include, in each electronic communication, a reasonable and 
simple method that the consumer may use to opt out of future electronic communications, the 
consumer is not required to use the debt collector’s method. 12 CFR § 1006.6(e). For example, 
assume that a debt collector emails a consumer and includes in the email the following 
reasonable and simple opt-out instruction: “Reply ‘unsubscribe’ to opt out of receiving further 
emails from us.” After receiving the email, the consumer calls the debt collector and asks the 
debt collector not to send any further emails. The debt collector must honor the consumer’s 
request. 12 CFR § 1006.14(h). 

In general, a consumer’s use of the terms “stop,” “unsubscribe,” “end,” “quit,” or “cancel” is 
considered an opt-out request even if the specific term the consumer used is not contained in 
the debt collector’s opt-out instructions. See 12 CFR § 1006.6(e). 

For more information on the Debt Collection Rule’s opt-out notice requirement, see Debt 
Collection Electronic Communication: Opt-out Notice Questions 1-3 and Section 5 of the Debt 
Collection Small Entity Compliance Guide. 

Updated July 27, 2022 

Unusual or Inconvenient Times or Places 

1. Does the debt collection rule limit where or when a debt collector can 
communicate or attempt to communicate with a consumer about a debt? 

Answer: 

Yes. Unless one or more of the exceptions discussed in Debt Collection Unusual or 
Inconvenient Times or Places Question 5 applies, a debt collector must not communicate or 
attempt to communicate with a consumer in connection with the collection of any debt: 

1. At any unusual time or at a time that the debt collector knows or should know is 
inconvenient to the consumer. 

2. At any unusual place or at a place that the debt collector knows or should know is 
inconvenient to the consumer. 

This prohibition will be referred to as “the prohibition on communicating at an unusual or 
inconvenient time or place” throughout these FAQs. 

A debt collector knows or should know that a time or place is inconvenient to a consumer if the 
consumer describes the time or place using the word “inconvenient.” In addition, depending 
on the facts and circumstances, it is possible that a debt collector knows or should know that 
a time or place is inconvenient even if the consumer does not describe a time or place using 
the word “inconvenient.” For example, a consumer might indicate that he or she should not be 
disturbed or cannot talk to the debt collector at certain times or places. Comment 6(b)(1)-1. 
However, the Debt Collection Rule does not require a debt collector to construe a consumer’s 
statement that the consumer is “busy” or “cannot talk right now” (without anything further) 
to mean that the consumer is generally designating a time or place as inconvenient for future 
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communications. Such a statement would indicate that the time or place is inconvenient for 
the current communication or attempt to communicate. A debt collector may ask follow-up 
questions to clarify statements by the consumer in order to determine if a future 
communication or attempt to communicate would be at a time or place that is inconvenient to 
a consumer. For example, if a consumer asks a debt collector not to contact the consumer “at 
home,” the debt collector may ask whether the consumer intends to prohibit the debt collector 
from communicating through all media associated with the consumer’s home, including mail. 
Comment 6(b)(1)-1.iii. 

For more information on the prohibition on communicating at unusual or inconvenient times 
or places, see Debt Collection Unusual or Inconvenient Times or Places Questions 2 and 3 and 
Section 4.1 in the Debt Collection Small Entity Compliance Guide. For more information on 
the exception to this prohibition, see Debt Collection Unusual or Inconvenient Times or Places 
Question 5 and Section 4.4 in the Debt Collection Small Entity Compliance Guide. 

Updated July 27, 2022 

 

2. What does the Debt Collection Rule define as an inconvenient or unusual time? 

Answer: 

In the absence of the debt collector’s knowledge of circumstances to the contrary, an 
inconvenient time for communicating with a consumer is before 8:00 a.m. and after 9:00 p.m. 
local time at the consumer’s location. If a debt collector has conflicting or ambiguous 
information regarding a consumer’s location, the debt collector complies if the debt collector 
communicates or attempts to communicate with the consumer at a time that would be 
convenient in all of the locations at which the debt collector’s information indicates the 
consumer might be located. Comment 6(b)(1)(i)-2. 

For purposes of determining the time of an electronic communication, an electronic 
communication or electronic attempt to communicate occurs at the time that the debt collector 
sends it, not, for example, at the time that the consumer receives or views it. Comment 
6(b)(1)(i)-1. 

For more information on the prohibition on communicating at unusual or inconvenient times 
or places, see Debt Collection Unusual or Inconvenient Times or Places Questions 1 and 3 and 
Section 4.1 in the Debt Collection Small Entity Compliance Guide. For more information on 
the exception to this prohibition, see Debt Collection Unusual or Inconvenient Times or Places 
Question 5 and Section 4.4 in the Debt Collection Small Entity Compliance Guide. 

Updated July 27, 2022 

 

3. What does the Debt Collection Rule define as an inconvenient or unusual place? 

Answer: 

Some communication media, such as mailing addresses and landline telephone numbers, are 
associated with a particular place, such as the consumer’s home or workplace. A debt collector 
must not communicate or attempt to communicate with a consumer through a communication 
medium associated with an unusual place or a place that the debt collector knows or should 
know is inconvenient. The Debt Collection Rule does not define any per se unusual places or 
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inconvenient places. Inconvenient places depend on whether a debt collector knows or should 
know that a place is inconvenient. For example, a consumer may designate the consumer’s 
home as inconvenient, and the debt collector must not communicate or attempt to 
communicate with the consumer through any communication medium associated with the 
consumer’s home, such as the consumer’s home landline telephone number. Other 
communication media, such as email addresses and mobile telephone numbers, are not 
associated with a place. The prohibition on communicating or attempting to communicate at 
unusual or inconvenient places does not prohibit a debt collector from communicating or 
attempting to communicate with a consumer through media not associated with a place unless 
the debt collector knows that the consumer is at an unusual place or knows that the consumer 
is at a place that the debt collector knows or should know is inconvenient to the consumer. 12 
CFR § 1006.6(b)(1) and Comment 6(b)(1)(ii)-1. 

For more information on the prohibition on communicating at unusual or inconvenient times 
or places, see Debt Collection Unusual or Inconvenient Times or Places Questions 1 and 2 and 
Section 4.1 in the Debt Collection Small Entity Compliance Guide. For more information on 
the exception to this prohibition, see Debt Collection Unusual or Inconvenient Times or Places 
Question 5 and Section 4.4 in the Debt Collection Small Entity Compliance Guide. 

Updated July 27, 2022 

 

4. Does an automatically generated electronic communication (such as a payment 
reminder) that is sent at a time the debt collector knows or should know is 
unusual or inconvenient to the consumer, violate the prohibition on 
communicating at an inconvenient time? 

Answer: 

Yes, unless an exception applies. An electronic communication from a debt collector does not 
cease to be a communication simply because it is automatically generated. Thus, if an 
automatically generated electronic communication is sent at an unusual time, or at a time that 
the debt collector knows or should know is inconvenient to the consumer, and none of the 
exceptions apply, that automatically generated electronic communication would violate the 
prohibition on communicating at an unusual or inconvenient time or place. See Debt Collection 
Unusual or Inconvenient Times or Places Question 5 for more information on the exceptions 
to the prohibition on communicating at an unusual or inconvenient time or place. Nothing in 
the Debt Collection Rule prohibits a debt collector from sending an automatically generated 
electronic communication to a consumer generally, as long as the communication itself is not 
prohibited under the Debt Collection Rule. 

For more information on the prohibition on communicating at unusual or inconvenient times 
or places, see Debt Collection Unusual or Inconvenient Times or Places Questions 1-3 and 
Section 4.1 in the Debt Collection Small Entity Compliance Guide. For more information on 
the exception to this prohibition, see Debt Collection Unusual or Inconvenient Times or Places 
Question 5 and Section 4.4 in the Debt Collection Small Entity Compliance Guide. 
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5. What are the exceptions to the prohibition on communicating at an unusual or 
inconvenient time or place? 
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Answer: 

There are three exceptions to the prohibition on communicating or attempting to communicate 
with a consumer about a debt at an unusual or inconvenient time or place: 

1. Consumer-initiated communication. There is a limited exception if a consumer 
initiates a communication with a debt collector at a time or from a place that the consumer 
previously designated as inconvenient. The debt collector does not violate the prohibition 
on communicating at inconvenient times or places if the debt collector responds once at 
that time or place through the same medium of communication used by the consumer. After 
responding one time to the consumer-initiated communication, the Rule prohibits the debt 
collector from communicating or attempting to communicate with the consumer at that 
time or place until the consumer conveys that the time or place is no longer inconvenient, 
or another exception applies. 12 CFR § 1006.6(b)(1); Comment 6(b)(1)-2. During a debt 
collector’s one-time response to consumer-initiated communication a debt collector may 
inquire whether the consumer is revoking the inconvenient time or place designation. 

2. Direct prior consent. There is an exception to the prohibition on communicating at an 
unusual or inconvenient time or place if the debt collector has obtained the consumer’s 
direct prior consent. This exception applies if the debt collector received the consumer’s 
direct prior consent during a communication that did not otherwise violate the prohibition 
on communicating at unusual or inconvenient times or places, the prohibition on 
communicating with a consumer represented by an attorney, or the prohibition on 
communicating with a consumer at the consumer’s workplace. The consumer must provide 
consent directly to the debt collector. A debt collector has not obtained the consumer’s 
direct prior consent if the consumer provided the consent to a third party, such as a creditor 
or a prior debt collector. Comment 6(b)(4)(i)-2. Furthermore, direct prior consent must be 
given in advance of the communication or attempt to communicate to which the consent is 
meant to apply. Direct prior consent does not apply to the communication in which it is 
given. 

3. Court-permitted communication. There is an exception to the prohibition on 
communicating at an unusual or inconvenient time or place if the debt collector has the 
express permission of a court of competent jurisdiction to communicate with the consumer 
about a debt at a time or place that would otherwise be considered unusual or inconvenient. 
12 CFR § 1006.6(b)(4). 

For more information on the prohibition on communicating at unusual or inconvenient times 
or places, see Debt Collection Unusual or Inconvenient Times or Places Questions 1-3 and 
Section 4.1 in the Debt Collection Small Entity Compliance Guide. For more information on 
the exception to this prohibition, see Debt Collection Unusual or Inconvenient Times or Places 
Question 5 and Section 4.4 in the Debt Collection Small Entity Compliance Guide. 
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6. Does an automatically generated electronic communication (such as a payment 
confirmation) sent at a time the debt collector knows or should know is 
inconvenient to the consumer, which is sent in response to a consumer action 
(such as a payment), meet the limited exception for responding to consumer-
initiated contact? 

Answer: 
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Yes, but only if the automatically generated electronic communication is through the same 
communication medium that the consumer used to contact the debt collector or if the debt 
collector obtains, during the consumer-initiated contact, direct prior consent to send the 
response through a different medium. 

As discussed in Debt Collection Unusual or Inconvenient Times or Places Question 5, there is 
a limited exception for responding to consumer-initiated contact that states that, if a consumer 
initiates a communication with a debt collector at an inconvenient time or place, the debt 
collector does not violate the prohibition on communicating at inconvenient times or places if 
the debt collector responds once at that time or place through the same medium of 
communication used by the consumer. 12 CFR § 1006.6(b)(1); Comment 6(b)(1)-2. 

Thus, for example, if a debt collector’s system generates an automated email reply in response 
to a consumer-initiated email at a time that the consumer previously designated as 
inconvenient, this system-generated reply would meet the limited consumer-initiated 
exception and not violate the prohibition on communications at inconvenient times or places. 
Similarly, if the consumer submits a payment through the debt collector’s web portal, an 
immediate pop-up message on the portal confirming payment would not violate the 
prohibition. In contrast, if the consumer submits a payment through the debt collector’s web 
portal at a time that the consumer previously designated as inconvenient, and the debt 
collector sends an automatically generated email in response, the limited exception would not 
apply because the debt collector communicated using a different communication medium. 

If a debt collector wishes to send the consumer an automated communication at a previously 
designated inconvenient time using a different communication medium than the one the 
consumer used, the debt collector would need to obtain the consumer’s prior direct consent. In 
the example above, where a consumer submits a payment through the debt collector’s web 
portal at a previously designated inconvenient time, if the debt collector wanted to send the 
consumer an automated payment confirmation by email at the previously designated 
inconvenient time, the debt collector could include language requesting the consumer’s 
permission to send an automatically generated payment confirmation email in, for example, a 
pop-up message or check box at the time of payment. If the consumer provides their consent 
for an automatically generated email confirmation at the time of payment, then the debt 
collector could immediately send a confirmation email without violating the prohibition on 
communicating at an inconvenient time. 

For more information on the prohibition on communicating at unusual or inconvenient times 
and places, see Debt Collection Unusual or Inconvenient Times or Places Questions 1-3 and 
Section 4.1 in the Debt Collection Small Entity Compliance Guide. For more information on 
the exception to this prohibition, see Debt Collection Unusual or Inconvenient Times or Places 
Question 5 and Section 4.4 in the Debt Collection Small Entity Compliance Guide. 
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7. If a consumer tells a debt collector that Fridays are inconvenient, but later 
contacts a debt collector on a Friday, can the debt collector respond on the 
following Friday under the limited exception for responding to consumer-
initiated contact at a time or place the consumer previously designated as 
inconvenient? 

Answer: 
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No. In this example, the debt collector can only respond to the consumer on the same Friday 
that the consumer contacted the debt collector under the limited exception for responding to 
consumer-initiated contact at a time or place the consumer previously designated as 
inconvenient. 

There is a limited exception for responding to consumer-initiated contact that states that, if a 
consumer initiates a communication with a debt collector at an inconvenient time or place 
(whether presumptively inconvenient or that the consumer previously designated as 
inconvenient), the debt collector does not violate the prohibition on communicating at 
inconvenient times or places if the debt collector responds once at that time or place through 
the same medium of communication used by the consumer. 12 CFR § 1006.6(b)(1); Comment 
6(b)(1)-2. In this scenario, the consumer designated Fridays as inconvenient and then 
contacted the debt collector on a Friday. While the debt collector could respond to the 
consumer’s contact on that particular Friday, responding to the consumer’s contact the 
following Friday would not meet the limited exception unless the consumer previously had 
designated Fridays in general as no longer inconvenient. 

For more information on the prohibition on communicating at unusual or inconvenient times 
and places, see Debt Collection Unusual or Inconvenient Times or Places Questions 1-3 and 
Section 4.1 in the Debt Collection Small Entity Compliance Guide. For more information on 
the exception to this prohibition, see Debt Collection Unusual or Inconvenient Times or Places 
Question 5 and Section 4.4 in the Debt Collection Small Entity Compliance Guide. 

Updated July 27, 2022 

What You Need to Do: 

Unlikely to be of significance unless your financial institution is a “debt collector” as defined. 
However, review and train others as appropriate. 

 

 

https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#unusual-inconvenient-times-places
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_small-entity-compliance-guide.pdf
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#unusual-inconvenient-times-places-5
https://www.consumerfinance.gov/compliance/compliance-resources/other-applicable-requirements/debt-collection/debt-collection-rule-faqs/#unusual-inconvenient-times-places-5
https://files.consumerfinance.gov/f/documents/cfpb_debt-collection_small-entity-compliance-guide.pdf
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Section 4: Fair Credit Reporting Act 

CFPB: Advisory Opinion – Permissible Purposes for Furnishing, 
Using, and Obtaining Consumer Reports (July 7, 2022) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_fair-credit-reporting_advisory-
opinion_2022-07.pdf 

Text 

The Consumer Financial Protection Bureau (Bureau) issued this advisory opinion to outline 
certain obligations of consumer reporting agencies and consumer report users under section 604 
of the Fair Credit Reporting Act (FCRA). 

This advisory opinion explains that the permissible purposes listed in FCRA section 604(a)(3) 
are consumer specific, and it affirms that a consumer reporting agency may not provide a 
consumer report to a user under FCRA section 604(a)(3) unless it has reason to believe that all of 
the consumer report information it includes pertains to the consumer who is the subject of the 
user’s request. 

The Bureau notes that disclaimers will not cure a failure to have a reason to believe that a 
user has a permissible purpose for a consumer report provided pursuant to FCRA section 
604(a)(3). 

This advisory opinion also reminds consumer report users that FCRA section 604(f) strictly 
prohibits a person who uses or obtains a consumer report from doing so without a permissible 
purpose. 

This advisory opinion is effective on July 12, 2022. 

 

Advisory Opinion 

Background 

Consumer reporting agencies collect and assemble or evaluate information about, among other 
things, the credit, criminal, employment, and rental histories of hundreds of millions of 
Americans. They package this information into consumer reports, which are used by creditors, 
insurers, landlords, employers, and others to make eligibility and other decisions about 
consumers. This collection, assembly, evaluation, dissemination, and use of vast quantities of 
often highly sensitive personal and financial information about consumers poses significant risks 
to consumer privacy. 

https://files.consumerfinance.gov/f/documents/cfpb_fair-credit-reporting_advisory-opinion_2022-07.pdf
https://files.consumerfinance.gov/f/documents/cfpb_fair-credit-reporting_advisory-opinion_2022-07.pdf


Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 38 

The FCRA regulates consumer reporting. Congress enacted the statute “to ensure fair and 
accurate credit reporting, promote efficiency in the banking system, and protect consumer 
privacy.” One of the problems with the credit reporting industry that Congress recognized and 
sought to remedy with the FCRA was that “information in a person’s credit file [was] not always 
kept strictly confidential.” The statute was enacted to “prevent an undue invasion of the 
individual’s right of privacy in the collection and dissemination of credit information.” As courts 
have recognized, “[a] major purpose of the [FCRA] is the privacy” of consumer data. 

The FCRA protects consumer privacy in multiple ways, including by limiting the 
circumstances under which consumer reporting agencies may disclose consumer information. For 
example, FCRA section 604, entitled “Permissible purposes of consumer reports,” identifies an 
exclusive list of “permissible purposes” for which consumer reporting agencies may provide 
consumer reports, including in accordance with the written instructions of the consumer to whom 
the report relates and for purposes relating to credit, employment, and insurance. The statute 
states that a consumer reporting agency may provide consumer reports under these circumstances 
“and no other.” In addition, FCRA section 607(a) requires that “[e]very consumer reporting agency 
shall maintain reasonable procedures designed to . . . limit the furnishing of consumer reports to 
the purposes listed under section 604.” And FCRA section 620 imposes criminal liability on any 
officer or employee of a consumer reporting agency who knowingly and willfully provides 
information concerning an individual from the agency’s files to an unauthorized person. 

In addition to imposing permissible purpose limitations on consumer reporting agencies, the 
FCRA limits the circumstances under which third parties may obtain and use consumer report 
information from consumer reporting agencies. FCRA section 604(f) provides that “a person shall 
not use or obtain a consumer report for any purpose unless” the consumer report “is obtained for 
a purpose for which the consumer report is authorized to be furnished under [FCRA section 604]” 
and “the purpose is certified in accordance with FCRA section 607 by a prospective user of the 
report through a general or specific certification.” FCRA section 619 imposes criminal liability on 
any person who knowingly and willfully obtains information on a consumer from a consumer 
reporting agency under false pretenses. 

The FCRA’s permissible purpose provisions are thus central to the statute’s protection of 
consumer privacy. Consumers suffer harm when consumer reporting agencies provide consumer 
reports to persons who are not authorized to receive the information or when recipients of 
consumer reports obtain or use such reports for purposes other than permissible purposes. These 
harms include the invasion of consumers’ privacy, as well as reputational, emotional, physical, 
and economic harms. The Bureau and the Federal Trade Commission (FTC) have collectively 
brought numerous enforcement actions to address violations of the FCRA’s permissible purpose 
provisions. For example, in a case that resulted in a 2006 settlement with a consumer reporting 
agency, the FTC alleged that the agency violated the FCRA’s permissible purpose provisions by 
providing consumer reports to persons without a permissible purpose, resulting in at least 800 
cases of identity theft. More recently, in 2020, a group of companies and individuals settled Bureau 
allegations that they obtained consumer reports without a permissible purpose when they 
obtained consumer reports for use in marketing debt relief services. Also in 2020, a mortgage 
broker settled FTC allegations that it used consumer reports for other than a permissible purpose 
when, in response to negative reviews on a website, it publicly posted information it had obtained 
from a consumer report about the reviewer. 

In light of the importance of the FCRA’s permissible purpose provisions to the protection of 
consumer privacy, the Bureau is issuing this advisory opinion to affirm that consumer reporting 
agencies may not provide a consumer report pursuant to FCRA section 604(a) under any 
circumstance not expressly permitted by this section. In particular, the permissible purposes 
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identified in FCRA section 604(a)(3) are consumer specific—that is, they apply only with respect 
to the consumer who is the subject of the user’s request—and a consumer reporting company may 
not provide a consumer report to a user under FCRA section 604(a)(3) unless it has reason to 
believe that all of the consumer report information it includes pertains to the consumer who is the 
subject of the user’s request. For example, consumer reporting agencies violate the FCRA’s 
permissible purpose provisions if they provide consumer reports on multiple consumers (e.g., 
consumers with the same name) in response to a request where the user only has a permissible 
purpose to obtain a report on a single individual because that would inherently involve providing 
at least one consumer report on an individual with respect to whom the user did not have a 
permissible purpose. The Bureau notes that disclaimers will not cure a failure to have a reason to 
believe that a user has a permissible purpose for a consumer report provided pursuant to FCRA 
section 604(a)(3). The Bureau also is issuing this advisory opinion to highlight that FCRA section 
604(f) strictly prohibits a person who uses or obtains a consumer report from doing so without a 
permissible purpose 

Coverage 

Section C.1 of this advisory opinion applies to all “consumer reporting agencies,” as that term 
is defined in FCRA section 603(f). Section C.2 of this advisory opinion applies to all persons that 
obtain or use, or seek to obtain or use, “consumer reports,” as that term is defined in FCRA section 
603(d). 

Legal Analysis 

1. FCRA Section 604(a)(3) 

Section 604(a) of the FCRA identifies a limited set of “permissible purposes” for which a 
consumer reporting company may provide a consumer report to a user. The Bureau is aware that 
some consumer reporting agencies use insufficient identifiers in matching procedures, such as 
name-only matching, which can result in the provision of consumer reports to persons without a 
permissible purpose to receive them. The permissible purposes for which consumer reports are 
most commonly sought are those identified in FCRA section 604(a)(3), including for purposes 
related to credit, employment, insurance, and rental housing. Under section 604(a)(3), a consumer 
reporting company may provide a consumer report when it has “reason to believe” that the user 
requesting the report has one of the permissible purposes specified therein with respect to the 
consumer who is the subject of the user’s request. The Bureau interprets the permissible purposes 
in FCRA section 604(a)(3) to apply only with respect to the consumer who is the subject of the 
user’s request. 

The Bureau’s interpretation is based on the plain language of FCRA section 604(a)(3) itself, 
which makes clear that whether a user has a permissible purpose under that section is analyzed 
on a consumer-by-consumer basis. For example, FCRA section 604(a)(3)(A) permits a consumer 
reporting company to provide a consumer report “to a person which it has reason to believe . . . 
intends to use the information in connection with a credit transaction involving the consumer on 
whom the information is to be furnished and involving the extension of credit to, or review or 
collection of an account of, the consumer.” Similarly, FCRA section 604(a)(3)(F) permits a 
consumer reporting company to provide a consumer report “to a person which it has reason to 
believe . . . has a legitimate business need for the information . . . in connection with a business 



Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 40 

transaction that is initiated by the consumer or to review an account to determine whether the 
consumer continues to meet the terms of the account.” 

The Bureau’s interpretation also is consistent with the FCRA’s purpose and structure. As 
explained in part I.A, Congress enacted the FCRA in part to address “a need to insure that 
consumer reporting agencies exercise their grave responsibilities with . . . a respect for the 
consumer’s right to privacy.” The FCRA achieves this by, among other things, narrowly limiting 
the circumstances under which a consumer reporting company may provide consumer report 
information to third parties. The statute is structured so that the permissible purposes in section 
604(a) function as exceptions to the general rule that a consumer reporting company may not 
provide consumer reports to third parties. Interpreting FCRA section 604(a)(3) to allow a 
consumer reporting company to provide consumer report information to a third party about a 
consumer with respect to whom the third party does not have a permissible purpose would 
undermine the statutory scheme and threaten consumer privacy with respect to the often highly 
sensitive information collected by consumer reporting agencies. 

A consumer reporting company may not provide a consumer report under FCRA section 
604(a)(3) unless it has reason to believe that the user has a permissible purpose with respect to 
the consumer about whom the report is requested. A user’s request to a consumer reporting 
company for a report about a consumer does not give the consumer reporting company a reason 
to believe that the user has a permissible purpose to obtain a consumer report about other 
consumers. Accordingly, a consumer reporting company may not provide a consumer report under 
FCRA section 604(a)(3) unless it has reason to believe that all of the consumer report information 
it includes pertains to the consumer who is the subject of the user’s request. 

The use of poor matching procedures, such as name-only matching, can lead to violations of 
the FCRA’s permissible purpose provisions. As the Bureau has observed, some consumer reporting 
agencies obtain information from sources that do not have or use identifying information other 
than consumer names, and they include such information in consumer reports without taking 
additional steps to match the information to the consumer who is the subject of the report. The 
Bureau has recently affirmed that, “[i]n preparing consumer reports, it is not a reasonable 
procedure to assure maximum possible accuracy to use insufficient identifiers to match 
information to the consumer who is the subject of the report.” In addition to running afoul of the 
FCRA’s accuracy provisions, a consumer reporting company that uses insufficient identifiers in 
its matching procedures, such as name-only matching, cannot rely on these procedures to form a 
reason to believe that all of the information it includes in a consumer report pertains to the 
consumer who is the subject of the user’s request. 

For example, when a consumer reporting company conducts a public records search using 
name-only matching and identifies one or more individuals with the same name as the consumer 
who is the subject of the user’s request, it sometimes might provide the user with a report 
containing a possible match or list of possible matches instead of taking further steps to match 
the information to the specific consumer who is the subject of the request. Under these 
circumstances, a consumer reporting company has not formed a reason to believe that all of the 
information it includes in a consumer report pertains to the consumer who is the subject of the 
user’s request. If the report includes information that identifies (even if not by name) consumers 
who are possible matches and information that bears on the credit worthiness, credit standing, 
credit capacity, character, general reputation, personal characteristics, or mode of living of those 
consumers, the consumer reporting company will have provided consumer reports about those 
consumers to a user that does not have a permissible purpose for them. 

The Bureau is aware that some consumer reporting agencies that use inadequate matching 
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procedures include disclaimers with their consumer reports. For example, one consumer reporting 
company stated when providing a consumer report: “This record is matched by First Name, Last 
Name ONLY and may not belong to your subject. Your further review of the State Sex Offender 
Registry is required in order to determine if this is your subject.” Disclaimers will not cure a failure 
to have a reason to believe that a user has a permissible purpose for a consumer report provided 
pursuant to FCRA section 604(a)(3). A disclaimer does not change the fact that the consumer 
reporting company has failed to satisfy the requirements of 604(a)(3) and has provided a consumer 
report about a consumer to a person lacking a permissible purpose with respect to that consumer. 

2. FCRA Section 604(f) 

FCRA section 604(f) prohibits a person from using or obtaining a consumer report “unless . . . 
the consumer report is obtained for a purpose for which the consumer report is authorized to be 
furnished under [FCRA section 604]” and “the purpose is certified in accordance with FCRA 
section 607 by a prospective user of the report through a general or specific certification.” Congress 
amended the FCRA to include section 604(f) in September 1996. Before the 1996 amendments, 
FCRA section 604 did not impose limitations on users of consumer reports, only on consumer 
reporting agencies. The Bureau interprets FCRA section 604(f) to provide that consumer report 
users are strictly prohibited from using or obtaining consumer reports without a permissible 
purpose. Although some courts have applied a “reason to believe” standard for persons using or 
obtaining a consumer report, as at least one court has noted, the opinion most commonly cited in 
support of this standard was decided before the 1996 amendments. Based on its plain language, 
the 1996 addition of FCRA section 604(f) clearly imposes a strict prohibition on using or obtaining 
a consumer report without a permissible purpose. 

Users of consumer reports must ensure that they do not violate consumer privacy by obtaining 
consumer reports when they lack a permissible purpose for doing so. For example, in 2018 a 
company settled Bureau allegations that it violated FCRA section 604(f) when its agents obtained 
consumer reports for consumers who were not seeking an extension of credit from the company 
and the company had no other permissible purpose for the consumer reports it obtained. In some 
instances, for example, the company’s agents initiated credit applications for the wrong consumer 
by incorrectly inputting consumer information into the company’s application system or by 
selecting the wrong consumer from a list of possible consumers identified in the system. When 
these applications were initiated in error, the company obtained a consumer report for a consumer 
with respect to which it had no permissible purpose, violating the FCRA’s permissible purpose 
provisions and the privacy of the consumers that were the subject of those reports, and also 
generating an inquiry on the consumers’ credit reports. 

Regulatory Matters 

***** 

As an interpretive rule, this advisory opinion is exempt from the notice-and-comment 
rulemaking requirements of the Administrative Procedure Act. Because no notice of proposed 
rulemaking is required, the Regulatory Flexibility Act does not require an initial or final 
regulatory flexibility analysis. The Bureau has also determined that this advisory opinion does 
not impose any new or revise any existing recordkeeping, reporting, or disclosure requirements 
on covered entities or members of the public that would be collections of information requiring 
approval by the Office of Management and Budget under the Paperwork Reduction Act. 

***** 
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What You Need to Do: 

Understand your institution’s obligation(s) as a user of consumer reports; review and train others 
as appropriate. 
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Depository Issues 

 
 

 

There are no Depository Issues for this period. 
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Other Issues 
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Section 1: UDAAP 

FDIC: Supervisory Guidance (FIL-40-2022) on Multiple Re-
Presentment NSF Fees (August 18, 2022) 

Link 

https://www.fdic.gov/news/financial-institution-letters/2022/fil22040.html 

Text 

The FDIC issued guidance to FDIC-supervised institutions to address certain consumer 
compliance risks associated with assessing multiple non-sufficient funds (NSF) fees arising from 
the re-presentment of the same unpaid transaction. Additionally, the FDIC is sharing its 
supervisory approach when a violation of law is identified, as well as  expectations for full 
corrective action. 

Highlights: 

• Many financial institutions charge NSF fees when checks or Automated Clearinghouse 
(ACH) transactions are presented for payment, but cannot be covered by the balance in a 
customer’s transaction account. After being declined, merchants may subsequently 
resubmit the transaction for payment. 

• Some financial institutions charge additional NSF fees for the same transaction when a 
merchant re-presents a check or ACH transaction on more than one occasion after the 
initial unpaid transaction was declined. In these situations, there is an elevated risk of 
violations of law and harm to consumers. 

• The FDIC has identified violations of law when financial institutions charged multiple 
NSF fees for the re-presentment of unpaid transactions because disclosures did not fully 
or clearly describe the financial institution’s re-presentment practice, including not 
explaining that the same unpaid transaction might result in multiple NSF fees if an item 
was presented more than once. 

• Practices involving the charging of multiple NSF fees arising from the same unpaid 
transaction results in heightened risks of violations of Section 5 of the Federal Trade 
Commission (FTC) Act, which prohibits unfair or deceptive acts or practices (UDAP). Third 
parties, including core processors, often play significant roles in processing payments, 
identifying and tracking re-presented items, and providing systems that determine when 
NSF fees are assessed. Such third-party arrangements may also present risks if not 
properly managed. There may also be heightened litigation risk. Numerous financial 
institutions, including some FDIC-supervised institutions, have faced class action lawsuits 
alleging breach of contract and other claims because of the failure to adequately disclose 
re-presentment NSF fee practices in their account disclosures. 

• Financial institutions are encouraged to review their practices and disclosures regarding 

https://www.fdic.gov/news/financial-institution-letters/2022/fil22040.html
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the charging of NSF fees for re-presented transactions. The FDIC has observed some risk-
mitigation practices financial institutions implemented to reduce the risk of consumer 
harm and potential violations. 

• The FDIC will take appropriate action to address consumer harm and violations of law 
when exercising its supervisory and enforcement responsibilities regarding re-
presentment NSF fee practices. 

 

Supervisory Guidance on Multiple Re-Presentment NSF Fees 
August 2022 

The Federal Deposit Insurance Corporation (FDIC) is issuing guidance to ensure that 
supervised institutions are aware of the consumer compliance risks associated with assessing 
multiple nonsufficient funds (NSF) fees arising from the re-presentment of the same unpaid 
transaction. Additionally, the FDIC is sharing its supervisory approach where a violation of law 
is identified and full corrective action is expected. 

Background 

Many financial institutions charge NSF fees when checks or Automated Clearinghouse (ACH) 
transactions are presented for payment, but cannot be covered by the balance in a customer’s 
transaction account. After receiving notice of declination, merchants may subsequently resubmit 
the transaction for payment. Some financial institutions charge additional NSF fees for the same 
transaction when a merchant re-presents a check or ACH transaction on more than one occasion 
after the initial unpaid transaction was declined. In these situations, there is an elevated risk of 
violations of law and harm to consumers. 

During consumer compliance examinations, the FDIC has identified violations of law when 
financial institutions charged multiple NSF fees for the re-presentment of unpaid transactions. 
The FDIC found that some disclosures provided to customers did not fully or clearly describe the 
institution’s re-presentment practice, including not explaining that the same unpaid transaction 
might result in multiple NSF fees if an item was presented more than once. 

Potential Risks Arising from Multiple Re-Presentment NSF Fees 

Consumer Compliance Risk: Practices involving the charging of multiple NSF fees arising 
from the same unpaid transaction results in heightened risks of violations of Section 5 of the 
Federal Trade Commission (FTC) Act, which prohibits unfair or deceptive acts or practices 
(UDAP). While specific facts and circumstances ultimately determine whether a practice violates 
a law or regulation, the failure to disclose material information to customers about re-presentment 
and fee practices has the potential to mislead reasonable customers, and there are situations that 
may also present risk of unfairness if the customer is unable to avoid fees related to re-presented 
transactions. 

• Deceptive Practices: In a number of consumer compliance examinations, the FDIC 
determined that if a financial institution assesses multiple NSF fees arising from the 
same transaction, but disclosures do not adequately advise customers of this practice, the 
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misrepresentation and omission of this information from the institution’s disclosures is 
material. The FDIC found that if this information is not disclosed clearly and 
conspicuously to customers, the material omission of this information is considered to be 
deceptive pursuant to Section 5 of the FTC Act. 
 

• Unfair Practices: In certain circumstances, a failure to adequately advise customers of fee 
practices for re-presentments raises unfairness concerns because the practices may result 
in substantial injuries to customers; the injury may not be reasonably avoidable; and 
there may be no countervailing benefits to either customers or competition. In particular, 
a risk of unfairness may be present if multiple NSF fees are assessed for the same 
transaction in a short period of time without sufficient notice or opportunity for 
customers to bring their account to a positive balance in order to avoid the assessment of 
additional NSF fees. While revising disclosures may address the risk of deception, doing 
so may not fully address the unfairness risks. 
 

• Third-Party Risk: Third parties, including core processors, often play significant roles in 
processing payments, identifying and tracking re-presented items, and providing systems 
that determine when NSF fees are assessed. Such third-party arrangements may present 
risks if not properly managed. Institutions are expected to maintain adequate oversight 
of third-party activities and appropriate quality control over products and services 
provided through third-party arrangements. In addition, institutions are responsible for 
identifying and controlling risks arising from third-party relationships to the same extent 
as if the third-party activity was handled within the institution. Institutions are 
encouraged to review and understand the risks presented from their core processing 
system settings related to multiple NSF fees, as well as understand the capabilities of 
their core processing system(s), such as identifying and tracking re-presented items and 
maintaining data on such transactions. 
 

• Litigation Risk: Multiple NSF fee practices may result in heightened litigation risk. 
Numerous financial institutions, including some FDIC-supervised institutions, have 
faced class action lawsuits alleging breach of contract and other claims because of the 
failure to adequately disclose re-presentment NSF fee practices in their account 
disclosures. Some of these cases have resulted in substantial settlements, including 
customer restitution and legal fees. 

Risk Mitigation Practices 

Institutions are encouraged to review their practices and disclosures regarding the charging 
of NSF fees for re-presented transactions. The FDIC has observed various risk-mitigating 
activities that financial institutions have taken to reduce the potential risk of consumer harm and 
avoid potential violations of law regarding multiple re-presentment NSF fee practices. These 
include: 

• Eliminating NSF fees. 
• Declining to charge more than one NSF fee for the same transaction, regardless of 

whether the item is re-presented. 
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• Conducting a comprehensive review of policies, practices, and monitoring activities 
related to re-presentments and making appropriate changes and clarifications, including 
providing revised disclosures to all existing and new customers. 

• Clearly and conspicuously disclosing the amount of NSF fees to customers and when and 
how such fees will be imposed, including: 
o Information on whether multiple fees may be assessed in connection with a single 

transaction when a merchant submits the same transaction multiple times for 
payment; 

o The frequency with which such fees can be assessed; and 
o The maximum number of fees that can be assessed in connection with a single 

transaction. 
• Reviewing customer notification or alert practices related to NSF transactions and the 

timing of fees to ensure customers are provided with an ability to effectively avoid 
multiple fees for re-presented items, including restoring their account balance to a 
sufficient amount before subsequent NSF fees are assessed. 

If institutions self-identify re-presentment NSF fee issues, the FDIC expects supervised 
financial institutions to: 

• Take full corrective action, including providing restitution to harmed customers, 
consistent with the restitution approach described in this guidance; 

• Promptly correct NSF fee disclosures and account agreements for both existing and new 
customers, including providing revised disclosures and agreements to all customers; 

• Consider whether additional risk mitigation practices are needed to reduce potential 
unfairness risks; and 

• Monitor ongoing activities and customer feedback to ensure full and lasting corrective 
action. 

FDIC’s Supervisory Approach 

When exercising supervisory and enforcement responsibilities regarding multiple 
representment NSF fee practices, the FDIC will take appropriate action to address consumer 
harm and violations of law. The FDIC’s supervisory response will focus on identifying re-
presentment related issues and ensuring correction of deficiencies and remediation to harmed 
customers. 

In reviewing compliance management systems, the FDIC recognizes an institution’s proactive 
efforts to self-identify and correct violations. Examiners will generally not cite UDAP violations 
that have been self-identified and fully corrected prior to the start of a consumer compliance 
examination. In addition, in determining the scope of restitution, the FDIC will consider an 
institution’s record keeping practices and any challenges an institution may have with retrieving, 
reviewing, and analyzing re-presentment data, on a case-by-case basis, when evaluating the time 
period institutions utilized for customer remediation. Failing to provide restitution for harmed 
customers when data on re-presentments is reasonably available will not be considered full 
corrective action. 

If examiners identify violations of law due to re-presentment NSF fee practices that have not 
been self-identified and fully corrected prior to a consumer compliance examination, the FDIC will 
evaluate appropriate supervisory or enforcement actions, including civil money penalties and 
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restitution, where appropriate. 

What You Need to Do: 

This issue just will not go away. Please make sure, one more time, your disclosures are accurate 
and that your process matches what has been disclosed. Do not get caught in this dilemma. 
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Section2: Regulation O 

FRB: Frequently Asked Questions About Regulation O (July 8, 2022) 

Link 

https://www.federalreserve.gov/supervisionreg/legalinterpretations/reg-o-frequently-asked-
questions.htm 

Text 

Staff of the Board of Governors of the Federal Reserve System has developed the following 
frequently asked questions (FAQs) to assist entities in complying with the Board's Regulation O. 
Except as noted below, these FAQs are staff interpretations and have not been approved by the 
Board of Governors. Staff may supplement or revise these FAQs as necessary or appropriate in 
the future. 

12 CFR 215.3 (Extension of credit) 

Q3: Would a bank’s payment of premiums as part of a split dollar life insurance 
arrangement constitute an extension of credit to an insider? 

A3: No, provided certain conditions are satisfied. Under a split dollar life insurance 
arrangement, a bank pays the premiums on a policy insuring the life of an employee of the bank. 
Split dollar life insurance arrangements can take many forms. For example, the insurance policy 
can be owned by the bank, the employee, or a third party (typically a trust). Regardless of form, 
the bank is entitled to receive from the proceeds of the insurance policy a pre-negotiated amount 
upon the death of the insured or when the insured surrenders the policy. 

When the bank provides this arrangement for an insider, a split dollar life insurance 
arrangement does not give rise to an extension of credit to the insider where (i) the bank is not 
entitled to payment in an amount greater than the premiums paid by the bank (for example, the 
bank is not entitled to payment of the premiums plus some assessed interest), and (ii) the insider 
has no independent obligation to repay the premiums to the bank, other than out of the proceeds 
of the insurance policy. 

Source: 12 CFR 215.3(a)(7); Letter from J. Virgil Mattingly, Jr., General Counsel of the Board, 
to Jeffrey S. Kane (April 13, 1995). 

Posted: 7/8/2022 

What You Need to Do: 

For your information; share with others as appropriate. 

https://www.federalreserve.gov/supervisionreg/legalinterpretations/reg-o-frequently-asked-questions.htm
https://www.federalreserve.gov/supervisionreg/legalinterpretations/reg-o-frequently-asked-questions.htm
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Section 3: Crypto 

FDIC: Advisory (FIL-35-2022) and Fact Sheet Regarding Deposit 
Insurance and Dealings with Crypto Companies (July 29, 2022) 

Link 

https://www.fdic.gov/news/financial-institution-letters/2022/fil22035.html 

Text 

To address certain misrepresentations about FDIC deposit insurance by some crypto 
companies, the FDIC issued an Advisory to FDIC-insured institutions Regarding Deposit 
Insurance and Dealings with Crypto Companies (FDIC Crypto Advisory). 

Over the past several months, some crypto companies have suspended withdrawals or halted 
operations. In some cases, these companies have represented to their customers that their 
products are eligible for FDIC deposit insurance coverage, which may lead customers to believe, 
mistakenly, that their money or investments are safe. 

The FDIC seeks to address misconceptions about the scope of deposit insurance coverage and 
related concerns. 

By federal law, the FDIC only insures deposits held in insured banks and savings associations 
(collectively, “insured banks”) in the unlikely event of an insured bank’s failure. The FDIC does 
not insure assets issued by non-bank entities, such as crypto companies. 

The FDIC Crypto Advisory reminds insured banks that they need to be aware of how FDIC 
insurance operates and need to assess, manage, and control risks arising from third-party 
relationships, including those with crypto companies. 

In dealings with crypto companies, FDIC-insured banks should confirm and monitor that these 
companies do not misrepresent the availability of deposit insurance. 

Simultaneous with issuance of this Crypto Advisory, the FDIC posted a Deposit Insurance 
Fact Sheet to the FDICC’s webpage to clarify for customers of non-bank entities, such as crypto 
companies, and the public generally, that deposit insurance does not cover non-deposit products, 
including crypto assets. 

The FDIC Crypto Advisory and Deposit Insurance Fact sheet provide a listing of useful 
resources for bankers and members of the public for more information. 

Statement of Applicability: The contents of, and material referenced in, this FIL apply to 
all FDIC-insured financial institutions. 

  

https://www.fdic.gov/news/financial-institution-letters/2022/fil22035.html
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Advisory to FDIC-Insured Institutions Regarding FDIC Deposit 
Insurance and Dealings with Crypto Companies 

Risks and Concerns 

• The FDIC is concerned about the risks of consumer confusion or harm arising from crypto 
assets offered by, through, or in connection with insured depository institutions (insured 
banks). Risks are elevated when a non-bank entity offers crypto assets to the non-bank’s 
customers, while also offering an insured bank’s deposit products. 

 
• Inaccurate representations about deposit insurance by non-banks, including crypto 

companies, may confuse the non-bank’s customers and cause those customers to 
mistakenly believe they are protected against any type of loss. Moreover, non-bank 
customers may not understand the role of the bank as it relates to the activities of the 
nonbank, or the speculative nature of certain crypto assets as compared to deposit 
products. 

 
• More broadly, customers can be confused about: 
 

o When FDIC deposit insurance applies. In the unlikely event of an insured-bank failure, 
the FDIC protects depositors of insured banks against the loss of their deposits, up to 
at least $250,000. The FDIC only pays deposit insurance after an insured bank fails. 
FDIC insurance does not protect a non-bank’s customers against the default, 
insolvency, or bankruptcy of any non-bank entity, including crypto custodians, 
exchanges, brokers, wallet providers, or other entities that appear to mimic banks but 
are not, called “neobanks.” 

 
o What products are FDIC insured. FDIC deposit insurance covers deposit products 

offered by insured banks, such as checking accounts and savings accounts. Deposit 
insurance does not apply to non-deposit products, such as stocks, bonds, money market 
mutual funds, securities, commodities, or crypto assets. 

 
• In addition to potential consumer harm, customer confusion can lead to legal risks for 

banks if a crypto company, or other third-party partner of an insured bank with whom they 
are dealing, makes misrepresentations about the nature and scope of deposit insurance. 

 
• Moreover, misrepresentations and customer confusion could cause concerned consumers 

with insured-bank relationships to move funds, which could result in liquidity risk to banks 
and in turn, could potentially result in earnings and capital risks. 

 
Risk Management and Governance Considerations 

• Insured banks need to be aware of how FDIC insurance operates and need to assess, 
manage, and control risks arising from all third-party relationships, including those with 
crypto companies. 
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• In their dealings with crypto companies, insured banks should confirm and monitor that 
these companies do not misrepresent the availability of deposit insurance in order to 2 
measure and control risks to the bank, and should take appropriate action to address such 
misrepresentations. 

 
• Communications related to deposit insurance need to be clear and conspicuous. Nonbank 

entities, such as crypto companies, that advertise or offer FDIC-insured products in 
relationships with insured banks could reduce consumer confusion by clearly, 
conspicuously: (a) stating that they are not an insured bank; (b) identifying the insured 
bank(s) where any customer funds may be held on deposit; and (c) communicating that 
crypto assets are not FDIC-insured products and may lose value. 

 
• Insured banks that are involved in relationships with non-bank entities that offer deposit 

products as well as non-deposit products, such as crypto assets, can help minimize 
customer confusion and harm by carefully reviewing and regularly monitoring the 
nonbank’s marketing material and related disclosures to ensure accuracy and clarity. 

 
• For safe and sound operation, the insured bank should have appropriate risk management 

policies and processes to ensure that any services provided by, or deposits received from 
any third-party, including a crypto company, are, and remain, in compliance with all laws 
and regulations. 

 
• In addition, Part 328, Subpart B of the FDIC’s Rules and Regulations titled False 

Advertising, Misrepresentation of Insured Status, and Misuse of the FDIC’s Name or Logo, 
can apply to non-banks, such as crypto companies. Accordingly, insured banks should 
determine if its third-party risk management policies and procedures effectively manage 
crypto-asset-related risks, including compliance risks related to Part 328 Subpart B. 

Additional Resources 

• The FDIC’s website provides more information to help bankers understand deposit 
insurance coverage, including pass-through deposit insurance: 
 (https://www.fdic.gov/deposit/diguidebankers/fiduciary-accounts.html) 

 
• The FDIC’s website provides more information to help consumers understand deposit 

insurance coverage (https://www.fdic.gov/resources/deposit-insurance/) 
 

• The FDIC maintains a portal for submission of complaints about suspected 
misrepresentations regarding deposit insurance: 
 (https://ask.fdic.gov/fdicinformationandsupportcenter/s/fdicdimcomplaintform/?language 
=en_US) 

 
• The FDIC’s regulations governing deposit insurance coverage are found at 12 C.F.R. Part 

330 (https://www.ecfr.gov/current/title-12/chapter-III/subchapter-B/part-330) 
 

https://www.fdic.gov/deposit/diguidebankers/fiduciary-accounts.html
https://www.fdic.gov/resources/deposit-insurance/
https://www.ecfr.gov/current/title-12/chapter-III/subchapter-B/part-330
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• The FDIC’s regulation relating to false advertising, misrepresentations about insured 
status, and misuse of the FDIC’s name or logo is found at 12 C.F.R. Part 328 
(https://www.ecfr.gov/current/title-12/chapter-III/subchapter-B/part-328) 

 
• The FDIC’s Fact Sheet: What the Public Needs to Know About FDIC Deposit Insurance 

and Crypto Companies is found at https://www.fdic.gov/news/fact-sheets/crypto-factsheet-
7-28-22.pdf 

 
For FDIC Supervised Institutions: 

 
• The FDIC’s Guidance For Managing Third-Party Risk is found at: 

 https://www.fdic.gov/news/financial-institution-letters/2008/fil08044a.html 
 

• The FDIC’s Statement on Providing Banking Services is found at: 
 https://www.fdic.gov/news/financial-institution-letters/2015/fil15005.html 

 

 

Fact Sheet: What the Public Needs to Know About FDIC Deposit 
Insurance and Crypto Companies 

Over the past several months, some crypto companies have suspended withdrawals or halted 
operations. In some cases, these companies have represented to their customers that their 
products are eligible for FDIC deposit insurance coverage, which may lead customers of these 
companies to believe, mistakenly, that their money or investments are safe. The FDIC is 
concerned that some customers of crypto companies, such as crypto custodians, exchanges, 
brokers, wallet providers, and neobanks may be confused about whether, and if so, how, they may 
be covered by FDIC deposit insurance. This Fact Sheet is intended to address some common 
misconceptions about the scope of deposit insurance coverage and whether deposit insurance 
applies to funds that customers provide to these crypto companies. The FDIC is providing the 
information below to assist the public in understanding FDIC deposit insurance coverage in light 
of recent market activity and media reports. 

FDIC Deposit Insurance Coverage 

• By federal law, the FDIC only insures deposits held in insured banks and savings 
associations (collectively, “insured banks”) and only in the unlikely event of an insured 
bank’s failure. The FDIC does not insure assets issued by non-bank entities, such as crypto 
companies. 

 
• Since the FDIC began insuring deposits in 1934, no depositor has lost a penny of FDIC-

insured funds as a result of an insured bank’s failure. 
 

• Deposit insurance applies to products such as checking accounts, savings accounts, and 
certificates of deposit held at insured banks. (https://www.fdic.gov/resources/deposit-
insurance/financialproducts-insured/index.html) 

 

https://www.ecfr.gov/current/title-12/chapter-III/subchapter-B/part-328
https://www.fdic.gov/news/fact-sheets/crypto-factsheet-7-28-22.pdf
https://www.fdic.gov/news/fact-sheets/crypto-factsheet-7-28-22.pdf
https://www.fdic.gov/news/financial-institution-letters/2008/fil08044a.html
https://www.fdic.gov/news/financial-institution-letters/2015/fil15005.html
https://www.fdic.gov/resources/deposit-insurance/financialproducts-insured/index.html
https://www.fdic.gov/resources/deposit-insurance/financialproducts-insured/index.html
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• The FDIC only pays deposit insurance after an insured bank fails. Coverage is only 
available for the deposits that are held in the insured bank at the time of its failure. 

Products and Risks Not Covered by Deposit Insurance 

• FDIC deposit insurance does not apply to financial products such as stocks, bonds, money 
market mutual funds, other types of securities, commodities, or crypto assets. 

 
• FDIC deposit insurance does not protect against losses due to theft or fraud, which are 

addressed by other laws 
 

• FDIC insurance does not protect against the default, insolvency, or bankruptcy of any non-
bank entity, including crypto custodians, exchanges, brokers, wallet providers, and 
neobanks. 

Additional Resources 

• The FDIC’s website provides more information to help consumers understand deposit 
insurance coverage (https://www.fdic.gov/resources/deposit-insurance/) 

 
• The FDIC’s “BankFind” tool can be used to determine whether an entity is an insured bank 

(https://banks.data.fdic.gov/bankfind-suite/bankfind) 
 

• The FDIC maintains a portal for submission of complaints about suspected 
misrepresentations regarding deposit insurance 
(https://ask.fdic.gov/fdicinformationandsupportcenter/s/fdicdimcomplaintform/?language=
en_US) 

 
• The FDIC’s regulations governing deposit insurance coverage are found at 12 C.F.R. Part 

330 (https://www.ecfr.gov/current/title-12/chapter-III/subchapter-B/part-330) 
 

• The FDIC’s Advisory to FDIC-Insured Institutions Regarding Deposit Insurance and 
Dealings with Crypto Companies addresses risk management and governance 
considerations regarding misrepresentations about FDIC deposit insurance by non-bank 
entities, including crypto companies, and can be found at 
https://www.fdic.gov/news/financial-institutionletters/2022/fil22035.html 

What You Need to Do: 

Review and train others as necessary. 

FRB: SR 22-6 / CA 22-6: Engagement in Crypto-Asset-Related Activities 
by Federal Reserve-Supervised Banking Organizations (August 16, 

https://www.fdic.gov/resources/deposit-insurance/
https://banks.data.fdic.gov/bankfind-suite/bankfind
https://ask.fdic.gov/fdicinformationandsupportcenter/s/fdicdimcomplaintform/?language=en_US
https://ask.fdic.gov/fdicinformationandsupportcenter/s/fdicdimcomplaintform/?language=en_US
https://www.ecfr.gov/current/title-12/chapter-III/subchapter-B/part-330
https://www.fdic.gov/news/financial-institutionletters/2022/fil22035.html


Community Bankers for Compliance Regulatory Update  

Young & Associates, Inc. • www.younginc.com • Page 56 

2022) 

Link 

https://www.federalreserve.gov/supervisionreg/srletters/SR2206.htm 

Text 

The Federal Reserve Board provided additional information for banking organizations 
engaging or seeking to engage in crypto-asset-related activities. 

The emerging crypto-asset sector presents potential opportunities to banking organizations, 
their customers, and the overall financial system; however, crypto-asset-related activities may 
also pose risks related to safety and soundness, consumer protection, and financial stability. 

The supervisory letter issued today outlines the steps Board-supervised banks should take 
prior to engaging in crypto-asset-related activities, such as assessing whether such activities are 
legally permissible and determining whether any regulatory filings are required. Additionally, the 
supervisory letter states that Board-supervised banking organizations should notify the Board 
prior to engaging in crypto-asset-related activities. 

The supervisory letter also emphasizes that Board-supervised banking organizations should 
have adequate systems and controls in place to conduct crypto-asset-related activities in a safe 
and sound manner prior to commencing such activities. 

 

Applicability: This letter applies to all banking organizations supervised by the Federal Reserve, 
including those with $10 billion or less in consolidated assets. 

 

The emerging crypto-asset sector presents potential opportunities to banking organizations, 
their customers, and the overall financial system; however, crypto-asset-related activities may 
pose risks related to safety and soundness, consumer protection, and financial stability, including, 
but not limited to: 

• Technology and operations: The technology underlying crypto-assets is nascent and 
evolving, and poses novel risks such as those associated with cybersecurity and governance 
of the underlying network and any related arrangements. These risks are particularly 
heightened when the underlying technology involves open, permissionless networks. 

• Anti-money laundering and countering of financing of terrorism: Crypto-assets can be used 
to facilitate money laundering and illicit financing. Some crypto-assets have limited 
transparency, making it difficult to identify and track ownership. 

• Consumer protection and legal compliance: Crypto-assets pose significant consumer risks 
such as those related to price volatility, misinformation, fraud, and theft or loss of 
assets. In addition, banking organizations engaging in crypto-asset-related activities face 

https://www.federalreserve.gov/supervisionreg/srletters/SR2206.htm
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potential legal and consumer compliance risks stemming from a range of issues, including, 
for example, uncertainty regarding the legal status of many crypto-assets; potential legal 
exposure arising from consumer losses, operational failures, and relationships with crypto-
asset service providers; and limited legal precedent regarding how crypto-assets would be 
treated in varying contexts, including, for example, in the event of loss or bankruptcy. 

• Financial stability: Certain types of crypto-assets, such as stablecoins, if adopted at large 
scale, could also pose risks to financial stability including potentially through destabilizing 
runs and disruptions in the payment systems. 

Given the heightened and novel risks posed by crypto-assets, the Federal Reserve is closely 
monitoring related developments and banking organizations’ participation in crypto-asset-related 
activities. 

This letter provides that a Federal Reserve-supervised banking organization engaging or 
seeking to engage in crypto-asset-related activities should notify its lead supervisory point of 
contact at the Federal Reserve. As explained below, prior to engaging in any crypto-asset-related 
activity, a supervised banking organization must ensure such activity is legally permissible and 
determine whether any filings are required under applicable federal or state laws. A supervised 
banking organization should, prior to engaging in these activities, have in place adequate systems, 
risk management, and controls to conduct such activities in a safe and sound manner and 
consistent with all applicable laws, including applicable consumer protection statutes and 
regulations. 

Legal Permissibility 

Prior to engaging in new activities of any kind, a supervised banking organization must ensure 
that such activities are legally permissible. A supervised banking organization seeking to engage 
in (or currently engaged in) crypto-asset-related activities must analyze the permissibility of such 
activities under relevant state and federal laws and determine whether any filings are required 
under federal banking laws, including the Bank Holding Company Act, Home Owners’ Loan Act, 
Federal Reserve Act, Federal Deposit Insurance Act, or the regulations promulgated pursuant 
thereto, as applicable. If any supervised banking organization has questions regarding the 
permissibility of any crypto-asset-related activities or about the applicability of any filing 
requirements, it should consult its lead supervisory point of contact at the Federal Reserve. 

Notification of Proposed Activities 

A supervised banking organization should notify its lead supervisory point of contact at the 
Federal Reserve prior to engaging in any crypto-asset-related activity.  Any supervised banking 
organization that is already engaged in crypto-asset-related activities should notify its lead 
supervisory point of contact at the Federal Reserve promptly regarding the engagement in such 
activities, if it has not already done so. Federal Reserve supervisory staff will provide relevant 
supervisory feedback, as appropriate, in a timely manner. 

In all cases, a supervised banking organization should, prior to engaging in these activities, 
have in place adequate systems, risk management, and controls to conduct crypto-asset-related 
activities in a safe and sound manner and consistent with applicable laws, including applicable 
consumer protection statutes and regulations.  This includes having adequate systems in place to 
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identify, measure, monitor, and control the risks associated with such activities on an ongoing 
basis. These systems should cover operational risk (for example, the risks of new, evolving 
technologies; the risk of hacking, fraud, and theft; and the risk of third-party relationships), 
financial risk, legal risk, compliance risk (including, but not limited to, compliance with the Bank 
Secrecy Act, anti-money laundering requirements, and sanctions requirements), and any other 
risk necessary to ensure the activities are conducted in a manner that is consistent with safe and 
sound banking and in compliance with applicable laws, including applicable consumer protection 
statutes and regulations.  State member banks are also encouraged to notify their state regulator 
prior to engaging in any crypto-asset-related activity. 

Reserve Banks are asked to distribute this letter to the supervised banking organizations in 
their districts and to appropriate supervisory staff.  In addition, a supervised banking 
organization may send questions via the Board’s public website. 

What You Need to Do: 

For FRB-supervised institutions. Please review and share with others as appropriate. 
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Section 4: Consumer Financial Protection Act 

CFPB: Interpretive Rule – Limited Applicability of Consumer 
Financial Protection Act’s “Time or Space” Exception with Respect to 
Digital Marketing Providers (August 10, 2022) 

Link 

https://files.consumerfinance.gov/f/documents/cfpb_time-or-space_interpretive-rule_2022-
08.pdf 

Text 

The Consumer Financial Protection Bureau (CFPB) issued an interpretive rule laying out 
when digital marketing providers for financial firms must comply with federal consumer financial 
protection law. Digital marketers that are involved in the identification or selection of prospective 
customers or the selection or placement of content to affect consumer behavior are typically service 
providers for purposes of the law. Digital marketers acting as service providers can be held liable 
by the CFPB or other law enforcers for committing unfair, deceptive, or abusive acts or practices 
as well as other consumer financial protection violations. 

Digital marketing providers have transformed advertising. Traditional advertising relies on 
getting a product or service out to as wide an audience as possible. A traditional marketer, for 
example, may try to purchase time and space for a TV commercial on the most watched station or 
show. Digital marketers, on the other hand, seek to maximize individuals’ interactions with ads. 
They may harvest personal data to feed their behavioral analytics models that can target 
individuals or groups that they predict are more likely to interact with an ad or sign up for a 
product or service. 

When digital marketing providers go beyond traditional advertising, they are typically covered 
by the Consumer Financial Protection Act as service providers. The Act contains an exception for 
companies that solely provide time or space for an advertisement for a consumer financial product 
or service through print, newspaper, or electronic media. However, the CFPB stated today that 
the exception does not cover firms that are materially involved in the development of content 
strategy. 

Financial firms rely on the expertise and tools of digital marketing providers that offer 
sophisticated analytic techniques, aided by machine learning and advanced algorithms, to process 
large amounts of personal data and deliver highly targeted ads. Financial firms use behavioral 
analytics to connect with potential customers. However, depending on how these practices are 
designed and implemented, behavioral marketing and advertising could subject firms to legal 
liability. 

Today’s interpretive rule explains: 

 Digital marketers provide material services to financial firms: A material service 

https://files.consumerfinance.gov/f/documents/cfpb_time-or-space_interpretive-rule_2022-08.pdf
https://files.consumerfinance.gov/f/documents/cfpb_time-or-space_interpretive-rule_2022-08.pdf
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is one that is significant or important. Digital marketing providers are typically materially 
involved in the development of content strategy when they identify or select prospective 
customers or select or place content in order to encourage consumer engagement with 
advertising. Digital marketers engaged in this type of ad targeting and delivery are not 
merely providing ad space and time, and they do not qualify under the “time or space” 
exception. 

 The CFPB, states, and other consumer protection enforcers can sue digital 
marketers to stop violations of consumer financial protection law: Service 
providers are liable for unfair, deceptive, or abusive acts or practices under the Consumer 
Financial Protection Act. When digital marketers act as service providers, they are liable 
for consumer protection law violations. 

Date 

This interpretive rule is applicable on August 17, 2022. 

Summary 

Section 1002 of the Consumer Financial Protection Act of 2010 (CFPA) defines the term 
“service provider” and sets forth two exceptions to that definition. Under one of those exceptions, 
a person is not a service provider solely by virtue of such person offering or providing to a covered 
person time or space for an advertisement for a consumer financial product or service through 
print, newspaper, or electronic media. The Consumer Financial Protection Bureau (Bureau or 
CFPB) is issuing this interpretive rule to address digital marketing providers that commingle the 
targeting and delivery of advertisements to consumers, such as by using algorithmic models or 
other analytics, with the provision of advertising “time or space.” Digital marketing providers that 
are materially involved in the development of content strategy would not fall within the “time or 
space” exception as interpreted by the Bureau. Accordingly, digital marketing providers that are 
involved in the identification or selection of prospective customers or the selection or placement 
of content to affect consumer engagement, including purchase or adoption behavior, are typically 
service providers under the CFPA. 

Background 

Financial services companies rely on digital marketing providers to target and deliver 
advertisements across various platforms to consumers on their behalf. By doing so, financial 
services companies may be able to engage with audiences in ways that they were previously 
unable to with traditional advertising methods. Many modern digital marketing providers (or 
“digital marketers”) play a dramatically different role in consumer advertising than did 
traditional media sources like print newspapers or radio stations. Many digital marketers target 
and deliver ads to specific consumers using sophisticated analytical techniques, including machine 
learning and behavioral analytics, to process large amounts of consumer data. In other words, 
many digital marketers aggregate and analyze immense amounts of granular consumer data, and 
then use that data to determine what advertisements to provide to specific consumers at what 
times. Accordingly, digital marketing providers commingle the service of targeting and delivering 
advertisements with the activities of traditional media sources in providing airtime or physical 
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space. 

Digital marketing providers obtain data from a variety of sources, including but not limited to 
data collected directly from consumers, for example when registering for an account or when 
conducting a search query into a search bar. Further, digital marketers may harvest a wide 
variety of consumer data by monitoring and tracking a consumer’s web activity, including for 
example, their browsing history, their activity while online, and their geolocation. (This is 
sometimes called “surveillance advertising.”) Digital marketers may also obtain data from third-
party data brokers or “second-party” partnerships with other companies. Using these tools and 
others, digital marketers collect granular consumer data that they analyze to develop insights 
about consumers’ behavior more broadly. 

The insights that digital marketing providers develop enable them to offer financial services 
companies targeted advertising services. For example, collected data from individual consumers 
can be analyzed by these marketers and used to segment consumers across various groupings, 
such as by age, location, or specific interests (e.g., “concert goers”). After these categories have 
been developed, firms that use digital marketing providers to acquire customers can select (or 
exclude) certain types of customers. 

In contrast, digital marketers may also target advertisements at specific times based on 
context, i.e., the content that a user is currently viewing. Such contextual advertisements more 
closely resemble traditional ads users might find in other spaces – such as an ad for a sporting 
goods store aired during a televised basketball match or a print clothing ad placed in a fashion 
magazine – as they are based on the contents of what is being displayed, not consumer-specific 
data. 

Digital marketers engaged in ad targeting and delivery may operate the websites or platforms 
on which ads appear, or they may not. In either case, digital marketers serve as an intermediary 
between the financial services company and consumers. 

The ways in which digital marketing providers specifically target ads are varied and evolve 
over time. Ultimately, the digital marketer may decide which group(s) the consumer belongs in 
and which financial services companies desire to advertise to that group, and may select the 
specific ad to display to that consumer and/or when to display the ad based on other factors (e.g., 
the amount a firm is willing to pay to display the ad). Accordingly, many digital marketing 
providers are materially involved in the development of “content strategy” by identifying or 
selecting prospective customers and/or selecting or placing content to affect consumer 
engagement, including purchasing or adoption behavior. These activities go well beyond the 
activities of traditional media sources, such as print newspapers or radio, that solely passively 
provided airtime or physical space for advertisements. 

Analysis 

Service Providers 

A person is a “covered person” under the CFPA, and thus subject to that law, including its 
prohibition on unfair, deceptive, or abusive acts or practices (UDAAPs), if it offers or provides a 
financial product or service for use by consumers primarily for personal, family, or household 
purposes. “Service provider[s]” to covered persons are also subject to the CFPA, including its 
UDAAP prohibition. 
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The CFPA defines a service provider as “any person that provides a material service to a 
covered person in connection with the offering or provision by such covered person of a consumer 
financial product or service.” The term “service provider” includes, but is not limited to, a person 
that “participates in designing, operating, or maintaining the consumer financial product or 
service” or “processes transactions relating to the consumer financial product or service.” The term 
“service provider,” however, “does not include a person solely by virtue of such person offering or 
providing to a covered person” either “a support service of a type provided to businesses generally 
or a similar ministerial service,” or “time or space for an advertisement for a consumer financial 
product or service through print, newspaper, or electronic media.” 

Material Service 

When digital marketing providers are materially involved in the development of content 
strategy, they typically provide a material service. Unlike most traditional media sources, digital 
marketing providers engaged in ad targeting and delivery are not solely providing airtime or 
physical space for ads. Rather, digital marketers commingle the targeting and delivery of 
advertisements with the provision of “time or space.” 

A “material” service is a service that is significant or important. When digital marketers 
identify or select prospective customers and/or select or place content to affect consumer 
engagement, including purchasing or adoption behavior, they are providing a significant – and 
thus “material” – service provided to covered persons. In particular, identifying prospective 
customers and then attempting to acquire those customers is a significant component of the 
“offering” of a consumer financial product or service, which is part of the legally relevant test for 
determining that a firm is a “covered person.” 

Indeed, modern digital ad targeting and content delivery typically consists of many functions 
– such as lead generation, customer acquisition, or marketing analysis or strategy – that would 
often be performed by covered persons. For example, a covered person may measure the 
effectiveness of certain marketing efforts by calculating a “customer acquisition rate.” Similarly, 
a covered person’s marketing group may analyze where to purchase advertising across multiple 
channels to maximize impact. The involvement in the development of content strategy by digital 
marketing providers increasingly resembles these functions and others often performed by 
covered persons themselves (although the services are often carried out in a more sophisticated 
way, based on the digital marketers’ data and technology). Accordingly, digital marketers that are 
materially involved in the development of content strategy by identifying or selecting prospective 
customers and/or selecting or placing content to affect consumer engagement, including 
purchasing or adoption behavior, typically provide a material service. 

“Time or Space” Exception 

As noted above, the CFPA provides that the term service provider “does not include a person 
solely by virtue of such person offering or providing to a covered person” either “a support service 
of a type provided to businesses generally or a similar ministerial service,” or “time or space for 
an advertisement for a consumer financial product or service through print, newspaper, or 
electronic media.” The reference to “solely” providing “time or space for an advertisement” means 
that digital marketers that provide additional services beyond “time or space” – i.e., beyond 
airtime or physical space for the ad – do not qualify for the exception. Accordingly, when digital 
marketers are materially involved in the development of content strategy in addition to providing 
airtime or physical space, they fall outside the exception for “solely” providing “time or space.” 
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The “service provider” definition should be interpreted as a cohesive whole. Thus, the “time or 
space” exception should be interpreted alongside its inclusion with the exception for “a support 
service of a type provided to businesses generally or a similar ministerial service.” Firms that 
provide a “ministerial” service to financial institutions are not materially involved in the 
marketing or distribution of the consumer financial product or service; they are not typically 
involved in the identification or selection of prospective customers, nor do they select or place 
content to affect consumer engagement. For example, a firm that furnishes broadband access to a 
financial institution is not involved in the strategic marketing and distribution of the consumer 
financial product or service and is generally not providing a material service. 

Additionally, the “time or space” exception refers to “electronic media” within the phrase 
“print, newspaper, or electronic media.” This phrasing – especially alongside the other exemption 
for “a support service of a type provided to businesses generally or a similar ministerial service” – 
indicates that the “time or space” exception should be interpreted to refer to the offering of 
advertising in a manner similar to that was generally performed by traditional media sources, 
such as “print” or “newspaper.” A traditional media source typically provided “time or space” – 
i.e., the airtime or physical space for the ad – with relatively little (i.e., largely “ministerial”) 
involvement in the development of content strategy. 

To be sure, some traditional media sources may have been involved in the selection of the 
audience for or content of ads to some degree (such as by allowing businesses to select advertising 
space in a geographic-specific section of a newspaper to businesses operating in that geographic 
area or putting advertisements for financial services in the financial section of the newspaper). 
But traditional media sources were typically not materially involved in the development of content 
strategy; in the main, their function was solely to provide “time or space” by operating as passive 
conduits of information provided by their customers. 

Indeed, when digital marketers are materially involved in the development of content strategy, 
the marketers perform functions that would often traditionally be undertaken by the covered 
person itself, rather than by a traditional media outlet. For example, as noted above, a covered 
person’s marketing group may analyze where or when to purchase advertising across multiple 
channels to maximize impact. Of course, covered persons may sometimes engage third-party 
vendors for these activities. For example, they may engage an advertising or consulting firm to 
perform marketing analysis. But this would not typically be a service that was performed by a 
traditional media source, such as a newspaper or radio station. The enterprises or firms providing 
these services may be “service providers” under the CFPA, but a media source that merely 
provided airtime or physical space would fall into the “time or space” exception and would not be 
a service provider. 

Specific Circumstances 

The conduct of digital marketers that provide services to covered persons varies widely and, 
depending on the conduct, may or may not fall within the “time or space” exception. Under the 
interpretation of the definition of “service provider” described above, the role played by the digital 
marketing provider – i.e., whether the digital marketing provider is materially involved in the 
development of content strategy by identifying or selecting prospective customers and/or selecting 
or placing content to affect consumer engagement – will determine whether the advertiser falls 
within the “time or space” exception. Increasingly, the role typically played by digital marketers 
fall outside the exception and the digital marketers are typically service providers under the 
CFPA. 

In certain circumstances, the digital marketing provider is only minimally involved in 
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identifying or selecting prospective customers or selecting or placing content to affect consumer 
engagement. For instance, digital marketers may offer covered persons the ability to choose to run 
an advertisement on a particular webpage or application of the covered person’s choosing, with 
advertisements seen by any user of that page or application. In these circumstances, the digital 
marketer would typically fall within the “time or space” exception. The digital marketer in this 
situation is “solely” providing “time or space” for the ad, in the sense of airtime or physical space 
for the ad, without commingling targeting or delivery of the advertisements. Moreover, the digital 
marketer’s conduct in these circumstances is similar to a traditional media source (such as a 
newspaper or radio station) that offered advertisements directed at a particular market of the 
covered person’s choosing, rather than a function traditionally performed by a covered person 
itself. 

Digital marketing providers may also target and deliver the advertisements to users with 
certain characteristics (such as demographics, geography, online behavior (such as particular 
keyword searches), or offline behavior). In some circumstances, the covered person may provide 
an audience of existing users and specify that advertisements be provided to similar consumers. 
While the covered person may specify certain parameters of the intended audience for a specific 
consumer financial product or service, it is the digital marketers’ ad targeting and delivery 
algorithms that identify the audience with the desired characteristics and determine whether 
and/or when specific consumers see an advertisement. 

Digital marketing providers do not fall within the “time or space” exception if they target and 
deliver advertisements to users with certain characteristics, even if those characteristics are 
specified by the covered person. In these circumstances, although the covered person also plays a 
role, the digital marketer selects, including through its algorithms and data, the specific audience 
that sees the advertisement for the covered person’s consumer financial product or service. The 
selection of specific consumers to see specific ads goes beyond solely selling airtime or physical 
space as performed by traditional media sources such as newspapers or radio. When digital 
marketers target and deliver advertisements to users with certain characteristics, the digital 
marketer is materially involved in the development of content strategy and is not covered by the 
“time or space” exception. 

Moreover, when digital marketers target and deliver advertisements to users with certain 
characteristics, the selection of the audience through algorithms and data is akin to a customer 
acquisition function that would traditionally be performed in-house by a covered person (or a 
vendor other than a traditional media source, such as a consulting firm). Accordingly, digital 
marketers that target and deliver advertisements to users with certain characteristics specified 
by the covered person are typically service providers under the CFPA. 

Similarly, digital marketing providers do not fall into the “time or space” exception if a covered 
person identifies particular users by name and the digital marketer targets and delivers the 
advertisements to those users at specific times to increase or maximize engagement. The provision 
of the service of analyzing when advertisements should appear goes beyond “solely” selling airtime 
or physical space as performed by traditional media sources such as newspapers or radio. To be 
sure, a traditional media source might have provided some basic information to firms about when 
to air particular advertisements, but the business purchasing the ad was generally the entity that 
made the decision about when and where to place the ad. Here, the use of algorithms and business-
specific data to determine when to display a specific business’ ads to specific consumers to affect 
consumer engagement extends well beyond the activities performed by a traditional media source. 

There are also circumstances in which the digital marketing provider plays an even more 
significant role in determining which specific consumers see digital advertisements, such as by 
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determining or suggesting to the covered person which users are the most appropriate audience 
for the covered person’s advertisements (rather than receiving such direction from the covered 
person). Digital marketers may determine who is the appropriate audience to receive ads based 
on, for instance, the content of the particular ad, the type of businesses being advertised, the 
marketer’s own knowledge of a particular user’s characteristics and behavior (including offline 
behavior), the behavior of other users, and past user engagement with similar types of ads. 

In circumstances such as these in which a digital marketing provider plays an even more 
significant role in determining which specific users see digital advertisements, such as by 
determining or suggesting which users are the appropriate audience for advertisements, the 
digital marketer does not fall within the “time or space” exception and is typically a service 
provider under the CFPA. Determining which users are the appropriate audience for a particular 
covered person’s advertisement is well beyond providing airtime or physical space. To the 
contrary, determining the appropriate audience is much more similar to the function traditionally 
performed by a covered person’s own customer acquisition or marketing group than by a 
traditional media source. Indeed, identifying or selecting prospective customers for a covered 
person’s business is similar to the function of a “lead generator” that would be considered a service 
provider under the CFPA. Accordingly, digital marketers that, for example, determine or suggest 
which users are the appropriate audience for advertisements are materially involved in the 
development of content strategy, do not fall under the “time or space” exception, and are typically 
service providers under the CFPA. 

Regulatory Matters 

Omitted. 

What You Need to Do: 

Take note of this; review and share with others, particularly the marketing folks. 
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Bank Secrecy Act 
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Section 1: BSA / AML 

Joint Agencies: Statement on the Risk-Based Approach to Assessing 
Customer Relationships and Conducting Customer Due Diligence 
(July 6, 2022) 

Link 

https://www.fincen.gov/sites/default/files/2022-
07/Joint%20Statement%20on%20the%20Risk%20Based%20Approach%20to%20Assessing%2
0Customer%20Relationships%20and%20Conducting%20CDD%20FINAL.pdf 

Text 

The Board of Governors of the Federal Reserve System, the Federal Deposit Insurance 
Corporation, the Financial Crimes Enforcement Network, the National Credit Union 
Administration, and the Office of the Comptroller of the Currency (collectively, the Agencies) are 
issuing this joint statement to remind banks of the risk-based approach to assessing customer 
relationships and conducting customer due diligence (CDD). This statement does not alter existing 
Bank Secrecy Act/ Anti-Money Laundering (BSA/AML) legal or regulatory requirements, nor does 
it establish new supervisory expectations. 

The Agencies recognize that it is important for customers engaged in lawful activities to have 
access to financial services. Therefore, the Agencies are reinforcing a longstanding position that 
no customer type presents a single level of uniform risk or a particular risk profile related to 
money laundering, terrorist financing, or other illicit financial activity. 

Banks must apply a risk-based approach to CDD, including when developing the risk profiles 
of their customers. More specifically, banks must adopt appropriate risk-based procedures for 
conducting ongoing CDD that, among other things, enable banks to: (i) understand the nature and 
purpose of customer relationships for the purpose of developing a customer risk profile, and (ii) 
conduct ongoing monitoring to identify and report suspicious transactions and, on a risk basis, to 
maintain and update customer information. 

Customer relationships present varying levels of money laundering, terrorist financing, and 
other illicit financial activity risks. The potential risk to a bank depends on the presence or 
absence of numerous factors, including facts and circumstances specific to the customer 
relationship. Not all customers of a particular type automatically represent a uniformly higher 
risk of money laundering, terrorist financing, or other illicit financial activity. 

Banks that operate in compliance with applicable BSA/AML legal and regulatory 
requirements, and effectively manage and mitigate risks related to the unique characteristics of 
customer relationships, are neither prohibited nor discouraged from providing banking services 
to customers of any specific class or type. As a general matter, the Agencies do not direct banks to 
open, close, or maintain specific accounts. The Agencies continue to encourage banks to manage 
customer relationships and mitigate risks based on customer relationships, rather than decline to 

https://www.fincen.gov/sites/default/files/2022-07/Joint%20Statement%20on%20the%20Risk%20Based%20Approach%20to%20Assessing%20Customer%20Relationships%20and%20Conducting%20CDD%20FINAL.pdf
https://www.fincen.gov/sites/default/files/2022-07/Joint%20Statement%20on%20the%20Risk%20Based%20Approach%20to%20Assessing%20Customer%20Relationships%20and%20Conducting%20CDD%20FINAL.pdf
https://www.fincen.gov/sites/default/files/2022-07/Joint%20Statement%20on%20the%20Risk%20Based%20Approach%20to%20Assessing%20Customer%20Relationships%20and%20Conducting%20CDD%20FINAL.pdf
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provide banking services to entire categories of customers. 

In addition, the Agencies recognize that banks choose whether to enter into or maintain 
business relationships based on their business objectives and other relevant factors, such as the 
products and services sought by the customer, the geographic locations where the customer will 
conduct or transact business, and banks’ ability to manage risks effectively. 

This statement addresses the Agencies’ perspective on assessing customer relationships as 
well as CDD requirements. It applies to all customer types referenced in the Federal Financial 
Institutions Examination Council (FFIEC) Bank Secrecy Act/Anti-Money Laundering 
Examination Manual, including, for example, independent automated teller machine owners or 
operators, nonresident aliens and foreign individuals, charities and nonprofit organizations, 
professional service providers, cash intensive businesses, nonbank financial institutions, and 
customers the bank considers politically exposed persons. This statement also applies to any 
customer type not specifically addressed in the FFIEC BSA/AML Examination Manual. 

The FFIEC BSA/AML Examination Manual, including sections on certain customer types, 
provides guidance to examiners for carrying out BSA/AML examinations and assessing a bank’s 
compliance with the BSA; it does not establish requirements for banks. Further, the inclusion of 
sections on specific customer types provides background information and procedures for 
examiners related to risks associated with money laundering and terrorist financing; inclusion of 
these sections is not intended to signal that certain customer types should be considered uniformly 
higher risk. 

 

What You Need to Do: 

Nothing new here; however, share with BSA Officer and appropriate staff. 

FinCEN: Final Rule for Beneficial Ownership (September 29, 2022) 

Link 

https://www.fincen.gov/news/news-releases/fincen-issues-final-rule-beneficial-ownership-
reporting-support-law-enforcement 

https://www.govinfo.gov/content/pkg/FR-2022-09-30/pdf/2022-21020.pdf 

Text 

FinCEN issued a final rule requiring certain entities to file with FinCEN reports that identify 
two categories of individuals: 

 the beneficial owners of the entity, and 
 individuals who have filed an application with specified governmental authorities to 

create the entity or register it to do business. 

https://www.fincen.gov/news/news-releases/fincen-issues-final-rule-beneficial-ownership-reporting-support-law-enforcement
https://www.fincen.gov/news/news-releases/fincen-issues-final-rule-beneficial-ownership-reporting-support-law-enforcement
https://www.govinfo.gov/content/pkg/FR-2022-09-30/pdf/2022-21020.pdf
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These regulations implement Section 6403 of the Corporate Transparency Act (CTA), enacted 
into law as part of the National Defense Authorization Act for Fiscal Year 2021 (NDAA), and 
describe who must file a report, what information must be provided, and when a report is due. 

These requirements are intended to help prevent and combat money laundering, terrorist 
financing, corruption, tax fraud, and other illicit activity, while minimizing the burden on entities 
doing business in the United States. 

Date 

These rules are effective January 1, 2024. 

Fact Sheet 

The Financial Crimes Enforcement Network (FinCEN) issued a final rule implementing the 
bipartisan Corporate Transparency Act’s (CTA) beneficial ownership information (BOI) reporting 
provisions. The rule will enhance the ability of FinCEN and other agencies to protect U.S. national 
security and the U.S. financial system from illicit use and provide essential information to 
national security, intelligence, and law enforcement agencies; state, local, and Tribal officials; and 
financial institutions to help prevent drug traffickers, fraudsters, corrupt actors such as oligarchs, 
and proliferators from laundering or hiding money and other assets in the United States. 

Illicit actors frequently use corporate structures such as shell and front companies to obfuscate 
their identities and launder their ill-gotten gains through the United States. Not only do such acts 
undermine U.S. national security, they also threaten U.S. economic prosperity: shell and front 
companies can shield beneficial owners’ identities and allow criminals to illegally access and 
transact in the U.S. economy, while disadvantaging small U.S. businesses who are playing by the 
rules. This rule will strengthen the integrity of the U.S. financial system by making it harder for 
illicit actors to use shell companies to launder their money or hide assets. 

Recent geopolitical events have reinforced the point that abuse of corporate entities, including 
shell or front companies, by illicit actors and corrupt officials presents a direct threat to the U.S. 
national security and the U.S. and international financial systems. For example, Russia’s illegal 
invasion of Ukraine in February 2022 further underscored that Russian elites, state-owned 
enterprises, and organized crime, as well as Russian government proxies have attempted to use 
U.S. and non-U.S. shell companies to evade sanctions imposed on Russia. This rule will enhance 
U.S national security by making it more difficult for criminals to exploit opaque legal structures 
to launder money, traffic humans and drugs, and commit serious tax fraud and other crimes that 
harm the American taxpayer. 

At the same time, the rule aims to minimize burdens on small businesses and other reporting 
companies. Millions of businesses are formed in the United States each year. These businesses 
play an essential and important economic role. In particular, small businesses are a backbone of 
the U.S. economy, accounting for a large share of U.S. economic activity and driving U.S. 
innovation and competitiveness. U.S. small businesses also generate millions of jobs, and in 2021, 
created jobs at the highest rate on record. It is anticipated that it will cost reporting companies 
with simple management and ownership structures—which FinCEN expects to be the majority of 
reporting companies—approximately $85 apiece to prepare and submit an initial BOI report. In 
comparison, the state formation fee for creating a limited liability company (LLC) can cost between 
$40 and $500, depending on the state. 
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Beyond the direct benefits to law enforcement and other authorized users, the collection of 
BOI will help to shed light on criminals who evade taxes, hide their illicit wealth, and defraud 
employees and customers and hurt honest U.S. businesses through their misuse of shell 
companies. 

The rule describes who must file a BOI report, what information must be reported, and when 
a report is due. Specifically, the rule requires reporting companies to file reports with FinCEN 
that identify two categories of individuals: (1) the beneficial owners of the entity; and (2) the 
company applicants of the entity. 

The final rule reflects FinCEN’s careful consideration of detailed public comments received in 
response to its December 8, 2021 Notice of Proposed Rulemaking on the same topic, and extensive 
interagency consultations. FinCEN received comments from a broad array of individuals and 
organizations, including Members of Congress, government officials, groups representing small 
business interests, corporate transparency advocacy groups, the financial industry and trade 
associations representing its members, law enforcement representatives, and other interested 
groups and individuals. 

Balancing both benefits and burden, the following are the key elements of the BOI reporting 
rule: 

Reporting Companies 

• The rule identifies two types of reporting companies: domestic and foreign. A domestic 
reporting company is a corporation, limited liability company (LLC), or any entity created 
by the filing of a document with a secretary of state or any similar office under the law of 
a state or Indian tribe. A foreign reporting company is a corporation, LLC, or other entity 
formed under the law of a foreign country that is registered to do business in any state or 
tribal jurisdiction by the filing of a document with a secretary of state or any similar office. 
Under the rule, and in keeping with the CTA, twenty-three types of entities are exempt 
from the definition of “reporting company.” 

• FinCEN expects that these definitions mean that reporting companies will include (subject 
to the applicability of specific exemptions) limited liability partnerships, limited liability 
limited partnerships, business trusts, and most limited partnerships, in addition to 
corporations and LLCs, because such entities are generally created by a filing with a 
secretary of state or similar office. 

• Other types of legal entities, including certain trusts, are excluded from the definitions to 
the extent that they are not created by the filing of a document with a secretary of state or 
similar office. FinCEN recognizes that in many states the creation of most trusts typically 
does not involve the filing of such a formation document. 

Beneficial Owners 

• Under the rule, a beneficial owner includes any individual who, directly or indirectly, 
either (1) exercises substantial control over a reporting company, or (2) owns or controls at 
least 25 percent of the ownership interests of a reporting company. The rule defines the 
terms “substantial control” and “ownership interest.” In keeping with the CTA, the rule 
exempts five types of individuals from the definition of “beneficial owner.” 
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• In defining the contours of who has substantial control, the rule sets forth a range of 
activities that could constitute substantial control of a reporting company. This list 
captures anyone who is able to make important decisions on behalf of the entity. FinCEN’s 
approach is designed to close loopholes that allow corporate structuring that obscures 
owners or decision-makers. This is crucial to unmasking anonymous shell companies. 

• The rule provides standards and mechanisms for determining whether an individual owns 
or controls 25 percent of the ownership interests of a reporting company. Among other 
things, these standards and mechanisms address how a reporting company should handle 
a situation in which ownership interests are held in trust. 

• These definitions have been drafted to account for the various ownership or control 
structures reporting companies may adopt. However, for reporting companies that have 
simple organizational structures it should be a straightforward process to identify and 
report their beneficial owners. FinCEN expects the majority of reporting companies will 
have simple ownership structures. 

Company Applicants 

• The rule defines a company applicant to be only two persons: 

1. the individual who directly files the document that creates the entity, or in the case 
of a foreign reporting company, the document that first registers the entity to do 
business in the United States. 

2. the individual who is primarily responsible for directing or controlling the filing of 
the relevant document by another. 

• The rule, however, does not require reporting companies existing or registered at the time 
of the effective date of the rule to identify and report on their company applicants. In 
addition, reporting companies formed or registered after the effective date of the rule also 
do not need to update company applicant information. 

Beneficial Ownership Information Reports 

• When filing BOI reports with FinCEN, the rule requires a reporting company to identify 
itself and report four pieces of information about each of its beneficial owners: name, 
birthdate, address, and a unique identifying number and issuing jurisdiction from an 
acceptable identification document (and the image of such document). Additionally, the 
rule requires that reporting companies created after January 1, 2024, provide the four 
pieces of information and document image for company applicants. 

• If an individual provides their four pieces of information to FinCEN directly, the individual 
may obtain a “FinCEN identifier,” which can then be provided to FinCEN on a BOI report 
in lieu of the required information about the individual. 

Timing 

• The effective date for the rule is January 1, 2024. 
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• Reporting companies created or registered before January 1, 2024 will have one year (until 
January 1, 2025) to file their initial reports, while reporting companies created or 
registered after January 1, 2024, will have 30 days after receiving notice of their creation 
or registration to file their initial reports. 

• Reporting companies have 30 days to report changes to the information in their previously 
filed reports and must correct inaccurate information in previously filed reports within 30 
days of when the reporting company becomes aware or has reason to know of the 
inaccuracy of information in earlier reports. 

Next Steps 

• The BOI reporting rule is one of three rulemakings planned to implement the CTA. 
FinCEN will engage in additional rulemakings to (1) establish rules for who may access 
BOI, for what purposes, and what safeguards will be required to ensure that the 
information is secured and protected; and (2) revise FinCEN’s customer due diligence rule 
following the promulgation of the BOI reporting final rule. 

• In addition, FinCEN continues to develop the infrastructure to administer these 
requirements in accordance with the strict security and confidentiality requirements of the 
CTA, including the information technology system that will be used to store beneficial 
ownership information: the Beneficial Ownership Secure System (BOSS). 

• Consistent with its obligations under the Paperwork Reduction Act, FinCEN will publish 
in the Federal Register for public comment the reporting forms that persons will use to 
comply with their obligations under the BOI reporting rule. FinCEN will publish these 
forms well in advance of the effective date of the BOI reporting rule. 

• FinCEN will develop compliance and guidance documents to assist reporting companies in 
complying with this rule. Some of these materials will be aimed directly at, and made 
available to, reporting companies themselves. FinCEN will issue a Small Entity 
Compliance Guide, pursuant to section 212 of the Small Business Regulatory Enforcement 
Fairness Act of 1996, in order to inform small entities about their responsibilities under 
the rule. Other materials will be aimed at a wide range of stakeholders that are likely to 
receive questions about the rule, such as secretaries of state and similar offices. FinCEN 
also intends to conduct extensive outreach to all stakeholders, including industry 
associations as well as secretaries of state and similar offices to ensure the effective 
implementation of the rule. 

 

What You Need to Do: 

This rule is effective January 1, 2024. There is a lot of information yet to come from 
FinCEN. Y&A will monitor the communication(s) and provide periodic updates throughout the 
coming year. This will be a Main Topic at one of the 2023 CBC sessions; however, which one is yet 
to be determined. 
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FINAL RULE 

§ 1010.380 Reports of beneficial ownership information 

(a) Reports required; timing of reports 

(1) Initial report. Each reporting company shall file an initial report in the form and manner 
specified in paragraph (b) of this section as follows: 

(i) Any domestic reporting company created on or after January 1, 2024 shall file a report 
within 30 calendar days of the earlier of the date on which it receives actual notice that 
its creation has become effective or the date on which a secretary of state or similar 
office first provides public notice, such as through a publicly accessible registry, that 
the domestic reporting company has been created. 

(ii) Any entity that becomes a foreign reporting company on or after January 1, 2024 shall 
file a report within 30 calendar days of the earlier of the date on which it receives actual 
notice that it has been registered to do business or the date on which a secretary of 
state or similar office first provides public notice, such as through a publicly accessible 
registry, that the foreign reporting company has been registered to do business. 

(iii) Any domestic reporting company created before January 1, 2024 and any entity that 
became a foreign reporting company before January 1, 2024 shall file a report not later 
than January 1, 2025. 

(iv) Any entity that no longer meets the criteria for any exemption under paragraph (c)(2) 
of this section shall file a report within 30 calendar days after the date that it no longer 
meets the criteria for any exemption. 

 (2) Updated report. 

(i) If there is any change with respect to required information previously submitted to 
FinCEN concerning a reporting company or its beneficial owners, including any change 
with respect to who is a beneficial owner or information reported for any particular 
beneficial owner, the reporting company shall file an updated report in the form and 
manner specified in paragraph (b)(3) of this section within 30 calendar days after the 
date on which such change occurs. 

(ii) If a reporting company meets the criteria for any exemption under paragraph (c)(2) of 
this section subsequent to the filing of an initial report, this change will be deemed a 
change with respect to information previously submitted to FinCEN, and the entity 
shall file an updated report. 

(iii) If an individual is a beneficial owner of a reporting company by virtue of property 
interests or other rights subject to transfer upon death, and such individual dies, a 
change with respect to required information will be deemed to occur when the estate of 
the deceased beneficial owner is settled, either through the operation of the intestacy 
laws of a jurisdiction within the United States or through a testamentary deposition. 
The updated report shall, to the extent appropriate, identify any new beneficial owners. 

(iv) If a reporting company has reported information with respect to a parent or legal 
guardian of a minor child pursuant to paragraphs (b)(2)(ii) and (d)(3)(i) of this section, 
a change with respect to required information will be deemed to occur when the minor 
child attains the age of majority. 
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(v) With respect to an image of an identifying document required to be reported pursuant 
to paragraph (b)(1)(ii)(E) of this section, a change with respect to required information 
will be deemed to occur when the name, date of birth, address, or unique identifying 
number on such document changes. 

(3) Corrected report. If any report under this section was inaccurate when filed and remains 
inaccurate, the reporting company shall file a corrected report in the form and manner 
specified in paragraph (b) of this section within 30 calendar days after the date on which 
such reporting company becomes aware or has reason to know of the inaccuracy. A 
corrected report filed under this paragraph (a)(3) within this 30-day period shall be deemed 
to satisfy 31 U.S.C. 5336(h)(3)(C)(i)(I)(bb) if filed within 90 calendar days after the date on 
which the inaccurate report was filed. 

(b) Content, form, and manner of reports. Each report or application submitted under this 
section shall be filed with FinCEN in the form and manner that FinCEN shall prescribe in the 
forms and instructions for such report or application, and each person filing such report or 
application shall certify that the report or application is true, correct, and complete. 

(1) Initial report. An initial report of a reporting company shall include the following 
information: 

  (i) For the reporting company: 

(A) The full legal name of the reporting company; 

(B) Any trade name or ‘‘doing business as’’ name of the reporting company; 

(C) A complete current address consisting of: 

(1) In the case of a reporting company with a principal place of business in the 
United States, the street address of such principal place of business; and 

(2) In all other cases, the street address of the primary location in the United States 
where the reporting company conducts business; 

(D) The State, Tribal, or foreign jurisdiction of formation of the reporting company; 

(E) For a foreign reporting company, the State or Tribal jurisdiction where such 
company first registers; and 

(F) The Internal Revenue Service (IRS) Taxpayer Identification Number (TIN) 
(including an Employer Identification Number (EIN)) of the reporting company, or 
where a foreign reporting company has not been issued a TIN, a tax identification 
number issued by a foreign jurisdiction and the name of such jurisdiction; 

(ii) For every individual who is a beneficial owner of such reporting company, and every 
individual who is a company applicant with respect to such reporting company: 

(A) The full legal name of the individual; 

(B) The date of birth of the individual; 

(C) A complete current address consisting of: 

(1) In the case of a company applicant who forms or registers an entity in the course 
of such company applicant’s business, the street address of such business; or 
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(2) In any other case, the individual’s residential street address; 

(D) A unique identifying number and the issuing jurisdiction from one of the following 
documents: 

(1) A non-expired passport issued to the individual by the United States 
government; 

(2) A non-expired identification document issued to the individual by a State, local 
government, or Indian tribe for the purpose of identifying the individual; 

(3) A non-expired driver’s license issued to the individual by a State; or 

(4) A non-expired passport issued by a foreign government to the individual, if the 
individual does not possess any of the documents described in paragraph 
(b)(1)(ii)(D)(1), (b)(1)(ii)(D)(2), or (b)(1)(ii)(D)(3) of this section; and 

(E) An image of the document from which the unique identifying number in paragraph 
(b)(1)(ii)(D) of this section was obtained. 

(2) Special rules 

(i) Reporting company owned by exempt entity. If one or more exempt entities under 
paragraph (c)(2) of this section has or will have a direct or indirect ownership interest 
in a reporting company and an individual is a beneficial owner of the reporting company 
exclusively by virtue of the individual’s ownership interest in such exempt entities, the 
report may include the names of the exempt entities in lieu of the information required 
under paragraph (b)(1) of this section with respect to such beneficial owner. 

(ii) Minor child. If a reporting company reports the information required under paragraph 
(b)(1) of this section with respect to a parent or legal guardian of a minor child 
consistent with paragraph (d)(3)(i) of this section, then the report shall indicate that 
such information relates to a parent or legal guardian. 

(iii) Foreign pooled investment vehicle. If an entity would be a reporting company but 
for paragraph (c)(2)(xviii) of this section, and is formed under the laws of a foreign 
country, such entity shall be deemed a reporting company for purposes of paragraphs 
(a) and (b) of this section, except the report shall include the information required under 
paragraph (b)(1) of this section solely with respect to an individual who exercises 
substantial control over the entity. If more than one individual exercises substantial 
control over the entity, the entity shall report information with respect to the individual 
who has the greatest authority over the strategic management of the entity. 

(iv) Company applicant for existing companies. Notwithstanding paragraph (b)(1)(ii) 
of this section, if a reporting company was created or registered before January 1, 2024, 
the reporting company shall report that fact, but is not required to report information 
with respect to any company applicant. 

 (3) Contents of updated or corrected reports 

(i) Updated reports - in general. An updated report required to be filed pursuant to 
paragraph (a)(2) of this section shall reflect any change with respect to required 
information previously submitted to FinCEN concerning a reporting company or its 
beneficial owners. 
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(ii) Updated reports - newly exempt entities. An updated report required to be filed 
pursuant to paragraph (a)(2)(ii) of this section shall indicate that the filing entity is no 
longer a reporting company. 

(iii) Corrected reports. A corrected report required to be filed pursuant to paragraph (a)(3) 
of this section shall correct all inaccuracies in the information previously reported to 
FinCEN. 

 (4) FinCEN identifier 

  (i) Application. 

(A) An individual may obtain a FinCEN identifier by submitting to FinCEN an 
application containing the information about the individual described in paragraph 
(b)(1) of this section. 

(B) A reporting company may obtain a FinCEN identifier by submitting to FinCEN an 
application at or after the time that the entity submits an initial report required 
under paragraph (b)(1) of this section. 

(C) Each FinCEN identifier shall be specific to each such individual or reporting 
company, and each such individual or reporting company (including any successor 
reporting company) may obtain only one FinCEN identifier. 

  (ii) Use of the FinCEN identifier. 

(A) If an individual has obtained a FinCEN identifier and provided such FinCEN 
identifier to a reporting company, the reporting company may include such FinCEN 
identifier in its report in lieu of the information required under paragraph (b)(1) of 
this section with respect to such individual. 

(B) [Reserved] 

  (iii) Updates and corrections. 

(A) Any individual that has obtained a FinCEN identifier shall update or correct any 
information previously submitted to FinCEN in an application for such FinCEN 
identifier. 

(1) If there is any change with respect to required information previously submitted 
to FinCEN in such application, the individual shall file an updated application 
reflecting such change within 30 calendar days after the date on which such 
change occurs. 

(2) If any such application was inaccurate when filed and remains inaccurate, the 
individual shall file a corrected application correcting all inaccuracies within 30 
calendar days after the date on which the individual becomes aware or has 
reason to know of the inaccuracy. A corrected application filed under this 
paragraph within this 30-day period will be deemed to satisfy 31 U.S.C. 
5336(h)(3)(C)(i)(I)(bb) if filed within 90 calendar days after the date on which 
the inaccurate application was submitted. 

(B) Any reporting company that has obtained a FinCEN identifier shall file an updated 
or corrected report to update or correct any information previously submitted to 
FinCEN. Such updated or corrected report shall be filed at the same time and in 
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the same manner as updated or corrected reports filed under paragraph (a) of this 
section. 

(c) Reporting company 

(1) Definition of reporting company. For purposes of this section, the term ‘‘reporting 
company’’ means either a domestic reporting company or a foreign reporting company. 

(i) The term ‘‘domestic reporting company’’ means any entity that is: 

(A) A corporation; 

(B) A limited liability company; or 

(C) Created by the filing of a document with a secretary of state or any similar office 
under the law of a State or Indian tribe. 

(ii) The term ‘‘foreign reporting company’’ means any entity that is: 

(A) A corporation, limited liability company, or other entity; 

(B) Formed under the law of a foreign country; and 

(C) Registered to do business in any State or tribal jurisdiction by the filing of a 
document with a secretary of state or any similar office under the law of a State or 
Indian tribe. 

(2) Exemptions. Notwithstanding paragraph (c)(1) of this section, the term ‘‘reporting 
company’’ does not include: 

(i) Securities reporting issuer. Any issuer of securities that is: 

(A) An issuer of a class of securities registered under section 12 of the Securities 
Exchange Act of 1934 (15 U.S.C. 78l); or 

(B) Required to file supplementary and periodic information under section 15(d) of the 
Securities Exchange Act of 1934 (15 U.S.C. 78o(d)). 

  (ii) Governmental authority. Any entity that: 

(A) Is established under the laws of the United States, an Indian tribe, a State, or a 
political subdivision of a State, or under an interstate compact between two or more 
States; and 

(B) Exercises governmental authority on behalf of the United States or any such Indian 
tribe, State, or political subdivision. 

  (iii) Bank. Any bank, as defined in: 

(A) Section 3 of the Federal Deposit Insurance Act (12 U.S.C. 1813); 

(B) Section 2(a) of the Investment Company Act of 1940 (15 U.S.C. 80a– 2(a)); or 

(C) Section 202(a) of the Investment Advisers Act of 1940 (15 U.S.C. 80b– 2(a)). 

(iv) Credit union. Any Federal credit union or State credit union, as those terms are 
defined in section 101 of the Federal Credit Union Act (12 U.S.C. 1752). 
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(v) Depository institution holding company. Any bank holding company as defined in 
section 2 of the Bank Holding Company Act of 1956 (12 U.S.C. 1841), or any savings 
and loan holding company as defined in section 10(a) of the Home Owners’ Loan Act 
(12 U.S.C. 1467a(a)). 

(vi) Money services business. Any money transmitting business registered with FinCEN 
under 31 U.S.C. 5330, and any money services business registered with FinCEN under 
31 CFR 1022.380. 

(vii) Broker or dealer in securities. Any broker or dealer, as those terms are defined in 
section 3 of the Securities Exchange Act of 1934 (15 U.S.C. 78c), that is registered under 
section 15 of that Act (15 U.S.C. 78o). 

(viii) Securities exchange or clearing agency. Any exchange or clearing agency, as 
those terms are defined in section 3 of the Securities Exchange Act of 1934 (15 U.S.C. 
78c), that is registered under sections 6 or 17A of that Act (15 U.S.C. 78f, 78q–1). 

(ix) Other Exchange Act registered entity. Any other entity not described in paragraph 
(c)(2)(i), (vii), or (viii) of this section that is registered with the Securities and Exchange 
Commission under the Securities Exchange Act of 1934 (15 U.S.C. 78a et seq.). 

(x) Investment company or investment adviser. Any entity that is: 

(A) An investment company as defined in section 3 of the Investment Company Act of 
1940 (15 U.S.C. 80a–3), or is an investment adviser as defined in section 202 of the 
Investment Advisers Act of 1940 (15 U.S.C. 80b–2); and 

(B) Registered with the Securities and Exchange Commission under the Investment 
Company Act of 1940 (15 U.S.C. 80a–1 et seq.) or the Investment Advisers Act of 
1940 (15 U.S.C. 80b–1 et seq.). 

  (xi) Venture capital fund adviser. Any investment adviser that: 

(A) Is described in section 203(l) of the Investment Advisers Act of 1940 (15 U.S.C. 80b–
3(l)); and 

(B) Has filed Item 10, Schedule A, and Schedule B of Part 1A of Form ADV, or any 
successor thereto, with the Securities and Exchange Commission. 

(xii) Insurance company. Any insurance company as defined in section 2 of the 
Investment Company Act of 1940 (15 U.S.C. 80a–2). 

  (xiii) State-licensed insurance producer. Any entity that: 

(A) Is an insurance producer that is authorized by a State and subject to supervision 
by the insurance commissioner or a similar official or agency of a State; and 

(B) Has an operating presence at a physical office within the United States. 

  (xiv) Commodity Exchange Act registered entity. Any entity that: 

(A) Is a registered entity as defined in section 1a of the Commodity Exchange Act (7 
U.S.C. 1a); or 

(B) Is: 
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(1) A futures commission merchant, introducing broker, swap dealer, major swap 
participant, commodity pool operator, or commodity trading advisor, each as 
defined in section 1a of the Commodity Exchange Act (7 U.S.C. 1a), or a retail 
foreign exchange dealer as described in section 2(c)(2)(B) of the Commodity 
Exchange Act (7 U.S.C. 2(c)(2)(B); and 

(2) Registered with the Commodity Futures Trading Commission under the 
Commodity Exchange Act. 

(xv) Accounting firm. Any public accounting firm registered in accordance with section 
102 of the Sarbanes-Oxley Act of 2002 (15 U.S.C. 7212). 

(xvi) Public utility. Any entity that is a regulated public utility as defined in 26 U.S.C. 
7701(a)(33)(A) that provides telecommunications services, electrical power, natural 
gas, or water and sewer services within the United States. 

(xvii) Financial market utility. Any financial market utility designated by the Financial 
Stability Oversight Council under section 804 of the Payment, Clearing, and 
Settlement Supervision Act of 2010 (12 U.S.C. 5463). 

(xviii) Pooled investment vehicle. Any pooled investment vehicle that is operated or 
advised by a person described in paragraph (c)(2)(iii), (iv), (vii), (x), or (xi) of this section. 

(xix) Tax-exempt entity. Any entity that is: 

(A) An organization that is described in section 501(c) of the Internal Revenue Code of 
1986 (Code) (determined without regard to section 508(a) of the Code) and exempt 
from tax under section 501(a) of the Code, except that in the case of any such 
organization that ceases to be described in section 501(c) and exempt from tax under 
section 501(a), such organization shall be considered to continue to be described in 
this paragraph (c)(1)(xix)(A) for the 180-day period beginning on the date of the loss 
of such tax-exempt status; 

(B) A political organization, as defined in section 527(e)(1) of the Code, that is exempt 
from tax under section 527(a) of the Code; or 

(C) A trust described in paragraph (1) or (2) of section 4947(a) of the Code. 

(xx) Entity assisting a tax-exempt entity. Any entity that: 

(A) Operates exclusively to provide financial assistance to, or hold governance rights 
over, any entity described in paragraph (c)(2)(xix) of this section; 

(B) Is a United States person; 

(C) Is beneficially owned or controlled exclusively by one or more United States persons 
that are United States citizens or lawfully admitted for permanent residence; and 

(D) Derives at least a majority of its funding or revenue from one or more United States 
persons that are United States citizens or lawfully admitted for permanent 
residence. 

  (xxi) Large operating company. Any entity that: 

(A) Employs more than 20 full time employees in the United States, with ‘‘full time 
employee in the United States’’ having the meaning provided in 26 CFR 54.4980H–
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1(a) and 54.4980H–3, except that the term ‘‘United States’’ as used in 26 CFR 
54.4980H–1(a) and 54.4980H–3 has the meaning provided in § 1010.100(hhh); 

(B) Has an operating presence at a physical office within the United States; and 

(C) Filed a Federal income tax or information return in the United States for the 
previous year demonstrating more than $5,000,000 in gross receipts or sales, as 
reported as gross receipts or sales (net of returns and allowances) on the entity’s 
IRS Form 1120, consolidated IRS Form 1120, IRS Form 1120–S, IRS Form 1065, or 
other applicable IRS form, excluding gross receipts or sales from sources outside the 
United States, as determined under Federal income tax principles. For an entity 
that is part of an affiliated group of corporations within the meaning of 26 U.S.C. 
1504 that filed a consolidated return, the applicable amount shall be the amount 
reported on the consolidated return for such group. 

(xxii) Subsidiary of certain exempt entities. Any entity whose ownership interests are 
controlled or wholly owned, directly or indirectly, by one or more entities described in 
paragraphs (c)(2)(i), (ii), (iii), (iv), (v), (vii), (viii), (ix), (x), (xi), (xii), (xiii), (xiv), (xv), (xvi), 
(xvii), (xix), or (xxi) of this section. (xxiii) Inactive entity. Any entity that: 

(A) Was in existence on or before January 1, 2020; 

(B) Is not engaged in active business; 

(C) Is not owned by a foreign person, whether directly or indirectly, wholly or partially; 

(D) Has not experienced any change in ownership in the preceding twelve month period; 

(E) Has not sent or received any funds in an amount greater than $1,000, either directly 
or through any financial account in which the entity or any affiliate of the entity 
had an interest, in the preceding twelve month period; and 

(F) Does not otherwise hold any kind or type of assets, whether in the United States or 
abroad, including any ownership interest in any corporation, limited liability 
company, or other similar entity. 

(d) Beneficial owner. For purposes of this section, the term ‘‘beneficial owner,’’ with respect to a 
reporting company, means any individual who, directly or indirectly, either exercises 
substantial control over such reporting company or owns or controls at least 25 percent of the 
ownership interests of such reporting company. 

(1) Substantial control 

(i) Definition of substantial control. An individual exercises substantial control over a 
reporting company if the individual: 

(A) Serves as a senior officer of the reporting company; 

(B) Has authority over the appointment or removal of any senior officer or a majority 
of the board of directors (or similar body); 

(C) Directs, determines, or has substantial influence over important decisions made by 
the reporting company, including decisions regarding: 

(1) The nature, scope, and attributes of the business of the reporting company, 
including the sale, lease, mortgage, or other transfer of any principal assets of 
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the reporting company; 

(2) The reorganization, dissolution, or merger of the reporting company; 

(3) Major expenditures or investments, issuances of any equity, incurrence of any 
significant debt, or approval of the operating budget of the reporting company; 

(4) The selection or termination of business lines or ventures, or geographic focus, 
of the reporting company; 

(5) Compensation schemes and incentive programs for senior officers; 

(6) The entry into or termination, or the fulfillment or non-fulfillment, of significant 
contracts; 

(7) Amendments of any substantial governance documents of the reporting 
company, including the articles of incorporation or similar formation 
documents, bylaws, and significant policies or procedures; or 

(D) Has any other form of substantial control over the reporting company. 

(ii) Direct or indirect exercise of substantial control. An individual may directly or 
indirectly, including as a trustee of a trust or similar arrangement, exercise substantial 
control over a reporting company through: 

(A) Board representation; 

(B) Ownership or control of a majority of the voting power or voting rights of the 
reporting company; 

(C) Rights associated with any financing arrangement or interest in a company; 

(D) Control over one or more intermediary entities that separately or collectively 
exercise substantial control over a reporting company; 

(E) Arrangements or financial or business relationships, whether formal or informal, 
with other individuals or entities acting as nominees; or 

(F) any other contract, arrangement, understanding, relationship, or otherwise. 

 (2) Ownership Interests 

(i) Definition of ownership interest. The term ‘‘ownership interest’’ means: 

(A) Any equity, stock, or similar instrument; preorganization certificate or subscription; 
or transferable share of, or voting trust certificate or certificate of deposit for, an 
equity security, interest in a joint venture, or certificate of interest in a business 
trust; in each such case, without regard to whether any such instrument is 
transferable, is classified as stock or anything similar, or confers voting power or 
voting rights; 

(B) Any capital or profit interest in an entity; 

(C) Any instrument convertible, with or without consideration, into any share or 
instrument described in paragraph (d)(2)(i)(A), or (B) of this section, any future on 
any such instrument, or any warrant or right to purchase, sell, or subscribe to a 
share or interest described in paragraph (d)(2)(i)(A), or (B) of this section, regardless 
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of whether characterized as debt; 

(D) Any put, call, straddle, or other option or privilege of buying or selling any of the 
items described in paragraph (d)(2)(i)(A), (B), or (C) of this section without being 
bound to do so, except to the extent that such option or privilege is created and held 
by a third party or third parties without the knowledge or involvement of the 
reporting company; or 

(E) Any other instrument, contract, arrangement, understanding, relationship, or 
mechanism used to establish ownership. 

(ii) Ownership or control of ownership interest. An individual may directly or 
indirectly own or control an ownership interest of a reporting company through any 
contract, arrangement, understanding, relationship, or otherwise, including: 

(A) Joint ownership with one or more other persons of an undivided interest in such 
ownership interest; 

(B) Through another individual acting as a nominee, intermediary, custodian, or agent 
on behalf of such individual; 

(C) With regard to a trust or similar arrangement that holds such ownership interest: 

(1) As a trustee of the trust or other individual (if any) with the authority to dispose 
of trust assets; 

(2) As a beneficiary who: 

(i) Is the sole permissible recipient of income and principal from the trust; or 

(ii) Has the right to demand a distribution of or withdraw substantially all of 
the assets from the trust; or 

(3) As a grantor or settlor who has the right to revoke the trust or otherwise 
withdraw the assets of the trust; or 

(D) Through ownership or control of one or more intermediary entities, or ownership or 
control of the ownership interests of any such entities, that separately or collectively 
own or control ownership interests of the reporting company. 

(iii) Calculation of the total ownership interests of a reporting company. In 
determining whether an individual owns or controls at least 25 percent of the 
ownership interests of a reporting company, the total ownership interests that an 
individual owns or controls, directly or indirectly, shall be calculated as a percentage of 
the total outstanding ownership interests of the reporting company as follows: 

(A) Ownership interests of the individual shall be calculated at the present time, and 
any options or similar interests of the individual shall be treated as exercised; 

(B) For reporting companies that issue capital or profit interests (including entities 
treated as partnerships for federal income tax purposes), the individual’s ownership 
interests are the individual’s capital and profit interests in the entity, calculated as 
a percentage of the total outstanding capital and profit interests of the entity; 

(C) For corporations, entities treated as corporations for federal income tax purposes, 
and other reporting companies that issue shares of stock, the applicable percentage 
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shall be the greater of: 

(1) the total combined voting power of all classes of ownership interests of the 
individual as a percentage of total outstanding voting power of all classes of 
ownership interests entitled to vote, or 

(2) the total combined value of the ownership interests of the individual as a 
percentage of the total outstanding value of all classes of ownership interests; 
and 

(D) If the facts and circumstances do not permit the calculations described in either 
paragraph (d)(2)(iii)(B) or (C) to be performed with reasonable certainty, any 
individual who owns or controls 25 percent or more of any class or type of ownership 
interest of a reporting company shall be deemed to own or control 25 percent or 
more of the ownership interests of the reporting company. 

(3) Exceptions. Notwithstanding any other provision of this paragraph (d), the term 
‘‘beneficial owner’’ does not include: 

(i) A minor child, as defined under the law of the State or Indian tribe in which a domestic 
reporting company is created or a foreign reporting company is first registered, 
provided the reporting company reports the required information of a parent or legal 
guardian of the minor child as specified in paragraph (b)(2)(ii) of this section; 

(ii) An individual acting as a nominee, intermediary, custodian, or agent on behalf of 
another individual; 

(iii) An employee of a reporting company, acting solely as an employee, whose substantial 
control over or economic benefits from such entity are derived solely from the 
employment status of the employee, provided that such person is not a senior officer as 
defined in paragraph (f)(8) of this section; 

(iv) An individual whose only interest in a reporting company is a future interest through 
a right of inheritance; 

(v) A creditor of a reporting company. For purposes of this paragraph (d)(3)(v), a creditor 
is an individual who meets the requirements of paragraph (d) of this section solely 
through rights or interests for the payment of a predetermined sum of money, such as 
a debt incurred by the reporting company, or a loan covenant or other similar right 
associated with such right to receive payment that is intended to secure the right to 
receive payment or enhance the likelihood of repayment. 

(e) Company applicant. For purposes of this section, the term ‘‘company applicant’’ means: 

(1) For a domestic reporting company, the individual who directly files the document that 
creates the domestic reporting company as described in paragraph (c)(1)(i) of this 
section; 

(2) For a foreign reporting company, the individual who directly files the document that 
first registers the foreign reporting company as described in paragraph (c)(1)(ii) of this 
section; and 

(3) Whether for a domestic or a foreign reporting company, the individual who is primarily 
responsible for directing or controlling such filing if more than one individual is 
involved in the filing of the document. 
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(f) Definitions. For purposes of this section, the following terms have the following meanings. 

(1) Employee. The term ‘‘employee’’ has the meaning given the term in 26 CFR 54.4980H–
1(a)(15). 

(2) FinCEN identifier. The term ‘‘FinCEN identifier’’ means the unique identifying 
number assigned by FinCEN to an individual or reporting company under this section. 

(3) Foreign person. The term ‘‘foreign person’’ means a person who is not a United States 
person. 

(4) Indian tribe. The term ‘‘Indian tribe’’ has the meaning given the term ‘‘Indian tribe’’ 
in section 102 of the Federally Recognized Indian Tribe List Act of 1994 (25 U.S.C. 
5130). 

(5) Lawfully admitted for permanent residence. The term ‘‘lawfully admitted for 
permanent residence’’ has the meaning given the term in section 101(a) of the 
Immigration and Nationality Act (8 U.S.C. 1101(a)). 

(6) Operating presence at a physical office within the United States. The term ‘‘has 
an operating presence at a physical office within the United States’’ means that an 
entity regularly conducts its business at a physical location in the United States that 
the entity owns or leases and that is physically distinct from the place of business of 
any other unaffiliated entity. 

(7) Pooled investment vehicle. The term ‘‘pooled investment vehicle’’ means: 

(i) Any investment company, as defined in section 3(a) of the Investment Company Act 
of 1940 (15 U.S.C. 80a– 3(a)); or (ii) Any company that: 

(A) Would be an investment company under that section but for the exclusion 
provided from that definition by paragraph (1) or (7) of section 3(c) of that Act 
(15 U.S.C. 80a–3(c)); and 

(B) Is identified by its legal name by the applicable investment adviser in its Form 
ADV (or successor form) filed with the Securities and Exchange Commission or 
will be so identified in the next annual updating amendment to Form ADV 
required to be filed by the applicable investment adviser pursuant to rule 204–
1 under the Investment Advisers Act of 1940 (17 CFR 275.204– 1). 

(8) Senior officer. The term ‘‘senior officer’’ means any individual holding the position or 
exercising the authority of a president, chief financial officer, general counsel, chief 
executive officer, chief operating officer, or any other officer, regardless of official title, 
who performs a similar function. 

(9) State. The term ‘‘State’’ means any state of the United States, the District of Columbia, 
the Commonwealth of Puerto Rico, the Commonwealth of the Northern Mariana 
Islands, American Samoa, Guam, the United States Virgin Islands, and any other 
commonwealth, territory, or possession of the United States. 

(10) United States person. The term ‘‘United States person’’ has the meaning given the 
term in section 7701(a)(30) of the Internal Revenue Code of 1986. 

(g) Reporting violations. It shall be unlawful for any person to willfully provide, or attempt to 
provide, false or fraudulent beneficial ownership information, including a false or fraudulent 
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identifying photograph or document, to FinCEN in accordance with this section, or to willfully 
fail to report complete or updated beneficial ownership information to FinCEN in accordance 
with this section. For purposes of this paragraph (g): 

(1) The term ‘‘person’’ includes any individual, reporting company, or other entity. 

(2) The term ‘‘beneficial ownership information’’ includes any information provided to FinCEN 
under this section. 

(3) A person provides or attempts to provide beneficial ownership information to FinCEN if 
such person does so directly or indirectly, including by providing such information to 
another person for purposes of a report or application under this section. 

(4) A person fails to report complete or updated beneficial ownership information to FinCEN 
if, with respect to an entity: 

(i) such entity is required, pursuant to title 31, United States Code, section 5336, or its 
implementing regulations, to report information to FinCEN; 

(ii) the reporting company fails to report such information to FinCEN; and 

(iii) such person either causes the failure, or is a senior officer of the entity at the time of 
the failure. 
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	• Deny a loan for the purpose of purchasing, constructing, improving, repairing or maintaining a dwelling or to deny any loan secured by a dwelling; or
	• Discriminate in fixing the amount, interest rate, duration, application procedures, or other terms or conditions of such a loan or in appraising property.
	IF YOU BELIEVE YOU HAVE BEEN DISCRIMINATED AGAINST, YOU SHOULD SEND A COMPLAINT TO:
	Assistant Secretary for Fair Housing and Equal Opportunity, Department of Housing and Urban Development, Washington, DC 20410.
	For processing under the Federal Fair Housing Act
	AND TO:
	Federal Deposit Insurance Corporation, National Center for Consumer and Deposit Assistance, https://ask.fdic.gov/fdicinformationandsupportcenter.
	For processing under the FDIC Regulations.
	UNDER THE EQUAL CREDIT OPPORTUNITY ACT, IT IS ILLEGAL TO DISCRIMINATE IN ANY CREDIT TRANSACTION:
	• On the basis of race, color, national origin, religion, sex, marital status, or age;
	• Because income is from public assistance; or
	• Because a right has been exercised under the Consumer Credit Protection Act.
	IF YOU BELIEVE YOU HAVE BEEN DISCRIMINATED AGAINST, YOU SHOULD SEND A COMPLAINT TO:
	Federal Deposit Insurance Corporation, National Center for Consumer and Deposit Assistance, https://ask.fdic.gov/fdicinformationandsupportcenter.
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	Section 2: COVID-19 Pandemic
	Note: This section is a continuation of Pandemic Preparedness that appeared in last quarter’s Regulatory Update. These articles cover July 1, 2022 through September 30, 2022.
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	Section 2: Flood Disaster Protection Act
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	Section 3: Fair Debt Collection Practices Act
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